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O EHEEE O, I TETE A 2 IR 9 266 217 314 111 SSH 231, BRARE A configure
network static-routes iy 4 & B LT INERSEE Ho X T Amazon Web Il 45 1 [¥) threat defense
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E ({45 configure manager add %) -
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o ASCFPERAFEOR . FEIXM LU T, AU B .
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* i IPv4 X IPv6: AREIFIIN 155 .
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MNETH

\)

AR TR AN R R OE o AREE S AT T G S SR AR R R EA T

P 268 Mt Bl e 4 (NAT) Tl ol it s AR SR B I 28 R B (v, v S g o G 8 H s TP
Mtk NAT d5eis LK 382 fo vE 9 2% 15 ELIR I EA T AR o S NAT AT 101 #4fe, IXAR51K
L 5 A TR ), (EL3 D b HE R e (PAT) SEOR 3 . PAT RUVFRSAEF So— i A 3% TP Mk
HCHRARE S LA ) A FE I 46 s X880 LR ARG TG 23 &R, ISR R 35 PAT B s 1
B KIER

W, TEe R i H SR SRR, #RRERA P AL GER—ErE )« A E L
AR, FRE R TP Mk, B R BRI 1P Hidk. (R, AR SUIE Hd A TP Mk
AU 1 H IR AR IR OB JAE T I P Ui 16 52 ME— PR NATID, DU IR AR
(AR, JFE TR E Mg A B PO R A% BT NAT 1D GRIASE TP Hudik) X 4)
B HEAT S5 B E A AL o

. KB INE] R, (ARRIE B A& TP Hhhl (i, B 7E PAT B HER)R) » BIER
SR P B PG AR E NAT ID AEMF#E; f5 1P Mk B9 2. ARt b, i 3R rho0 TP Mk
AT NAT ID AR P A5 o e i M 80 A B R0 ) TP Mo RN, 7 B P CoKE ] NAT
ID (AN TP udikoxf 8 46 HEAT 5 S0 IE

JVE NAT 1D fizis T NAT 35S, (H4 ] DUE AL NAT 1D Kb ) 8 0ds in 2 A& & 1 it
o 1 BRI b, 70N TP Huhb B 25 (0 [R) I 4 s R4 B 2% F5 2 ME— 1) NAT ID, ARG ERE S
A Fige BB IP MR NAT ID. FE: DA N NAT ID D20 & ME— 1) .

PLUR 7R 8 PAT IP HibkJ5 ) =N s FEXFIEDOL T, 76 B Eirpu0 AR & Lo A% & fe8
—/NME—[ NAT ID, JFAE XS4 AR 4 BErRO 1P Hudik o
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[ 1: PAT RIS &R & NATID

Device 1 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes1

Management Center
192.168.45.44

Device 2 IP address: behind PAT
Register with

Management Center: 192.168.45.44
NAT ID: griffontaxes2

Add Device 1:
IP address: blank
NAT ID: griffontaxes1

Add Device 2: _ _
IP address: blank De\ﬂ_ce 3 IF_’ address: behind PAT
NAT ID: griffontaxes2 Register with

Management Center: 192.168.45.44
Add Device 3: NAT ID: griffontaxes3

IP address: blank
NAT ID: griffontaxes3

PLUR 7891 g PAT TP Huhb Jo i 45 BEFhuts o ZEIXPIME R, 76 B0y AX L2 BN &R
—/NHE—Tf] NAT ID, J7E B EE Ly B4R e e TP ik,

2: PAT [ %9 FMC NAT ID

Device 1: 10.10.10.1 @—
Register with [ 4
Management Center: blank
NAT ID: griffontaxes1

Management Center
IP Address: Behind PAT

Device 2: 10.10.10.2
Register with
Management Center: blank
NAT ID: griffontaxes2

Add Device 1:
IP address: 10.10.10.1
NAT ID: griffontaxes

Add Device 2:

Device 3:10.10.10.3 IP address: 10.10.10.2

Register with NAT ID: griffont 2
Management Center: blank === S
NAT ID: griffontaxes3 Add Device 3:

IP address: 10.10.10.3
NAT ID: griffontaxes3
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[& 3: Cisco Secure Firewall Management Center & 7 8 /& 184%

Management
—---.  Events | mgmt Managed
mgmt1 Device
eth1
Management
Cent
SIIET : Management
LT T I LT mamto

Events e Managed
mgmt1 Device

PR 7] 57 e A0 P SR A BB L 1) A B by R 2R BRI 1 A B

[& 4: Cisco Secure Firewall Management Center t 1% A & 1231

Management
—————————— mgm
Events gmto Managed
mgmt1 Device
Management
Center
Management
T T mamto
Events J Managed
mgmt1 Device

LR 7 8] < A P S g e 1 1) AP B PR M S2 A B9
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[& 5: Cisco Secure Firewall Management Centerfil & &% & L M B BB 4E O

Management
-------------------- ngrmitd Managed
o _Eve_nts_  mgmti Device
Management
Center
Management
_____________ ngmto Managed
Events Jmamt Device

LUR7n Sk A B rpt B2 ANV B LS BN SR L IR, DS S g e s oA
BRI RS B R A

B 6 REERMEBEMEORZE

Management
_ {amio Managed
Events T Device
Management
Center
Management
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—— Eent_s _ _ _mgmt Device
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o MEEH G

AREFLERWSITRE

TR LLLE Bl 0 A o6 b E S sk i AT S AR — O s, TR B AR T
FEMANIRBCEL R S0 R CLI S8 s b gI e ic s , % 18 i,

\}

AR Y ES Rl SSH Bk CLI RN, RETa2 il SSH .

FrIaZ Al
BU%E T LU{§ I configure user add iy 45 CLI () H A 71K

UK

A ) 65 o ) A ) SSHIEH: A8 BiJlM 9748 CLI.

T Lt SSH I 560 M B 61 2 6 0065 B0 1 . A0 L1650 SSHUGERE T FF SR 1, 6t T L i
eI 0 L. BANESL R, A5F SSH BB N VT . 13 IISSH i il (SSH Access), LUt
VP L5 5 B 3 1 2 37 SSH 742

XTPBEBE, T DU RGER R B AR S i . A OGS ARSI i
MREF g o A RA N SR AT B

* 9600 HHFH

* 8 MEEA

* AR

© 1 AME A
Pl 65 5 1 1) CLI & FXOS (ISA 3000 B4k, ‘e M s Bl CLD o A1 ol CLI BE4T
HEARRCE . W RNEH I RGBS . A% FXOS fir & Mf5 5, 1525 FXOS S0,

-2 Szt S IOAUAE, AT OB SIS S i T Y FXOS, WA LURYE I E SSH f1 SSH Vi
i) %)% kA B 1 jB ] SSH.  BRIATS L 251 SSH.

f# 1] admin HI 7 4 MRS 5 ok

Tl

firepower login: admin

Password:

Last login: Thu May 16 14:01:03 UTC 2019 on ttySO
Successful login attempts for user 'admin' : 1
firepower#
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B s=9imss ammm nuEs

$1E3

WA e S o 1, VT U CLI.
connect ftd
ZRHIER

connect ftd name
BAELWIAIR, THRMAN T A2
IR WPEAIEH T ISA 3000.

i

firepower# connect ftd
>

7E CLI /R TF () &b, A 247 Ui R Bl BT SR VF AT i 2 o
TR Al & a0 B FXOS, 1A exit.
(Al fn S 4d H SSH, RS DA% #23] FXOS.
connect fxos
BLR[A ) BB CLI, i exito
(n[iE) Vjinl iz CLI:
system support diagnostic-cli
18t CLI W HEAT S i B HEBR « B CLIE %14 show Al H A4

b CLI AW A7 H ™ EXEC FIRFA EXEC X, 7EARFAL EXEC Bilrh, A2 i, %
BEAFFBU EXEC B3, M enable fir4; 7EWCEISE7RIN % Enter . JoRT A0 o

il

> system support diagnostic-cli

firepower> enable

Password:
firepower#

FEIR[M B HEE CLI, 14 Ctrl+a, d.

AFEEMTT R BNEETE 1 4aEC E

AT WA CLI 52 BUMMIT A HILARCE 7T LUk Firepower 4100/93002 SMAITH %4 5 1 4%
TS SERAIERLE . 3T Firepower4100/9300, i BHBHRBA&IN, SEMIT I VIARLE . 2 M Firepower
4100/9300_I- 1€ 5 5 7%

XFAREARE OPF 5N AN SRR AP TPIABEE . WS HAFHS (ki
Bl A BRI R 4 B Ly, 5 30 T
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> Y.l [=T= I e [ g T i/ 3 Zs =~}
FRIEEEERTRBMEHEVEEE
TR R VAT BEAS APAT BB A IR AA . A A WA RS BT IR BN, i R Y)
o2 BRI L0 M TR, BRI ORI BESR UG WS, A AR T oe B BT A L
FOAGR R o EER, AR ITMEBRIARC E B, By m 6 ks sl X . ] CLIR), R
EE IR LURDE B A% U7 ) W B SO EE (n, ARREBRARI B LR ED .
o AWK 4200 ASCRF WA RIS . T EAEH] CLLAR/F: (] CLI S8 uguh i ) dh e &
, 18 T
o SRR PANE ] TOCHK A BB A0 S8 T T 00 ) CDO B4 e % . IR BV BEAR LB 2 TH
THCE L RIS . A3 QL E W UE AT AT VRS 5, 1S AT CLL 58 gk br B S8 i
Bl , 5518 Ui,
o RG] 1B Firepower 4100/9300 Fil ISA 3000 LLAMGFTAT Fofl ¥ 4% . Sml LA BE&4 P
IR LW AN E B, HETENRBOAREA R T4 &, B CUE T o gy
RFTRESAE H T IR P 5.

g2

SIB1 BRERAEHE.
a) fENIEZS I AN LL R URL.
* N - https://192.168.95.1.

* {5 B - https://management_ip. B¢ DHCP %/ 3, Kt TP Huhik B g T4 1 DHCP filt
Zno TEUbERE, SEOAZI0K A B P Mk e B N A Mk, DR B AT T S ) e 1
DA B T T

b) A4 admin FIZRIA %S Admin123 &%,
¢) RYAALTIEI RS < B YT P I SR

W2 HIOFSRAE B LS AR TR E I, T ORI R DU PRI I a5 TR T Bk 1
#1188 (Skip device setup) KBk 2 ) & .

SEMBCE T, BT AR BN E AL, ROBRA AN (LUK 1/ #AMRCE, &%
ARSI R B b0 A8 EE T IN AT 4

a) A RV B LI RC A LRI, AR5 A T —3 (Next).

1. 4MERIEO ML (Outside Interface Address) - 2 1 & HIBER W 5G, I LT FAE R B8 1)
3. FEVIGRBE A B E ], AN REE PRI AN . SR — AN U BRIA O A
M
WEREAEH S AN (BN ANF FEE DR AT B Ui ), WA 5 i e 38 17 5 5 F-o)
BCE %L
L& |Pv4 - SNEE ) TPv4 Huhl. AT LU DHCP, i a] DLFsh NE A 1P Huhl. TR
A G, 4k, Haf Daksesx, AHCE IPv4a k. #ICTAT ) 2ok 10 S0 & PPPoE. 1R
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B sresemszsammwmsEs

b)

<)

d)
e)

e LEF 2| DSL. L A5 il fif i 3 5 ISP [ Hofhidi 4z, I HL ISP i ] PPPoE K44It 1P skt
M)A GE 75 28 PPPoE. 4 n] LAZE S S A id & PPPoE.

BLE 1pv6 - AM42 1 Tpve Huhkv] L H DHCP, tBn] LLFahii A\ #5 4 1P bk, Frgf i
Ko A, WTRLIERESR, AECE IPve Hidik.

2. EIEENO
WERAE CLI T TG E, BB ASE RS W E .

R AE Bl 1 1 R IV BEER U ), DS AR B R, i, SRR B R e
B T R BRI RO T B 1 DNS IR 25 @i At FQDN,, 1 AR 4 I Kcdfa 4% 11 DNS ik 55
Ao

DNS R 88 - R4 HUHhE ) DNS IR%4% . fir N\ DNS IR %525 10— A5 2 A Huhk DL#HT 44
FRo BRIME N OpenDNS 223 DNS 45 W F A g i - BT AR EIWK R BRINAE, 1 s o A
OpenDNS (Use OpenDNS) UL H #4535 1) TP Mk N 2B .

R5 k3 E X2 (Firewall Hostname) - 4645 BEHb AL 4144

Jic % B [E) 3 B (NTP) (Time Setting [NTP]) ) £iili F—% (Next).

1. BIX - PR GIX .

2. NTPEFEARSS 88 - EREAEFHBRIN NTP I g5, T30 NTP IR55-# bk . v LU I
EZN T8 g S

BB 90 BIFMEEA™ A iE M-

AN BB A BRI M AR s B VAT IR B L AT .

AT .

RGN IEB B (Cloud Management) 534 37 (Standalone). X T 450y 4581, ik

PEImar (Standalone), RJGIEFENET (Got It).

HB®I  (TRER ) MEE RO,

T RE T R B O, AT S Ea i O s ) B A . R A v i PR R
A B 1, DULA U H B T B e A FILES

o TR BRER VT 1) (R B 43 1 - A B LA 200K I SR e B A Bt e BRSO, A BRI
DHCP #1 IP HusikFI RO . SR B AT M DHCP #C S OC (o, S B R ez e 31 1
2, WIFICKBOA B 1, IF R H AT AT E . W DHCP #4508 7 K 5%,
D5 A S TP kb RGBS 11, JFRZ I S BEE N i 3% 1

o HIFE B U7 IR (K06 R 10 - i R S E B A TP MBIk, TS OR D3R BROA I S B E— MY
Ko MIAREARHL o WEREAT ] DHCP, WIEHMATAEMTRCE, AT 2l )\ DHCP 3k
P

SIR4 WURERCE AR D, QRS EH T ST AN e R O, LR & (Device), SR )G il
0O (Interfaces) 5 2 15E% .

FE T B TR BRI, Ao OR Al B RS IO




| weeE

LIRS

SIE6

WPt iRE > RERE > KPEE, R)n il g W RO R

il g &2 d0/CDO FMER.
B 7: 12 h/CD0 IS B

Configure Connection to Management Center or CDO

eRgsressianpanrRs |

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No

Threat Defense

10.89.5.16
feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup

Management Center/CDO Access Interface
() Data Interface

Management Center/CDO

Joceecosai)
10.89.5.35

CANCEL CONNECT
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b)
<)

d)

T BERFEEERO/CDO EHZE P bk, B A nT LME 1P #hhikek FHL44 17 ) & #
L, dEsd 2, W FHEPO AT NAT 2 5 s AL 1P bk sk B4, iEmd & .

WA DA — AN CRFREAL B BT 1 526D HA U ml (1) IP Huhlk, A REEP N/
[R) A7 XU [a] TLS-1.3 0 i {5 3 1

R 2, N B2 a0 /CDO £H4&/IP ik,
jgE EEH/CDO SEMEZSA.

BEE PR IR — IRVETE N3, B B8 v 46 R A A B b R e WA
AFHEE 37 N ARCERTAFE R (A-Z, a-z. 0-9) FIETAF (-). UL ID ATHT
B2 A BN R L.

}85E NAT ID.

UL ID R LRI ME—— RPE TR, ROETHEAE FR L BiEE. mRNERF —aw& L
fag 1P Mk, W7 Bolb B (H I B AL AEANTE P & 25 1 TP ML BRI, 4345 % NATID. NAT
ID AP 37 D7 AT TR (A-Z. a-z. 0-9) FIEFH (). HID ARE
FHTRAT S B A M 3 B B0y . NAT ID 5 1P Hhbik &5 G4, TRIEER Rk B IE
BRIBEE s A LEXS TP Hdil/NAT ID 34T Sy Ik fe, Ak ari i ol

PR WEEERE.

a)

b)

¥65% FTD £H¥14.
L SR A T B D kAT B IR0 /CDO SFE3ED Vi), Wk FQDN K T ik,
15 DNS AR 284H.

VEFEIAT Al zd— /N rdl. ERIN DNS 41444 CiscoUmbrellaDNSServer Group, i fifg
OpenDNS 5545 o

WSy B AL /CDO i 848 O S8R 1, WL ¥ B 4 8 B0 £ 10 DNS 4528 f84f
FH 222 1) 3 B0 B (15 28 DNS IR 4548 HH T B it . 4l DNS JIR 45480 T DDNS (Ui 2B ED
BUE T R D R e AR . ST RESSIE BT T BRI AT R) DNS IRSS A4, DR A 7 S AN £l it
AR I A2 1 23k DNS R4S 2% .

7 RO b, BB 1 DNS IR S S A0S Fo g b b B A 11 6 B E R P LR . Ok
BB A IR B DI, A BRCE R ORE, JF H DNS RS54 A BTG E R
o AHGR, RS KT G BCE SRS 2 BU4h 60 7 DNS FLE 1) P o 18 e, UG B 2 A
W E . AT E S E S B E UCEL ) DNS V&8, DUl BB A s B A %A%
5.

UEAN, ACHLERIAETE M L DNS IRj%545, B E O A SR A DNS k454t .

WS FMC i a3 QIR PR IR 11, e 25 Tic 4 B DNS 54 -

T EIEAHL/CDO i aIEA, IHE R A E M.

A B 7 0 A A v A B A B b S, RS LK 2 A B A S O A R D ek — B

PRSI WURBERE T HER L O, I HAZR AR NI L, IS A IR IR




| weeE

eRgsressianpanrRs |

RRER R, ZORER AR AR BRI th e IR e AN L, I AaiEs
PR TN E 7Ot WORGERE T 1, A R AR R B AL 2 AT T B EER
B

SRR PR T AR, DA T B W OGO ME G, ARG A EAE L B Ak A .
Crfik) k£ T EdERE D, iF SR NENZS DNS (DDNS) 75%.

W 1P Hhhl & £ 481k, DDNS #fif 4 B Aoty il il se 2B e 4% (FQDN) (1) BB fil B4 . 10

B& > RIS > DDNS BRI & 514 DNS.,

LR U B A5 VR DS P B S PO 2 BTG DDNS, BRI % 2 13 Cisco AT
MR CA AR R AT 3228 CA USIRIEAS A B s 1 5 46 vl LA IE ] T HTTPS 3421 DDNS Jlit
WA . B A S FE AL 4 ] DynDNS JEFE APT MU ) DDNS IR 45 2%
(https://help.dyn.com/remote-access-api/).

f A B 105 ) 5 RS INF, - ANSZHF DDNS.
sl % (Connect). SEMPRZS XL R U 2] 45 B0 AR . 78 RFEIEH0/CDO i
MR E VWG, FRE R, IR IR K.

R SR e R R, 3 AT BUEEM. 0, 54 REEESO/CDO EMEE SRy
Ja e BRSPS AR L. A RIXREML, iz R, O B RS R WA
PR A S

WAREAE RFER P L/CDO EMIRE VBRI FFIER D] BA A, SR ED SEEHO
HIRLTHEHESL CDO XIEHE. RORFWIIT & et BLAS 3%

8 IR

Registration Status

<

Successful Connection with the

Management Center or CD

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

weegE |
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{£F CLI 52 BB B il 4145 B &

HERER] BN CLI ABAT WG BCE, A48 F & n) T BB 3 TP Mk, 199 OGO HL A A o 2%
WE. B BRE P RA A R SR R AR L o AR FH A8 B 17 o) A LS
AT LM CLI BeE B o BB RLE B0 S CE . R WS P T W E
I, R AR DI B E 0 AT, R PR LN BRES U I R E AN, AE WA A o
BRI PTAT H DR E AR IR B o 1EVE R, AR B HAMBIA G B BRI Ty il 25 1 S o
PR R ] T BR Firepower 4100/93002 AT i3 2E4E Firepower 4100/9300_t #2512 1 ¥ 25 -
SEIRAIERBCE , 55 4 Firepower 4100/9300_F 1132 H¥% 4%

Procedure

M 6 i ERZ 2] B CLL,  sfd A PR 1% 8L % SSH,  BRIATE UL K 3 DHCP 3RHX 1P
Mohko R BEATHE SNS B, RAVEBUE AR S0, DL WTITER .

(Firepower Al Cisco Secure Firewall Bf£F5) #5440 113482 5] FXOS CLI. SSH 41 % 51
JE i CLI.
i FH 4 admin A1 65 Adminl123 5%,
(Firepower Al Cisco Secure Firewall BffF- ! 5 ) fEFH| G 1, 0] LLEH: ] FXOS CLI. 35— W08
X FXOS I, RASTRNEHE SN, a0 H T SSH 1 EUb 5 185 5% o
Note Lo i CURE 4, HVIBANKIIE, U0 200 T R 152 % LA 2% A 7 15 4 BRI
X}~ Firepower I Cisco Secure Firewal 1fiff:, 152 (Firepower 1000/2100 1 Cisco Secure
Firewall 3100/4200 7 B W B f1(¥) Cisco FXOS HbsHpR4E ) Hh I B g i 72
*FF ISA 3000, %% {Cisco Secure Firewall ASA Fl Secure Firewall Threat Defense F 87 B4
R .

Example:

firepower login: admin
Password: Adminl23
Successful login attempts for user 'admin' : 1

[...]

Hello admin. You must change your password.
Enter new password: **xkkkik

Confirm new password: **kkkxkkx

Your password was updated successfully.

[...]

firepower#

(Firepower Fll Cisco Secure Firewallifi{- %455 ) W15 B4 23 & o L FXOS, E &R 2] @b
Bifil CLIL,

connect ftd


management-center-device-config-74_chapter6.pdf#nameddest=unique_22
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/2100/troubleshoot_fxos/b_2100_CLI_Troubleshoot.html
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Example:

firepower# connect ftd
>

B OGS BN, RESIFOREESZ (B VR ) (BULAYAIL, i Al SSH iz,
W2 PR Y admin B 5. SRJ5, RG0K W CLI BUE A

Note  [REVSRRACYE, HWWIJCIAER CLI L3 s (B, @ FmHErms) o (HiE, nTLAsE
7t CLI 1 {# H configure network iy 4 5 A IR 283 B . G2 BBl i 2 2% .

BB B AR A B 2 R AERG S P . SR Z AT AN I{E, 4% Enter B,

Note  [I{fi fs /e Hicdiidoe L0 L HAS FERS U 1), A (A BB 10 W . i, Tl 3l e 1S
L 5% R A A SR A P A B 11 DNS JIRSS 288 4T FQDN, iy A F #ds #2111 DNS Jili%s
7% o

T2 LU HEN
c REELE IPv4? F/ol 2EELE IPv6? - 2/b—FhihhEZRM Ay »

« MNEIRIZEORY IPv4 BRIARE A/l NS IR OIAY | Pv6e BRIA P S - S 200 I £ 32 L AN
A A B LR TS BAS ), ISR a5, BRSNS B A B 1, (HA 0 TP
Huhl, a0 ek A B 0 BEE O DHCP,  WJEVENS & Ec % O T B, R BRI
B L2 data-interfaces, 1EZ [ F— N2 RD AT RES A B DHCP JIR 55 #5% [ HH 78 7

« MINEIRIEOHY | Pv4 BIAMI O FI/5k @352 DHCP. IREBSHFHARKEE IPv6? - i FARE
o FH A B2 L AR B AT BER U 1), A YOG O data-inter faces.  BE BB AETT B
R IR, DRI AT B p e AR U i) B o G A A A TR B AR VT I
M AER B 1/1 4% b WO TP Huhik .

c MREBHMBESEEYN, FEEMERE - WAL CHEL SSHIER, HAVIRBCEN TN T 1P
Huhit, ERCREWOIT . AR 1P HUREANEE 6 BT TIE R . IR B E AR I

c AHEIRIRE? - WA F DMEH] EHPL. BIEREWA U Firepower W Bl s .

« BRERAOERR? - USRI AATE BN BB KRR AR BB S s KRB R 2
FRIEABATRORCE . VR, FUA B B KRR SRR M e s PR D7 )

Example:

You must accept the EULA to continue.
Press <ENTER> to display the EULA:
End User License Agreement

[...]

Please enter 'YES' or press <ENTER> to AGREE to the EULA:

System initialization in progress. Please stand by.

You must configure the network to continue.

Configure at least one of IPv4 or IPv6 unless managing via data interfaces.
Do you want to configure IPv4? (y/n) [y]:

Do you want to configure IPv6? (y/n) [y]l: n

weegE I
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Configure IPv4 via DHCP or manually? (dhcp/manual) [manuall]:

Enter
Enter
Enter
Enter
Enter

an IPv4 address for the management interface [192.168.45.61]: 10.89.5.17

gggE |

an IPv4 netmask for the management interface [255.255.255.0]: 255.255.255.192

the IPv4 default gateway for the management interface [data-interfaces]:
a fully qualified hostname for this system [firepower]: 1010-3
a comma-separated list of DNS servers or 'none'

[208.67.222.222,208.67.220.220,2620:119:35::35]:

Enter

a comma-separated list of search domains or 'none' []: cisco.com

If your networking information has changed, you will need to reconnect.
Disabling IPv6 configuration: managementO

Setting DNS servers: 208.67.222.222,208.67.220.220,2620:119:35::35
Setting DNS domains:cisco.com

Setting hostname as 1010-3

Setting static IPv4: 10.89.5.17 netmask: 255.255.255.192 gateway: 10.89.5.1 on managementO
Updating routing tables, please wait...

All configurations applied to the system. Took 3 Seconds.

Saving a copy of running network configuration to local disk.
For HTTP Proxy configuration, run 'configure network http-proxy'

Manage the device locally? (yes/no) [yes]: no

DHCP server is already disabled

DHCP Server Disabled

Configure firewall mode? (routed/transparent) [routed]:
Configuring firewall mode

Device is in OffBox mode - disabling/removing port 443 from iptables.
Update policy deployment information

add device configuration
add network discovery
add system policy

You can register the sensor to a Firepower Management Center and use the
Firepower Management Center to manage it. Note that registering the sensor
to a Firepower Management Center disables on-sensor Firepower Services
management capabilities.

When registering the sensor to a Firepower Management Center, a unique
alphanumeric registration key is always required. In most cases, to register
a sensor to a Firepower Management Center, you must provide the hostname or
the IP address along with the registration key.

'configure manager add [hostname | ip address ] [registration key ]'

However, if the sensor and the Firepower Management Center are separated by a
NAT device, you must enter a unique NAT ID, along with the unique registration

key.
'configure manager add DONTRESOLVE [registration key ] [ NAT ID ]'
Later, using the web interface on the Firepower Management Center, you must

use the same registration key and, if necessary, the same NAT ID when you add
this sensor to the Firepower Management Center.

>

i e LU S O A B R

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

WAREATH CDO AT L, AR B A CDO A= Hif?) configure manager add T4 .

Note

10.89.5.1

* {hostname | IPv4_address | IPv6_address| DONTRESOLVE} - 455 & # A0 [f] FQDN B¢ IP i
Bk frR A EE O RNAEE B S0E, 3 6] DONTRESOLVE J#457¢ nat_id. %14 /bf — i
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i
Gaiopiil

tER

PRALY B A BRI TP Mkl A BELE AN A 2 E] i ST X ) TLS-1.3 4
{EBE. MR A P DONTRESOLVE, I FTD w4045 0l i i) 1) 1P #ihk 5% = HL

EK

x

* reg_key - T LRI IR TRV, VM BB BN IR B S AR B b EARE e TENE
AFEL 37 NPT AT RCY (A-Zy a-z. 0-9) FEETHF ().

nat_id-5 2 SR B I ME— 10— IR PE AR R Mg B AR 25— 7 B $8 e U7 ) ) TP kil ok
FHA, WA B Bfree. filan, wils &y 8 ) DONTRESOLVE,
Fgpe s, WA R O TR, RIS T IP Hhhk, B2 FE. NATID A
FHEE 37 AN TR AT AR TR (A-Zy a-z. 0-9) FIETHF (-). ML ID AREHIT
FHATAT AR A3 M 2] B .

Note 4 SR T e VAT & 38, B I RIS 46 52 T A TP Huhil, 0420 [RIIHZE i 55 18
g H AL B E NAT ID.

display_name - i H show managers fir 24 it H T Wb /s b FEER 1) s 20k R ACKs: CDO #r
PURAH T2 W7 110 6 FH A5 B B AUAR M0 3 P B b, MUBRIE AR AT H . IR AR e b 2 4L,
B KB CAR Jvkiz — A sh A s 4 R

* hostname | IP_address (4IR A} DONTRESOLVE JCH#E )

* manager -timestamp

Example:

> configure manager add MC.example.com 123456
Manager successfully configured.

Example:

WA HE UMY T NAT W45 2 5, 1 A ME— ) NAT ID DL EM %4, 548 % DONTRESOLVE
mAEENLL, Bl

> configure manager add DONTRESOLVE regk3y78 natid90
Manager successfully configured.

Example:

g B S A7 T NAT W2 5, W A ME—) NAT ID DL A & #rbuey 1P Huhlksl BHL44, 6.

> configure manager add 10.70.45.5 regk3y78 natid56
Manager successfully configured.

WREAEH CDO 1EN FEAFHIER, HA B A RS E B T8, e AR RS 58
Fls.

configure manager add {hostname | IPv4_address | IPv6_address| DONTRESOLVE} reg_key [nat_id]
[display_name]

Example:

LA R 7% AT CDO A2 K s Z AR (K CDO A A e fin %, ARJEAUAEH] “ 73 #-FMC” s 44 B
fiE T A A b A B

weegE I
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> configure manager add accountl.app.us.cdo.cisco.com KPOOPOrgWzaHrnjlV5ha2g5RE8pKEFX9E
LzmlHOynhVUWhXYWz2swmkj2ZWsN3Lb accountl.app.us.cdo.cisco.com

Manager successfully configured.

> configure manager add 10.70.45.5 regk3y78 natidb56 analytics-FMC

Manager successfully configured.

(Optional) it B FH /& BLES U ] () B 4 11
configure networ k management-data-interface

WIE, RGP B DG B AN R 2R

Note

iz

.

3

It Ar 2, A IR S i e WA ] SSH UG M)A B 1, JERETTRESWTIT,  Saadil
FORNER R G . A 0¢ SSH ANEMIFAE R, EZS M N L.

B AR A A A & IO PEANE B S9iE S A BB i A £ DT BE, on page 4.

ST B e VAT B, W) JRUAR A B D JCAAE A DHCP. WA AR BB W I %
T-BhiE 1P duhl, WAL configure network {ipv4 |ipv6} manual fiy4 7RI % & E . Wi
T WA B B 1 W SCU El data-interfaces, iy 4K r B ¥ B E

MK BT AN R RO, L SRR O E, BRELL N RE: B
ZFRRNIP Huhl, OGHHASER . DNS JIlR55 451 DDNS JIlR55 4% . A% DNS IR 55 S50 A I 14115
B IES RS A B RO, AT UR JE X R B RS U )4 DG E AT O, H AR T
ANSBHAL B Bl E ey F A P, WO RE R, B A R
configure policy rollback iy 4 LAk & LLHT K2

U SR CE DDNS Ak 5545 505 URL, U g B i 25 EHZhis ok B Cisco 25 HER CA HRIB LI
A EZE CAUET, DUE W B 7T LASIE R T HTTPS #:4% (%) DDNS IRZ#HIE1S o Uiy 2
F#{# ] DynDNS G2 API #3t (https://help.dyn.com/remote-access-api/) [FJfL17] DDNS AR 4525 .

iy A 1 B O #2 1) DNS RS54 . Al B IEIAS (B ] configurenetwor k dnsserversfir4-)
B () T DNS 45 o8 FH T4 P & . Bds DNS JIRZ5 241 T- DDNS (W Bl s s T
WA VI 22 A SRS

16 BB b, Bl 10 DNS RS 287G o2 Ut S b A8 0T 65 00 S R i B . 4 18k
S BITAE IS N E] AL I, AR ER IR, JF H DNS RS ARSI I B 6 5 R
{ER, LSRR o T £ Y SRS 2 O 25 60 5 DIN'S 0 E FR) S UM S A, OS24 o 7 s AN bV
BATR WS AL E S5 v B UCELY DNS P& W E, DI e F i i [ 20

UEAN, ACHLERIAETE NN 0 DNS IRk55 2%, B BEO A 2 R ACH DNS JIRS5 45 #ilan, an sk
A AT P BB LIV ) T 4%, {HBE S {8 7 configur e networ k management-data-inter face iy 2 fic
BEHYRE O, WA RO T E A X S (L FE DNS JIjRS548) . BMES FTD
fit & LA

K PP A R A B T, BT UK B 1R SO A B 1 s — B .
TEAE 223 ) 3 PR FQDN K Ttk .

Ry O iy ST BR A BRI AR SR A R I, H AT A RS A IR B A
SIEH B E

TS, iE A configure network management-data-interface disable i 4.


https://help.dyn.com/remote-access-api/
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Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1

Specify a name for the interface [outside]:

IP address (manual / dhcp) [dhcp]:

DDNS server update URL [none]:
https://jcrichton:pa$$wlOrdl7@domains.example.com/nic/update?hostname=<h>&myip=<a>
Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

Example:

> configure network management-data-interface

Data interface to use for management: ethernetl/1l

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]l: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) I[n]:

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network

use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

(Optional) PR Hll7E s 2 9 255 L3 ik H s 2 11 U ) 5 RS
configure networ k management-data-interface client ip_address netmask

BOAHOLT, SRVFFTA 4%

What to do next
P AT R A EE L,

e EEMEO

IR BN TGN EHE D . R &A S AEHE O, FlW, Firepower4100/9300
and Secure Firewall 4200, W] DA FHA-7 &8 HZE A,




B e==6z0

FHia Z |l

PG M A O, TR EAE Y BRSO . 1525 (Cisco Secure Firewall
Management Center 5 #F5H) -

UK

JEH S AN B D A A SRR
configure networ k management-inter face enable management1

configure networ k management-inter face disable-management-channel management1

s LI FRAE ] configure networ k management-inter face disable-events-channel iy 425 ] 14 BiL%
e ANE RSO, B Al 22l S & Jd 4 D Rk iE, Wz L oG], Al
{ERS2A ] T FpFmiE, w2l 8 #1634

p RGN e AN M R G S TR ER RS IBER

w5l

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e A O TP ko
e OO DL B DAL T AN M 2% b, ] DU T [F)— M 25
a) MiE IPv4 ik
configure network ipv4 manual ip_address netmask gateway_ip management1

TR, A gateway ip T AR A GIEECAR B, Bk, R%HIA T4 4 management0
FEOWE M EAS AR DA S A o a0 SR AE S5 8 B VAN W] (1) 9 2% A
PR O, FRATE BSUE O A A D A i A B

oRE

> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

b) ML IPvo6 it
* TR F B BL A

configure network ipv6 router management1


http://www.cisco.com/go/firepower-config
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Al

> configure network ipv6é router managementl
Setting IPv6 network configuration.
Network settings changed.

>

ERZW-¥

configure network ipv6 manual ip6_addressip6_prefix_|length management1

Al

> configure network ipv6é manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

PR3 W PO RS b, WERE D SRR DA A el I, AU O e Bl

F1 5 BRI 2% HH UL
configure network static-routes {ipv4 | ipv6}add management1 destination_ip netmask_or_prefix
gateway _ip
ST BN B, WA 2448 H] configure network ipv4 B ipv6 it A I, FUAEEE ICERIA
PR MG IP il GES PR DB 2, 524 70 .

TP

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6é add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

ORERASK, i show network-static-routes (A E BRI ) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1

Netmask : 255.255.255.0
[.--]
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Add Device &

Select the Provisioning Method:
(@) Registration Key () Serial Number

| CDO Managed Device

Host:t
10.89.5.40 |

Display Name:
10.89.5.40 |

Registration Key:*

Group:

( None 2d |

Access Control Policy:™

inside-outside v

Smart Licensing

Note: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDv50 selection.

Performance Tier (only for Firewall Threat Defense virtual 7.0 and above):
| Select a recommended Tier v |
Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t
I test

Transfer Packets

LI WL CDO L & IS I B A & BP0 S B AU 1408, 1% CDO & 1% % (CDO M anaged
Device)

ARG BV B AL B E, RO EA T CDO &R, fn] DABkIL X s 3%,

REEE
|
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& 10: 73 CDO Fhnig &

Add Device (7]

Select the Provisioning Method:
®) Registration Key Serial Number

CDO Managed Device

Host:t
10.89.5.40

Display Name:
[10.39.5.40 t |

Registration Key:*

Group:

None *

Advanced
Unique NAT ID:t

test

Transfer Packets is configured in CDO

I Cancel |

FEA  AAENTEL, WAZRSIN BT P ks BN
BEAR I EHUAL A 56 4 B OE 14 B I A DN'S S A A7 2 TP LBk 4 PR W SR R 46471 DHCP 2k
Jrc IP Mk, AT EALA AL TP Hudik.
75 NAT g, U AR VA I 7 B rh OV BRIN LR A F o0 ) TP ik sl 044, )
A RETCTR HRE WA 1 TP MUk B BN . A OGTRAME B, THSINAT 305, 25 7 1.
ER AR RO MRS, A A EE DAL T NAT 2, SRR A E L B
W BB AR, ZRAE M (Host) 7 Behdia e —AME.

SWS  ERTAIRTE, WAL EE o R 4 4

HW6  ASEMEATECT, KB Rl 4RO R BT T I VA B — A
CUHERES . ERIITLL TR P RE R )

LTI ELHBET, AN 4, AL R,
ST BUR I, WA DA TSR AR, VR 2 A A
BRI A, R R T

S|/ () AR ARINEIR A

SO A R R I B Ve, SR

N
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R B 55 T IE SRS AR, WE R EXPAEE A Z Rl RER R R, AREVFRIALRS, S
BRI A 2h 5 I Il ORI AR A 2 . TETEAR YT BURMURI R U, T8R4 a2 2%
TP I 30 B £ 1V AT IIE

RN A5, #al LI ER S (System) > ¥ ATIE (Licenses) > & &E1F AIIE (Smart Licenses) T i v ]
FARCIRTIE

AV % T threat defense virtual , RIS NAIEFIERER . EFE S GEIK P VA UEAH VT HC ) 2 3 AR T2,
Eﬁ%ﬁ%UZﬁﬁ, :fé_'} H‘]ﬁ%gjﬁﬁ\yﬂ FTDv50 iﬁlﬁ ° ﬁa\%ﬂjﬂqﬂ: threat defense virtual H’(J‘[‘iﬁééj\)%iqipJ
WA PELI S B, 1524 (Cisco Secure Firewall Management Center 5 i) ) FTDv ¥Fr]
ko

ER W EDE threat defense virtual TF4¢ 5] 7.0+ fit, ATLLIES FTDv - & (FTDv - Variable) K {#
FF ATV IE S A

I A B A SRR AT T NATID, ¢ B4k (Advanced) #5501, i#7EME— NAT 1D (UniqueNAT

ID) “7 Bt AAHIA ¥ NAT 1D

ME— NAT ID (Unique NAT ID) fig & S IE B ME— W — IR AR5 e, 45— AR5 e v i) 1P Mok
RN, BT DLFER UG B I AE B dR e R B, W R K AL (Host) B
B, WA, G SR AT AT SO A B A T A B, RS T OIP Hihik, A ZidE
‘o NAT ID AMFHIT 37 NERF. AP OFE TR (A-Zy a-z. 0-9) FEFARF (-). I

ID ANREFH TRAT A FoAth 15 23 W 21 A B0

FR O WURER B D LR EE iR QST E R, B IRIR e e T A TP Huht, A2 [R] IR
BB A AN SR R E NAT ID.
R EUR 8 5 IEAE DL R SR B A R RO

BUEOLT, SelEmi s o WA S R T k& TIPS 8% Snort S5 Fi 4, W&o Fit o s
15 BTN E s A ik 21 45 B EA TR o G SRAR R bk I, AR SEAE BB L, A
RALFHE B E A

il Register.

B B AR ] RE A BIA P 2 BORRAIE B (1B PR IEAR . WERTEM ), WA RIS IR+
URRTE R, R B — AR B o R BRI, i R 2 AR 0L

* Ping - Vil 4 CLIL, ARJa fEHI LT i ping % BE A0 TP M.
ping system ip_address

U ping AN, A show network fir &6 A W26 0 B o U A i BB OB 4% TP Ml A
configure network {ipv4|ipv6} manual 4.

o VEME . NAT ID Fl 8 BEHUOIP Ml - A R 75 AN 18 LA F AR [R] 6033 A 25 80 A0 NAT 1D (i
HAEHD o ATLAZE % 18 F configure manager add iy 414 i€ 3 W4 4 11 NAT ID.

A Z ARG S, TE 21 https://cisco.com/go/fimce-reg-error.
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B srmsie dREmRR BgERme S

FRAFSIS (REMIAR Fg&Rme @0
AR AT, AT DR P 5 SR B M B A B L, TR AR A LT PRI B E .
LG AR P (CDO) S AL DI fiE «

B TP A 3 AV ) BB L0 S0 L B A S RBGFTFIE, B SR R
BIFT SR S5 DHCP. S R4 BE

\}

AR R B HRCE A AT I, U CDO 2 F SR U BN T R

ACELT B 5 SRR A A -
* Firepower 1000
* Firepower 2100

* Secure Firewall 3100

FIaZ Al

o BRI A DO L B A BT e o ARERAIR FCAUE T8 b £« TIAC & mT DAZE R R R 1
FAREGR T 10 B8

o AN OB EEE O, A ILRER U ) LR . a0 SRR A AN R T TR AR AT, 52
[ DR R O W R B4 T DHCP SREX TP Mk, MU A554 11 (1) % b AN IEA

s EBIRAE L BRCE T B AU PR ISENS,  DUIK L S Bk A . AR CDO
RS I W

o MR BA AIL 1P Hikel FQDN, sl @ BN, 58 Frd0 WEAILIP H
HE/FQDN (a5 & Bivpu B3 IP kAR Flan, ©7E NAT Z25) , DMERE& T BIK
A FER:. 15250 R4 (System) > BLE (Configuration) > EI2 88352421/ /8] (Manager Remote
Access). 4] AAE AP #RZE CDO Hhfid & /A S TP Hihi/FQDN.,

UK

BB HURMAHTFA SRR, T2 R LR ae At B GERUE, T LUk A HEEE CDO Hif
s .
a) fEEHL b, R IRE > RS,
b) MR FRESEHE, ER &
o) MiiFEFIS (Serial Number) LASRHGHEL 772 .
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114275 S RNk &

Add Device (2]

Select the Provisioning Method:
Registration Key ® Serial Number

@ Step 1: Create Cisco Defense Orchestrator (CDO) and SecureX accounts
CDO and SecureX are cloud services that are required for serial-number onboarding.
If you already have separate accounts, you need to link them. Learn more
If you don't already have accounts, perform the following:
- Request a CDO tenant. Learn more
- Create a SecureX user. Learn more

@ Step 2: Integrate the Management Center with SecureX
SecureX integration is required to add an on-prem management center to CDO.
SecureX Integration

o Complete above prerequisites before registering

Cancel

B1J% CDO K™ .

AR WA CA AP SecureX A CDO Mk, NIFFEOCHEXLEIK o A IO P 1A (E
K., 152 [{https://cisco.com/go/cdo-securex-link.

R WA, IEPAT L #AE:

s GUER e (BURTARY SecureX) K™ o A %W A1 CDO M5 &, 152k CDO 3L
(=P

o %3k CDO ML . L3RBT CDO ML (S ., 535 CDO iy,
¥y 5ERMe A S (LUETFRCH SecureX) HEpk. fihidEds, 76 &R 0rh 3 IF SecureX
SR T

siili JA A SecureX 7T S B8 2 TR, ARG S MR 4 2K TR s ARG . i
ORI DT A AR 7 1) LR P BLAE

KTHYMEER, 1EZ (Cisco Secure Firewall Management Center & BLFERG ) Y “fF 4N L
AT 7 — 5

CDO S AERR 5 By 5 RN 2 e BATHAR AL B L o CDO ity ZE4E R L rp i
By, DUEBEATCEARAAC . CDO 1 & Bt SCRN R T I oG . AR HABE Bk
BEL GO RKKIN S, DU OR 8 B L.

ER 0T AR w T IR, ROE TR R A B B G 5 R A AR

WV RTTIT, 3 Adi B 51 CDO (Launch CDO), HifE AL 5%

https://www.defenseorchestrator.com/.

T’ CDO A3 A 1 AR PP E
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$IE2  7F CDOZEHIEMR (Dashboard) (https://www.defenseorchestrator.com/) I, g (Onboard)
( + Onboard )
PRI Al FTD #il.
12: FTD #0%

FTD

Cisco Secure
Firewall Threat Defense

$IE4  EH N FTD & & (Onboard FTD Device) 4t I, s {ERFFIS (Use Serial Number).
B 13:EAF5IS

£ Important: After onboarding your FTD, it will be managed by Firewall Management Center in CDO. Note that use of the firewall device
manager will not be available after onboarding, and all existing policy configurations will be reset. You will need to reconfigure polices
from CDO after onboarding. Learn more (&'

Firewall Threat Defense

S
Eome .0 > ®
Use CLI Registration Key Use Serial Number Deploy an FTD to a cloud

{Rec Hed) Onboard a device using a registration Usa this method for low-touch environment
key generated from CDO and applied provisioning or for onboarding Deploy an FTD to a supported cloud
on the device using the Command configured devices using their serial environment; AWS, GCP and Azure
Line Interface. number.

[FTD 2.0.3+ & 7.24) {cdFMC: 7.2+, OnPrem: 7.4+)

LIS {EiEIE FMC (Select FMC) 1, MR IEF A FMC (On-Prem FMC), )5 i T—% (Next).
& 14: i€ FMC

o Select FMC Select FMC @ For more details, Click Here

Select b E

Cloud-Delivered FMC

Firepower Management Center (Recommended)

Connection On-Prem FMCs (7.4+) @

FMC-Securex-Onboarding-1654149835633
Password Reset
FMC-Securex-Onboarding-1658238180734

) : FMC-Securex-Onboarding-1681247022480
Policy Assignment

FMC-Securex-Onboarding-1681762232392

Subscription License FMC-Securex-Onboarding-1681830086235

Boulder FMC 740-48 1543

Done

@ ® 0 0 0o

+ Onboard On-Prem FMC

R R BEE T AL TP Hihiksk FQDN, M2 EEIER 5 B,

B osses
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& 15: /23t IP 11t /FADN

@ Select FMC Select FMC @ For more details, Click Here

Boulder FMC 740-48 1543 -

(IP/FQDN: fmc-techpubs.cisco.com)

@ Specify the IP/FQDN value unless the FTD is publicly reachable, running a version older than 7.4 and connected with the data
interface. Click FMC Public IP to configure FMC's FQDN.

R BB AIE P Hhl/FQDN, B 48 A5 B D047 (R I fum e, ) 4 b R A 3L 1P
Hilil/FQDN. # ] LUl iy FMC 24k IP (FMC Public | P) #4k ¥ & B B0 AL IP Hb
HE/FQDN. 0K 2 LU 1 AE

& 16: BL & FMC > £ IP/FODN

r -

Configure FMC Public IP/FQDN P4
Selected FMC: Boulder FMC 740-48 1543

Provide FMC Public IP address or FQDN

IP Address/FQDN

[fmc-tech-pubs.cisco.com ]

FQDN preferred

@ Specify this value unless the FTD is publicly reachable, running a version older than 7.4,

and connected with the data interface.

ER T EE L S S, BT EA R 0 ERCE AL TP Ml /FQDN. AN BRI
H CDOK W E I G ZAE ) RO TR E . 1S R (System) > > B &
(Configuration) > &8 282 i/ ja] (Manager Remote Access).

$IE6  {EiE$E (Connection) ', HINBATIFI S RE&HHK. HEiTF—%.
& 17: &

e Connection Device Serial Number Device Name @ Enter the serial number of the FTD device you want to
n| rd, th ill m) )
[MDZS%UZGB J [fp-1010-1| ] onboard, then CDO will attempt to connect to the
device
Next Important: Only FTD 1000, 2100 or 3100 series devices

(running en software version 7.4 or later) are supported.

i
S
~J

{EEFLEE (Password Reset) ', riihi2... (Yes..) o fABLA KB & I HIAH &, , AR5 it
T—% (Next).

X TARFEARRRC, P AU I A

ER RS G TR IR TR, JF B IS AR Ak R s p 0y U B, WA %k
FA&... (No..) I, FIFZRCE SRR EAIEN, PUERANIAEBE R B%, BRIFETHE
XA Bl AT FOR R .

I weegE I
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& 18: Z#3E & (Password Reset)

e Pass ® Password must:

- Be 8-128 characters

- Have at least one lower and one upper case letter
- Have at least one digit

- Have at least one special character.

- Not contain consecutive repeated letters

@ Please review all the prerequisites for onboarding with a serial
number. Learn more (£

2 ) Is this a new device that has never been logged into or
configured for a manager?

® ves, this new device has never been logged into or configured
for a manager
Enter a new password for devices that have never been
configured for a manager.
Important: If you select this option and the device's
default password has already been changed, onboarding
fails.

New Password Confirm Password

sessssssnse

o)

o)

O No, this device has been logged into and configured for a
manager
Use this option if you already changed the password in
the device CLI
Important: If you select this option and the device's
default password has not been changed, onboarding fails

$IB8 (KM EC (Policy Assignment) Hv, TR AT TR H7 i B0 B e P Uy ) PRI S o SR A A B
Do LIS INGENE, DR ST R R A LG JRAR NN . T8
[E 19: K 5 BL
o Policy Assignment Access Control Policy
[ Default Access Control Policy
$£189  {EiTHFATIE (Subscription License) W, & kB4 k. HiT—%.

20: 3T RV RTIE

@ Enable subscription licenses. CDO will attempt to
enable the selected licenses when the device is
connected to CDO and registered with the supplied
Smart License.

Learn more about Cisco Smart Accounts.

e Subscription License

License Type Includes

Base Firewall Capabilities

B carrier (7.3+ FTDs only)

8 irs
Malware Defense

B urL

GTP/GPRS, Diameter, SCTP,

M3UA

% Intrusion Policy
G File Policy

URL Reputation

RA VPN

FIR10 7ESERL (Done) i, REAT LL) CDOM s KBRS IARAE; ENTAS I 2O F

B osses
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21: 5/

Your device is now onboarding
@ This may take a long time to finish. You can check the status of the device on the Devices and Services page

Add Labels @

0GR b, BRI INEE & B (Device Management) I . %6 AT DL A AR R E B
(Goto Inventory) & CDO ¥4 . Al4E CDO 5 i & G A & F ot %4, Dits %,

FEANEREE O AT PR AR, CDO 437824 DDNS $AL 7 JEPAT U #4% -

* {H ] "fmcOnly" J5{AE M3 H DDNS. 17 AN SRR 12 i 1A 750 48 4%

o AFHLL R ML W 4B TP Hudik:  serial-number.local .

o SROLE) A H O (1 1P Mkl LA, DUERRE LA ST EARIR TP M

o WU IP bk AEARAE (G DHCP SR WS a) B B bty ROEm A
U AR B 1 _EAE A E, WA S DDNS. A B0 AT A TV i, UE 34 e &
AL LA

AT LIRS ] CDO 1E 2% DDNS $245: 5, AT DURS 55 B B rhoC i DDNS i & s ok HoAh 7y
. ARVEMMER, 1ESIE E5)4 DNS.

BilfaRme gE4.0

145 LK Firepower 4100/9300 3 INE A& FErpy o B BE ARG OARIHLAR A FHHLAS MGMT $22 LS Bl
EZER:, 0 RMNAE S IEATIRGUEIR . TR, BN FEEAE A Cisco Secure Firewall Al
FE S Bl FXOS CLI,

\)

8 )T Cisco Secure Firewall 3100, 5 HL A% e & 78 #4022 SR C Rl B b 58 1. 1200 it H 22 52491
Biske A Z IR )E, TS0 %2 ScBIpLFTA In 2] G,

pUK -]
S W H G 0 B SSHIZE R £ MU FXOS CLI,

FR2 FEE AL,
create device-manager manager_name [hostname {hostname| ipv4_address|ipv6_address}] [nat-id nat_id]

I weegE I


management-center-device-config-74_chapter16.pdf#nameddest=unique_28
management-center-device-config-74_chapter7.pdf#nameddest=unique_30
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B sssmmes gmh

RGBSR B NN
TR AT FEAm A B fr %o o8 H] commit-buffer BV aJ 7 HI 52 i 4 o

* hostname {hostname | ipv4_address | ipv6_address}—Specifies either the FQDN or IP address of the
BRI R A CERL S BAT AU R TP Mk, A REAEAN B 2
[A] 570 A) TLS-1.3 I B A EIE . W RORAEI A& 45 %€ hostname,  MIHLAT L AURAT Wl
B ¥ IP kbl M4, IF HA 20485 nat-id.
nat-id nat_id- 35 & B IEFEHIME— ) —RVE AT R, TR WIBURE N 4 — T A 45 7€ T U7 il 1 1P ik
BENA, RS BB L HUAR BIRE e . WREARE hostname,  WAZTIE, HIRA]
B IR RS NAT ID, RUEAEE 7 EHLA 8 1P Hihik. NAT ID A8 37 7R, L
TR TR (A-Z. a-z. 0-9) FIETAF (-). M ID AGE TRATATILAR B A M 21
PR,
* Registration Key: reg_key- R0/ AT AL — IR PR S, FEMHUAR I 227 5 8
b BERE . PR AAEE 37 N ER . ARE TR (A-Z a-z 0-9)
FETFHF ()

TP

firepower# create device-manager boulder fmc hostname 10.89.5.35 nat-id 93002
(Valid registration key characters: [a-z], [A-Z],[0-9],[-]1. Length: [2-36]
Registration Key: Impala67

SR AL AL, AT P 1P bk s B LA AR LA .
a) LEFERE > REEE, AL R > RN
[ 22: 7R hnLAE

Device
£ High Availability
Cluster

=2
Group
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[ 23: 5 n#LFE

Add Chassis 9 X

This operation is only supported on 3100, 4100 &
9300 chassis

Hostname/IP Addresst

10.89.5.9

Chassis name

engl

Registration key™

Device Group

Select...

Unigue NAT IDt

: winchester

t Either host or NAT ID is required. | Cancel | m

b) 7E EHNP bt FE P, AN BRI B ) 1P ka4
WURBEANNTE EALAL B IP Mok, PTLLKR I B 2%, 455 ME— NAT ID.
o) 1t MFEBAMR FEUT, FANEAL FE L ORI R AR
d) 76 EMZER FBh, HKENURECE b iy 5 b0 BRI B0 R A [R]— 4
WM R — IR IS A DS PR A RE A (5 .
e) EZWEET, T HuT BRI 4, AT 8.

SRR R, HUAG 2 LSS IS 2 A R AN R, WS e 2R 48 1 d
AREMENAE . DR BEE Tk

f) A PR INE R&H.

g) WIRAENAE R B T NAT ID, 5B IFIFAE ME— NAT ID Bt AAHIA (¥ NAT ID.
NAT ID A UL & PRI PR RIEERF () o

h) siifi Submit.
P N3 & & > R & B I .

I weegE I
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M EEFOMBR (BUEEM) %

U RS B BB, T DUKE AN B ety TP

SERRARRE . SRR AU T RN, TS IS .

O A A 5«
o S U)W A RO R % 2 T (K T AT A
o N IREEE TR
o WU ST £ T SRS G B A A9 FH NTP AN 25 B O JRC I T, UK 152 6 J0R R AR el v 5 2
s DREFICE A, DUE R ARLL b B
NAT HI VPN, ACL &5 5lg DA Sz ARG B AR FEA R

R Ve PG M B R s ) B B G 2 SBO B, DB R A 1% U LA B

FEMIBR Vet 21, 155500 N ICE ,  DASEAEEFTE Mo I ml AR I ] B I (B B
SE) o WEURIEBH CORFRIRCE, W 0 B e B B B .

FOFN IR A IF A DRI E SRR E B A, BHREEMERE, R4 REH T inteis

it
FHIa Z |l

TEERT N B B E CWERBCR ILE s I 1) A B rp L
FHRAIE . HSHFHMSARSIE , 548 1.

UK

TR EFRE > REEHE.
S| 2 EEAUHEN R AL AT BE (D, AUEATHER (Deete).
24: R

&
Packet Tracer
Packet Capture
Revert Upgrade
Health Monitor

Troubleshoot Files

FER3 HNEEER A
SR A UL T U A B RS
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o [t B E Ly BT MR A - W AE SR NAT 1D, AT L A5 A A A 28 R & s
InE] Ry, 5526 T, WURGSTFEE EEAT], W] DU E R T A RS . TS
B AT B R AL, 55 99 T,

 TEMPRDE PG - PUIETH A E L, 5 99 L.
© HHOY B S - N B DB BT B L 2R 104 0T,

o MR R A T AN R A2 BT HE A% - RN UUARTE BRSO S o DIWT b B b B O
EHEE) , W BB CLI H A configure manager delete fiv% .

=il

I?K‘\ﬂﬂ TR%gH
FH O RVPR WA, IR LATEZ & e DRAA B SRS R 2285 . BT LR IT RIS 41
B3R

TE2WERE T, Enf LRI sl O #2488 2 # Bit & Cisco Secure Firewall Management
Centerftf, IATBEAH S MIBR: 28RS LAAE S SRR S8 s Inix 64 .

T SRR v AT IS P B RIS BN, RS SR M & s SNz A b o R0 Al
I, Py & B s IR B ez T .

UK

ST L& > REEE.

W2 RN (Add) FHsd, EERInLE (Add Group).
SLARARIIAT AL, T S AR AL REE () .

$IE 3 i A\ Name.

$IB 4 £ FHi% % (Available Devices) T, EHF— G E G EIRINBNR AR 5. AR Ctrl
oY Shift L 5 W K.

WIS LU (Add) B ik £ B e e s 4l .

HEE ok, AR BRI, I AE MR &S R (W
TR rLLFBE (OK) g in4.

A Y A Y A3 T‘- — \I'L

KANEFMBINLE
IEFRARGAR R L, AR RS T I R e SEOUE RS EHIR . Wicl:, AV
AR BAE G G187, RO P HLYEAN BE IR G B K

| weegE I
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TS LRSS LUIE# O AT B T R 4

\}

AR EHASRASE, ERESE BT R A L B R . TR LR, TR L
M el 2 i zie k. RO A EBUER, JFNAE 15 20Bh N 7%

i

G

1 EFHIgE > IREEHE.
2 HEEEHENEAEL, Sl R (L) .
LB, WREAER S, WRSESERRED#H.

b3 _q,
3 g,

Nil
§

G

Nil
§

$IE3 & (Device).
S A WE Y
o sk EEges GO .
b) BRI, AT R
HIBE WY
a) fEZRGE (System) 4t i ximigs (@) .
b) HIFERE, AT RIS
C) MR S K ST T A T, SRR K I B R R A B B L, R

System is stopped.
It is safe to power off now.
Do you want to reboot instead? [y/N]

WA EER, SRR 3 e LR R G 2R .
T ISA 3000, 5EMKHJE, FR4 LED ¥4 K. /D% 10 70, SR )5 FWT T

THEEWREIIR
ST L PR O

FHIa Z Al
THATEL RS, B AUEE G
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UK

TR LR E > REEE.
F$IE2 il THIREIIRIRE Bidk.
LB 3 LU N4 CSV 5 PDF k& 1k &40 . P TF CSV o T# PDF UL Ml o

| == | \n_ \n_ | == |
MEIXEEE
&> IREEE WG R 5)E Bk I,
o “UFEFA” (ViewBy)- LT AT MG VFrTiE. B AT )47 i SR A B 4o

© “BRIRE” (Device State) - f514 m LIRS B4 PARES R B R e 0 LRl RaS b & F &
TEMIBG. 5T A F IR PGS I 0 1 8 45 K

* “YR” (Search) - I LLM T FEAL R 4 A FR. BHLA B IP Hubil R &R CURCE R & o

o “UNINIETI” (Add options) - #E AT LLAS N % AT FHPEXS . SETRERNAL.

o ORI ALEEME” (Edit and other actions) - £I XA CURCE )W &, i1 YmEE () Bk
AR SERRYE. St ES G EIRRIEHAT H AR

o Ui HISENS " (Access Control Policy) - it Uy [l F45 il 5 I 51) 1) Bl B DA A o 30 28 381 e %
R

* “MHER” (Delete) - MHFR -

o “HBURMIRERAY” (Packet Tracer) - SR E s CLIRERSS VLD, DUE AR E0 P (0 N
RYURR A B A LIRS

o U AR (Packet Capture) - TR HHE ISR T, AT DIAE R P &0 R SR A FAL
Fa AL I BRI S R

© “WRETI” (Revert Upgrade) - Tk LR TIR P TH AL E . BLERAE 20K B
YR BT (R A o

o “IBATIRULIATESS” (Health Monitor) - i 2 13 2% IS AR B I 8 T

o COMEHERR SCAE” (Troubleshooting Files) - 2F BB HERR S, 48 n] DLAE L A i PR AE it 5
AL R B S A

* XJF Firepower 4100/9300 Z 41174, A&/ ME HUAHE B A Web FLIH 1 8EH:

RGBT, RGO BN S 2 AR A B M T . SR DUE IR ok AR RS R, B
KO EBH . #0. NEH4ER DHCP.

I weegE I
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#mEE "

EIEE
1% & (Device) T LK E# (General) #i4r 2 i

25; {iEik

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:

Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

Fz2 “EM” (General) 5 TFE

gggE |

7~ NRITEAE R

Routed
None
Default

Disabled

Registration Key

FH

152 AR

4k (Name)

R BB I R A4 R

iz e TR A WA AN SR I B il R O% ) L .

OB HE B AT A R R BB AR BR SO, B ] & CLIfr 4t o W25 ALk
MR HERR SO, 2 43 TURIA A CLIfiril , 26 45 Wi,

52N BRI B O A B EERR

HIREA WoR B I ANIEG . A RUEN CC. UCAPL Hl None.

Pk RE I &SP BOKE N A IR L A T Pk RE I SO, 4T & SR P BT

TLS 0 i - 275 TLS s g2 O n HE 2 28

WA IR VSR, RHBSARE. WSHHELERREY) - ak&, #
47 TURF AR NI ﬂﬁ 48 5,

BNTTE IR B AT A AL A ] e 2 v Y (IR Ak e .

TEr] LRI A G4 G — SE E
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UK

TR L RE > REEHE.
TE2 EEBRRS LN, il wE () .
FEZ AT, WAREAERI T, MRS SRR ETIH.

P®3 iR %E (Device).
$IB 4 AEM (General) #0, S g () .
a) ASTE WA K BFR (Name).
b) EPEEREEREE (Transfer Packets) & 1R HE DL S0 VFEGE G A0 BE S0 — i A7 e B Ehey L.
c) riilisRHIERZE (Force Deploy) A5 HilHs 4 Hir 55w A A £ e B 0 28 2 4
ERR ORISR E L S T S R ], U e B BB AR L ) S U] ) e A
LS

SIES 110 BEEHERR H0E, WS A SRR SCrE S 43 TR A A CLIf , 2 45 Ui,
PIE6 ARIRERE HE, EHSHIEERZ ) —68%&, H47 TN FHAMPARSACE , 248 1L,
PR T ritiEBE (Deploy).

T—% it 4
© BREMCE NG IES A

4 BB HERR SO

EATLAE “124” (Device) WU E RN A LAAAE “HEBE” (Cluster) BT E ok B A3 B HE T i A2 R
NGRS SO 0T AERE, ST B T AT SO N O — NIRRT DU SRR RN
LR H .

141 7] LR & (Devices) > & % &1 (DeviceManagement) > £ % (3) > #B&EHERR 3244 (Troubleshoot
Files) S Hr i s SCPEA 1o

UK

TR L RE > REEHE.
TR2 Ll EARNRAFILN R/E (4 .
FEZ AT, WEAREAERI T, MRS SR ETIH.
TR piig & o KR
SRR A Dy AT SR R
a) fE B > WEHR 0, Ml B,

weegE I
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& 26: HE
General ST
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: _! (Download |
Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled
Device Configuration: ((import | ("Export ] [ Download |
OnBoarding Method: Registration Key

b) RAXPREEPFEURN &G X THER, ER& T, ErTLULH FEiIRE sUp 1. &
FEE AT £8RE

[B] 27: 5 BB HERR ST 1

Generate Troubleshoot Files - 10.10.0.6 X

@ This operation may take several minutes to complete,
the status can be tracked in Message Center Tasks.

Please select the data to include:

All Data

S

Snort Performance and Configuration

S

Hardware Performance and Logs

S

System Configuration, Policy, and Logs

(4]

Detection Configuration, Policy, and Logs

Interface and Network Related Data

[ <)

Discovery, Awareness, VDB Data, and Logs

(4]

Upgrade Data and Logs

All Database Data

[ <)

All Log Data

(4]

Network Map Information

(4]

Deployment Logs

c) miii% R (Generate).

B osses
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SRS LN H R, WE B > SRR f, s T

28: T &
General PR
Name: 10.10.0.6
Transfer Packets: Yes
Troubleshoot: Logs || CLI
Mode: Routed
Compliance Mode: None
Performance Profile: Default
TLS Crypto Acceleration: Disabled

Device Configuration: import | [ Export

OnBoarding Method: Registration Key

H &R TR L

#&E CLl i+
AT DI B — A TE I CLI %, 5 B A HEBR W A a AR R e o #6508 ] LA AATA7] show fir 4
IFEEHH

TR, PATEL TR i
* show version
* show asp drop
* show counters
* show int ip brief
* show blocks
* show cpu detailed
X T AR B AR A Y A
* show running-config cluster
* show cluster info
* show cluster info health
* show cluster info transport cp

* show version

| weegE I



B zzcusy

* show asp drop

* show counters

* show arp

* show int ip brief

* show blocks

* show cpu detailed

* show interface ccl_interface

* ping ccl_ip size ccl_mtu repeat 2
i

TR L IRE > REEE.
T2 nEEAR RSN RiE () .

\

FELHHEE T, MR, WARGE SRR T

PR3 R ol KR
FIRA A B > WEEHERR M2y, sl CLI,
= 29: CLI

General

Name:

Transfer Packets:
Troubleshoot:
Mode:

Compliance Mode:
Performance Profile:

TLS Crypto Acceleration:

Device Configuration:

OnBoarding Method:

Routed
None
Default

Disabled

Registration Key

AREGUR s CLI BFEHERR XFGHE, Lt ST e X CLL,
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[ 30: CLI ¥ FEHERR

CLI Troubleshoot

>_ Command: = Execute @ Refresh [ Copy Device: 10.10.0.6 v

> show version

for VMware (75) Version 7.4.1 (Build 1220)

o Adaptive S
SJF‘ Operating

Compiled on Wed @1

System image fil
Config file at boot

BIOS Flash

oo H

PYRG (L CLI BBEHERR XM, BErT LLpAT BL R TS5

7t f8% (Command) Bt A show fir 4, SRJ5 i 4T (Execute). B4 HRE 78 0 2
Z3 l:l EF‘ .

* il B DLEDPHE AT iE Y CLL
o wiihi & DO R B AR E
o XFTEREE, T IRE FRAIR I FE ALY R

$IE6 15 Close.

REEEFI S —aRE
(ET P BT B T, T DA TR S L B e O R S, 1 5 5 R ML T 8 4«

FHIEZ Al
TN

o YR H b UM A0 B 9% 205 A R I8 AT [/ — RROAS IR A«

I weegE I
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A HIVERT o

* YHHE £ ST Cisco Secure Firewall Threat Defensei’ #5584 Cisco Secure Firewall Threat Defense 5
o HRU A AT B TS

o YEAN F AR B A v 4 A A RO ) B
o VSR A S B A v 6 (R 17 K B B AR [ - i ey s

RV B R A R RS e INTIRE N X Saw E CT
o WA HBR BB EBE AL ]

o YR H AR BB A A EORAEHEATE B
g2
TR LR E > REEHE.
T2 RSB AR, Al e () .
FEZHEE T, WREAERIHE T, WRZ SR BT
FE3 il &
S BRI, PATUUFERIEZ —

« i RENREEE (X)) LUSHERLE Wb B 4 S BT A . R R R E I,
MIEFRIRE TR AR P B

R EEE () LUSRANLE A T & I 4. A e R EE T L,
M BFRI&E P42 i £ 52 I E I H AR %A
$IE5
L

FE6 rLE.

(A6 ke EEHZ % REEE (Include shared policies configuration) 2 2 HE LA 5T IS0
s (N el S . NAT. F & % & Il FlexConfig 08 ) AI7E 2N £ 2 i) 3L,

T LLAE T R i) 255 (Tasks) W% 52 il 46 e BAT 45 IR AS

5 [p

s AR EAL S A )a, S BEER H b B LAORCE, IR B RS R H 2 H Ar v

SERUTHIB A ILEAT 5, oV H AR A R LA B
SHMSNREEE

VA e T S NV ) S 5 et o R S e i
s N
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sams gsrs [

. I
. sl

* DHCP

* VTEP

- R

), AT AE LU N A B o Al — B S N SR A BC & -
o R BER AL B BIAD B R L - 15 50 A stn A B O IR B, SRS R BRI B (1 B
Do RJE, AT LLP ARSI E
AR MR BB - AL MRS BB A I, AN DR B L B2 s MG L, DRUDABrsk i ANA7 A
SRS (P2 A B D o ARSI )5 T NBCE, R A2 AT o 2 2 (0
%y K B AIE
o PREZINEC A - Q0 R F 38 0 B e X BE a6 B ASAT ) B ST RE M, WU RT LA N A0 T A G 2 A 6 1)
A, DI AR 124 IR s
o FOPEN B - WU RN B AL A IR A, BB R A EEORASN, WR LS AN AR R

TS LT .
s T RERBCE S AR B& (UUID Z00LRE) » BLIEBIE S A Sk, RIERENH
— SR,

* THIIAET AN RS i 2 EIBATIRIARCAS s AR I DG o
KA m AL FE O I, BAR BB BROAS 2 S YRR AR ] o
* WURXBAAE, REHEQIEIZN S . AN G, BEAR, ESH T

R IMEINRE

W= SNBRIE

AAAE BATHIR A4 RO B A S

FAAE L PR RMEAE AN [ R0 5 o XA 0T - DAy e e % B N B i o
HS X G

o PGS - BT S . B, SR
(A X4 LR ()
i, e ERAT ) ARUTAD, S BEE ot
%,

o PrA Fepbont 5 - RIMEAEAN, TR AL
B X5

W HEALFAE BB %

weegE I
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B stnsazems

UK

TR L& > REEHE.
SR 2 RGN, St g () .
TEZHAE T, WUREAER T, MRS PR BT
PR3 A ’E&.
PEA4 FHAE.
a) {EE#M (General) Xk, MAidiHH (Export),
MNEHEERE

General Fahary
Name: 192.168.0.197 FTDv
Transfer Packets: Yes
Mode: Routed
Compliance Mode: None
TLS Crypto Acceleration: Disabled

Device Configuration: mport Download

RGN BRI SHE (0K).
32: NS

Device Configuration Export

Device configuration export task
initiated. View the progress of task
from Tasks view.

ETLAAEAESS (Tasks) T & 3 L .

b) 7Ei@B%A (Notifications) > 1£5% (Tasks) Wi L, #iffSH e MiiT#HSHE (Download
Export Package). o, ] LLsidi®E M (General) X3 ¥ T8k (Download) ¥4 .
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E 33: 5HES

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ success

Q Device Configuration Export

port file created essfully
Download Export Package

sams gsrs [

RGN B TR, il st T S8 (Click hereto download the package) LAA

HARAE SO, AR5 mihRIA (OK) LLE HXHEHE .
& 34 TEHZKHE

Device Configuration Download

Backup taken on 03-Nov-2021 01:15 PM is available.

Click here to download the package

PE®S FAME.
a) {EE# (General) X, MiiF A (Import).
& 35: SN EBE

General

Name:

Transfer Packets:
Mode:

Compliance Mode:

TLS Crypto Acceleration:

Device Configuration:

PNy

ST
192.168.0.197 FTDv
Yes

Routed

None

Disabled

|| mport || Export | | Download |

RO PER B RS T E .. Rdi2 (Yes), R FNBIACE R (EHES sfos THITER,

PSR AR MR SCAEANFD

weegE |
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B 36: SANERHE

Device Configuration Import

This will replace current device configuration with new
configuration from imported file. Do you want to continue?

Yes

37: SMERGE

Name

=

DeviceExport-0434ef00-15bb-11ec-bb94-93bdde3ad19d.sfo

RGBPORERIN TN sRIA (OK).
& 38: FHIAS AN

Device Configuration Import

Device configuration import task
initiated. View the progress of task
from Tasks view.

BT AEAESS (Tasks) B &G S ADEE .

b) BEFAME, UMEAFEFAMAL. {£FANT5HEHR (Notifications) > 1£55 (Tasks) il I,
M EHESANRE (View Import Report).

E 39 BEESNRE

Deployments Upgrades Health Tasks

0 waiting 0 running 0 retrying 20+ sw

Q Device Configuration Import

gofiqurations imported successfully
View Import Report

RERESNIRE (Device Configuration Import Reports) U i At nf 3R 1 ) # % .

B osses
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Cisco Firepower Management Center

Device Configuration Import Reports

Device Shared Policies Device Configurations

0434ef00-15bb-11ec-

bb34-93bdde3ad19d Report does not exist Device configurations import report

HwWIBVFAIIEIRE
i (Device) TN ATE (License) 54 Bty e L H VT
SR e AT I AT, AT DL T AT

UK

TR G E > REEE.
TB2 CE SR & 551, Sl i ()

FEZ AT, WEAREAERI T, WARGE SRR ETIH.
PR3 Ak E.

HB A4 (EIFTTIE (License) #0H, siddi 4wtg ()
WIS I B TR 2 % fa B T IV TR 5 A (0 SR HE
PIR6 riliRTF (Save).

T—$#tta
CHBREEY, WHE R,

BEERFER
%% (Device) LK “ R4” (System) 7 Won R KRG R B3R, W FRPHTL,
AT A AT B HE W A Bl 1 £ o

R 4ERFHHRTR

FER 15t oA
7 AR SN EATCIL R

I weegE I
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- R

FH

1t AR

J¥%1 (Serial)

S B IR 515

I 1] AN ETTESNNITR
X BRI
Version S B BT LR K A RRAS -

I T PR ) P X8

BE T RGN 0], DABE &1 5 BB R E KN XN T

EFWNGIE

1% %& (Device) TLIHI K] “H 5% (Inspection Engine) #1534 i 7~ 15 111 18 45 2 A ] Snort2 i48 42 Snort3
FY) WA G4, 5S4 (Cisco Secure Firewall Management Center Snort 3 it 5755 ) -

EFEITIRRER

1% & (Device) WL _LHIEITIRR (Health) 3 2 Won TR AT A5 .

R EBITRABYRTR

FE

15t BA

JRZAS (Status)

—MREE A YA TRO I B bR . sz E AR R & I “IB IR
B FESS” (Health Monitor).

S — AN ) 2 H AT B A L IS A TR B0 S () LS RRAR PR %
CHERR — Mg “IBAPIRHERR 7 (Health Exclude) WU 4% 32, #8n] LLAEiZ T
[ b Je AR S A TR D HE B A
RIBEEIEIRE

sl LA/E B TR (Management) [X ek A g A4S PR AL S

B B0 PRI EN ASIP HE

DR ASAERS BRI EHLAA B IP bR N3 A by i, 0 S T AR (T B i CLD
A RE ST LU B B T ah R B A E 0 B RN LA BIP Mk

T A B B IP HuhE PR, 1S 7E CLI B sl o8 A B 11, 58 72 Tl

W RAEAEE N A AE ] 7 NAT ID, W)iZ% 1P 7E b vt b o NO-IP, #JG T 558 1P Mhuhik/ 1=

Pl
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| weee
= gmpomnEnas e [

U R A TR A i PEAE AN B 1 By e e, )4 E BB E A LA LU VLS DDNS BCe; fEIX
FEOLT, iR TN

UK E:

TE EFRE > REEE.

S 2 EEEUCE BRI R 55, Ak dRiE () .
TEZWERE T, WRIEAER I, MRS SRR ETIH.

PR3 A% (Devices), JIAHEEE (Management) Xk,

S A ke, ve Tk (I

40 2HEE

Management /a

Remote Host Address: 10.88.5.29
Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

RPN BRI S, i &
Disable Management

Managing this device will not be
possible if it's Management IP is
disabled. Do you want to proceed? You
can enable it later.

| No | Yes

SR B2 BHLAE A PR AR08 Z TRV RE, (HA 2 A B O I R B 4%
S5 W A RIE (L) ORGIRIEAR EALHBAE 1P MR TR SR (AU AR BB D SR
4

o

\

weegE I
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[ 41: iR E IR it

Management

Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

$£IB6 EEIE (Management) AHIGHED, 7FITIE EH A (Remote Host Address) B Al ] ik ) 4 Bl otk
(Secondary Address) 7Bt & 4 FRak 1P Huhl, K5 KR (Save).

A RAT R B BE AR U7 M B S R, SR E U B U R AR RE L, 5 63 L.
[ 42: &2 IP th1t

Management Q

Remote Host Address: 10.89.5.29

Secondary Address: |1o.99.11.e ]

ST AGIEPGER R AR, TR RS (W)
B 43 BREEER

Management G

Remote Host Address: 10.89.5.4
Secondary Address:
Status:

Manager Access Interface: Management Interface

REIER T RO N ETEE U SR
PRI LU T IR E T, SR LT 20 S 0. o BB B e B i
LSV, IR LL R B B T B O SR AN, B
AV 4 KR SO0 A, 5 60 T
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peespazongzexssr

JE B I B K ah 1) A PR U7 1) IE RS 2 A B Oy AE R B B A I TR L R Kt
He, SR e A B AR )

THZ LA P BROUR I8l 0 B ST, R E A D G I B

FHia Z |l

T PR, BRARSI A U], IS BB BT A R — BRSO, A
P 2 [0 3 T BE 26 1A G B AN AR S A5 S

UK

B YiGENITE.
a) 1F %% (Devices) > i & &2 (Device Management) T, SRJ5 M &1 %wig (4 .
b) % 3i&%& (Device) > &1 (Management) 5, RJa s E IR 18]4% 0 (M anager Access|nterface)
HHEEE
E1EEEi7 3% 0 (Manager Access Interface) 7 Bras Won M #i 8 1. SE pihi By, 76 &
g EKIE NI TR 0 28 BUREO.
[ 44: EIR 8 Ia13E O

Manager Access Interface 7]

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

| Data Interface v

Switching the manager access interface from Management to Data interface causes the
deployment to be blocked. To unblock the deploy, pick a data interface and enable it for
manager Access. See the online help for detailed steps.

c) MiRTFE (Save).

TRHAE LI5S SRR e TP I TE R VIR, A REAE B % 11 B R LA BEER s 1] . B2 (Management)
DIRILE 2 WoR BB a3E O B O (Manager Accessinterface: Datalnterface) UL &% &2
BifiEiEMER: B E (Manager Access Details: Configuration).

weegE I
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N
&
N

45: B IF i)

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address:

Status:

Manager Access Interface: Data Interface

Manager Access Details: Configuration

Wi S ECE (Configuration), 4T &R 8] - BLE1F2A15 2 (Manager Access- Configuration
Details) X[ ififE. EIBE2if AR (Manager AccessMode) ¥ i ““545 555”7 (Deploy pending)
N

1£1% % (Devices) > X & &ETE (Device Management) > ## [ (Interfaces) > #R4EH32#E O (Edit Physical
Interface) > &3 2&if7 18] (Manager Access) U1 b FH A2 11 BB #2885 1] o

TS P NG B R e AT — AN Bt 1 DA S — STk gl B % 1R A AR U ). A AR
XS L A B TP sk AT TR e E, JFHE R .

I RAE PR B4 O SEICAY, WS BRC B CARE B U i Bl 1, 5 63 DDA T il AR A (G
.

CAT3E) X2 148 FIDHCP, i54E %% > R & & 38 > DHCP>DDNS 5T [fii_I 3 i Web 257 DDNS
Jiike
W2 AL E 24 DNS. Wil FTD ¥ IP #uhil & /=4 4k, DDNS m AR 45 B0y #5684 B e 3 4
(FQDN) A 7 BB 875 7 -

Hff AR JE MBI A vy DU R R O % B AT R L R, 7E &% (Devices) > % &I (Device
Management) > B&H (Routing) > 7S E&H (Routing) LA IS i i

TH S BN N A R

CRIIE) TR BCE SRS PGS DNS, IR NI T 8 & > FAIRE > DNSIHIL K4
W2 HDNS. W] DDNS, 7% DNS. #4a] LUK DNS 122 42 5 HH i) FQDN.

Eﬂ? RV G W E M B A SSH, JHlld % & > FRIRE > ReFHILNA T
JEAD

2 SSH Vi 0] (SSH Access). #RIMNEOL T, #d#:O LA S A SSH, BFit, 3 Z{EH SSH &2
BT, DT EER A SR

HIEA WU ST e VIR W O

B ARL R I T PR R I E . WS, B D IE R B, (A B SRR
HOERANAE TS SIRE

5 BB AE CLI Clelf N6 S 1), REAE PR 1 e B 0 A A TP stk g I S ¥ B A
Hde 0o el Y, TR G B BT PR


management-center-device-config-74_chapter14.pdf#nameddest=unique_56
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peespazongzexssr

configure network {ipv4 | ipv6} manual ip Hulik (4540 data-interfaces

* ip_address netmask- AR AN FT AL A FEE O, (HAM I BE S R ASTPHbE, fltn& i Huhlk, DU
FPOCBCE) BEED GEZH N ANIHAS) o« BAH DHCP, FEMERAEEH (A2
& BEREDD nIRE YN DHCP 45 45 Wi 321 i 4% rh 78 25

* data-interfaces - I % B ¥ 7E TP 06 R 7 B A, DRI HG ] i ey o A 2 ) K 4 1

PATEE VAT 420 65 o T AN A& SSHZEHE, DRk 4 4 B 5y B2 11 I 28 B B IS, 85110 SSHL 2% 1 0%
Wr It .

Wi AL, VEERER: BB, AR BA SR O B L X R T HE, EEN
HWE LPAT D,

PE R, AR R, 7EiR & (Devices) > & & &8 (Device Management) > 1% & (Device) >
EI8 (Management) #54 H BT BB E 12 EHLHIE (Remote Host Address)IP Ml (IP address)
Fn] ik sEBN bk (Secondary Address), 4R 0 38 E iE R .

TS OB B O I LA BCTP kL 5 54 00, WK OB B A2 B O AT
T B BIAE ENLA B T NAT ID, WA SRR %A (Hod, T B IF 500 8 i BLE
BA e TR A ZhiE .

RS BER CHPT L.

1E B Y, 7E %% (Devices) > & & EIE (Device Management) > i% % (Device) > &18
(Management) > &880 - BL Hi¥4M{5 2 (Manager Access - Configuration Details) > ZEIEIR TS
(Connection Status) Uil F A 28 FEHRRS .

15 BB CLI, % sftunnel-status-brief iy 4 L2 G & BLIE RO A
PR A Won g8z D T8, WonWEs “ tap nlp” FE1.

weegE I
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B semsvazoigrssr e

[& 46: FERIR TS

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

2] connections with peer went down

Close ‘

D RFDHT OB B 10 2P LAE, U NHERRE B . T2 B HEER B 1 1 b 0 B R
, 55 81 T,

BEERFEONSEELAEE

PRATELANE T RS B S T, AKSCHis S B B (o U REAEAS N BE 26 21 A B Oy i S
BASVIRE L, LR D RMAER R ER BB O . BRI, ES I R P
VIRl O B SO B 5 56 T,

FﬂMﬁﬁﬂﬁﬁmﬁﬁ%wwkﬁ PEC AL A5 R ) Y A N BELL AHERL
% 1 R AR AT R U5 R BCRR A RE M R Kodl B o

S LA P BRI B D B AR U IR, G B A P A IR B

FHiaZ |l

X E PR, BRARS AU, SIS BB ERAT A R — BRSO, %
FIBE a6 23 A2 3 A s 2% e B A AR A5 R

UK

WIEE TR .
a) fF %% (Devices) > Z&E1E (Device Management) Ui, )5 AdiiksH &wig (£



| weee

wemspazossrsssee ]

b) #3i% & (Device) > EIE (Management) 43, R )5 fithEIE2S719)3% 0 (Manager Access|nterface)
(PR o

EIREEiEE O (Manager Access I nterface) B2k i & B 1 o $idis o SRR,
v B ERIE FHAIR TR R, E1EEO.

& 47: 5312 EipaENQ

Manager Access Interface Q

This is an advanced setting and need to be configured only if needed.
See the online help for detailed steps.

Manage device by

Management Interface -

Switching the manager access interface from Data to Management causes the deployment
to be blocked. To unblock the deployment, ensure none of the data interfaces are set for
manager access. See the online help for detailed steps.

o) riilifR7E (Save).
TS ILAE DA A58 SRR P I L AP B, A REAE BBz 0 b A BEAS Ui ) . &3 (M anagement)
XA L B ETESRFEEN. BIEIED (Manager Access I nterface: Management | nterface)
DL EIEER A EMIE R BLE (Manager Access Details: Configuration).
[&] 48: Z 321 9]

Management rd @
Remote Host Address: 10.10.1.12
Secondary Address

Status:

Manager Access Interface: Management Interface

Wi S ECE (Configuration), 4T ERER 8] - BLE1F2A15 2 (Manager Access- Configuration

Details) X 1fHE, EIBEE7 )45 (Manager AccessMode) ¥ iE7s “%545%” (Deploy pending)
Wi,

weegE I
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P$IB 2 7Ei%#% (Devices) > & &FETE (Device Management) > ## 0 (Interfaces) > 4riE¥)32#Z 0 (Edit Physical

1E
w

8
~

Interface) > &I 281/ i5) (Manager Access) T I 2% FH 4 2 10 E A BRI ) o

S A0S B A . I R M I 50 B PR LI

W AR AT A, ETE “FHWE” KIS ORI E DNS W8, R & > Fa’
B > DNS N & 346 .

THZHDNS, fEECE 1 1 AR PRV I 1K) 7 PR ROy J8 BRI B AR (T A DNS P i 2Ri%
DNS Il 55 &% ] TR 22 A 5, 91 n iy 1) A0 H ¥ FQDN, - ILAZiA Y A5 B rpoLy F8 ) DNS i

ot

o

PREICE NG WS EE N E .

R e B R T 2 A 1 0 TG S

AT AL, VISR BB A, DMEE AT AR R O R B G R A, AR
BB LHATIED R,

15 BT AE CLI H, IS 1P #uhik okl DHCP BC B4 B 11 1P Mk A ¢ oxf Tl I, 3 1E
BB LHATIED R,

MG E IO E T B UG ) B B LI, PN DGR BN data-interfaces, U5 o T AR i R R
Wi, DA AT DAIE B A U7 ) B LV o S IAE TR O A B L O TP Ml

B475 | P it

configure network {ipv4 |ipv6} manual ip_address netmask gateway _ip

DHCP:

configure network {ipv4 | ipv6} dhcp

T, AR EER:, iR (Devices) > 18 & & I8 (Device M anagement) > i % (Device) >

12 (Management) #B4 H 5ET BUPR BT A (1) FE E Ak (Remote Host Address)IP Hiik (IP address)
FE MR 4B (Secondary Address), 4R B8 %2

VS TR O BN B IP Hud B8 54 U0, W SRAENE BT AE v 2 A b0 g
T BUETE ENLA B T NAT ID, WA SRR %A (HAE, Q8RR F 3007 n I A B
A REHOR R 2hiE k.

PR BER CH P T,

7E FHIPL KA & (Devices) > I & &I (Device Management) > i& % (Device) > &2
(Management) > K7 (Status) 7B E W HIEBRRSEE S B b0 TP s .

16 B # CLL, i\ sftunnel-status-brief @4 LLEF & 44 HE BN .

U RFCHENLE R 10 0B DAL, T HESRIE R . 15 2 B HE BRSO 11 A PR R
, 5581 TL.


management-center-device-config-74_chapter14.pdf#nameddest=unique_56
management-center-device-config-74_chapter19.pdf#nameddest=unique_58
management-center-device-config-74_chapter4.pdf#nameddest=unique_44

| weee

BETR

mEnsgrsragrEn

EIE R ) EEEDO

FEAS B $2  HEAT A P Vg ) I, 0] DAC Bl B 5l 10, DAOEAE e 11 R A e e I 4 4 A P
i, M RRRCE — Ml 1. Rl SLA M F A IR ER 60, 5 W AN IR S 1 I F ECMP X
SRETTAT I, DS B T DA AR AN 1

NS T I

FHIa Z |l
 BhEE RS R O AR 2 X

o WA THIB R O PR BER SIE M T 8 OB SRR o 15 2 B AL WS 1 B A T
o, 55400,

i

7F &% (Devices) > & & &1 (Device Management) T [fi, RJ5 Mk &0 Hig () .

Je G4 B 11 R 5 B8 U7 1)

PR E AR DS (B B O WE A, WS A IR B A [Pv4 kb % 7.
a) EPFZEO (Interfaces) > 4riEIIEIE O (Edit Physical Interface) > & 18281/ i3] (Manager Access).
b) R EEQ EAEIREEAEIE (Enable management on thisinterface for the Manager).

c) sz (OK).

AN e pI R s (BEBEmED .

49:FNO%%

Interface Logical Name Type Security Zones
@ Diagnostic1/1 diagnostic Physical

@ Ethernet1/1 outside Physical outside
Ethernet1/2 Physical

Ethernet1/3 Physical

Ethernet1/4 Physical

Ethernet1/5 Physical

Ethernet1/6 Physical

Ethernet1/7 Physical

© Ethernet1/8 redundant Physical mgmt

WIB 3 KA HLbEA 2 &1 (Management) & .

a) K7 % (Devices), JFAEEEE (Management) [X 4.

weegE I
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b) riligsE (4 .

50: HREEE IR Ho bt
Management
Remote Host Address: 10.89.5.29

Secondary Address:

Status:
Manager Access Interface: Data Interface
Manager Access Details: Configuration

c) 7EEIE (Management) XiGHER, 7E4@BAAE (Secondary Address) 7B & T4 4% Frak 1P Mkl

d)

51: 32 IP it

Management Q

Remote Host Address: 10.89.5.29

Secondary Address: | 10.99.11.6 ]

MR TE (Save).

PSR4 WP B ECMP Xk,

a)
b)
©)
d)
e)

M.

ML tH2s N R, 4R 8 VR B4z 11T IR R A A

Hii ECMP, #RJ5 midisin (Add).

i ECMP X A — & FR.

{ER] A0 (Available Interfaces) fit Nt £ AT O, AR5 TR (Add).
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52: 7 hn ECMP (X33

Add ECMP 0 X

Name

redundant-mgmt

Available Interfaces Selected Interfaces
outside .
redundant .
Add

) AEHE (OK), )5 mdifRTF (Save).
FRS PR SIS BOARR S B, JFE MR R SLA BRER.
BRIMICAE, et se AR, F BN AT SR AR 1o T 0 O AT 0mT A 45 XK A% 1

weegE I



gggE |

BEEAREERAEEEERED

IZI

b)

¢)
d)

e)

2

53: RN /ARiEER S I B

Edit Static Route Configuration 2]
Type: e IPv4 IPv6
Interface™

outside v

(Interface starting with this icon [&signifies it is available for route leak)

Available Network C' - Selected Network
Q, Search Add any-ipvd ]
10.99.11.1

IPv4-Benchmark-Tests
IPv4-Link-Local
IPv4-Multicast

|Pv4-Private-10.0.0.0-8

Ensure that egress virtualrouter has route to that destination

Gateway

10.89.5.1 v | +
Metric:

1
Tunneled: (Used only for default Route)

Route Tracking:

v+

Cancel m

MhBRSESH (Static Route).
sl RS R (Add Route) LA IFT G i, BB B i 4RiE () .
MIZEO (Interface) FHFIER P ELEH,
S HbRM 2%, MR M4 (Available Networks) HE k¢ any-ipv4, #RJ5 S diiin (Add).
LIPNETSINTIE SR
T BSERBRER (Route Tracking), i Aiidi A0 (1) LASINFIIG SLA Uik s80i % .
AL LS
o VN R TP HUHE R S bk

* A F X145 (Available Zones) H (14 = 22 ol B 7 B O sl il 0 82 O SR 2 4b
B, Ayl Bl 0 G PR X A

HXTEAL, WS SLA Wifiss.
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h)
)
i)

[E 54: 7570 SLA 545

New SLA Monitor Object

Name:

mgmt-secondary

Frequency (seconds):

60

Threshold (milliseconds):

Data Size (bytes):
28

Number of Packets:

]

Available Zones
Q, Search

outside

mEnsgrsragrEn

Description:

SLA Monitor ID*:

2

Timeout (milliseconds):

5000

ToS:

Monitor Address™:
10.89.5.35

Selected Zones/Interfaces

o)

mgmt

HHRTE (Save), RIG AR EIRER (Route Tracking) 413 Hhik BRI A1 & SLA X%,
MEFARE (OK), A5 sidifRkTFE (Save).
X g AN R () BRI Bt 2 R R

PYR6 AEIE TG TS A A T .

PER D REFBE 1 — 805y, B RErLy 2 A BB 0 A 11, s A B R 1 3 2
HEME A e s, DLRNE ERRAEERERE . BB L B4 configure network
management-data-inter face iy 2 [ 55 — AN . IR, WERTE CLI hgwfimdhd O, B IR
B Ol A A 7 SR OB e, DR HOREAE B L Th g e S B

weegE |
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B =ssepnemnersrnitmEs

ERYFEEOE

EMEERHEIEAER

5 SCRE- BB A

A R AT RO B B AN AT A B LI, R AT R D R
R RN 28 ¥, DU P e . 8t ] DAFE 08 B HE B o84 B0, ISR I A 45 2
tly RS X T . %% (Devices) > & & E1E (Device Management) > i% & (Device) > & &
E1E (Management) > EI2gEi719] + BLEI1FH{E 2 (Manager Access- Configuration Details) % 1 HE
AT W S At ke A B L R R 917 A A b I R TR PR AR AR 2

W, AERE BB SN B A BT, SERT DUE A IS B R 1 I A R A AR
Vi B I ks B A AN B R L, DL SRR R COECE, AHELLR
WE: BEVARRRNIP Mk, M OCH A . DNS %5 #5 Rl DDNS %5 #5. X DNS Jlggs4%, ik
TN AL T &, WIFEAMZAEY S, (ALK ILTR I E] A H s o i) F & wE s

¥ BT A E O 5, SR8 ] configure networ k management-data-inter face fir 4 75 Jak
JOMO A b AN T O R B, ) A RO SRS B Ok, SRR R R . R
oty SR DA R 7R RS e T

o SRE B B TS A E L 28T, eI E 2 A

* 0 (Interfaces) i1 [E % (Sync) #4l.

- E5TE 2297 0) - Bl Bi¥4M{5 8 (Manager Access - Configuration Details) %1 HE_I- {1l (Refresh)
F

LMBRBELE, i 2 E R0 - BREIFMES (Manager Access - Configuration Details) i
HE, SRJ5 riffiA (Acknowledge). FikFEEIN, A FEC Bl B RS BB AT 43 () ph 5
WHE . EEERE A, A TR O hTFEMEENE.

THZ B ORHRAE AR AR BT

[
B RO A BB A RS U i Bt 1 RS E B

PLR - s T AE it 4N configure networ k management-data-inter face iy 4> IV &1 J8k
JOMSTT A OB AE S . DU AL (S SR I N 2 i T I R R A 2 e (RS UL D 45 B bl v i
B BB B E AR . DO S WoR A AR R TR BUBE B G . DAgR
S R N B B T s 0 30 P o5 A ) e
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Manager access - Configuration Details 2]

Manager access configuration on device have been updated outside of Manager. Review the differences and update Manager values
accordingly.
Configuration CLI OQutput Connection Status

Last updated: 2022-09-02 at 20:35:58 UTC [ Refresh ]

Configuration on Manager Configuration on Device
~ 4. Ethernet1/1 =
Interface Configuration
FMC Access Enabled Disabled Enabled
FMC Access - Allowed Networks any
Interface Name outside
IPv4/IPvE Address 10.89.5.29/26
Static Route Configuration
1Pvd Gateway 10.89.5.1
IPvG Gateway
~ 5. Ethernet1/8 3,
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

PAR 7 B A B ot M BB S AT B iR, JF HE MR AL G B

Manager access - Configuration Details 7]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Qutput Connection Status

Last updated: 2022-09-09 at 07:10:54 UTC [ Refresh ]

Configuration on Manager Configuration on Device
Web Update Type -
~ 4. GigabitEthernetQ/0
Interface Configuration
FMC Access Enabled Enabled Enabled
FMC Access - Allowed Networks any any
Interface Name outside outside
IPv4/IPv6 Address 10.89.5.29 255.255.255.192 10.89.5.29 255.255.255.192
Static Route Configuration
IPv4 Gateway 10.89.5.1
1P Gateway e
Legend: Above configurations will be added, modified or disassociated from manager access interface on next deploy to device.

‘ Close

CLI i H
A G R B O CLIBCE, R E#GRIEE CLL, XA .

weegE |
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Manager access - Configuration Details ]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

Show command output of Manager Access associated configuration from Firewall Threat Defense

Model
UuID
LSP
VDB

ci

o

BT
FEMIERRE . DUF R ER T EERA A H “management0” 211,
56: E1HIKTS

bt

123}

Manager access - Configuration Details (2]

Manager access configuration on device is different from Manager. Review the differences and deploy the changes.

Configuration CLI Output Connection Status

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh ]
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PAURES B i £ i s, oRNER “ tap_nlp” #2111

57: EERTS

Manager access - Configuration Details Q

Manager access configuration on device is in sync with the manager.

Configuration CLI Output Connection Status
[

sftunnel-status-brief command output from Firewall Threat Defense [ Refresh |

Close ‘
WS UL T A RR SRR n ] WA Bs “HEEE YRR, WA B 0BkE .

> sftunnel-status-brief

PEER:10.10.17.202

Registration: Completed.

Connection to peer '10.10.17.202' Attempted at Mon Jun 15 09:21:57 2020 UTC

Last disconnect time : Mon Jun 15 09:19:09 2020 UTC

Last disconnect reason : Both control and event channel connections with peer went down

HZ LU KT O OER N R, L s TR SR TE AL

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

| weegE I
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£ CLI R {E2q BuBnBA ) BE3R4ENO

i CLIB U A B LR L DB E . RSB E T A VF 2 2 BAEPIT VIR BB IN BRI it
PEAVFEE BOX B, IR BB, Flan, BHSHE N CER R IS SCRE) s inig s
HEEH

\)

AR R ERUEH] T R . Sl T DU PG B O e W R SO TR M S R, U
5 A B AR A2 AE CLI AT IR ER A o R R 0] o W (0 4 BRI P T e bR, OF HLfs 22
ELELE BB R TN, S BN CLT R TR B A B, 5 78 T

¢ @B CLI f{Z 8., 1527 Cisco Secure Firewall Threat Defense i 3% .

\)

WP {0 SSHIY, (M PR LT S G T B BTG B 0 75
W P G R

\)

ER R O A TP Hukk, TS LU AT OC RO RIS, BRI TR AR R R
JHR4H] configure manager add command i 4 R0 B #0153 GES B R0 & B O
’ ﬁ/—"; 99 ﬁ) H

o IPHbUE—TCIRAE. G SRl o] U ) (TP RE ) B B by, L2 54 B shE g A P
R, BABEE BT E BTG RIS TP Mk, DUREEERIR 2 ES 0 15
O BN B TP Mk, 28 54 Ul UREREA BTG E T SR, SRR W E
TR R ) B TP ik, 5S04 R IHIY NAT ID L.

* {XPR NAT ID-FHEFHELEREE. WURIE T NAT ID R & Frty, WIJGHE A8 EpidariE
oo FEXAMEOLT, IEARTE SO0 RO ) LA B TP Hikik L 55 54 0 S B L i
WA T 1P Mk,

EB EETT M SR B, MBS CLI B S RO B ECE BE IP Mk, BUAEE HA [R5
Jeis BHBD B ELA O AN SR O, R AR B T EE RO E R, BRI B 2 (A3 A
o, AHHERY B O EH B ARG S R O A B LI B O 2R
AT 1P Hudl,

FHia Z |l

* BRI configure user add fir 4 QI & AT 6k 2 CLI I K™ s 20 ££ CLI FR s
HIP o 8 R LIRS S B 5 B il BC B AAA )™
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UK

i ) £ g AR SSH M 2 ¥4 CLI
HS AR PR AT, B 11 0.
A “RHLGY” (Admin) FH P4 IR 655
(f¥ Firepower 4100/9300/Cisco Secure Firewall 42000 ) & F &8 =AM BI4Z LR A R#2 1.
configure networ k management-inter face enable management1
configure networ k management-inter face disable-management-channel management1
TR SR T P A A0 I o I SRS e 50 AV B 1, AT DU AR AR R R
ZIEH .

s ] LAk $A% H configure networ k management-inter face disable-events-channel iy 424 ] 3= 5 B 4%
e ANE MRS DL, dea ol L m e D AR, iRz 1 oCi, AR
fERAE I TR, Bt th o il B B L R

T TR I A A 11 F S A B A

PG S R O, e TR S BRSO . 1525 (Cisco Secure Firewall
Management Center 5 2 F5RI) -

i

> configure network management-interface enable managementl
Configuration updated successfully

> configure network management-interface disable-management-channel managementl
Configuration updated successfully

>

e F A B R/ A2 R TP sk

WEARAARE management_interface 24, B BRA Y B LTI 2% i L. OB SHPFER DN, iR
f13E management_interface 24, i 1l LU P B OV ARG R, thon] AR [R)— M 2%
o WAGERRBIEIEAERCE AR L, BOR WO ERE . 0T LUSDFERR R8P Mk

a) fiCE IPv4 Hbuhk:
s FHIME:
configure network ipv4 manual ip_address netmask gateway_ip [management_interface]

VR, AR T _ip T R & GIERERA S e WU E SRR L, W Zi A
FT P _ip fE A A0 —0r: B2, thac B USRS lic s 83 e L, HFHASR
AR OO PRSI B U AT 5 P DN RI R N 48 A A A ), AT
PEBE 1177 _ip DU PR 0, #R)5 18 A configure network static-routes iy & # il kA
HUF QA .

T

weegE I
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> configure network ipv4 manual 10.10.10.45 255.255.255.0 10.10.10.1 managementl
Setting IPv4 network configuration.
Network settings changed.

>

DHCP (H A BN B 1 EA SR -
configure network ipv4 dhcp

b) ML IPve Hidil:

PRINNSEILC R

configure network ipv6 router [management_interface]

5l

> configure network ipvé router managementO
Setting IPv6 network configuration.
Network settings changed.

>

ERZW-¥

configure network ipv6 manual ip6_addressip6_prefix_length [ip6_gateway ip]
[management_interface]

R, Uty A ipve_gateway ip TN B A ERIN K o W R ECEACS O, W)
Wt ipve_gateway_ip 11 i s EIE, A H R BRI e O 96
BOME, I HANSS A S Va1 S e A it e o 0 SR 5 A8 B2 AN [ A LA AR
TR, AT NS ipve_gateway_ip BBk 5 HE ORC G, #8518 configure
network static-routes fir % F A A 142 1 G i A% i

Al

> configure network ipv6 manual 2001:0DB8:BA98::3210 64 managementl
Setting IPv6 network configuration.
Network settings changed.

>

DHCPv6 (REBIARKE RO LA ZE -

configure network ipv6 dhcp

FIRS KT IPve, i I EZE ICMPv6 [N 2 H FHAN ATk . BRIAEDL T, R e IR .
configure network ipv6 destination-unreachable {enable| disable}

configure network ipv6 echo-reply {enable| disable}
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T REAS AR X L e 0 AR LB AR TR AR 4 I 55 ety o 258 P [l 2 1 2 ol B R R BV AL M) TPv6
ping BB PR L, DLHEAT I
P

> configure network ipvé destination-unreachable disable
> configure network ipvé echo-reply disable

FEERIE BERZ 1) E R DHCP IR 554%, LM 1) COERE A AR 1P Huhik:

configure network ipv4 dhcp-server-enable start_ip_address end_ip_address

il
> configure network ipv4 dhcp-server-enable 10.10.10.200 10.10.10.254

DHCP Server Enabled

>

HNEFIixEEHE O IP bk, A #fCE DHCP R%5%%. management center virtual AN 32 Fr ity
4. iGN DHCP R4 2 HIRAS, 1%\ show networ k-dhcp-server :

> show network-dhcp-server
DHCP Server Enabled
10.10.10.200-10.10.10.254

prUIB2 R = AT (VAR R v A2 U o e 5 O e 2 MR N1V 1| I T S i (8 B T BUR= B 7
FIEERIA K HH VLG .

configurenetwork static-routes {ipv4|ipv6} add management_interfacedestination_ip netmask_or_prefix
gateway _ip

T BN B, 2 a4 48 configure network ipv4 5% ipv6 iy A, HUAETE IR
RS IP Ml S DB PR 4, 58 73 50

T

> configure network static-routes ipv4 add managementl 192.168.6.0 255.255.255.0 10.10.10.1
Configuration updated successfully

> configure network static-routes ipv6 add managementl 2001:0DB8:AA89::5110 64
2001:0DB8:BA98::3211
Configuration updated successfully

\

PEORERASEH, i show network-static-routes (A ERERINEEH) -

> show network-static-routes
——————————————— [ IPv4 Static Routes ]J---------------

Interface : managementl
Destination : 192.168.6.0
Gateway : 10.10.10.1
Netmask : 255.255.255.0

weegE I
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WE N4
configure networ k hostname name

IR

> configure network hostname farscapel.cisco.com

FEFFR BN q, REEH G BA L RBOET ) ELA
P F

configure network dns searchdomains domain _list

EUE

> configure network dns searchdomains example.com,cisco.com

N BRI R, IS, R e dr 7'43%%56%5&%@4‘% il ping system,  JJiX 4t
BCRHAS IR LA e RSN TR O, s B L A 2

W 215 3 4> DNS kg5, JHiZ SRt

configure network dns serversdns ip_list

TP

> configure network dns servers 10.10.6.5,10.20.89.2,10.80.54.3

BEE B RO IEAE R PR B 1«

configure networ k management-inter face tcpport number

Tl

> configure network management-interface tcpport 8555

AR MR B A A AN . TLS-1.3 I iIEAEEIE CERINIE 00T 7B 1 8305 1) HEATIESS .

ER URISRENE R B R B A BROA R, B0 R B i 1 2t rh R A A e, T
DAk P oAt 0o SR B B 1, ORI B o A A LA (BT B A i
o

CABR g e B B ek F - 11 MTU, 2RIA MTU 24 1500 715

configure network mtu [5~75] [interface id)]

o FH-BEE MTU (BLFA AL o SFEHE O, wi)E M IPv4, WHERIA-T 64 F1 1500
Z0al; WS A 1Pve, WIME T LA/ T 1280 1 1500 2 ] %F T4 10, Wi s A 1Pv4, %(H
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A PAAT 64 F19000 2 [6); 4 s I IPv6, %A v LT 1280 F1 9000 2 [1] . 4 5 [ml st j3
IPv4 F11Pv6, WH/IME 1280, WIE AN T, KRGS RN

* interface_id-¥& € ZL i & MTU #2101 ID. ] show network iy &5 F 1] HI¥#: 1 1D, i 40
management0. managementl. brl fil eth0, HAKERTF&. WERARIREHET, W& R
Mo

i

> configure network mtu 8192 managementl

MTU set successfully to 1500 from 8192 for managementl
Refreshing Network Config...
NetworkSettings::refreshNetworkConfig MTU value at start 8192

Interface managementl speed is set to '10000baseT/Full’
NetworkSettings::refreshNetworkConfig MTU value at end 8192
>

BC'E HTTP ACHL, Z & 008 EEEE B 2 H M - ¥3t 1 TCP/443 (HTTPS) F1 TCP/80 (HTTP).
f A LUE R HTTP A AR 45 2 3 04T A AR . A iS5, RECKHLR 1 HTTP A kAN
i, EEHEITAESMRAE, WRTE, AP RHEA 4. B EMEAACH A

ERONT BUhpiE B AR A, KA A-Z. az A1 0-9 FAFS
configure network http-proxy

i

> configure network http-proxy

Manual proxy configuration

Enter HTTP Proxy address: 10.100.10.10
Enter HTTP Proxy Port: 80

Use Proxy Authentication? (y/n) [n]: Y
Enter Proxy Username: proxyuser

Enter Proxy Password: proxypassword
Confirm Proxy Password: proxypassword

YR T O A BT B TP Mkl ISR LR O BEL O AT S, HARE TS AW MR B A R
A H configure manager add command 2R 51 B H UL B77 X GES B REHT ) & 8t
’ ;f/ﬂ: 99 T)I) H

S o ch il vt -2 | S IBE R A E I RO ETHE 90 0 2 N R AR = e S D 0675 2 D S g B B) IEEW T S VA= 1
BER . BADOEBE S B L o BRI B 1P bk, DURFHE BRI WS S0 B
O LA BCTP M, 5 54 U0 SRERAEAT B TR DU R . E R WREE T
TCVE VTR B TP Mk, WA ZBAE AT SR A B O K LA TP Hdk 5 54 00 T
) TOFT R T

* {XPR NAT ID-FRIEHEILERE. WIERIUE T NAT ID 50 BB A0y, WTEHE A shFp s
B, AEXFRGHCR, TEARTE BB AR R G BRI R TP Hhl L 2B 54 T B FHEAL
A 1P Hdik .

weegE I



B excummTemn s suEEn

&4 CLl A A T &R 8 EUAhBA1E &iEiED

LS BB A AR Oy 2 (AR BT, O B SR o AR C R B IR L, i

5 P A CLI BB e o IR PR B AR IR — W g b Al LR e I 1 o G SR B 42

ﬁ??ﬁzﬂﬁ)‘\‘?&, DA P A B e 6 A B B T AT AT ) B 5 A DB A5 B 1 (R0 U i
ZxI8) A FH CLI 58 S8l B B P an e &, 25 18 JUH 1) configur e networ k management-data-inter face

AL
[IIJ/?\

XTI, FER G B ERATHT CLIB B, A2 B, SO BRI B AT LR 2D 3R
— HC B O R %ﬁﬁm%/\HfIﬁHu%Eﬁ@uE%DE@%%\S%EO

\}

AR AFBGEH T OB EECE BER R, A ST R R . G S G R L
HZ [ 15 CLI B i Bl 7 BREE 10, 28 72 1L

¢ @i CLI (f{Z 8., 127 Cisco Secure Firewall Threat Defense i 3% .

FHIa Z Bl

« AT LU configure user add iy &G4 v 55k ) CLI I s 15208 75 CLI Hds i py
FHF* o 3 w] LUK 20 £ 4 B IE LB AAA FH

UK

S WO B O E SO, R AR AR R R
PB2  EHPW % CLL
XAy A0, NATH GG . RS IEEPATYIG R E, WATRE S Wi TS5 8 2R 8.

R RSP EAE ARG E, B EE LA DR SSH U7 R ARR, ) w] LME %
SSH i%E$,

WS AR LR AT S, 55 11 1T,

fEH “HHE 07 (Admin) F 7 44 R0 5 5%
%@%D,uﬁﬁﬁﬁMaﬁuao

configure networ k management-data-interface disable

T

Qe

Sk
SN
S W

> configure network management-data-interface disable

Configuration updated successfully..!!

Configuration disable was successful, please update the default route to point to a gateway
on management interface using the command 'configure network'

PBS  RCE T T ) R R R .
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configure networ k management-data-inter face
WG, RGN B B A M 2% B .

RN B A P VR SO [ — W BT LU, A S AN AR RCE (B0 ID R
A8 o AN, X T REREBENAZANERTBIREEE? (y/n) [n]: L0 Py, DU
IF AR B A PR O RC B, DASE R mT LS DA i 11 F08 (I TPk M2 1 A4

> configure network management-data-interface

Data interface to use for management: ethernetl/4

Specify a name for the interface [outside]: internet

IP address (manual / dhcp) [dhcp]: manual

IPv4/IPv6 address: 10.10.6.7

Netmask/IPv6 Prefix: 255.255.255.0

Default Gateway: 10.10.6.1

Comma-separated list of DNS servers [none]: 208.67.222.222,208.67.220.220

DDNS server update URL [none]:

Do you wish to clear all the device configuration before applying ? (y/n) [n]: y

Configuration done with option to allow manager access from any network, if you wish to
change the manager access network
use the 'client' option in the command 'configure network management-data-interface'.

Setting IPv4 network configuration.
Network settings changed.

>

CRIaE)  FRARIFEAR & W9 2 bt Bedh 2 1 U i) 45 3P
configure networ k management-data-interface client ip_address netmask

BN OLR, SCVFRTA R4S

e oAy AN T AT, B R vh AR RITEH I T Bt 17 ) T S O T e o7 e, 504
BOHT RO I EHLA B TP bk, 2 54 UL

A B E S D ER T,

sftunnel-status-brief

WS LLR T o L= g ], JLrp s 76 S5 E AL kA S

> sftunnel-status-brief

PEER:10.10.17.202

Peer channel Channel-A is valid type (CONTROL), using 'ethO', connected to '10.10.17.202"'

via '10.10.17.222"

Peer channel Channel-B is valid type (EVENT), using 'ethO', connected to '10.10.17.202' via
'10.10.17.222"

Registration: Completed.

IPv4 Connection to peer '10.10.17.202' Start Time: Wed Jun 10 14:27:12 2020 UTC

Heartbeat Send Time: Mon Jun 15 09:02:08 2020 UTC

Heartbeat Received Time: Mon Jun 15 09:02:16 2020 UTC

7E BRI Y, LRI (Devices) > &£ &2 (Device Management) > 1% #% (Device) > &8
(Management) > IR 2817 a] - Bl Hi¥4M15 2 (Manager Access - Configuration Details), 2R s il
%7 (Refresh).




gggE |

B szessonmze nFpnERE

B I AT I 1R ER DB P P T B A, e BHLL 30 B S B . M e e AR b B S B 1
WER, WOE FHEdO PRSI IX L E G, ] IYEECE (Configuration) XM+ A7 A &
e BT A 2 T 2

TP RE > REEE > EO, REMIE— T

a) M IHECHE A FERE A R TP HBE AN B, EAS B L A R AR DT I

b) MFAIHE I (FF CLI AT 1) (e o e 0 I Bl A Bz 11, 9 o S0 T A BEER U 1)
T IRE > REEIE > KA > BSRE , RSB M IHEC & B 0 S SO BT
RAEIREEIAE) - BEEI¥MIEE (Manager Access - Configuration Details) % i%HE, SR )5 i ffIA
(Acknowledge) DM i & b

NUGRER, EEHL BB R S P AT R R RS . EE R E L, B
e EHEhO P FEIMEERE.

HOBE S “HlE CI5RR 7 (Config was cleared) £ “ B 2% 5 iv) 58 MOIF AN (Manager/FMC access
changed and acknowledged)” ¥ T &

MREEROEFERE, WFHEIREE

PE1

0 SRORE S B AL (R K e 1 T B T IR0, O AN B P P8 S i ) 2 B (1 L S, W]
LIRS JgO o f1_E (P B R 2 kR I, MR R R . KA, BmT LU 7 B o o
MM EBE, DMECRFF M AERIF B MEBcT ZJGER, il LMEHIRRR DI fig; e AR
TR HEER T DL o

o, WEORAEME R R ERE, BATLUR B BaIRER; 2 gl a5 92 I,
THZ LT .

o U LA v DAZE BB i A AR it ST IR BT A A0 1R 2

o SCRFIPIR CLSEBL R rT IE, (HANSCRP R A

o [FR K e ma i n] DR B RO rh R E AL E . B, [RIRA S A B DA S AR
ARG, B REAE BB CLL hRHTRCE . 1ETERE, W RS B BB 8 S AL
| configure networ k management-data-inter face ir 4 5 0 7 Eidli bz &, ARJE T T & iy
Ay MIXLEBCE AR s EATR RNR 2 LS B B L B

* UCAPL/CC #zX ik IR
o ToVRIRIR b U B A BT At A SCEP AIE 15 85di
o FERIEIN, SRR ESE, B S AR B .

UK

75 YA BIAE CLI H,  [RIR B2 i A BC .
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configure policy rollback

MG, BB 2xid%n gL ORI EiR . 78 BEL O , EE bR R M,

VIR E CHR

AR WRERR R H A B RO, 152 [ https://www.cisco.com/c/en/us/support/docs/security/
firepower-ngfw-virtual/215258-troubleshooting-firepower-threat-defense.html A T fif 5 UL (11355 32 1n)
Ao AEHELENG UL, PO B O B BEYS AR S [RIR AT RE S R AR T, T LA
fiff v B BOE R, JF N B R L FORTRCE

-
5 AR A7 B 1 S

> configure policy rollback

The last deployment to this FTD was on June 1, 2020 and its status was Successful.
Do you want to continue [Y/N]?

Y

Rolling back complete configuration on the FTD. This will take time.

Policy rollback was successful on the FTD.
Configuration has been reverted back to transaction id:
Following is the rollback summary:

R BOERGE & BT T

fE FHIPL T, 7E 3% (Devices) > & EIE (Device Management) > 1% £ (Device) > &1
(Management) > EI288if7 (8] - BL B i¥4M15 2 (Manager Access - Configuration Details) > FEIEIRZS
(Connection Status) Uil F A 28 BLEHARAS .

16 D CLL, i\ sftunnel-status-brief @4 LA &4 F S BRRE .

IR R A NOE R 10 0P LU L, N HERRE R . 15 2 D HR R B 1 1B A P
, 5581 L.

HERR &R O LR E R SR E

A Bl REA T B AR U ) 1T AN A AR B N, AR A R E R R U BT
B0 PR VR B0, ASR P s . AR ERE B B A AN 1) 4 B b0y Jim S SO B T SR
CAEHE R R, s BB R B ORI S B E R E TS, WA Ao R BE L.

A T B A HR R B T R )
EREEERKS

fE B T, A %% (Devices) > & & &2 (Device Management) > i% % (Device) > &18
(Management) > &I288if718] - BL B i1¥4M15 2 (Manager Access - Configuration Details) > ZE3%X
75 (Connection Status) 5T [ K A i HUE BARE .

weegE I
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1E BB #E CLI, % sftunnel-status-brief iy 4 LA H & BLIEBLIR A« 7838 0] LU
sftunnel-status A 7 5 52 #4145 &

HZ B LD N R HE R AR s B R R AR, R a0k R

> sftunnel-status-brief

PEER:
Registration:

10.10.17.202

Connection to peer

Last disconnect time
Last disconnect reason :

Completed.
'10.10.17.202"

HZ UL R T CELERA A R, Horh o T S E AL OB S

> sftunnel-status-brief

PEER:

Peer

10.10.17.202

channel Channel-A is valid type

channel Channel-B is valid type

via '10.10.17.222"
Peer

via '10.10.17.222"
Registration:

EE BB MEER

75 BB CLI b, 258 4 BUONVS I 3807 1) B 4 1 P 2% 0

show networ k

> show network

===============[ System Info

Hostname
DNS Servers
Management port

Ipv4

Default route

Gateway

IPV6

Default route

Gateway

State

Link

Channels

Mode

MDI/MDIX

MTU

MAC Address

Configuration
Address
Netmask
Gateway

===============[ Proxy Information ]

Completed.
IPv4 Connection to peer
Heartbeat Send Time:
Heartbeat Received Time:

[ brl

'10.

10.17.202"' Start Time:
Mon Jun 15 09:02:08 2020 UTC
Mon Jun 15 09:02:16 2020 UTC

rmation ]=============

5516X-4

208.67.220.220,208.67.222.222

8305

data-interfaces

data-interfaces

(CONTROL) , using 'ethO',

(EVENT), using 'ethO',

]
Enabled

Up

Management & Events
Non-Autonegotiation

Auto/MDIX
1500

28:6F:7F:D3:CB:8D

Manual
10.99.10.4
255.255.255.0
10.99.10.1

Disabled

connected to

connected to

Attempted at Mon Jun 15 09:21:57 2020 UTC
Mon Jun 15 09:19:09 2020 UTC
Both control and event channel connections with peer went down

'10.10.17.202"

'10.10.17.202"

Wed Jun 10 14:27:12 2020 UTC
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State
Authentication
======[ System
DNS Servers
Interfaces
State

Link

Name

MTU

Configuration
Address
Netmask
Gateway

Configuration

ssurEn roemsays ]

: Disabled
: Disabled

Information - Data Interfaces ]======
: GigabitEthernetl/1

[ GigabitEthernetl/l ]===============
: Enabled
: Up
: outside
: 1500
: 28:6F:7F:D3:CB:8F

: 10.89.5.29
: 255.255.255.192
: 10.89.5.1

: Disabled

B E EEA O M BB

75 JU B A CLL b, R B L IR R 8. WIHEE, MWird A

show manager s

> show managers
Type

Host

Display name
Identifier
Registration
Management type

Ping the B 38 fly
75 BB CLI
ping fmc_ip

: Manager

:10.10.1.4

:10.10.1.4

: f7ffad78-bfl6-1lec-a737-baa2f76ef602
: Completed

: Configuration

b AEBAR iy A I B 6 R 0y /AT ping $RAE:

BN BIERMN 4

75 B BIAE CLI b, AT LU dy& VB BRER UG A5 B ARy $0AT ping #8641, %488 O NVIE 14K
i ph B -

ping system fmc_ip
3k BBt MEREO LIRS
16 EM B CLL L, 43R A B B 1 (nlp_int tap) LRSI, DAAE LA A% TR F

(X

capture 7 Fx interface nlp_int_tap trace detail match ip any any

show capturename tr ace detail

MERIEORS, SitEREE Y

7E B A8 CLI

F, BEA RN R nlp_int_tap {5 R

weegE I
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show interface detail

> show interface detail

[...]

Interface Internal-Data0/1 "nlp int tap", is up, line protocol is up
Hardware is en vtun rev00, BW Unknown Speed-Capability, DLY 1000 usec
(Full-duplex), (1000 Mbps)

Input flow control is unsupported, output flow control is unsupported

MAC address 0000.0100.0001, MTU 1500
IP address 169.254.1.1, subnet mask 255.255.255.248
37 packets input, 2822 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants

input errors, 0 CRC, 0 frame, 0 overrun,

pause input, 0 resume input

L2 decode drops

packets output,

pause output, 0 resume output
output errors, 0 collisions,
late collisions, 0 deferred
input reset drops, 0 output reset drops
input queue (blocks free curr/low): hardware
output queue (blocks free curr/low): hardware
Traffic Statistics for "nlp int tap":

37 packets input, 2304 bytes

5 packets output, 300 bytes

37 packets dropped

0 ignored, 0 abort

370 bytes, 0 underruns

0 interface resets

O O O O Ul o o o

(0/0)
(0/0)

1 minute input rate 0 pkts/sec, 0 bytes/sec
1 minute output rate 0 pkts/sec, 0 bytes/sec
1 minute drop rate, 0 pkts/sec

5 minute input rate 0 pkts/sec, 0 bytes/sec
5 minute output rate 0 pkts/sec, 0 bytes/sec
5 minute drop rate, 0 pkts/sec

Control Point Interface States:
Interface number is 14

Interface config status is active
Interface state is active

MBI BF NAT

LE SR CLI A2 O BRI (S *),
NAT B,

show route

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 -
ia - IS-IS inter area, * - candidate default,
o - ODR, P - periodic downloaded static route,
SI - Static InterVRF

Gateway of last resort is 10.89.5.1 to network 0.0.0.0

+ - replicated route

S* 0.0.0.0 0.0.0.0 [1/0] via 10.89.5.1, outside

C 10.89.5.0 255.255.255.192 is directly connected, outside
L 10.89.5.29 255.255.255.255 is directly connected, outside
>

IS-IS level-2
U - per-user static route

"

ot

B

Z |

DL PRI (nlp_int tap) A& 75 AFAE N
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spspen rnemssgs

show nat

> show nat

Auto NAT Policies (Section 2)
1 (nlp int tap) to (outside) source static nlp server 0 sftunnel intf3 interface service
tcp 8305 8305
translate hits = 0, untranslate hits = 6
2 (nlp_int tap) to (outside) source static nlp server 0 ssh intf3 interface service
tcp ssh ssh
translate hits = 0, untranslate hits = 73
3 (nlp_int tap) to (outside) source static nlp server 0 sftunnel ipvé6 intf3 interface
ipv6e service tcp 8305 8305
translate hits = 0, untranslate hits = 0
4 (nlp_int tap) to (outside) source dynamic nlp client 0 intf3 interface
translate hits = 174, untranslate hits = 0
5 (nlp_int tap) to (outside) source dynamic nlp client 0 ipvé6 intf3 interface ipvé

translate hits 0, untranslate hits = 0
>
MEHAMEE

WS LL T a2 LU A AR T A HoAth i B . B ] LA A B0 ) 188 (Devices) > 188
&8 (Device Management) > i& & (Device) > &I (Management) > B850 - L Ei¥AE 2
(Manager Access - Configuration Details) > CLI #jHi (CLI Output) 7 F& RV £ x4,

show running-config sftunnel

> show running-config sftunnel
sftunnel interface outside
sftunnel port 8305

show running-config ip-client

> show running-config ip-client
ip-client outside

show conn addressfmc_ip

> show conn address 10.89.5.35
5 in use, 16 most used
Inspect Snort:
preserve-connection: 0 enabled, 0 in effect, 0 most enabled, 0 most in effect

TCP nlp int tap 10.89.5.29(169.254.1.2):51231 outside 10.89.5.35:8305, idle 0:00:04,
bytes 86684, flags UxIO

TCP nlp int tap 10.89.5.29(169.254.1.2):8305 outside 10.89.5.35:52019, idle 0:00:02,
bytes 1630834, flags UIO

>

T DDNS EF 2 /IS

7E B B8 CLI ', K 7F DDNS B2 17 i)«
debug ddns

> debug ddns
DDNS update request = /v3/update?hostname=domain.example.org&myip=209.165.200.225




| SR

Successfully updated the DDNS sever with current IP addresses
DDNS: Another update completed, outstanding = 0
DDNS: IDB SB total = 0

"

ot

B

Z |

WS BRI, 1 H debug http il debug sdl iy 4. b FUEBRIE R, TR A SR O E R &

g EARE A
show crypto ca certificates trustpoint_name
LR A DDNS #:4E, 1T LU N ERAE:

show ddns update interface fmc_1jjiu)_ifc_name

> show ddns update interface outside

Dynamic DNS Update on outside:
Update Method Name Update Destination
RBD_DDNS not available

Last Update attempted on 04:11:58.083 UTC Thu Jun 11 2020
Status : Success

FODN : domain.example.org

IP addresses : 209.165.200.225

& gEd0 BEXXH

HZ:[ https://cisco.com/go/fimc-reg-error.

ERFRIFARR

u% (Device) 1Ll I [ EETFIELMIE 2 (Inventory Details) #5r&

58 ZHRIFMIER

Inventory Details [
CPU Type: CPU Xeon E5 series 2300 MHz
CPU Cores: 1 CPU (4 cores)
Memory: 8192 MB RAM
Storage: N/A
Chassis URL: N/A
Chassis Serial Number: N/A
Chassis Module Number: N/A
Chassis Module Serial Number: N/A

BEHEE, At g & .

BoPURTEAIE R, Bl CPU ATy
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“mEE N A B TR B
%% (Device) T )5z FABY % B (Applied Policies) #5731 M FH 1Bl K85 DU T S«
59: [§1 FA H S

Applied Policies e

Access Control Policy: Initial AC Policy @
Prefilter Policy: Default Prefilter Policy
SSL Policy:

DNS Policy: Default DNS Policy

Identity Policy:

MNAT Policy:

Platform Settings Policy:
QoS Policy:

FlexConfig Policy:

R RS0 5T DL e DA 7

R Es s, i mws (@) R T T R HE R RO 15 RS 8 (Access Policy
Information for Troubleshooting) Xt iGHE. 12 UHHE W7~ T Qa4 Uiy [l L™ B A iy il #2114 H
(ACE).

[ 60: A T8 i HERR A 17 B SRR 1R 2

Access Policy Information for Troubleshooting 7 X

df319dfb31

Close

T LU & &2 (Device Management) T K S 20 B 45 BAAN V4% o

REEHE
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LI

UK
HFRE > REEE.

T2 (O ARSI B 5510, mich %ig () .
FEZ AT, WAREAERI T, MRS ETIH.

$IE3

\

)

m R &

61: REE S EC

Policy Assignments

T4 E MFRREE W, Al wiE (O .

Access Control Policy: Initial AC Policy e

NAT Policy: None
Platform Settings Policy: None
QoS Policy: None

FlexConfig Policy: MNone

FIRE N FRERRIE AL, TN NSRRI SR 2 g8

$I26

MiHRTF (Save).

T—F Mt 4

© BREMCE NG IES I AR

mESIE

%% (Device) M EIZE (Advanced Settings) #7704 B s lic B RS %, W Nk, %L

G ARATATIX LB E

K6 “BR” (Advanced) F 5 RFE

FH

1L FA

I %84T (Application Bypass)

W L “HBNH%4T” (Automatic Application Bypass) HR 2.

5 1% A “H3NHLAT” (Automatic Application Bypass) B (LLZ=ZFE A o
7).
Z=EE
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FH 15t AR
MR AR B EAT R AL RAPIRGS . 1817, FTD e 2 iR Uy [ B o A

FHFIAEAT R 28 B LR R IO, K U5 I T 2 224Uy el 4
HIZF A H o G507 DO I 5 X G 20 49 3 Rl D 1 2R 5 ) B U BT s £
WA, AN BAR R, REASY MBS NS, e
X 5 SCAEVT )R R R VL HC I R SR 4 R AN S U7 [ L)
(¥ 7 e A e Firepower 35 8 o K s 77 20, 1 H2x 500
KR Uy 1) 2 T R DU DG B ¢ 4% G e FLEA T R A AR 2

AR OBUAEOLR, S0 AR B LS I g AR, e T
% A% E (Object Group Search).

B0 gk B IR OO GAIAIRAS o T8 AR, U7 1) 458 ) SR M AN P 8245 2
W A8 R PR 1 2E R 2 4 DX sl A i R T N5 H R4 00T ) SR R
Mo an S JE OO A0, RGN e 1k AN ) 42 2/ 1t 98
AR B — AN, X n] A B A i B TP i B PE g . o Rk
PEIETR, IS F7 3L £33 % 4R & (Object Group Search) 21 PL F£1
ek BN AR .

DL 25 54 48 0nn] g v 20 1% 4% i B
Y

ER AL “ARHENAL” (Transfer Packets) W& (5 5, 1S4l w RS , 28 42 1.

B & B sh R 55 0%
H BN TEEAT (AAB) SVFEE GLE Snort ¢ BRI S AN, B0 T2 i, an S EE f Ak ot
TR, W o AAB 23 35 Snort £EHIEE A A -3 B A EEBR B, AT I T2 87 Snort i
o Jt DR ) s o i

AR IO AAB T Snort BERE,  IX 2B I ook LA B QU RORII . VATER 7 T T ) 25 A
AR AT B, Bk T HAR B A PR . A OSTRANME R, 12 4 Snort H i Vit
(ISR

WS L FMT A
FTD 174: IR Snort 5CH1, WIFEFRE M THIN &5 FREEI (] e fil . AAB. B8 Snort T H,  JIRIAE
Kl AL PR AC B v #s, A il AAB.

ZHIGEITAH: AAB PRFE I 32 AR BRSBTSV IA) o I P 2% () B0 0 S IR 2 B R ST 1fE
Pa Ao A PRI S

GIIREIE ] AR (EAE N IBRER 2 AT (L.
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M, AR I AR IR RS R AR SRS (1 R SER B e I P B A A A R . IAE
IRBE " AR AT | B Bt B HE R i

ARG TR, MBS A s A TR A R
AAB BRUCHEER]: 2R M AAB, 15T IR D BRI T HRAE

UK

TR G E > REEE.
T2 (EEgIE SR SRR RS, Al mE () .

FELHHE T, WAREAERI T, ARG ETIH

HIE3 LU (Device), ARG HliERIZE (Advanced Settings) #5401 #RiE (4 .
PEA4 ErhENAER.

WIS FANT 250 =R F] 60,000 b2 [0 K5 EE. BIABCE D 3000 ZF (ms).
P 6 L RTF (Save).
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BLEXM KA R

IBATIN, B A L% S R il U o Ak P PO Ao 190 208 e D 6P B P, U ) sl U ™
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o AT R R AERE G B B R SRS 3A8 . 7R & CLI Y, %A asp rule-engine
transactional-commit access-group 4 .

o SECRUL A T AR B BB 1 ACL N Th W SR G0 . BRAT R BUEAE e 7 1) A B 5 8t
B

UK

TR & > REEHE.

SR 2 (EEEE N P57, sl g (4 .

$®3 L& & (Device) I, KRG imRIRE (Advanced Settings) #7011 g (£ .

FIE 4 35 LEIEE (Object Group Search).

LIRS L R AFERER ML GAMEIE TR S, 1EE T EOXM R (Interface Object
Optimization).
WA P O X AL (Interface Object Optimization), W) Z 484 by REANYS/A3 110 42 B 30
DU, T A 2 A R D e A ) 2 4 DX AORT 32 1 4 o IR 42 AR v ] T X S R R AR

FIE6 L RTE (Save).

REZEONRMIL
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FEBL A5 AIS AT HE B A 25 PR B8 g o WSRY REPT 5 1 NAE B I BE % BT I A, st
ARES AT A EORES, JF AT RE ST fE

FHIa Z |l
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FE1
PIR2
$E3
$IRA4

$IE5

gggE |

UK

PR E > REEE.

FEELRCE RN FTD %455, il mig () .

A& (Device) IR, RJEMdiERILE (Advanced Settings) #41 4idg () .
YErPIE O X &AL (Interface Object Optimization).

MR 7F (Save).

IR EINE

%% (Device) Wi I [F3E1T4R R (Deployment Settings) #57 Bo F & Fridk {5 B .
& 62: ERBZE

Deployment Settings d
Auto Rollback Deployment if Connectivity fails Disabled
Connectivity Monitor Interval (in Minutes) 20 Mins.

F I EERE

FE 15t AR

MER W B B[] & “JEH]” (Enabled) B¢ “Z5H]” (Disabled).

ST DAAE RS FIUE 0 RIS 2B RO T B BB e il R A
Rl 1 B U ), AR5 SR DRI C E T BR R

EE ARl D) R AE R LB A5 AR R I ]

AT LN & E TR (Device Management) LTI & & B . P58 BB A 70 A8 B RZ DA A5 2K
JGCIRE Jet I8 B Bl im0 S R AR it ) - B b 7 ), AR5 SRR MBI B T B 1
fas b T LA H configure policy rollback ir4 T [HRRCE (1 250 i L b oL T8, 20
IR ECE 5 80 1) .
T2 LA AE N -
o SV DUHT B0 T CAYE PS8 EACHbR At S TCik IR BT AT 1
o SCRFITR ASEIL T e, AHASSCRFER RS
o [FIR K s ma i n] DR B R b rh R E AL E . B, [FIRA S5 % A B A SR
A, L REAE BB CLL PR TRCE . 1R, WA LR B §5E 5 AT
| configure networ k management-data-inter face ir 4 5 2 7 Bl bz &, ARG T &R fy
Ay MIXLEBCE AR s AT RNR 2] EHEE ) E BE L B

* UCAPL/CC #z0 ik R
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* JCVAIRIR b UCHE YR B K41 4h SCEP IEA5 %4 -
* FEIIRIYIE], ERCRETE, PN ST B R s B

i

\

P EHRE > REER.

SR 2 (R SRE [ #6553, st HREE ()
TEZWERE T, RS, MRS SR BT .

TE3 il RE.

$IE 4 {FEVEEE (Deployment Settings) #7011, i 4wig (4 .

[ 63 EERE

)

Deployment Settings (7]

Auto Rollback Deployment if
Connectivity Fails:

Connectivity Monitor Interval (in
Minutes):

(o | TN

HIBS b EER KA B HERERE (Auto Rollback Deployment if Connectivity Fails) LU E 2h[H1E .
$IB6 WEEESRIEEMR (4% (Connectivity Monitor Interval [in Minutes]) LA & 76 [FITR T & 2 R H4%
RETRITR]  BRIAEA 20 2%
PR WRRAENE, WESHUNNELT G0,
s R AR, BRERSFMINE, RREHT e .
* fE T LU FIERE (Deployment) > SR ERE (Advanced Deploy) Bi%E, #RJ5 Al s (Preview)

E)EFrUAE CRIRMEE Y GES MBS EEN) .« sl BRERE K (Show Rollback
Changes) LA F i, SR dii PR [ER E X (Hide Rollback Changes) LARE i 24

weegE I
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64: BIIR L
Change Log: 10.10.35.97

A\ This device requires a full deployment as auto rollback operation is performed in the device.see more
Hide Reollback Changes

Preview Changes Rollback Changes

Legend: | Added | Edited IRPmnw?ﬁ

Changed Policies

Deployed Version Version on FMC Modified By
Routing Routing:
- Virtual Router (Global) Virtual Router: Virtual Router (Global)
Static Route IPv4 Static Route IPvd:
Static Route IPvB IPv4 Route: admin
Static Route Interface(Unchanged): outside outside

Static Route Network{Unchanged): any-ipvd any-ipvd

Gateway: literal:10.10.35.63 literal:10.10.35.64
Static Route IPwG:

IPvE Route: admin
IPvE Static Route Interface(Unchanged): inside inside
IPv6 Static Route Network{Unchanged): any=-ir  any=-ipvé

IPvE Static Route gateway: literal:20::20 literal:20::23

o FEASE DD AR I A, AT AR FRR S TS P A D il k.

PR8I RT L HBT T

7 EHAPLF, I8 >188EHE > 188 > B >FMCiAEFAE R > E RS i e g™
PR

1E BB CLI, i sftunnel-status-brief iy 4 UL & & BLIE LIRS

W R TR 10 B LA b, NN HERRIE B . 15 S D HEBR A 2 11 b 2% e e
, o 81 T,

BRI TR EIERE

5% (Cluster) WA ERHEITINR MIS1& B (Cluster Health Monitor Settings) #1702 o N & ATk
EisS
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65 SEEIEITINR I IR E

Cluster Health Monitor Settings e
Timeouts
Hold Time 3s
Interface Debounce Time 9000 ms

Monitored Interfaces
Service Application Enabled

Unmonitored Interfaces None

Auto-Rejoin Settings

Attempts Interval BEetween Attempts Interval Variation

Cluster Interface “1 3 !
Data Interface = 5 2
3 5 2

System

REEREBITRREIRER S RETFR

FE it AR
2]
LRIFEIR] M T RGUEITIRGL, SRR S SRS BIRE S RS heartbeat

TR ) HA Y Ao R AR R I Y AR BRI Bk A S AT
{A] heartbeat Y58, WIS 2S840 4 Jom W 5 vk TAE .

BT IR (R i) P2 VBT AR [ I T 21 R 2 AL b o A B o 1 et AN I 2 iy
2o (I Ta] o
ZuiziEn Fe P ARSI Ak Ma P e 5t o SRR s 38 A 1 (0 BT A 40 B s

FERSRE T R B AR, EAE AR Y f B R — AR 1R A T B
Fl, o e SRR AP I BRIZYT o YRR 22 K 1] 5 ACERAE TN B3k i B3 B
PR SR DL R A% 2 BEE Y 08 2 IEAE A ERAE (0 B 26 o

R 55 N 7R ATN Snort MIREAE LM BEREEAT 42
AR PR BRAZ RO

B EHMMANLE

e W REE IR B SRR 1 A B DRI B

Kot s B B VR ) B B DR I B

I weegE I



B seszmrnssgs

FH 15 BA
RS B R NSRRI H BN EE I BCE . NI S N R R

I AN N R PR A

\}

AR WERAN RGUE RO, WIFEAS T RIS ROUR 2 N ANE ) 7 Bl A 2 .

T DAAE LB G X S B

H5 0] DL P AT i M3 ID BRI B2 1 ID, L A% Snort RGOS HERE . BRI I 5 ANTE
VLAN 7O a0 (Fln, VNI BVD EHAT. BAGE SR B R il & s, BhE
TR R A

UK

WP g > REERE.

EEME TR, s SRig ()

EZEAE T, WIREAER BT, MRS SR E D)

Mt EER¥ (Cluster).

EEBHEITIROR IS5 2218 F (Cluster Health Monitor Settings) ¥4, fiili 4ig () .
ML A HHETIRIRIEE (Health Check) HIHAET] R GHis IR IR 7 o

66: 2R AFEITRREE

Edit Cluster Health Monitor Settings X

Health Check @ )
v Timeouts
Hold Time 3 Range: 0.3 to 45 seconds
Interface Debounce Time 9000 Range: 300 to 9000 milliseconds
> Auto-Rejoin Settings

> Monitored Interfaces

Reset to Defaults Cancel m

U R AEATAT S Ot s s s B L AR Y s Bl E R . B
IS A M LIE A VSS 5 vPC) , WA RGB 1PN AT LI RE, B35 F w2k F 4z 1
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CEHE o Mg b s o og i FLRC & s o S D BT 9 A5, ] LUE T A H RS IR £
DhEe Mg s 0 .
HIR6 N E RN AL O S Bk A
o {R$ZET 8] (Hold Time) - 15 & Crdee i 8] AR 22 9 T A CoBRIR 2570 8 2 TR (R I TRD 1) B, LA AT
0.3 )45 Fp; BRIMEA 3 Fb.

* $EORA BR8] (Interface Debounce Time) - K¢ 97 [ Bk (8] 152 & 4 300 £ 9000 =P 2 7], ERIA
249 500 2280 o B/ BE AT LA PRAS A2 A (T8 R o i, T SR C B PRI 7 S Bk I [ A
SR IILE . R AL TR TR, RS E AR =, ARG A D bdoh &
AR, IR RUNEEE IR o 6 T AR A e e 4 1E 12 1T IRAS ¥ EtherChannel (1411,
A AL BT N 2L ERAS AL A F EtherChannel) 111 5, SEAIRIBI B ks (i) v LARS 1 A4 57 55 E 18
FE AT A 73— AN 1T sS40 2 g 1 P T 58 PR A2 7 A R s o

TR BB IR DU A R A e bse i 1 B 3 SR ISR B
B 7 REANEHMANRE

v Auto-Rejoin Settings

Cluster Interface

Atternpts -1 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 1 Range: 1-3. Defines if the interval duration increases. 1 (no change); 2 (2 x the previous

duration), or 3 {3 x the previous duration).

Data Interface

Attempts 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

System
Attempts | 3 Range: 0-65535 (-1 for unlimited number of attempts)
Interval Between Attempts 5 Range: 2-60 minutes between rejoin attempts
Interval Variation | 2 Range: 1-3. Defines if the interval duration increases. 1 {no change); 2 (2 x the previous

duration), or 3 (3 x the previous duration).

JyEEEHIED (Cluster Interface). #(#E1%E 0 (Data Interface) R4t (System) BE'E LN (P F ks
HG: MRS NAREA S -
* ZREL (Attempts) - WE FFT AR EL, AT -1 F165535 210, O¥AEH HBEH A .
£ B#1Z 0 (Cluster Interface) IERIAE N -1 CEWRED o #43E$ZE O (Datal nterface) Fl & 4t (System)
(PVERINE A 36
« X Z [EBY[E] P& (Interval Between Attempts) - J& SR EHT AN 15 0] F) 18] B 22 I 1) (LA
SRR, AT 2R 60 Z . BRIMEK S arhe T RSl BN AN SR 1) 5 A B ) B ol
i H LR N 14400 438 (10 KD

weegE I
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* [EFRZ{L (Interval Variation) - & SU& Y INIBRFELEN ). W EAT 1 3 ZEE: 1 CE
B 5 2 QAT E—IRFFLERED 803 (3 5T L—IRFREEm ) o Bldn, i REks I bmRE
SERFAIREN S e, JPRBARRE D 2, WIFE S B E TS 1 IkEs 7E 10 Bl 2x 5) e
HEATEE 2 IRER; 76 20 708 (2 x 10) JEHEATHE 3 k2R &EEH3E D (Cluster Interface) [ ERIAE
1, #EIEN (Datalnterface) f1 R4t (System) HIERIAE A 2.

It 7% 5 5 B3O (Monitored | nter faces) Bl A 52 #5#24 O (Unmonitored | nterfaces) & 1+ )42 H
KM E 2 4 1o fad mT BLIE T B0 v 3 A BR 55 Bz A 1542 (Enable Service Application
Monitoring), LLJe F k2 H%F Snort AL CLil ERE IO 5

[ 68: B B 5 i ¥ra9E O

v Monitored Interfaces

Monitored Interfaces Unmonitored Interfaces

Add

Enable Service Application Monitoring

IS IR AR I B o R S IR R 11 () P A ) Bl 0 o 0 sl R A, (H
FEHARAT 5 B A IR 1 S U573 sl 1, 2 ERAE R IR e 1Y AR 2 K ) Ja SR
AR PP IR RS B3 IR T2 10 SRR DL R RO B E 1Y RO IEAE ISR A B . BROATEOL R, b
BT 4% 1 LA Snort AEEAE CLMBERE I3 IS IR DA 71

T REAREE A B3 1 IS A IR DU A

N AT ORISR AR B 1 PR SRAE T 0, AL LR s
SNSRI VSS BvPC) , SR RAGEAPIRASKYAEDRE, AKX DA% T 1
P . S 5 L S b BT A 10 R 6T BT RSB TR R 7
S RH P

LW LRAE (Sve).

ST WFRE LA WS R R
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FHNEENEEIRE

TP RETT S S P . G FAS TP U AT AR BT 55

iR L) SO IP s FE ]2

Nil

B

AR PG TP Mk s L4, B NAE R R CLL S, DMERCE VLS. BEARAE K2 H
DU, o S i I B 0 TP St I el R AL B R OB R A BRI, (HAER D RO,
WAIAT AR 55 A BEFEPT R S K& U N2 i B0 R R E U NATID.  BIMEAE Al 20 T
FA TR AR B B0 TP bk s N AL A S BIRAs,  DASEBLAIAM ) 4 25 Tk 52 g

UK
£ BB CLL 1, A A H D ARRTT .

show manager s

IR

> show managers

Type : Manager

Host : 10.10.1.4

Display name : 10.10.1.4

Identifier : £f7ffad78-bfl6-1lec-a737-baa2f76e£602
Registration : Completed

Management type : Configuration

75 JUY B A CLL Hh, 2 7 B rpo TP shik B = N4 .
configure manager edit ## 1147 {hostname {ip_address | hostname} | displayname display_name}

R g0 5 DONTRESOLVE FiI NAT ID #RiH, AT DL H b iy 280 248 58 o4y = W14 B
IP Huht. ANEEKF IP Mtk 4144 7l DONTRESOLVE.

ERLERCROCH], RIFEPTE . ETLUMEH] sftunnel-status fir & I FERCRAS .
T

> configure manager edit f7ffad78-bfl6-1llec-a737-baa2f76ef602 hostname 10.10.5.1

IR AT B A

SRR A S 0] Ay 52 A Ve VR B A B Ao RIMREET £ A B o A5 P T 9 B s ) TP ik,
W ATIX LD IR,

weegE I
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UK

ST AEIHEHL b, WERAAE, TEINERZE et . TSI B OB CBUMEND B . 5 38
e

WEREAT 5 B RS SIERL,  WITCVA T B L TP Sk
PR 2 ERF|W A CLL, #lunfii ] SSH.
PR3 FCEB E R,

configure manager add {hostname | IPv4_address| IPv6_address| DONTRESOLVE } regkey [nat_id]
[display_name]

* {hostname | IPv4_address | IPv6_address}-#& & F 4144, [PvatikeiIPvottidl. B0

* DONTRESOLVE-n & & # R0y An] HEESFhE, #%1#H DONTRESOLVE i A & EHL44 8% 1P
Hihk. WiRAEH DONTRESOLVE , WFHEALA nat_id . 480K LR &7 2 A 2Oy, 10
TR AN Fi e e 4% TP MbHEFN nat_id; JEHEI0— i 75 BE 4 5 TP Huhik, 93 75 B4 s AH [R) it —
NAT ID.

* regkey-fir NI EAE B BE A0 AT A4 2 RIIL I E M . TSI RN T 1 2
37 ANFRFZANATAR SCARFRF R s IS IS5 R, 75 B BE ot N AH TR 254

* nat_id-2q— 5 A45 0 IP Mk, 78 & HE b0y S5 2 AV HAURE A B A RO A
1237 A7 B NAT ID @AM AT F i — R 250 . i fR NAT ID A1),

NS M AT A LA A A o S SR D A B, AR R EFR AR A NAT 1D,

+ display_name - i /| show managers fir -2 it T WoR I8 B 1) R 2 FR . WK CDO #5
VUM T AT 0 32 F A FE B AU M B 8 A B bty , MU AR . WA E S5,
Bl KB A LR vk — A sh A B s 2R

* hostname | IP_address (1A il DONTRESOLVE 4 f)

* manager -timestamp

T

> configure manager add DONTRESOLVE abcl23 efg456
Manager successfully configured.
Please make note of reg key as this will be required while adding Device in FMC.

>

SRR A FUIEBEAIN S B O IS PN E PR RS IR B L, 5 26 T,
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MiIgEEIREYIRE EEd

S %
5

B

N -

TN B S DI E) A B L, B B A BERS DT R REAL, DT AR O E SR .
THERL A ORBCMBCE BCE, B0y )92 i R s 42X

D) B0 E, R CVA AT vt i AR A R UM B B

FHia Z |l

TR K B CECE v e P, AT e R RS (WAL ATRE) Bl configure
high-availability disable #ir4 s o] HPERCE . BRALE DO R, NI 32 v % rh i sy o]

UK

75 VLA BEAS T, A Cisco B REMITAE BELAS H G VE T e 46 o
(MTRER 20) MeE A ER O,

T RE T EEE U B OO, AT S i i O s ) B A . R B v PR R
A B 1, DA ZH B T B Ve A FILES

o FTAEP BRER VT 1) (R B 42 1 - A B LA 200K I SR e B A Bt e BRSO, A BRI
DHCP #H IP HusikFI R OC . SR %A M DHCP #C B OC (o, S AR ez e 4 31 1Y
2, WIFICRBOA B 1, IF RECH AT AT E . W& DHCP #4581 7 K 5C,
D5 A S TP M hEC B 11, JFRZ I S BEE N i 3% 1

o T B U7 IR (K06 R 10 - i R S E B A TP MBIk, TS OR D3R BROA I S B E— MY
Ko MIAREARRL o WEREAL ] DHCP, WIEHMATAEMTRCE, AT 2l )\ DHCP 3k
UK o

PRI G IRE > RERE > KHEE, N0l g8 wrE O L
T4 E EEHL/CDO #MIER
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[ 69: €320 /L/CDO0 ¥ RIER

Configure Connection to Management Center or CDO

Provide details to register to the management center/CDO.

Management Center/CDO Details

Do you know the Management Center/CDO hostname or IP address?

@ Yes O No
Threat Defense Management Center/CDO
=] =)
10.89.5.16 10.89.5.35

feB80::6a87:c6ff:feab:4c00/64

Management Center/CDO Hostname or IP Address

10.89.5.35

Management Center/CDO Registration Key

eene L0

NAT ID

11203

Connectivity Configuration

Threat Defense Hostname

1120-3

DNS Server Group

CustomDNSServerGroup v

Management Center/CDO Access Interface
() Data Interface

CANCEL CONNECT

a) X T BEEMEEEDO/CDO EM A IP Hutik, B A LLEH 1P ks M4 U 1) g
L, i 2, W S A1 T NAT 2 5 s A 35 1P bkek B84, i AT & .

B osses
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b)

d)

ngegmemnn gesl

WA DAT A Vet CRERLOL BB BIE Bt BATW Y7 RN 1P Hlik, A REAEPI A ez
[A] S X TLS-1.3 0 (A 45 338

R R 2, N &I a0 /CDO £H4&/IP ik,
15 EEH0L/CDO EMER.

BEE PR B RER)— IRPETE 3, M B 8 v 46 I R A A B b R e e A
AFHEE 37 MR ARUFRURFRET (A-Z a-z. 0-9) FIETFHF (-). UL ID ATHT
2 QRN E] L.

¥ NAT ID.

JEID RN TR, R TE D L. WROE A
$erE P HUE, WIILF B G B B /E AP & Y& 1 TP HIEIY, 34 NATID. NAT
ID AL 37 505, AT T (A-Z. a-z0 0-9) FIEFH (). I ID Rk
FR T4 B 4P M B 5 BP0y NAT ID 15 TP M 26 2R, P T30 U 7K 1 I
W s HATAERT TP HUHE/NAT ID JEA7 S I TEJR, A2k Bk .

Mt E R E .

a) 5% FTD £H.&.
T S A Bt bz D 3k T B3 d 0 /CDO A al3EN Vilk), Tk FQDN ¥ H 1tz .

b) F5E DNSBRSZ2E4H.
EPEIA Al — AN B4l . ERIA DNS 41444 CiscoUmbrellaDNSServer Group, FLH 5
OpenDNS JIk 5545 -
RS, &R o /CDO i e QR B B3 11, W 5 B 2 U Bl 4% 11 DNS JIRSs 28 . 48
FH 22285 ) S B8 E 15 HE DNS JIRSS s H T B . %ol DNS JIRSS 43 H T DDNS (i CUic &
Bl T e T ) 22 A SR« IS T RESSIE R T3 BRI AH ] DNS R4 w4l DA A 4 BEAUE
T HRIE I AP 1 )ik DNS %S #s .
fE B HRt b, BERE 1 DNS IRES 2 e 0 BOLE 1L BB 116 WO SR TPl E . i
T S A AN N B B, AR ML B R R, JF H DNS RS 98 A S W INEE S R E R
Mo (HAE, WERFRY R T- & BE S 2 lic 25 00 & DNS 2 & 1) BB A 345, )20 Ek 7 o5 A
i E . FRATEUE LS E 5 B VUL DNS & 3R, DS & B rput 1 gy %%
[f] 25 .
BEAh, ACHAERIUGTE W & B DNS 4528, B EH.O A SR A DNS %545 .
W FMC i QEFE 0, WLk E S hCE & 2 DNS RS 45 .

c) X T EEAFL/CDO FEIIED, LB CHCE M,

1 1L 7 AEBE AR B B S, RERT DORE A B 11 S O A5 PILE 1 i s — HdE R

CRTaE) ARG T HE L 0, JF Hazd DAGR MBS L, AT INER A i o

KRR MR, BOREK AR A E O EAR . WREER TN O, akes
e m P ECE T . WS T HAth gz O, B A T AR E R R A R0 2 BT TS ER
N3

weegE I
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WERGSIE R T O, AT BRI OCHC & A ME— MG, ARG A R e b bR e 4k sl ik
$£BT (W) REERE T B YRR, i AdnRnshZS DNS (DDNS) /3%

WS 1P Mkt & A48 4k, DDNS #fiff 5 H bt n]H20 52 4 PR 2 k44 (FQDN) 16 S8 Bt % % . 214

B& > R E > DDNS BR& it & 554 DNS.

G0 S AR B T A AR N B B0 2 BTG B DDNS, ) i 95 ¥ 45 23 84 Cisco 5215 1T

i CA RGBT R CA IS INUES, DA i B 48 v & T LASGAIE - F- HTTPS %421 DDNS it

S AUETS o UM 4B S FEAT A8 DynDNS Sz Ft APT MY f¥) DDNS 554
(https://help.dyn.com/remote-access-api/).

f A B 115 )4 PRI, ANSZCHF DDNS.
FIR8 fiiERE (Connect). JEMHRZS W UL R R U1 4 B O G RPIRS . 78 REFEEHL/CDO iE
M E ABG, FRE R, IR NP K.

DRSO D) B A R, B A BUEEM. S0, T REEEPL/CDO EMRE PR
Ja R VoA A B DA AT o WURIZAE, AR s, JF AR IR R e i B
I A .

IR REFEE P L/CDO EMRE D IJA R FFIERD] A A, SR Es SEEHO
HIRLTN T CDO W IRHE. RORFITIT 1y s iy PRSI 4%

[ 70: BT EE

Registration Status

e ol I e TR
Successful Connection with the

Management Center or CDO

You can now manage the threat defense using the management
center or CDO. You can no longer use the device manager to manage
the threat defense. See the threat defense getting started guide (2,
management center configuration guide (2, or
CDO configuration guide [ to configure your device.

N EEAD YIHRE] R F B IR

ST LA 224 T ER AR B8 2 A TR L A LI P 7 8L 5 T A O P 45 B s e A

B osses
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mems e werEs

a5 AN BE AU D)3 B A RS, IO TS BT 2 A . AR A B PO 2 A4 B 2 T
TR A B LS L IS I T A O R . QRN WA RS DI B A ELy, TES N W
EHRY R EHEhL, 2101 T,

AAZ .

D2 B0 Ay SRR IR L E, P MERGKEIVAE. (H2, & IP Ml LA (R

g2

e EHr h, g% (Devices) > Z&E R (Device Management) L [im il 55 B5 <k 1 .

T SSH sl i 5 i L2 BB CLL. WERAEH] SSH, iHTITL B3 IP Mk iIER:, JFE
MY admin 740 CHGRAT R B BAOABR AR AT LA AT D) 85 g Bl CLI.

il 6 1 BRIA ) FXOS CLI. 1§/ connect ftd fiv 4733 BoWrBh# CLI. SSH <if I iERE D B
Jlr 548 CLI.

WERTCLE R R B FE 1P bk, EPATLL MR
o B ORE BEA P iy 1B B 1E HASAT 1) M 5
 WORN RN S0 T AL TP MR G . 48] configure network ipv4/ipvé manual iy 4 .

BAER i Tm AR A R .
show manager s

i

> show managers

Type : Manager

Host : 10.89.5.35

Display name : 10.89.5.35

Identifier : f7ffad78-bflée-1lec-a737-baa2f76ef602
Registration : Completed

IR RS B, HEA A B ae A
configure manager delete uuid

AL EENE TS B R A B, Wi e LT 2R, W EHR e bR (W UUID;
W24 show managers %) o HIMBR AN 2E4 H .

Tl

> configure manager delete
Deleting task list
Manager successfully deleted.

>
> show managers

weegE I
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No managers configured.

PO B AL B
configure manager local
BIAE, AT LS ] Web 3% 8% 76 https://management-1P-address 47 & 1 JF A< i1 &5 3 8% .

Tl

> configure manager local
Deleting task list

> show managers
Managed locally.

MRFFYS EMEBMETIRIZMIBE, BEMBD

W SR Ve A i AR Ak R BCEAT VRN, WENERRIG, 0B 7 CDO T 21 FF5I S B R iR .
A LT 2D R FOB F A e % L8145

UK

1# FH SSH gY#3th & uify [ 1% $23 FXOS CLI.
G RAEH SSH, RS BiWrEhf CLL. fEXFrENL T, &% connect fxosadmin. 20 548 FH #2il
B, N H &S] FXO0S.

> connect fxos admin
firepower#

BEAAHE A
connect local-mgmt

i

firepower# connect local-mgmt
firepower (local-mgmt) #

MR E B
cloud deregister

i

firepower (local-mgmt) # cloud deregister
Release Image Detected RESULT=success MESSAGE=SUCCESS 10, X-Flow-Id:
2b3c9e8b-76c3-4764-91e4-c£d9828e73£9
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Cisco Secure Firewall 3100/4200_t (5 #vifk SSD .

FEA AP AS (R R in 2] a2, 55 30 0L,

Cisco Secure Firewall 3100/4200_t &Y ¥t iFtk SSD

WREATA SSD, "EATSAEE SN RAID. B K8 JH shist, & 0] DAFE CLL AT LA FAE45
B 5

o PUFBPR LR —A SSD - Witk SSD ISR, Al LUE Y. R, WRE A —4>SSD,
TCVEAERH KBS TF A I FE R

* HER—A SSD - WA PN SSD, Al LI ER—A .

o INEE AN SSD - WA —A SSD, 1] LAV NG — /> SSD I Bk RAID.

AR EAEARME IR N RAID 2R SSD KO0 MR HAE R . Al figs S 80dE 22k .
UK

LB MR A —A SSD.

a)

b)

M RAID ik SSD.

configureraid remove-securelocal-disk {12}

remove-secure <8 745 M RAID i SSD, 25 BN i ithae, JExt SSD $AT ¢ 4 #k
L AR RAID H iR SSD FHORFFEE AR, v LUE ] remove JCBE Y.

i

> configure raid remove-secure local-disk 2

W42 RAID IRZS, HF SSD AR E/RTEiEH .,
show raid

M RAID HHlHER SSD Ji7,  RIHR4EME AT BRENEARTS K Bon ol BER . 2 A INBh SR AN

i

> show raid
Virtual Drive

ID: 1

Size (MB): 858306
Operability: operable
Presence: equipped
Lifecycle: available
Drive State: optimal
Type: raid
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. Cisco Secure Firewall 3100/4200_t £ i1k SSD

Level:

Max Disks:

Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:

Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:
Unacknowledged Bad Blocks:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:
Unacknowledged Bad Blocks:

> show raid
Virtual Drive
ID:

Size (MB):
Operability:
Presence:
Lifecycle:
Drive State:
Type:

Level:

Max Disks:
Meta Version:
Array State:
Sync Action:
Sync Completed:
Degraded:
Sync Speed:

RAID member Disk:

Device Name:

Disk State:

Disk Slot:

Read Errors:

Recovery Start:

Bad Blocks:

Unacknowledged Bad Blocks:

c) MHLFEHEH SSD,
HIE2 5N SSD.

a) Kf SSD WEESN N F 2 dif
b) K SSD | RAID.

raidl

2

1.0
active
idle
unknown
0

none

nvmeOnl
in-sync
1
0

none

nvmelnl
in-sync
2
0

none

1

858306
degraded
equipped
available
degraded
raid
raidl

2

1.0
active
idle
unknown
1

none

nvmeOnl
in-sync
1
0

none

configureraid add local-disk {12}

"

ot

B

Z |



| weee

pratsarns [

$48r SSD [0 ) RAID n] fg 75 22 JLAN/NF, 2R mI B K R e 4 IE w18 AT E 2 n] LLE B S
g, WK RIESS:. #H show raid a4 Tk 4

I R 22y SSD LARTAE Sy — ARG B, IF HAME THUSIRE, EMA LU i
configureraid add local-disk {1]| 2} psid
PSIdE7E: SSD 15 i As28 Fo 83, BATLAER R s R0, SSD Kl Fp AL JHAS N #| RAID.

RECETZEHES

AL B K A S B A R SRR 1) T, ST LICRE IC B AT (R D 4 2 5 A A RIGR S . S TT LICRE
B OWRST B A AR 4% o AEIER 20T, PRBC&E A H i & CB0E .

AFHITERBRR &

IEFHIRIR &

\)

* Cisco Firepower 1120
* Cisco Firepower 1140
* Cisco Firepower 1150
* Cisco Firepower 2110
* LR} Firepower 2120
* B} Firepower 2130

* LR} Firepower 2140

AR PR LA 7.0 BOE S RRA.
MER BRI E

* Cisco Secure Firewall 3105
* Cisco Secure Bij k5 3110

* Cisco Secure Firewall 3120
* Cisco Secure Firewall 3130

* Cisco Secure Firewall 3140
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gggE |
B =i

A\

¥ Cisco Secure Firewall 3110 3120, 3130 F1 3140 #4540 4 7.1 865 E A . Cisco Secure Firewall
3105 WFK 7.3 B B RRAS .

%1 ANk

TR 25U R BEVE TR S E A E N R 2 o TR S B VR PHIE S ) 21 H AR %

IR
LA LB AV BV
SR REVFRTI 05 LR FL AR A 1 VF T RE A
o AT A R E BT I BTV
R E S NEL S DI VIS AR
o B
PSS e S A
R
© bR A
 EZ BT
ARy
o FP LA B LA ISR
YA R IORLE LA LI .
YA T DA R R (TR, RS LEGIE. FARS LS.

o WERYR VL&A HA ST —884r, BARBERATT EE HA M —34r, RZIMR. EBASTEK
AR HA 5o

[a) A LU L AL &
I 1) 32k LA G B R e S0 2 H AR B
* VFATIE
c BRORCE
© WIKAENC &




| waeem
meauisners: [

o B HmCE
* DHCP #1 DDNS fiil &
o MEFUEE I ARAC B

* Policies
o KRR RA G 78
CPRRE

© EREIY SCHURITRE L.
IR 1) 7 2K LU SRS PG P Y BE 2% SR A 21 H B e 6«

o IBAPIRBL NS
* NAT i
* QoS Mk
o V)R] VPN HEmg
* FlexConfig %
o Uy r) 25 1 SR
* T g SR
* IPS %%
* DNS 5l
* SSL iM%
o R AFISCA
S
TR oK LT 6 R G A AR B 2% S B H bR 4
* ECMP
* BFD
* OSPFv2/v3
* EIGRP
* RIP
* BGP
o BET WS K

* Static Route
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gggE |
- L

* AR
o KBRS A%
SRS ) 2 LR 2 AR 45 52 1 21 A v 4%«
 WIEREE
© TN
* Etherchannel 4% 1
* ML
* VTI #:1
* VNI #:11
EANCIEA N

X B4 BRI
* W FARITRE:
* ufi gilA) VPN
* SNMP fic &
{EITRE S, T U B4 (1 6 BB R ICE SNMP.

« —IRHBERIT DI

© WERYEEE DVRE R . A S PR AT B ES T HAR B (KRS AT 2L, M RHR L. A
W, X LSRR B E N BAE

« WREVT ) VPN (5T SAE AN S A M . 078 2 AT T shid X SeiiE 1.
« FEER G, BROAKEULR, H bR A2 8 Snort 3 1A Snort 2, B 1 444 H (15 /2 Snort 2.,
« 5T HA %4

o HAbrtes: BGRB8 T i i B e B I 1 o IR L1 5 7 1) P e 2 T

o« JERIE ARG MRS O L MR RS MR 4% PRI T MAC HuBESE HA FCE AN S ) 5

. WREE, GUSETEE TR RIS,
1T #% Cisco Secure Firewall Threat Defense

FHia Z |l
BT (AT HRA AT B




| weee

UK
HFRE > IREEE.

s A B ER (Migrate).

ralH RS EFRR (Start).

MR & (Source Device) 74138 ik B % o

WA HA X —805r, WU 7R HA S AAR A FR

M T—%.

MR (Source Device) 4R F LR %o

WL A JE HA X —37r, W R HA X AR A K.

M T—%.

EECE O (Configure Interfaces) IR, REUG T £ A HE 42 11 i 21 H bR e 25 Bz 11 o

FFAR SRR BT AT 1 o REAZRIRT BIT AT i 44 IR VRS T HARER DR 1. ANBEWUN 8 T HA
MBS B E L 1 o IXERR LI AE 1) R AR R o 1) 2 R AP SR AL AR VA SR 1) i 38
o

o S RRETERINME (Map Default) DA B R IA (4382 LTI
BN, PRI LR M T 1/1 2 ) H bR s UK M 11,
o« S 2 ERER (Clear All) AT TR ITA WS .

M T—%,

S EMET (View Mappings) AKIFEE L1t

AR (Submit) JFERITH

7E18 %N (Notifications) > £5 (Tasks) W i H & HITHINA.

T—%#ita
FERIERS e, S mT LLE 8 5

FE I ARSRITERR, T ARG B AR T 2 A . HE, (MR AT, IR RIT IE R B
e, 5 113 JUrh SR B R ERAE

JRIITR i, BT SURAE F 2 Z TP T U $ A
o WURPFEBE AL TG SRS, WS S O TP bk, A BT e AR B SR AR A
o R ORAT G SOUS 1) TP Huhlok 5281 NAT SR
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 WARAET

Hks

TR Jrobs e D T v B BN, T e L
o FEEAR B D EFEM R AR () .
c WREE HA WE, EHE HA 25, flingin im0, S ik 44FR18: 0 MAC Hy

s ETRGEE WD,

o (AR BRI G

B oRAL & SNMP.

o (AL Ao B SCH UL 5 IO A

AR EY H bR A B B R O BRSO AR, WIAEITREfS, B ARV MIBR R K.
SURT H bR g B EIZR T ML E . A OCTEAIME B, W24 Cisco Secure Firewall Management
Center W4T HC & 57 SIPCHLTE Bh o iR 2 BB U5 ) 42 O “A5 B0 SE R “Hdls 7 328,

o (ATIE) MR¥E T ZEC B Ul S A] VPN, X EElt B AN NIRRT
c EMSBZ WAE B . 5 ERE > SREE , Rn AN i (B K.

B IERY A B 1SR E A FIR

The =K EE | REK B |H1E
s B i
MRS SIS TR | 7.4.1 7.4.1 B AN ZOSITRDUE R . XFFRCE, BT A Cisco
R H Firepower Secure Firewall HLA8 & 2 4% 5 FXOS CLI,
41009300 HLAER R LR S O 2 2 A 3100 YR IALAT.
WGBS bR & > IREEE > K> W58
SCFERT-6: Firepower 4100, 9300, Cisco Secure Firewall 3100
2% FXOS A 2.14.
A B B A R | 741 =3 LA A — AL P0E U CLI 4, 7 B I e 4 oA R A e o 445
CLI it A LU AT AT show T4 IE BB Mt
PSS b % & (Devices) > & B2 (Device M anagement) > £
B (Cluster) > & # (General)
WEEE




| weee

wagrnpeieztame [

I &E =K B2 =K B |1EE
s Bt
W HERR SO AR R | 7401 74.1 T “i&” (Device) T FA RN AKAE “HE8E” (Cluster)
BTN “¥ DU b A A A0 A A BB BRSO o 6 TR, R LUK
#%” (Device) Ml “4 BT SCEE R 3o — AN R0 SO SR n] DL BB AN ISR RE
#E” (Cluster) GUHI3E e fEthnl LR & (Devices) > & & EIE (Device Management) > E%
B (D) > HFEHERR ST (Troubleshoot Files) 3 8 fi & S o
BT HE ME O ) SR LI
* 1% % (Devices) > 1 & &2 (Device Management) > 1% #& (Device) >
M (General)
* &% (Devices) > i & &I (Device Management) > & 2% (Cluster) >
M (General)
T P 55 v 25t | 7.4.0 B E KB, &0 LT85 K Firepower 1000/2100 £ Cisco Secure
Firepower 1000/2100 A1 A[AFFYS | Firewall 3100 By E BB BEHL, ML FAE R EHATAEMIWIRICE .
Cisco Secure Firewall e 7.2.0 |EEHLY SecureX FUTRHS P H A5 A2 Bk LASE IR L D BE -
1 k=g O kR
%%%Eﬁ*bmﬁ% BRSO R 18 & (Devices) > R & &R (Device Management) > i
e RufAFF |50 (Add) > &% (Device) > 5515 (Serial Number)
e o (SRR, SR LR A TR, 7.3.x 5 7.4.0 IR 9

B AR ILIIE . SCREFERRAS 7.4.1 HiR [l
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=Kk &8

Hols

AR BLAf
B 1D

FIE

H I O RS W
B,

7.4.0

7.4.0

HEEME. AREEFED.

XFTAEH] 7.4 BOE R OB e 2, SRR IHZ R 1 . S I
BRI AT H] .

WERE TR 7.4 50 RA, I H.:
« WA NEWHE DA EATRCE, WD A3 F

s WO DT TRCE, WA DOERE TSR N, e Ak
SAE SRR 1 o VEIERD, A8 S R B R N RN 12 W
U5 PN < YVA7 B I SE S JE

AR 2fs AAA TURLIRAT SO BB B 1. DLTE,
SRR PR G T LTI I, AT LA
.

NPT TFERE, XEWE:
o CIET S H HTTP. ICMP 8% SMTP #3H4T2 .
o XFT SNMP, wJLLAYF “AFRE” A “ieWr” L.

ST ARG HEMRS, Eal OB “FH” AR ek Skihn
el

* WEARARGH G MRS58 SNMP LA 65 B E AL A R g 12 W%
F1, A2 & IF B8 ARG I B A RN~ 5 B B S

* WERANRERL ), DNS iAo FE R 28 L Al th k.

BB b4 %% (Devices) > & & & 12 (Device Management) > %
A (Interfaces)

B/ A B MUINE 4. show management-inter face conver gence

M Firepower 1000/2100
i % Cisco Secure
Firewall 3100,

7.4.0

B

IEIAE T LUK & M Firepower 1000/2100 #2544 1E#% 31 Cisco Secure Firewall
3100,

BB S &% (Devices) > & &2 (Device Management) > if
#% (Migrate)

GBI ASZCEFM Firepower 1010 5% 1010E iT4 .

FLE R FIR M.

7.4.0

EHLAE T AL DB T8O & FIRIRE BER N a2 B0
FHAT B 13

WIMESI bR ’E > REEE.
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wagrnpeieztame [

Thie RREE R &M |FHE
ful o]
At B 4 114 B gy | 7-4.0 7.4.0 JEC 17 v P P A SRR A P e e 1 5 A B Ll AE . BUAT
7 0 e P XS AWML BR R A SCHFIX—Dfg .
WS AT B 95 A A 1 1 AT B
R TR IR |7.3.0 (A TEIAE P LA AR AR IS AT IR I P W
R PSS B %S 1] (Devices) > & &£ &1 (Device Management) > &
B% (Cluster) > EBIEITIR IR M58 & (Cluster Health Monitor Settings)
FR REZ BT FlexConfig il & T X H 1%, 45 LB EZ A
MIB% FlexConfig it & . 730, FlexConfig it B 7 7 5 PO
Ho
TUAR B VT ) Eiis 42 | 7.3.0 7.3.0 TEAT £ 422 VR T A AR g il B, 8T DA B A B Al 4 11, DAEAE
(S T LU N B D RE . WA e SLA IR PR ER IR AL 5 A
FE RS H A ECMP DX R ml AT, DAEEAE IR mT LA TS g A
R
BTG G U DR R
* %% (Devices) > & & &1 (Device Management) > % #& (Device) >
=18 (Management)
* %% (Devices) > ¥ & &2 (Device Management) > 1% % (Device) >
0 (Interfaces) > &322 if7i5) (Manager Access)
ISA 3000 &%t LED £ |7.0.5/7.3.0 |7.0.5/7.3.0 | 5G[4] ISA 3000 I, F%i LED &K, #/%4F 10 B2, AR5 T
ESPNCIP Wi
ISA 3000 ZHF KM |7.0.2/7.2.0 17.02/7.2.0 |\ FBIAERT LACH] ISA 3000 LAY, & H Ak F0H H 3 i
TR S REIRIR LASEI =y | 7.2.0 7.2.0 configure policy rollback fiy4 3z 5 = Al F 1.

A

weegE I


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/get-started-device-management.html

B cezmomsiossmmg

=Kk &8

Hols

AR BLAf
B 1D

FIE

E4 ST XL

7.2.0

7.2.0

BAVGINT AT VE B o =2 A BE b AT T EURHS 8B 2
(CDO) V-5, JFats 2N AR R5 8. AN TS B
ISR

IEAT WA 7.2+ (PR Bl FOL T BE P DL “ B[R 3 9B Wk, (H
AR H AR AN A H ) S TE T DR A R 0L B v Ol SR s
B B LR

BT AE A SR 4. configuremanager add. configuremanager
delete, configure manager edit Al show managers

B G B B

o B 2 LA B A TS N B R i R FOLE B RN, 48 BTG CDO
1% % (CDO Managed Device) & HEK: HAR & M AUH T #r.

* 1% % (Devices) > i ZFEIE (Device Management) 1 & F MFEE 15 %
DGR

ARG R, 2 CDO kY.

BRNTIL R 2 R Vs a4 | 7.2.0

RSN RS e ik
o

7.2.0

MRRAS 7.2.0 FFUf,  FEE & BRIA S F 3 8 488 & (Object Group Search)
WH . TFIREEIR (Device Management) ULl 4 3 4 ¥ B I, bk
Tk T ERIEE (Advanced Settings) #4>H

SHEEBIEREZRIE | 7-2.0

H AR

7.2.0

SR B T B B PO RN P AR 2 1A BT, A IAE A T A
A HECE R AzhRR. a7, & E{EH configurepolicy rollback fir %
KT R E .

PG B LI

* %% (Devices) > & EIE (Device Management) > 1% £ (Device) >
EREIZE (Deployment Settings)

 #ZE (Deploy) > R ERE (Advanced Deploy) > Fii % (Preview)

+ &2 (Deploy) > ERE A % (Deployment History) > i 5i (Preview)

Cisco Secure Firewall

3100 | SSD 3¢ #¥F
RAID.

7.1.0

SSD & A I3 zh 2% (SED), WHEL 2 4~ SSD, e 14l ikt
RAID.

B/ 254 configureraid, show raid, show ssd

B HEPSRF TLS
1.3

7.1.0

L WA T HERILEAEH TLS 1.3, LAHTC#F TLS 1.2,
T BB AR A 7.1,




| weee

wagrnpeieztame [

=Kk &8

Hls

AR BLAf
ikl

i

ST H i A BC

7.1.0

DL B R e G, AR5 W] DAAE R M S B Oy ] Be 4 &
AN CARAF M HLE

< B &R 2 Al FMC.
s MEZIHE & .
o TN .

BB bR 4E: 1] (Devices) > & &£ 12 (Device Management) > 1§
#% (Device) > E# (General)

I e i PGS KRG
RPN A
FH L R .

7.1.0

RAT R B A PATHIAG BRI, W R D ) R O AT
B, BREBEAVE PRV M BCE SN, AE WA B g N B A4 D
BACK R o TR, AR ILAMBOANCE BEE, B0y il 92 kg
ot g AR B E UL CLI N, DCOR B BEAA BE RS U i e B (9]
b, ANOR B ERIA A R I BCED o

D) By Ja, ROR ISR B BEAS SR B A B L.

B o WA S bERE: RGIRE (System Settings) > EIE L
(Management Center)

T ORI PEBER

6.7.0

6.7.0

% #& &2 (DeviceM anagement) I I BLAE SR IIAT AT WA TR B,
AR AT LTI OITH AR, DL BRI IR E 2 2k
.

BB RS % (Devices) > & & &2 (Device Management)

BEH BB )
By TP Hhubik,

6.7.0

6.7.0

R S O TP ik, B W] DA BB A CLT ST e 4
B AGER) B CLI fiv4: configure manager edit
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Hols

AR BLAf
B 1D

#fh

B BT AR V)
o3 7 A o

6.7.0

6.7.0

PUAE AT ARl 42 1 B BCE BV A i B G AR, AR
JRA B

MREAE N RER ) B B SV FTD JF 75 2 1 b
LB i, eThae T R AR AT . Wi g i
DHCP J5 N RN AJL 1P ik, Tm] DOk web B8 7 X oy #: 0
B # 57 DNS (DDNS). Wi @it ¥ 1P #uhil & 4= 4% 4., DDNS n]
R RO B SE A IE S (FQDN) I BB 4o

ER FEARAEEGR AT IR, NSO B VAT B V5
A/ U B

* %% (Devices) > % & &1 (Device Management) > % %& (Device) >
&I2 (Management)

< BE > IREFEE > EO>FMCifa
< %% > R EEIE > DHCP > DDNS> DDNS E#i A4 3% i

B AEER) B E CLI 74:  configure network
management-data-interface. configure policy rollback

SRS BB

— B ) ML RS o

6.4.0

6.4.0

X} T Firepower 4100/9300 F 41 ¥ 7%, “W&EH” (Device Management)
GURISS LR ) HUAG T BEAS Web S ) fEHL .

PB4 % & (Devices) > & & &2 (Device Management)

FISATIRGUREEEAR S
HyEBLA AR RAME
5|

Sho

6.2.3

6.2.3

“W A HL” (Device Management) UL [HI FLAE P& (52 9 4% % I AROAS B,
I H BB S A TR AR ZAR S L IE W 4% o
B RS %% (Devices) > & &I (Device Management)
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