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CLI.

FE2 QAR
configure user add username {basic | config}
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* basic- FE B AV AR . BB A R VE I P NG E S .

* config- $EAL T BCE VT IR o AR CR T F ™ e A P OBCRR, Lk T DU N P B i

4.
il
ARG  johnerichton FLEUAT L ) BUIRLHG AP

WoR.

> configure user add johncrichton config

Enter new password for user johncrichton: newpassword
Confirm new password for user johncrichton: newpassword
> show user

Login UID Auth Access Enabled Reset Exp Warn
admin 1000 Local Config Enabled No Never N/A
johncrichton 1001 Local Config Enabled No Never N/A

o TEEHENERSIN, AR

Str Lock Max

Dis
Dis

R A0 S ARATT AT LU T configure password iy 4 BB E ORISR

CRIIED MR 22 4 BRI EAZIK ™ R
AT LUEHI LA & SEBOA IR AT 4

* configure user aging username max_days warn_days

No N/A
No 5

BCEL P SR B« TR, DL R BT PP % B 00
SIRRAL PN T 1519999 2 1], (HRS S RECSAUN FRREL 501K B,

HBA M.
* configure user forcereset username
ST PR O8I B e

* configure user maxfailedlogins username number

BCEAEUE M L BT SO VF R R IE SR IOE K R, BT 1 829999 2 [A]. f#i 1] configure
user unlock i AR ™ oSBT IRERIMECA 5 ISR 5 .

* configure user minpasswdlen username number
PR RN, BENT 15 127 206,

* configure user strengthcheck username {enable | disable}

JA FHEAE R B A i RS A, RS, e SR ) 7 S 50 B I 29 R TR 3 4 . ISR P
1 E A H T configure user forcereset 4, WIILELRSTER R &k B 3h)E H .
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. {E Firepower 1% #% [ JG i e B AT AT HoAh 5 5K 3 HF SecurID.

in A0 LDAP SMNER SR TG IERT &

VN LDAP -2 B EAM T PHAET BRGS0 2550
A, AU ST L A B .
RIS RN K

B R BT A e A AN LDAP X5 . A By Rl g al LS A — x5, Loy
EATEIEAF X5 .


https://support.microsoft.com/en-us/help/4520412/2020-ldap-channel-binding-and-ldap-signing-requirement-for-windows
https://tools.ietf.org/html/rfc2865

| &#&

BB 7 LDAP shmamniEr s ]

\)

Qe aE

Qe

R Y Y ]

S SF SFSFSEOSE SR
S N W M O N OB
~J (-] [2,] = W N -

iR

XFFLDAP, g A A e B Ly R I VE AN, DRk, W RS S, R ORAS BRI
B INEINYEE (1-30 B8) o ROREEE N5 B0 S e AR, DI BB 1 28 4
BLRN BT S FRIFER

WA LDAP X% p—ANFAE R 7 BOaT F T g o i SSH Uy i) o W RSE N LA 7B, A 1R 3 20 .
T RS S B T A B, PR A X e 7 B . IR R AGRG J SR F B . X
HAb T B, S PIN & BE A0 ) LDAP A5 -53 56 UF X 5 .

RAR#&

FH P 44 200 A - BB 7 e s () B 7455 (<) I Linux A 800 P 4, HACT R NS
AT FAWER R A, B at 755 (@) BRI () ARENIMBE M IR INEREZH . X
PR INANE P (MR M ANE S AR R 585D 5 ARELE CLI FPas Al i =
F P HBEE CLI s, AREEE EH LI IN .

WA 2 i H] configure user add i<y P OB AR R BT 4%, DU s 7 A0 e 0d St
R R s i, WK, A LDAP IRS5a% . R Bo)a ASBEFRRS HATAR R 4 FR 00 3 78
RPN SB s AXSCRE AR AE B A

SR
LDAP HI FIp#BA “HE” AR,

T,
T

FHiaZ |l

TINAE B # R 2 DNS R4 a8l T4 k. RIAESS/E AR 7 o LDAP RSG5 2446 T 1P Huhk:
IMAETENLA, LDAP iRk 55 a5t n] el [A] m] e 45 EHLAL (1 5 40 B0 URL. fif b LA 75 2261 DNS
Ao IS FAE CLI "B sl 2 BERE FIRES I DNS k5545 o

UK

wHFRGE 3 > B (Users).
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E@gi;ﬂ\lﬁﬁtﬁﬁj\%lﬁy l%:iHAU’)\ ou=security,dc=example, dc=como EZ%‘, )J_-T‘,:_Eg'{ﬂﬂ DN (Fetch
DNs), SRJiE AN 47 F1 8 Ik FEAR Y. (RS A T 50 B2 5K o
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JEYE, JF H New York 702 % HF A X Tz @ vE R A B YR newvork, ZE{XKIZR New York /52
?EPE/‘J)EHF ’ ljﬁ:ﬁgﬁAlj)\ (physicalDeliveryOfficeName=NewYork) o
A RN FEUEN YW LDAP RS2 AR A& . B, WAUE % 2] OpenLDAP JIi 5545,
HAH XSG EE wia JETE, FF H Example A 5] Security 3B GG wia [H A
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FEB R RINE R 7 BUH A AR 65 .

CAIIE)  miihi B R S RIETC A LA R g

* % (Encryption) - i (None). TLSHL SSL.

WA F ity 11 S SO 2 vk, e R 1 HE R % R BRI . KT JREk TLS, i
FUR 5 o BRAE 389, GnRBEFR SSL n%, i I EE A 636,

* SSL iEH _EfEE&1E (SSL Certificate Upload Path) - % F SSL & TLS N, 40t ik
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R B EARAE P BRI, S AR PR G BT B e, DL
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External Authentication Object
Authentcation Method LOwAP v

CAC [ Usé for CAC authentization snd suthofization
Name * Basic Configuration Example
Description

MS Active Directory -

Senver Type
A Set Defaults |

Primary Server
Haost Nome/IP Address ox W or hostnanms

Port® | 389

Backup Server (Optional)
Host Mame/IP Address @x P o hoatname

Port | 389

LDAP-Specific Parameters
oussecurity, DC=t, U'E=E:;EBFHIJJE. [ ]

Base DM * | A%, do=socating do=oom
Fetch DNs |

BaseFilter | I — oo st o
User Mame * | CM=admin, ﬂﬂw:an'q:.l.la. MWJ o, cn=jsmith,de=sourceing de=com
Password * | ,,,,,,, ]
Confirm Password * | ------- ]

* Show Advanced Options

b7 S s Xt 7 8 24 ) R A R B AR U 1) 22 A A U A RT3 44 B

OU=security,DC=it, DC=example, DC=com El(]ﬁ::j%o

Attribute Mapping

U s Anbuts * | sAMACcounmEme i

U Accass Anibute © | saMAccounmiame

» Group Controlled Access Roles [Optional)

CLI Access Filter
CLI Agcess Filter i || Sarma as Basa Fiker
e [omsiniin), (Mt [Ecn=gsrndm] (on=ooamith§ errecsimiind

(Mardatry for FTD dindces) |
-

Additional Test Parameters
Lisar Mame |

* R Fatd

B &=
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M P OE Sk BRI, samMAccountname ) CLI i Al E S S8R & H T X %11
sAMAccountName E ﬁ%ﬁ&@lﬁiﬂlﬁc

TEER, BT RIS ARS8 N SEA L I8 D%, Rt BB 248 2 H s SEA AT 43 3 44 Fx
Fria s A S E . SBR[ B (8 LDAP 4528 LB RERED &, 5k
K2 B

G

B 15135 ] Microsoft Active Directory Server HJ LDAP & 3 G356 X G S R & . IR
i () LDAP AR4524 16 IP Huhikhy 10.11.3.4. DEIEREAE 3 11 636 BEAT15 )

External Authentication Object

Authentication Method LOAR

Cac LUise fior CAC authentication and authorization
Mame * Aovanced Configuration Example
Description

Server Type IS Active Directory

Primary Server
Host Name/IP Address * | 10.11.3.4

Port * 635

IR 2 7m0 T2 8 2 ) (A SR B AR SRl o 1) 22 4 20 U FH B A T 20 1 44
OU=secur1ty,DC it, DC=example, DC=com Eﬁ@ﬁf 151)%@53 ﬁtﬂ&ﬁ\%ﬁﬁﬁﬁﬁl‘iﬁg%&

I8 SR MR 55 a5 2 2 (K BRI 242 AR EL smien 5 RIIH

(cn=*smith)

LDAP-Specific Parameters
Base DM*® | Chlesecuriy DC-i,DC=ceampin, 0

Basa Filter

User Name *

Attribute Mapping

542 niE B ) SSL B TN, I HA N ZIEBAH — A% certificate.pem [FIIE
o ttAh, BT BE (B WHE, SRS IIERAE 60 b S KEN .

H1 T~k 25 4% 42 Microsoft Active Directory k454, KIEHAFH samaccountname J& At H
FAMANE via B

M S SR I, samMAccountName 1] CLI i 1a] B S T 83U & H s T 4 401
sAMAccountName E l‘iuﬁﬁa@ﬂalﬁo

FELL Rl , CLI Uy )ik g 8 o S5 FEA L S84 A7 [F] o




gg |

B e 70 RADIUS ShERS I8 IE R &

CLI Access Filter
Ol i Pl Same as Base Filter
(Mandatory for Firewall Threat
Defense devices)
Additional Test Parameters
User Name

*Required Field

Cancel | [ Test ‘m

J3 BB A1 750 RADIUS FMER B 44 16 E 3 &

AN RADIUS AR 2528 UASZ R4S P AT I8 Bl 7
EZ B, AN B 0 U AN AR B 3 e b v
HEZIMER B IEIERT R

R AR AT AR, WA DO AR RN S USRS, BB SCRAE
RADIUS Ji 55 & b A, 10 B O BESRBEAE SN S A3 IR G 1€ ST 3103 . T LAk
FEA XS U BAE AL T0E AR TTE, (AR EEAE RADIUS iRk 55as Lo O, WAAZ0 0 BB
0 R RO B BRI B

\)

IR

IYE R (1-300 72D o RORH N 85 S (M e, U BB 48l RADIUS R R AN o

JEU BT AR A PO I VE AN, R, A RIS, S ORAN SR U B AR N

EUBN AT SZFFRIFER

A RADIUS X G — AN AR Bn H T BB SSH Uil Wi IR B, e TR 4 2
Mo WS LR S+ B E AL, NS X2 B RO 5 B SR - B
AT B, W& (Cisco Secure Firewall Management Center £ FF5wG ) FH K24 & HLHL 70
RADIUS #8550 UE AT 52

RAR%#

ARSI B IERINEIRE R . R B ORINANE A (VE R M8 5 40 36 1F ok 5 ) —
W) 5 ARELE CLI FREs b Al 15 R, W HBETE CLI Hhasin, ANREAEE B O
B 2z it configure user add iy 4 4 R P BCE AR RN P 44, D) i A v 2 i Btk
WHEBH PG i, anif kM, PG & RADIUS R4 . i8R, MWEANEEFEEGHRLZHN
PSSR s ACCRFLARTAAEI R 7 o X RADIUS 4548 e LI 7, 1555
FE AR 2 15 B A S AT SR P AR RORLRR 2053 s 75 A& TGy A FH AN P s B o

UK

i H Service-Type J&PELE RADIUS IR 4525 L e XH o
DL 252 3CFEIY Service-Type J& HEAE :
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P (6) - AL CLI FRCE VS AL IXLEH] AT LLAE CLI AR T i 2.
* NAS 275 (7) BUERZON 6 LSRRI - $efit CLI IEEAD) AL IX L] /7l DU A i
%, Bllnshowdir &, HI T ML AR HERR .

ZFRILIE Linux AR 44

© % 2 ANTFRHEUT AR, AMINE AT () AT RIZE O

s &G

* REELLETFRT (1) IT3ks AREREREET: ARUSTS (@ SR ()
o, T DEANIE S IR UE R R FiE X P (SR 12, 5513 00 o A BB B ]
Service-Type Jai 15 ¥ [F] 0 gl W07 480 #1521 Hho0s A HTAR [R)1F) RADIUS JIRg5#%, 3860 ny 3000 AH )

RADIUS 55 & (PN NS i BiE xS S Jorp— A0 A T0E K CLI Spiesdigsg i O T
EELHLD SRR CLI iiEsdigss fa OT BUBiHD .

fE S HpL, ERRGE 3D > BA (Users).

M SNER B2 38 3F (External Authentication).

Al (F) SRMAMBEMIAIEN & (Add External Authentication Object).
¥ E R YAE A A% E ) RADIUS,

N BFRF A LR .

YT ERSEE, MAENANP .

N SZFF IPv4.
ER WA Rk TLS 8% SSL AT H:,  WHE I+ i M4 205 e B Ad FH i B HL A
VLK.

CAf3E) S s E 4 K BRAE

i\ RADIUS BRZ528 %4

(TIE) MANERIRZF/SHL.

(A3%k) #i N\ RADIUS#ESH.

a) {ERBRT (3 P ANFEIRFRS AT ARVFFE (A-F 1 /300 208 o BRIMER 30,

AR OB A A A E O BT AR, Bk, RIS G, TE R R AN EE B A

/NG (1-300F0) o G SRR R I 52 0 S AR {EL, 00 gk K77 18 RADIUS B K
AEAER .

b) HANIRB) B &0 IS5 s BT ARV IR B BOAME A 3.

(ATE) ANEAEH RADIUS s& XIH P GEZ I A1, %12 70 , 1 CLI iFiEdiEsF (CLI
Access Filter) X &2 5 CLI 7l A %53k (Administrator CLI1 Access User List) 7B, S AN
HAT CLI Vi MIAL BRI - 2 I LLE S 40 B% . i, %A jchrichton. aerynsun. rygel.

T ] REAREAT H] BB 18 1) CLI 77 1) I 8 5 ik LAEET s iy 7 0 FH At~ &5 S8 ZRUAE FH AT [ (0 1378
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ER O W AEAE ] RADIUS & X7, WAZieks CLI i ialidiE 8 (CLI AccessFilter) %

AL 7 4 DUR RADIUS JR4 5% E1I P 4. 4B HUE Linux 4200 4
X AR, SMIE TR () PR RIZ O
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« RRLETHF () Tk AREAMZECT: ARASMM Q. alis (@) 541k ()

AR HATICE SRV BRI T LA CLI expert fir4 7 1] Linux #M 58847, Linux 452l
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