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ML, 2tk NPHZEARAS 30 24 50 #b. 24 L AL T-FHZEIRASIS, s E%, ekl
IR F STP PortFast I fig :

interface interface_id spanning-tree portfast

BT VA P T 5 MR ROBF 3401 A WL BEBSHTIFI, PortFast A 2 37 B A
VRS STP B BIat, P 152505 STP. Dk, K3 LR BRBRAG— B0, WIS 11 it
U S kEOy STP FLZERIE.

KA LR FAF RS, (R R BB A # WS RS 6 A L G s 1 e A, nTRES
OB R, —AN 24 1 A E BB 24 MAC Mk & 55 —2e 4 1, AT 4l L 1]
GATNRERRCEWIN, 23k R
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firepower#show clock
01:00:52 UTC Mar 1 2022
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01:01:18 UTC Mar 1 2022 <======= Incorrect (previous) clock

Cold Standby Sync Config Detected an Active mate
19:38:21 UTC Apr 9 2022 <======= Updated clock
Sync Config Sync File System Detected an Active mate

firepower/sec/stby#show clock
19:38:40 UTC Apr 9 2022
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TR %, WIAE TR G T TR Iy, R s i 4V BN B B 4%, DUUDER I B A L
ARGl B 4 B 4% 2% . WA R R & B B, WIS RANE s T 34 D
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44 (Continue).

7 LAN BIFESEFEHEEE (LAN Failover Link) ', JEFMRRELRL (S (R R 20617 eIt #0 .

AR NHEREEEAR AR T2 X0 DA e B SHEER #O A5
Fth
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il
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EZIERE T, WA, WRESFOREDIH.
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FEMIRROIE O X kb, AUE IR IR 551010 ig () .
e rp M 43 O RO OB 1B S IR AE

12 1PvA BT R b, i N&F 1P k.

ek A 5 vE S TP Mk 47 T [R]— R 4% f BT bk
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LI 4 {rERE) R & &4 (Failover Trigger Criteria) 5534, il 4ig (/) .

$IBS EIEOHESE (Interface Failure Threshold) ', M 7E B £ EAT MU D) 3 2 i 06250 HE B MACIE F) 42%
HH B0E 2 L
$IZ6 (EIEI IR B ERE (Hello packet Intervals) v, &4 ik s D) #0326 I ) 50408 4 (R A%

ER WBAE Firepower 2100 _EA# FZEf2 15 18] VPN, %48 2R3N Hello it lalfg. 50, &y
SFE G CPU A2, i B8O A W D)4 .

TR rLLBE (OK).

it & =3l MAC H#hiik
A LLYE Cisco Secure Firewall Management Center 4 F] L T 574 Hc & 3= A1 4% F MAC bk AR T
i 1) 48t -

o BCE R FUIRE dmiEdE O UMK SRIEIR; ESH BE MAC Hltk,
* I SRR UG AN D MAC ik T 52 R
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ER BT R AR B BAS PCE MAC ki (LA MAC Hbb& 43N &
A PR R T TR D U O IEITRAEPT A B R
T R MAC k32 A e PS5

AR RAE AL EARECE. T A MAC kit DUIETRC 4% I TR) 5 SRR ik A0 S HEAT e e D) 48k o
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HBA i Mac HihES5 10 () bR,
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FIE6 i\ ERHEO Mac it
BT i\ &REO Mac it
FE8 LULHE (OK).
EB OERTEME R, S TS 2, £ Firepower W FICE FTD &l P K255 10 ) 14,
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SIS M
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PR 2 AR T A AR ] IR 5530, s y13 E AT ZE 4K (Switch Active Peer).
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o R A RS T B A S RVAR i vy ] P e ) e

* riii No ¥ HH IF1& [ 2] Device Management 5 [ff -

R A~ B BA1ED & AT A TR B RORES
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3 et A s I, RIAERPERARACIN [R], IR B e m] et AN 2 Se A 45 B v
FERCSNGLU T, AT LURIHr i a] R s RS BAIRICA 5 i m] PR r 3 e 260 4 e (R EAf £
H

/Lho
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HFR & > REEE.

FEA BERHTS ORI s v X 5530, il BT HA 19 0K 7S
mr 2 KRBT RURES

ZIEMRE S AM

AT IR, a] DU At m] A R 2%
* WAL - EHRGOUN, RS AS BER b I A5 A fE IR )l
o Ay B0 T m P BE s AT M E bR, O HANAS B et AR L I o) A A b D) ke
M E RPN, SRR RS SIRES, DR e HE, AP
Ferp 2t I HARGUICE AN i ba U4 S BLAE (1 O %% T 46 o
A P Bt 4 VAT A BEAS VT DI, A PLERCKEOT, HEIBIKER

e vl AT o e w2 TR0 PR S D, AR 1 1) e m] P e HoRe O B vl PR
WER W E R IE, SIS RRICE . DI, T DO R AR s R R ] A, X Rl R L
AT HCE I UCRE P 6 808 0B SRR X

SR ] T, 5 {# 1 configure high-availability suspend 4.

> configure high-availability suspend

Please ensure that no deployment operation is in progress before suspending
high-availability.

Please enter 'YES' to continue if there is no deployment operation in
progress and 'NO' if you wish to abort: YES

Successfully suspended high-availability.

BRI B syl I, ME R AE B A8 T e s e ek e i BB i b
WER A R 2, MBS B BT, (H R B A b ) e 2 52 (1 B

B AT HE)4e, 58] configure high-availability resume 4.

> configure high-availability resume
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Successfully resumed high-availablity.
HBEMSL AL TR A5 RS B 2 o a8 e 5 0 A5 et b s 2 /48 IR
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AR R e I M DIRES . IR EET N B ek, B HEkE ] PERCE, T XA
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o KB BB HA HTEHON B, 5 26 I
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Lo
A\
EE T B AR v n] X S ST B A R A R B B % LS Snort JERE, AR I R BT AN 1
RIS Ao YRR AR P TR 5 5 e AN R A B, HR T bR R A A R R 1
Ko FHREQEE, HSMSnort T EAT A .
FrIRZ Al
o JOHT RS S DB v T R T RS S 823 L. SXRE T DR AR i T B B RIR A
5 s FRPIRESR .
ok

TR G E > IREEE.
HIR 2 B PRI e T R e, s s e T AR G .
P 3 WUR A RSB AT N, e SR E] B
L4 57 Yes,
T 5 DA 3 P R 8% P 48 6 v 0 54 v vl P PR T

7EF & EIE K FlexConfig Sl Al fig 23 7 b s vl MRS AE 5 ol AR M. s 20 3 FH ik
% BT E TS FlexConfig S .

T—o Mt 4
WERAE - H 4 LA FlexConfig 5, 15E I H08T 5% FlexConfig TR W AT BR0E F i o

swmt


management-center-device-config-74_chapter4.pdf#nameddest=unique_71

B e i sames Emamn gmh

MIBR CGEIH) SFRMEN FEMEIFHe EEF0

saA |

T DO B BRI EE MEZORE AT A S DR AN A o G SRR ELAE M 2 1 7 B O
STCVE DT RN, D) A B Ry AT RE R SO T EHZ A .

SO W v P PR

o Sk A EL ROy FiZxt 2 A B BT .

© MW IREEE UMY .

o TSRS 5P £ R T SRS T A A NTP DA B e AR TR, DU ot 3R [ A b F ] 65

o DRAFACEAA, DMEB R0 4k SR AL Bl 5

NAT HI VPN, ACL 455 DALz LGB AR FF AR
PR I A [ AN [] 7 25 B b v O 2 S SO BB, DRI O K (0 12 U L A B s v v
FIPERC B ORFEAA, DRI AT LR A g — AN ARSI o 5T LAZEVE P B PR o 2o SR, (HL
SR Y I S0 I O SRS, SR 7 PR IR AL B 2 S B
Fraa Z Al

o b PR L CLL X 9 A5 4 U I AR

UK

TR k& > REEHE.
SR (ERERIIR TR 5, e IR (W)
PR3 il Yes. B Al 0 Bl RIS 40 o
PR 4 ] DU IR 5 B IN A BT B AR 2 E I 200 ) (AR TR A R D .
a) RS G B B CLL IF4 A show failover i 4 kffi e 154
B R 2 AT ORI B A TR A IS R I B
> show failover
Failover unit Primary
Failover LAN Interface: failover GigabitEthernet0/2 (up)
Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Failover On

[...]

b) EEAM) CLI A, 1#if] configure manager add v 2R 5H BH AL o S E CLI PB4
A A

¢) P& (Devices) > K ZEIE (Device Management), X5 Al RNI%& (Add Device).

B 57/


management-center-device-config-74_chapter1.pdf#nameddest=unique_52
management-center-device-config-74_chapter1.pdf#nameddest=unique_52

| mam
D |

TOATAH BRI IN B, R BT A A B A

SRS T g ] PR

EEFWEYRA RICR
T DL MBI A T P B R DB S i e U, 4
ST T B A

UK

TR G E > REEE.
T2 (EEGREER I B A P EXT SR I, mih R (4 .
FEZ WA, WAREAERI T, MRS SRR ETIH.

PIE3 EREE.
LA “CHIM” (General) T, M E (©) .

EF R EYIREITHER

FT DAAE ey m 0T rh A e 2 M B e 6 (R A i s D e i B e vH 45 8L

i

TR GRS > RESE.
SR 2 EEGR IS E T S5, Ak wE (4 .
TEZWERE T, MRS D, MRS SR BT .
PR3 EES A,
HIB A4 fF OREMBE R AER 7 (Stateful Failover Link) F, fidi #fiE (©) .
PR TP DA REFEGHE .

| samE I



saA |

B ==rs 5

fic &[5 25 K M BE HEFR

TEREEEEAE RN, AR i B AT RO E I M B B E AN E . SEe R E )5,
TNV K ARAE & el M (0P I ST DD e 8% . A IN AN e e 0 I, E e BT AT
RS HIR & e b, DRIFR G L.

Un R FH B TR S AR A BC S i %, B Rt T [ 2 SR O T ol 2% P e e A% 3R Y vy T
Mo AT B S H’JEEEI_J/S'%%Z?*&H’J»‘%EU%HE&&%?‘F"/%

AN FRPHR G S, el LhdE i SSH 2 1& 5Py 8 CLI A FH LR CLI #y 4
« show failover config-sync errorsall {7~ 55 B 4 3 A1 2 10 T A e B ) D A A .
* show failover config-sync statsall &7 K s I E FD MR s B

BEH A el M, AT CL R R
o SREAE A% AT failover reset fir A KT HT 0 I M 447

o WESRFDHT A P MRS AN Ry, 15 I B slE BT 9% M e s JCTR SR (K e B B e, A0 T
PR .

SRR YRS

Ih =ik B8 | &K B |1EE
il R4

LS VT M AR | 7.4 & T IRAE T U FH B e VAT S8 A0 v vl FH PR A B RS U7 1)

R RS IR A 7.4,

KT S v T IR | 7.3 iz MR CHUCHVEMD =l PG, NP5 554E CLI R F3h Wi F %) I

FE] LAAEAS R I ] T MM %o IR AT OB S RS I B A L, RE0KH

PEXT R O Z B i BRI B . FEBNEMHZ S RACE, JF ISR S 5 2 s
BN

S S R [ D S e | 7.2 1T configure policy rollback fir4 3 £ i nl F

Al

P R AR T RE T sk | 7.2 £ Bict i (R4 T R Ik A2 486 i O MEL SR P I N 18 46 0 = FH 182 4 TR i

IR 1y g AT PR B WERAEE B ARG LTSI ICEL, DI % 45K Bk
R SE A E D EH I HA . PLIhAE P S sE B () HA X455, 345
Ty i R TH TR).

B 57/



| mam

sumnne

e BIEEE | S BR |iL1E
dhis B 18

St T R T e | 7.1 17 AT ST 5 T I 4 O T2 T AR AT T DA s

AL T MevE e

BT LAEA o T 5B T L SR T PR B I s AL, TS
Ao RGOUT LA 4 RIS TR A A 4 T BB B F A
WG B, RS TE Firepower HLARETSS 1 HET T A 510
M, WITEVETH Firepower 4100/9300 (K4 RE .
o JRATTHLED T 005 S B A T R el f e . A
A7, FMC 205 0 8 IR H 5 . B, Hhinl L
T 1E 3 7125 5o R b A T A
o TSELAETT LLFE e SRR P B e A TRy o P8 BE 48 R 285 n T
%%,

I T A AR | 7.1 i FEVITRIRA T, SRR M LS R % IR, B4, (e

R AT AL AR REHOBATIN, A A OFE LI B4 LT, Jfs kAl

BRI P T e LB
FTD = a] I il 6.2.3 (Ev=3 WA 6.2.3 ZE Al P 51N FTD # 4% 1LLF Thig:

o T T PR TR AT FTD B, AR
KPR 5 45 e o PRSP, RS AR A 7E FMC
B, KRR FMC 2 [ A Ry . i R > R
HR LI 11 RIS SARAS MO, o LUl P B 4R s )
SRIAT 6 PR P e1 3P 826 145 T 26 O M

* FMC Ul {17 1% & > & EIR Gl LA SRILE A EK
SEa

 JRA 6.2.3 WG NHI REST APL X % . & &S A BMEMRS, H
Tl DA DR
* B ftddevicehapairs
* PUT ftddevicehapairs
* POST ftddevicehapairs

* GET ftddevicehapairs

samE I



S ;iR |
B =amume

B 57/



HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



