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[ Certificates [5:/COMODO RSA Certification Au... COMODQ RSA Certification Auth... Miirer: b

p || Enterprise Trust

p ] Intermediate Certification Authorities

b | Trusted Publishers

b ] Untrusted Certificates

» B3 Third-Party Root Certification Authorities

[ DigiCert Assured ID Roet CA
5/ DigiCert Global Root CA
5| DigiCert Global Root G2

5l Copyright () 1997 Microsoft C...

5| DigiCert High Assurance EV Ro...

Copyright (c) 1997 Microsoft Corp.
DigiCert Assured ID Root CA
DigiCert Global Root CA

DigiCert Global Root G2

DigiCert High Assurance EV Root ..

p 7] Trusted People
b ] Client Authentication |ssuers

=4 domain.example.com Sample Documentation Authority

b ] Remote Desktop 5l domain-DC-CA domain-DC-CA
p [] Certificate Enroliment Requests 5l domain-DC-CA domain-DC-CA
b =] Smart Card Trusted Roots 5l domain-DC-CA domain-DC-CA ||
] Trusted Devices @ domain-DC-CA domain-DC-CA
p 5] Web Hosting @domain-DC-O\ domain-DC-CA
P ﬁ Certification Authority (Local) 5 domain-DC-CA domain-DC-CA
4 g domain-DC-CA [5IDST Root CA X3 DST Root CA X3
"] Revoked Certificates (S5l Entrust Root Certification Auth... Entrust Root Certification Authority
[ Issued Certificates [ GlobalSign GlobalSign
“_‘:I Pending Requests 5 GlobalSign GlobalSign
] Failed Requests 5] GlobalSign Root CA GlobalSign Root CA
" Certificate Templates []Go Daddy Class 2 Certification ... Go Daddy Class 2 Certification Au...
.(:l. o = | S 2 oM R

Trusted Root Certification Authorities store contains 39 certificates,

HIE2 (i certutil fir4 S HAE T,

KIUEFHIERM—R oy, &S HIEB R, GRS LU AT Webill Wi H M Active
Directory IR 55 # i #23) 4 BP0 TSI T o
a) sl FFEE I emd.
b) K A4 certutil -ca.cert iF -4 .
AR 2% 28 BAE1 R AE DR Lo
¢) HHEAMIEP A HIR BN, L -----BEGIN CERTIFICATE----- JF 3k f1LA -----END
CERTIFICATE----- 452 (QUGXLFRFH) .

T—F 4

¥ Active Directory /Il 25 8% [FAE T3 4E N 325 CA IE-B PN A HuLy , 41 BN 54T CA X5 rh it
HXED
4k Active Directory H5-#s 40K , 5 26 11

B2 A #R4A

[l 20 I R R A A B Oy A v S O LRI S8 o (0 ) I AR U H o BT P i mT LA
FES R A AL B B AL AR
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A RO Hako WS A1HE LDAP 438EL Active Directory SRR H 5% , 5 17 Ui,

)

iE® Microsoft Azure AD AT A 75 B [/ 20 F ) /14l .

DA Ry AT HEAE T P 2 A A AR D B3 ) s 40

18852 v LU Microsoft AD 41, Cisco Secure Firewall Management Center K | 21X 2641 & HoAL 5
I BEAT LU R BRI T B A 7, i B LDAP 4Utsal Active Directory 45U M85, H 5%
1T G TR

UK

S R MRS R, X EHA DL,
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SR EAEHR, WAk BSER LR,
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B ozsmss

FHia Z |l

I I 2 DA, REANAITEN Y. T 5 Active Directory 45 #s 13&4% o

AR B A B o

&6 LDAP AU EL Active Directory RIS, H 5% , 55 17 U Prads i g 40k

UK

WA S, HEs RO
i s SRR > HAER AL > Ul > s .
riARNEFES (Add Sequence).
e BFR B, A TAR RS 51 A4 5K o
(MJi%. D 75 WERRFB, H AT A1 .
TR, e R T
s REAN AU 44 FR AV I 21 PP 41
BN R R, TR TSR BT AR e 44 B

RTHRE -
FEVR AU F0S TEAE R, 42 8 A B AR 4 R S 40U P TP T8

gug |

1&I0V% 4 LDAP

s AN AT R AT A R s B . domain-europe.example.com AR T8 R

domain.example.com AT R 11 FH 7

Add Realm Sequence 9 X
Name*
Americas and Europe

Description

Realms
+

Drag and drop to order your realms

domain-europe.example.com (AD)

domain.example.com (AD)

L0 iR (Save).
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BE gmho wenist: 2E [

T—%Hft 4
8 2 O 3 0

foE SO WEEEE: K&
ROGEXS LA T K 21, X8 T 5 | P R A B b O AP A AT (0 P AR

WOy S5 o5 B AN BK: - forest.example.com Fll eastforest.example.com. Pt Hsgktk, DUERH
SRR R R LE Y PRI W] BLER 55— HSRbR P 1) Microsoft AD BEAT £ £33k«

)

IR OATFEAUE T Microsoft AD 4lb%. & A& F T Microsoft Azure AD 47l .

LA S A7 ] A A (7 51 B

forest.example.com eastforest.example.com

Two-way transitive forest trust

Active Directory server Active Directory server

AT 7], T U R s B B L
* forest.example.com H A 75 BT H iy [l 42 il SR 428 5 7T R P |90 A A S ) A9 R H s
+ eastforest.example.com £ 7 ELAL ] 1 1] 42 1) S w428 1 1) FH P R0 AT A 3k 1 sl A H S
AN R AREAN S A AT — N R, AR L PRCE Y H3 . AR H SR E AR
* forest.example.com
o IR AT 23 HE 42 BK (DN):  ou=UsersWest,dc=forest,dc=example,dc=com

« 1A DN:  ou=EngineringWest,dc=forest,dc=example,dc=com

* eastforest.example.com
« JHJII3EA DN:  ou=EastUsers,dc=eastforest,dc=example,dc=com

* Z1fIFEA DN:  ou=EastEngineering,dc=eastforest,dc=example,dc=com
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HXEM
“}j Cisco Secure Firewall Management Center [t & P50 5AT K 1. BUESURAH %, 532 71

71 Cisco Secure Firewall Management Center BC & 1S ST & 1: B &
U A E R

AR AR PR —AMESS, MR RCE RO SRUNZERS AR AL G R PR E K Active
Directory x5, XAV A ZUBORMUR WG E . A7 RILAEARC B RIREE, 7520 B E A F o
MIBSIEEE: WA, 9531 0,

AR SR A N BN AN N B A R — S FR IR S8, WERGTAT LUA IR 2 100,000 M4k
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FHia Z |l

S DA ZRAE s 15 AT 26 2 HP S Microsoft Active Directory IlRSS % : 15 TE4IMG B, 15 S R AUSRA 25
TR, 3T,

i FA§ 1] LDAP 2% Microsoft Azure AD Xf HI U347 S 356Uk, WJGi Al b RE e o

B2

T BREHL,

2 i R > HA R > .

$IE3 RIS (Add Realm) N4 £ Hikdk . .
$£1E4 N E forest.example.com, iHHIALLNE .
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7 Cisco Secure Firewall Management Center it B 155X % 1: BEEHEMER .

Add New Realm

Mame*

Description

| eastforest.example.com

Type

AD Primary Domain

| AD

| | eastforest.example.com |

Directory Username*

Directory Password*

| limited.eastuser@eastforest.example.com

Base DN

Group DN

| ou=EngineeringUsers,dc=eastforest,dc=ex

Directory Server Configuration

| |ou:EastEngineering,dc:eaﬁtfcrest,dc:exa |

»~ eastforest.example.com:389

Hostname/IP Address*

Port*

| eastforest.example.com

| | 289

Encryption

CA Certificate

| MNone

| Select certificate v

(@) Resolve via route lookup

(0) Choose an interface

Interface used to connect to Directory server )

Default: Management/Diagnostic Interface

@ Test connection succeeded

Add another directory

Configure Groups and Users e

8B BFERRAF A W2 Active Directory 38 A )7 o TR RFRAUR
&2 B RRSF|IIZED 1T LUE AT LUEH: 2] Active Directory JIg 55w AT AR #5211

HES K (Test) AR IIERR I G P4k st
HIme Lk EEFARS.
HIT REERY, WSERF—, WRR.

Fitail |
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forest.example.com
Group and User Sync Directory Realm Configuration

AD Primary Domain

forest.example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firepower Management Center should begin searching for user and group data.

Base DN Group DN
ou=UsersiWest,de=forest dc=exa ou=EngineeringWest dc=forest,d
Load Groups

Available Groups

Limit the groups to use in policy by moving them 1o either the Included Groups or Excluded Groups list. Moving one group to the Included Groups list, for example, allows
that group only to be used in policy. Learn more [

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
All except excluded None
CrossForestTest

AnotherCrosForestTest

®

;

roups;and users

are,downloaded =)

Engineers\West
RegularGroup

CrossForestGroup

AR AR TG, TEKE K DN AT 4E DN R A, AR5 sl angkeR.

ST A b IR R B AT RTINS S, TE2 0 S B, 58 20 0T AT A H
SKANARG P B, 5 23 3L,

W8 WRAE M I BRI R DU T T, 1 e RTE
WIR9 iR R > HM & > G

HE10  LdRnguE (Add Realm).

$£IE11 i E eastforest.example.com, EHALL N EE.

B s



7 Cisco Secure Firewall Management Center it B 155X % 1: BEEHEMER .

Add New Realm @ X

MName* Description

| eastforest.example.com | | |

Type AD Primary Domain

| AD | | eastforest.example.com |
.'..'..'. doman.com

Directory Username™ Directory Password®

|I'|m]ted.eastuser@eastforest.example.com | | ------- |

E.g. user@domain.com

Base DN Group DN

|;Users.dc=eastf0rest,dc=example.dc=ccm | |eeﬂ'ng,dczeasllcrest,dczexample__dczcom |

E.q. ou=group,de=cisco,de=com E.q. ou=group,de=cisco,de=com

Directory Server Configuration

~ eastforest.example.com:636

Hostname/IP Address* Port*

| eastforest.example.com | | 636 |
Encryption CA Certificate*

| LDAPS | EastForest |+

Interface used to connect to Directory server
(@ Resolve via route lookup

(0} Choose an interface

Default: Management/Diagnostic Interface w

5 Test @ Test connection succeeded

Add another directory

Configure Groups and Users

HIEA2 AR (Test) AR IR B Th 5 PRk 4L
H1B13 LG BREEMEAA.
S QURACE R, WA ERF—T, W iR,

Fitail |
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B eocersrs snho 5% REAARE

eastforest.example.com Cancel

Enter description

Group and User Sync Directory Realm Configuration

AD Primary Domain

eastforest. example.com

Enter query to look for users and groups

Enter the directory tree on the server where the Firewall Management Center should begin searching for user and group data

Base DN Group DN
ou=EastUsers,dc=eastforest,dc= ou=EastEngineering,du=eastfore
Load Groups

Available Groups

Limit the groups to use in policy by moving them to either the Included Groups or Excluded Groups list. Moving one group to
the Included Groups list, for example, allows that group only to be used in policy. Learn more [4

Available Groups (All groups are included by default) Included Groups and Users Excluded Groups and Users
Search All except excluded None

No groups were found

AR ER
NFSEAETRE RS B0 P 2. FP A4, 5 36 0

AEEEEEERE EEP 0 TE2:. FrHFME

S %
5

Nl

Nil

8

88

B

N -

2w

fic & AN B 2 AN BAT S (5 T2 & 1) Active Directory lR45 %85, W0 R P AIAL . Zid FE & 2 iR
Active Directory L& T RER AT (141, H—A Active Directory 3 A& 4 73— Active Directory
WUREMASH D .

FHia Z |l

fPR1E E 44T 4 Cisco Secure Firewall Management Center U & BI85 T 058 1. &8 H 5%
55 32 PR RS

UK
B AL,
T iy SRR > B &R AL > Ul

RS EAAE PR SRAT IR, S+ CIEIF#) . AR5 Mk 2.
midi Eikkrid 0D GaZD > E%.
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55 20 T AT AU H S M D 7 B, 5 23 TR TR

FIRS i SR > B &AL > GuE > RIS E R

AXER
NESATAERCE B0 DR 3 iRk, 5 37 I

AEBETEE EEF 0 SR RO

A0 B O R E S S AR N R E DR IR T BT P R AT B R P AN R A 2010
— NI DR EAT T I U R 2R B L

A TS QT 12 W e B8 AN SR P D RS T S R R B G A I e TR BRI S T

.
FHIaZ Al
UK

B WRMARG R, HGR FHAp L.
HE2 A0 R > HibER > Tl > S ER.
ST, MRS T SRS Al D, BB, N, LR
BHIEH, A LLEH.
IR 3 Mo AU T N A R4
a) it 4E (Realms) LI .
by it L GLEVFHD L ARG AR (Yes).
$IB 4 fidh FSER (Sync Results) 15 7 .
R “Hik” (Realms) 5 ok EE=AK (A, iF S A0 S ai b 2e=fak
A .
HIES (e A, iR (Groups) B A (Users) LLEE#R I 245 5
HI6 LA PRI R, Al RS AR (D UEREZEE.
A1 BB 7R A A B, DB I T LURS 5 ] 85 ) R o
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Cloud Services Realms Identity Sources High Availability eStreamer Host Input Client Smart Software Manager On-Prem
Realms Realm Sequences Sync Results
Realms Groups Users Users contained in the selected group
P — PR | A forest.exemple.com
3 E.g., Error message: this realm contains references to user or groups in another
eastforest.example.com CrossForestValidGroup domain that have not been synchronized (downloaded with the system.)

Learn more [4
EngineersWest o
A CrossForestinvalidGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
system.)Learn more [4

A\ EastFy mple.com\Easth ingUsers
Check config for Realm and ensure you can Sync user or group
'EastForest.example.com\EastMarketingUsers® from that Realm.

Viewing 1-2 of 2 Viewing 1-3 of 3 Viewing 1-1 of 1

76 FiRoRBiH,  forest.example.com 55— A5 184 CrossForestinvalidGroup , P 4 il 4 21
HL R EU) —AN EastMarketingUsers o 41 75 11X [F] 22 eastforest.example.com $0Ua /5, 4%
AL, NN REEIRS Active Directory 347 il 4% AU 45 EastMarketingUsers.

SRR ), AT L
* M CrossForestinvalidGroup k% EastMarketingUsers , F5iX 7] forest.example.com 4,

* M eastforest.example.com 4535 (1) 22 DN 1 fif[5% ou=EastEngineering fi, X< 33 FH .0 A
Active Directory 2 X 45 Ry [ e i B Ak R 4, 3147 eastforest.example.com[fi) 25 3 BB kG 7 .

ASHRIP VR AT A A0k 0B PR R ST S PR 55 o 1T R LU R S
© WEREEME R RO SR, WRVINCE S TG, s 8T B SOl & AR .
c WERERIE (O, NWRYIRCEE THUGR, B AT 1B S E AR .
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HE6 TWRRM SR AL, W TR (2 .
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bk & 4tk

i L. USROS B e TN A REAT IR S .

PR FxREHpPL,

PR 2 if i R > HER > Gudl.

WHIE 3 niili bE g (Compare Realms).

PR 4 LR & MR ik bh AR G .

LIRS NG A FIGUE B TR 41 P R LR Sk .

$I6 st OK.
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. E.g.. Error message: this realm contains references to user or groups in another
Engineers\West domain that have not been synchrenized (downloaded with the system.)
Learn more [§

A CrossForestGroup
E.g., Error message: this group contains references to user or groups in
another domain that have not been synchronized (downloaded with the
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A EASTFORESTO\EastMarketing
Check config for Realm and ensure you can sync user or group
'EASTFORESTO\EastMarketing' from that Realm.
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Two-way transitive forest trust

Active Directory server

AMERICAS

El domain

Active Directory
domain controller

ASIA
domain
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Active Directory
domain controller
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Active Directory server

EUROPE

El domain

Active Directory
domain controller

FMC configuration

Realm: forest.example.com
Directory: AMERICAS.forest.example.com
Directory: ASIA.forest.example.com

Realm: eastforest.example.com
Directory: EUROPE.eastforest.example.com
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