w AR AT

AR EEALFE B KB i B2 s, {945 EtherChannel. VLAN FH#: . 1P F-hk%,

N\

EB 475K Firepower 4100/9300 I (01464 FICE, 1S 0 & 21

o RN KRR R ESR AL A A, 1 T

* il Firepower 1010 A2 # b/l 11, 25 2 UL

s BUEIREHE L, 512 7T

* it E VLAN 731 802.1Q H4k , 5517 1L

* BiCH VXLAN 1, 5521 I

* BoE B MBI H L, 28 34 1T

* BUE mBIE I WE , %56 0T

* Cisco Secure Firewall Threat Defense & BT k4% 10 77 01 5% 5 26 66 TL

TR A EEONERFIVN&ERYG
RS
B
ARfe
- LR
« 7 8 5

o MEREHG

wapaoEED
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gapadEED |
. it & Firepower 1010 32 #54/i% O

fic & Firepower 1010 32 #4/lix O

W] LK 2% Firepower 1010 42 11 HE 04 15 2 A K S el es 2 JRAEAF AL s AT XA
TR sh A b L S B A S5, A3 R TS P AS MR DL K B3 VAN 45 AR e AT 70 e 4y
VLAN. AATEA U752 S0 Rr 1 B E UK ML (PoE) .

% F Firepower 1010 32 341 im

AT 4H Firepower 1010 [FIAZ A5 H o
7 fi# Firepower 1010 im #0300

wmOFED

XY Firepower 1010 #2111, RJ DURE IR AR BE BN B K i LV BAZHe Lo o 15 2B LU AT K
Py B D A LR A5 R, BUR O A BEAZHe Lo (K132 48 VLAN %11

o PPET KR T - AR pH AT, IR SR L H CUBC L ) 22 4 SR AR 5 3 2 W 48 AN i
PAN I B7 KBS F VPN IR S5  EIEAGR N, XUz DR gl i, T TE28 2 2 — M 4%
B O R R, A UGB R 2 A S N T kRS R S . AE AR, B LUK A
JSCH FHORIRR 422 55 S e 1 — e AR IR A e o, B LA ORI ZE 3 )24 0. BRIMIEDL R, LA
AW 1/1 B2 AL E B KB . 8] DK I ez TGS AR IPS (N IREE R B 82 1)

W ERAE ML 1 - A8 H ALy A R A (R S H D) BEAE 26 2 J2 8 Rt i . [W]— VLAN L1480k
Bty 10 o] A R AT e B AR A, LIRS ANSZ S 05 A 2 A SR 1R PR B A\ ity 1 {38852 A
O, LKA ALY A VLAN. A4k D22 Abd A EAnid e, Halblg TF24
VLAN. BRUAEGL R, LUKM 1/2 32 1/8 it & 4 VLAN 1 RIS Bl Lim . ekt & B
Tic 2 A A e b L 1

@A VLAN #H - K88 1 Ris A7 77 S B O DR, BRI, Toikeig rikn
LIPS e (PYIREERIBE 8410 5 EtherChannel $:1 . U1 SR AZ b Lt 1 75225 55— AN W 4% 1k
AT, W) B A 5K 2 A SR BT 4 VLAN #2101, I th %2 5 — /N84 VLAN $2 1 5%
B Ktz o B4 n] DU it ch A B 5 VLAN B0 — i FHAEMr 4L % . [/ — VLAN Lff)
ACHH L3y 1) 2 1) PRI UAE AN 52 22 4 SRS S5 A RO BR 1, (EATR 4L rh VLAN Z Al 2 32 31 22
LM RORRE], DRI, AT LG RER B AN A B L 1 BEAT 2=, DAAE RS B TR St 22 4
SRS o

AR re
CAAKY 1/7 FILIOK I 1/8 S HELLK M i+ (PoE+).

Auto-MDI/MDIX I fE

o B 2E A Firepower 1010821, BRIAR H 301 i % & B 15 Auto-MDI/MDIX Tjfg. Auto-MDI/MDIX
LE E S e B BRS84S BT RS S, AT BRAS A 2 i 75 . e F B 1

B EwpriosEn



| #@mppiosED
Firepower 1010 32 #547Lif [ 2 T 1 BR 5] .

Auto-MDI/MDIX, 250K 38 5 B T 15 B B AN PR o«  n SRR 38 8 R0 T A e ok [ e, AT
AR T PR EE ) E SR, ) Auto-MDI/MDIX B4 A8 ] o 2408 B AR T 4% 3 54 1000 F14x 14
N, BEOBL AR B, Auto-MDIUMDIX #4455, HAE LS.

Firepower 1010 32 $5# 41 i [ 4 11| FA PR 1

= Al A AN SR BY
© TERRESCFY

o AR AT IR, AN A Bl D Shag. T AL DR IE T, I gk EAE T
HIBEes Asg M e B UR . sl E S AERT bl i 4 e, HMLDIREA S R B
Beblim 0. EIEH mrl PEM S BT, PG B LIl s L 1R T 2O 4530 . @il
W AMBAZ MU FAEAT S He I . WEES, VLAN 82 0l febss e B Wi, i sc 4L 11 6
IR . B b, ST LUK BN A L VB T VIAN B ] el
{EL S 5 B B SO B  K  1

o DCATAE I K 2 A O A B e A8 B B

B8 VLAN 30
o AT LLEIEE Lk 60 4N VLAN %10,
o GnARIEAERG KBS D BAFE VLAN 7800, WIJGyR A 525 VLAN # 0 AMHF ) VLAN ID.

* MAC Huutil:

o T RSB - BT VLAN $2 05— A MAC Hihik . AR BT SE L A B L34 v] S FF
W%, I SEBN AT LT B — MAC Hulik, AT T30 B MAC Hulik. 5 &AL E MAC
kb, 2861 T,

o IBEIART KRERL - B4 VLAN D0 #0CA HE—F MAC Huht. a2, e @dFahamn
MAC Hulik78 56 4 fff) MAC Holik. iEZRELCE MAC #illk , 55 61 1L,

Rl
TEARERFIZH VLAN 42 R BB KB R A AE R — A R 4L

VLAN #% O F0 32 #AfL i O R SR Th &E
VLAN $2 FURIAZ Hb L AN S -

* B

* YRk

* S 2 AR H (ECMP)

* WIS BB

wmpsosEn )]
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B Esxsmnsomuamigs

* EtherChannel
o R A B IR A B 1%
ARl (SGT)

Lt 0 0 PR 76
* #8 % Al LAYE Firepower 1010 AL HE 60 N 42811,
o ANRENG BRSO A L

HINEE
© UK 1/1 2B kg 1
© LUK 172 2 LCKK 1/8 S Bcss VLAN 1 HIAS bl
* BUAUERISEH] - BRAEUL T, RIS HRCE ) B3l .

Ao & A Al um O AR LUK ) fH B2

FENCE AN i VR PoE, 5 58 LA FAT:55 .

J& BB A 2 il im AR X
H85 T DI/ 1S B0 i e AT o BRI, BRI 11 I bl
T 4% 9 B P4 B 1 U By S e L .

UK

FIE 1 RIRIEFIEE (Devices) > & &R (DeviceManagement), 3 &iids BB ¥ & 1) 4Rig (#£) . &
ZLERINEFIED (Interfaces) TUH .

SIE2 AT T (SwitchPort) FIpfsEHe, BEEASHMLIG DR, IRy BREEE (E)
o masm (A |

BRNEOL T, Al IT7E VLAN 1 il oA D B A0 F 307 i@ VLAN 1 #:00 (5
I AT ML 1 AT VLAN) , DUE RS i 725 FTD 250 GE S L E VLAN 2
Fl, 35500 o BIoyole s B N B BN ACHel L B . B8 A el Lo BT, 2 BR T A
AN SRR

B EwpriosEn
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Please confirm

9 , Enabling/Disabling of the
\._‘/ SwitchPort will remove all of the
interface configurations except PoE
and Hardware configurations. Do you want
to continue ?

Yes No

BcE VLAN [0

AT F WAL E VLAN 4% 10 DU B Heb L 1 o BRIATE UL, AS bl H 20 Bic 4y VLANT
{2, BTSN InEsE 1 810 (O IXExs S Lo 13 AT VLAND |, DUEE s+ 2
55 g A 24 kg

32
FI1 K IKIEFIEE (Devices) > & & &1 (DeviceManagement), Jf i UG W& 4ig (£ . &
SLERINEFIED (Interfaces) TUHI .

$IE2 SHiliiRiED (Add Interfaces) > VLAN ## 0 (VLAN Interface).
I L EMLE, WELLF VLAN £ S 4

wmpsosEn )]
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WER SR 2B VLAN $21, W SCERHE O R4 otk VLAN _ERAg#b L 1H .

Add VLAN Interface ]

General IPv4 IPv6 Advanced

Name:
inside

Enabled

Description:

Mode:

None v

Security Zone:

inside_zone v

MTU:
1500

Priority:

0
VLAN ID *:
[ 100]

Disable Forwarding
on Interface Vlan:

None v

Associated Interface Port Mode

| Cancel m

gapadEED |

a) WHE VLANID, /1 1 F14070 /8], AELFE 3968 21| 4047 J5HE N IID (AREE ML FAERD
BRAEREED )G, THEH S VLANID; VLAN ID BER2 4 F K VLAN Frid, 2 &N E Pk a

b)

ID.

(Ali%) 4 ##0O VLAN bR R % VLANID, DIZEH#: K 35— VLAN.

B, A A VLAN 73R4 M AL B IR U, 59—~ VLAN 7 Bcss

S Toa A T S

> VLAN 2 Beg3 S I K BEM 2% SBE RSO R U Il Ak k4%, DIk, S8 mT IS E VLAN B

(AR A2 T LAV 1) G BE P 4%, H 55 BE ) 288 AN R 0] Al 9 45

B EwpriosEn
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PB4 LR ORE, SRR
* BoEBR BT, 5537 0L
o FUEE AR 013 N S5, 5 42 0T
PS5 MHBE (OK).
I 6 LilHRTFE (Save).
I, 0] LU 2 ERE > ERE IR SRS E B P A L e e TR E N fa, WA AR5k

B im OB E AEAN RO

BB AT HeH L 0 FCZS RS VLAN, 508 LA B N BN 1 N3 32 Rbrid i . BRIAT
DR, LRI 172 LUK 1/8 AT d Lot 23 4% 43 Fic %y VLAN 1.

\)

AR Firepower 1010 ASSCRFAE RIS rPEATIREACII K L o il e DRIBE, S b 20T OR  lihBi7 10 PO AEAT
BRI AN RAE GG IR TP A

i

£ K IKEFRIEE (Devices) > & & &8 (DeviceManagement), I il BUBBIfH &4 1H 4wig (£ . &
SR IANIEREED (Interfaces) Ui .

$E2  HEGENELN RE ()
1: RiEIEREEO

Edit Physical Interface

General Hardware Configuration

Interface ID:

Enabled
Description:

Port Mode:

Access s

VLAN ID:
1

Protected:

wmpsosEn )]
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B sxsnsomEsz 0

e B R EAE LR kR 1,
(AT3E) eI RRFBE P i B
— ATV Z 405 200 N FERF CREERIZERD) o
¥im O4&3 (Port Mode) #4318 (Access).
7E VLAN ID FBeH, & A #edlin 1) VLAN, JEEAT 1 R 4070 217,
ZRIATK VLANID M 1.
(FJiE)  EH 4RI (Protected) & IEAE DOKE EAZ AL 114 B 2 Ot 11, PRI a] BABH RS
AL 5 6 — VLAN _b i At 52 CR4 A2 e L 3BT 045

FELL NSO, AT BEARELR (A e bl AR B2 AT A . =2 LA VLAN U5 [ iX S8 47 4 A1
Ui 1 I s AT E ARVF VLAN [AV5 )5 n B 003 73 B g sl LA 22 A YR, T35 200 1 25 AH T
WA TF. B, R EAAFEE 3 4 Web RSS2 DMZ, 4B4E A8 #ellim H F 5 =R 4P (Protected)
Ji, AT LUK Web RS SsAH TR B o N R I 28 FIAMR M 45 3T DL IX 3 & 4IRS 2 AT, =
ZIRIR, ARIX G 0 286 ik 55 AH HL 2 R JCv b A Td A5

(i) HAEEEELE (Hardware Configuration), 8 A T AEE

& 2 R E

Edit Physical Interface

General Hardware Configuration

Speed

Duplex:
full

Speed:
1gbps v

Auto-negotiation:

1 rh B &1 (Auto-negotiation) EIEHE (BRIAD LLE UGN RN T WiRE gk, &l T
S50 B P R T

R i =

* JEJE (Speed) - i%#% 10mbps. 100mbps £ 1gbps.

MHE (OK).
MiHRTE (Save).

USRI, 50T DU 23R8 > BRE A SR S8 B P A e #fe AEARE R e, A AR

B EwpriosEn
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1% 3 A lim O BCE A 5 4kim O
AR P AR AT G 28 v] LA FH 802.1 Q Aric AL 2 A~ VLAN [ 4k o w4k 11352 A bR ic Abs
O . SOV VLAN b9 B i A g s AR AR
ki B R AR S S AR IO A VLAN ID,  LAE ASA 7] LUK 5 56 % 48 11 A A8 B AL
1, slCn] DU R i 22 5 NPT KERR T W ASA A ki 1A A VLAN ID i, W2
MBS VLAN bRid . 1545078 55— G ACHML LK) Fh gk i 11 B ¥ B AT E AR VLAN, DM R bR IR
ML A Al — VLAN,

UK

FIB1  RKIEFEE % (Devices) > R & &8 (DeviceManagement), Jf fidli i &0 g (£) . &
ZERNEFEIED (Interfaces) UL .

H2 RO R (4 .
3% B Ppakin AR

Edit Physical Interface

General Hardware Configuration
I

Interface ID:

Enabled
Description:

Port Mode:

Trunk v

Native VLAN ID:
1

Allowed VLAN IDs:
[ 100,200,300

Protected:

3 B ERSEEMELE .
4  (afEk) AEER BRI GL .
AT UL 2 AL 200 N (AMUFERIEERD .
$£E5 i O (Port Mode) % 5 F 2 (Trunk).
6  7EAH VLANID (Native VLAN ID) FEeH, BB A el Lo M A VLAN, JaE AT 1 F14070
2 Il
BRINFIAH VLANID H 1,

wmpsosEn )]
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B sxsmsnmsEssasn

A R EEHE — A VLAN, (B85 AR VLAN 7] DA R4 0] ORI .

LT IERIFRI VLANID (Allowed VLAN IDs) B, fp At 4k s I17¥) VLAN, [T 1 Fi14070 2
Il o
fsnrelE e BL R 72— £ 20 AMD:
* %5 (n)
* YuH (n-x)

© JHIE SR g 5 ATE T, .
5,7-10,13,45-100
T A A I 5

WRAEME T B P AL A H VLAN, K ZIE %A VLAN; M L R IEAH VLAN WER, 4k
HIRZ4 MR VLAN FRid. AN, AW A VLAN frid i .

HIB8  (WL) L FRIP (Protected) B IEHE LUK AT Bl Ui 1 ¥ B R 32 R4 1, A mT AR 1142
AL 115 [7]— VLAN b (AR S ORA A8 3 b L 1 B4 T I8 45
FELL NEOU R, 8 n] AR BB 1A He b Lo VAR B2 RV T 045 . R 2N A VLAN U5 A 3X 2848 #e L
Uit 1Bt SSANTTELACVE VLAN (81D 100 G0t 005 a3 e ol oAt 22 43I, 0 75 B4 1 46 A1 0L
BB TT. B, i HAGFEE 3 & Web RS #4(K DMZ, 400 HebLi 11 1 5 ] S 4R4P (Protected)
Jois JUTT LUK Web Hi 5% S A TLRG 85 . A HB I 25 RN AR R I 25 3 7T LU 3K 3 6 PSR IR S5 28 AT, )
ZIRER, AELIK R ] 248 R 45 B AT L 2 () TEy A T A

$1Be (n[k) AEEMELE (Hardware Configuration), ' W L FI#E

. Edit Physical Interface ? %

<, CT Hardware Configuration

| | Duplex: auto v

| Speed: auto 5

i | Auto-negotiation:

QK Cancel

& B 50 (Auto-negotiation) B IEHE CERIN) DL SR R T, WikEGE kS, &ar T
B L R T

c ER—ESE £ .

B EwpriosEn
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SIE10

TEN

mauixmts [

* JRE (Speed) - 4% 10mbps. 100mbps 2§ 1gbps.

RHE (OK).
iR 7F (Save).

SIS, 0T LU 23R8 > BRE TR SR T8 B P A e AEARE R I, S AR

Bo & LAK M L

DLUKI 177 FHLAK 1/8 SCRF 1P LR ERJCZe B A\ i A5 i 25 1 LUK M ik HEL (POE). Firepower 1010 ¥
IEEE 802.3af (PoE) 1 802.3at (PoE+). PoE+ {if %% 2 K I (LLDP) KW DhZ 4 . PoE+ 1]
PAK 2 LB A 4RI 30 BUIfI D . ANAE T ZEm SR b 2.

T SR A 1 B R Bk B ke 1, D)2 2 R 4% FL A
BRSO R, ZELUKIN 1/7 FILLKI 1/8 i3 F PoE. I B A28 ] 4% FH 1 i3 PoE LA R fnfi] 4
nESEL

UK

W REFE IR % (Devices) > & & B (DeviceManagement), - tidh B DI &1 4 (£ . &
ZLERINEPIED (Interfaces) T .

A5 Ethernet1/7 5% 1/8 1] 4w%8 () .
il PoE.

4: PoE

Edit Physical Interface

General PoE Hardware Configuration
e ——
Enable PoE:
Auto Negotiate

Consumption Wattage:
(4000 - 30000)mW

Consumption Wattage:

1%+ F2 B PoE (Enable PoE) 5 ik HE .
BRINTEWL R, PoE 4T i AR Z.

(nk)  HUHiEH B S E ThEETIER (Auto Negotiate Consumption Wattage) &2 3EAHE, fn S48 40l
R Th, i AT IIZE (Consumption Wattage).
BRINTEOL R, PoE i FHI&E & 327 FRL B4 S IR BLECKS PRI B B AR 22 HL i %5« Firepower 1010 i H]
LLDP #t— D iEA I FLA. A RSN TE R FLEOT ARSI ] LLDP Wi, if% AT 4000 130000
ZPLIE
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PIE6 pHE (OK).
P SHRTE (Save).

USRI, 5T U 2 308 > BRE T4 SR 38 B P A et . AR 2 e, A B

[ =$ZNEIEE-Im

A AT S B IR B

XTIREEO

IRIEE e Fh B BERE L a4 1 3 AT 22 ) B 1 AE TPv4 RTIPY6 L7 1) o
R AT B T 30 IR AR s e w] UAMEATA BB (15 i), DRI, G SR rp AN R AR s
TR A Gy — A8 A5 A Rl 1

PRIl 1 A] ) F
© AAA
* BGP
* DNS
* HTTP
* ICMP
* IPsec Jit 49t - 1XBR Cisco Secure Firewall 3100 I 4200
* NetFlow
* SNMP
* SSH
* S MBNAS VTI FEE
FB 57 A0 T LIS 245 % e DS o R BRIk, AR T DLAEX A5 B4 B E FS el LUE I Bpr b
B 12— BAPRE] 1P Hudik o ASRELE SR 2 BRIBIEE L1 Pl A b A I
HHXER
PRl 1 VR R, 55 13 T
FCEIR R, 5513 00

B EwpriosEn
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IR B4 O /Y /4 N F0 PR

B A SEHR
o RS AR 32 5 EF .

= Al RN &R RE
© TERRESH

H At T A0 PR 7
o 0T AIEREL FBIER R LR R, TCP P Al BENAG IR 240 T AR .

BcEIREEO
BB A R
iz

FIE 1 R (Devices) > &R (DeviceManagement), 3 &iils BB ¥4 1) 4Reg (£ . &
GEERIAEEFEE D (Interfaces) UL .
PR 2 RO (Add Interfaces) Ty, EHIREHED (Loopback Interface).
FIB3 AEM (General) IETH K, FLELLFSH:
a) BFR (Name) - i NIz L 4 FK
b) /BH (Enabled) - ik Sk HE v] 5 I FR R4z 1
c) IR[E 1D (Loopback ID) - i AT 1 Fl 1024 Z [A] ¥ ¥R[H] 1D,
d) AR (Description) - F A IR A1z L1360

TH4 WECHRHEANEOSH. HSEIERHBEED , 5837 i

PN CIEZNEIE I brnk-gi wpr e ik
T4t 2 B

TR AZ R [ PR [l 11 TP M Bk ) b A T R B, BAB 1R AR ST 8 e JmT LA 1) 4 Jmj i 55 S s
IS IR PR AR o

wapaoEED
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B wrnsmznoreitmEER)

UK

BB QU TR R FAEHE ) 1P HhE RIS Y eV R 81K
a) MKUGEFE MR > HREE I H R PIE £ FEEssR > 1R -
b) s RN R E SR LLEIHEE ACL.

o) 1F FEY BiFEFIRITR GHEHET, N ACL AR CRAVHEA ) , 5 s i Lo

QR A& H .
B 5 % ACL3#RME B

New Extended Access List Object

I rate-limiting ‘I

Entries (0)

d) 7& M4 ENR LR EWAL (ERD MH il CGRETP M) .

& 6: 70 B R4

Add Extended Access List Entry
Action:
@ Allow w

Logging:
Default v

Log Level:

Informational v

Log Interval:

300 Sec.

Network Port @ Application @ Users

Available Networks C &

Q, Search by name or value

any-ipvd

any-ipv6
IPv4-Benchmark-Tests
IPvd-Link-Local
IPvd-Multicast
IPv4-Private-10.0.0.0-8

IPv4-Private-172.16.0.0-12

© Security Group Tag

Add to Destination

Destination Networks (1)

. 10.1.1.1

Add

L 1]

| Add "

[ Add | | 10.2.1.1] a

ER O RAFEUA BIE 0 R (LS, Al i B ORET JRE

V- FTRIR LG SRR AR, AR n s RN E IR 04 RT DU 4 E U TP ik i AN

RARTR A /N5 ) 51 R v

B EwpriosEn
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o Hin-16 BRRMLE 518 R I i g AT o dm Aol Ay Siin. RHEANERIRE O B Bk
fE,

e) Mt ashn LUK HENInE ACL.
f) A R7FE MR ACL.
& 7: %77 ACL

Edit Extended Access List Object

Name
rate-limiting
Entries (1)
Add
Sequence  Action Source Source Port Destination Destination Port Application Users sGT
10.1.1.1 =
1 ©Alow  any 10211 L u

Allow Overrides

e

P2 L SRR > IFRHEE] > R, ARG A R (D) IR T ) R
FE3 MR URARNES (More) Mk ik E2RiRE (Advanced Settings).
B & sHRE

®' in-out #

;- @ Prefilter Rules + (O Decryption -+ @& Security Intelligence + () Identity -+ @ Access Control @ More

ype to search

HTTP Responses

Soure  |nneritance Settings

Name Action Zones Networks Logging

~ Mandatory (1-1)

$IE4 SRR S %R (Threat Defense Service Policy) 20 1) 4Rsg (#) .
9: B A 5 10 AR 55 SR e

Threat Defense Service Policy

Threat Defense Service Rule(s) 0

WS RldrAN IR LA R o

wmpsosEn )]
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& 10: FAnF

Threat Defense Service Policy Q

@ By default, traffic undergoes deep packet inspection as part of AC policy evaluation. However, for the Add Rule
TCP State Bypass feature to be effective, it is recommended to avoid deep packet inspection by
configuring a pre-filter fastpath rule corresponding to TCP state bypass traffic

# Interface Object Traffic Flow Connection Setting

Interfaces
No Rules
Global

No Rules

EXo LT AR & SIS SS9 72 =R S0 LW ws LU T R
L6 [ EOWNK PERD, sl 2/ UeIEEH FIra R0 w0, AR5 AT T8,
& 11: £ FH%BE
Threat Defense Service Policy

° Interface Object

| Select Inteface Objects

N
s
~J

15 TB DR, ERRETE DU 1, 8 14 SURRIR YR AR R, R Al T
12: £y Bip a5

Threat Defense Service Policy

(1 Interface Object ° Traffic Flow

Extended Access List:

I rate-limiting v ]

PR  7E EEIRE PR, WA R R

B EwpriosEn
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BLE VLAN T [O#0 802.1Q Hr 4% .

[ 132 BiE IR

Threat Defense Service Policy

(7]
1 | Interface Object 2 | Traffic Flow e Connection Setting
Enable TCP State Bypass Randomize TCP Sequence Number Enable Decrement TTL
Maximum TCP & UDP Maximum Embryonic
Connections:
24 [ 12|
Maximum TCP & UDP Maximum Embryonic
Connections Per Client:
0 0

H B K TCP #0 UDP & R85 W PR 032 L A PR, W s K AIER IE R B B N BRI E 7
ltm, SO E S 52, 10/5 BF 1024/512, BARE T B 38 (T BAER (0142 12 .

BCE AR R A& TCP 248, MRk 24852 2] DoS Buddy GXFPHrdi A/l TCP SYN Hidls tuxf
Bz D .

PO milhi ST AL RAT T A B 2
FE0 SHBE.

TN gl SPRE W@ H P RF
PUR12 PRI T LUK 5 252 5 Y B

B & VLAN F#: 170 802.1Q H 4+

Wit VLAN TR0, Saf LSRR 0 . JU4 R 0 8 EtherChannel 22 1 8114 b krid 5 AN 7] VLAN ID
2 AN B . WE P EEA VLAN D808 Ashid & 4 802.1Q H4k. HT VLAN i
VRS AERF E W FE R 1 B B2 JT, B LASAs o] DA I R4 2% v e B K 1 80k, T i 3 1
EArE-

VLAN F3% [ B4 4 1 F0 BR i)

RS

* Firepower 1010 - 22 #3511 5k VLAN #2110 FARSZH VLAN 14210,
= AR

AR T DU TSR DR AR s, s TR e . 2 SCIBBI A, nT DU LehE
EEAEH] HUAR 52 L r 1
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HAoEm

gapadEED |

o BB O _ERORPRC R - WORAE ] R, R R W AN B B A
UMY BERE OV SRS ARARIC B o SR PEXS A4 1108 P i) S5 A B4 11 LK EtherChannel
BEERFIFEGE ] ot 2005 B 11, AR 1 8K EtherChannel 32 AR 145 A% 36 it
TR AN 322 TG 2 FROR A R B 11 AR5 111 81 EtherChannel 3 N AME SR . I ALEE
YRR I . JUA R I B EtherChannel #2 FR G ARG OB, wT DU G B A4 PR

s BT RO ERCE T .

o[RS R PTAT 7 1% LA 20 WA 2E B DA et R 1 IR TR B FE I

o BB EA SR SIS T AR P (DTP), PRI R 250 4 A MUK X B R AT 0 Loy 1 G 2 1) T 4% b

o RETTRERREE N S SAE b SCR TR D RO ME— MAC ik, PR E AT IS4 1 b AH ] F [
6 MAC Hihiko i, SEHIaE r ] e MAC Hihl- B AT U il thath, 0T IPve S A

Husbdik BT MAC il AR R, PRIHCREME— MAC Huhik /)i es 1482 o SRV E— IPve B
B L, X RENGIRE S UM AR S S A R AR R

FIREFE S &K VLAN FEOKE

BT S BRI AT G B A B K VIAN - e R, SOl 0 B AN e 7R e 1 B

B,

RIS BRI R

Bs A VLAN FiO#HE
Firepower 1010 60

Firepower 1120 512

Firepower 1140 Al 1150 1024

Firepower 2100 1024

Secure Firewall 3100 1024

Firepower 4100 1024
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bR TF (Save) LAORAFHE I RCEL
PCE L I B3 D B8 T 20 e A e 1

AR XA FHERTITRRERE

AWS B, Azure GWLB Z 3K % £ SHE TR U A AT 1IEHI N2 . GWLB R &= RIE BB N 1
WA . B threat defense virtual FC & WM. SSH. HTTP B¢ HTTPS 12 /IR IUK 2 .
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o MREAEZE BN T3 AL E 1Pve Mtk .
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o EIRE AEREER T PEA LR DHCPV6 FIHT 2R R IRIE I

RIS AEN
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i A3 P NAR R IZAT BFD, ) g b i 2 PR 3 H AT AR R 98 TP sk A H bx 1P duht H SR
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* BoE VXLAN %1, 5529 0t

* AWS _I[fJ Threat Defense Virtual: JiC'# Geneve #2111, 55 32 i

* Firepower 1010:  Fil#& VLAN 4211, 555 0t
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SERNEFIED (Interfaces) T .

HI2 S EEENRE O R (L)
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.

* DHCP & Hi$5#xr (DHCProutemetric) - 2> fic B Fr 3k B & FEEE &, AT 1 f1255 2 JA) .
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* VPDN HZ#R - f5 2 ER A LRk R R iE i
* PPPoE FI P4 - $5€ ISP &t H F 4 .
* PPPOE % #3/H5 I\ 283 - 45 € H-f A ISP $2 4L (1% 0

PPP B{4I&1E - i PAP. CHAP 5 MSCHAP.

PAP 7E 5 03 B0 AERE FE v A& 3 B SCH P 44 Fs s, IXFEIFAR 224, fliH CHAP B, %) i nf
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L, W TR

interface GigabitEthernet0/2
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security-level 0

pppoe client vpdn group test

pppoe client route distance 10

ip address pppoe setroute

* HINGFHRFMER P 2B - £ AR
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* SR—EFE £ B ¥, SFP IR £ B

o EE-ERFHE (KHMSWMS) . (I Cisco Secure Firewall 3100/4200 ) &+ #50 SFP LI
I 2222 1K) SFP A B (138 B JEA0 I 24 ok 8 . A A, IF HEAZ IS A s i .
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1
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Available Networks C + Allowed Management Networks
Q_ Search any
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SB1  GEWEEAD S IPv4ETIR. 76 1P btk 7 Brh, f N IPv4 bk Fl-1 o HEhs
1521 h BVI A =ML (/32 B 255.255.255.255) o B4k, 20 ENUHBIEAR R 34 (ORI
T B A U thgs FE I B kRS Al R, B /30 7 (255.255.255.252) . SR A
W B gl N1 W B — ARl Jn — N ks A AR W G TS ARP Bl . Bildn, oS4 4d
/30 F M, FEMIZ TR R B a e T AT bk, A R B A A N R U
WO L AR ARP 1K .

B EwpriosEn
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AT R, i SRR DRI R > R A IR > R AR SR B TP b, R
RBCELA 1P b, PR A JCE P O M P R BB R

ST HBLY Al IPVAESTR. BERE 1P ML, VAL 1P HE FRIIRD I F AR .
i R PR B 1 (0S5 M TP HBBLRCE s /RSCR DHCP,

RS IP - N IP MUl RIF RS . 6T mn v, SUREAE AT A IP sk, 7 MO X
Bb i) % & > R EEE > S AMIES R LRCE & P Mk, R RCE A 1P HubE, 3=
FHBE 5 TOIEAE FH M A A M s 4 P B2 1, BB ERERBE SRS

* £/ DHCP - iLE LL Rk 244

* {#F DHCP 3XEXZKIABZ A (Obtain default route using DHCP) - )\ DHCP /Il 25 % 3K HUBR A %
Hs

* DHCP & Hif5#xr (DHCProutemetric) - 73 it 21| BT 3R & i b &7 BERE 25, AT 1 f1255 2 [,
SRS BN PR 200 1.

FEO (L) HSWECE IPve FhE, 5 45 TURCE Ipve k.

PR (k) HECE ARP A MAC B, WS FIRIES ARP 45 H , 55 62 JUHVA ISR A MAC Hihk
MM EE MAC 2], 55 63 11 (O TiE D .

BN pHBE (OK).

B2 SHRTE (Save).

USRI, 50T LU 23R8 > BRE A SR T8 B P A e AEARE X n, S AR

fc & IPve S it

AT A BT % AL ALE WA N ECE IPve -4k,
% T IPv6

AT AFEET IPv6 15 .
IPv6 S i1t

TErT Ly TPv6 T FE ok SIS 2R 1) PR3k ik«

o SR - RIS AT IS AT A L. TR AL, FHECh BVE (AN B4
JR G D BOE AR, AT DO IE WIRECE (0 B L E 4R TPve k.

o BEEAHD - R A I S REAE B M2 LA T Mk o B b8 AN AT i A ik e
KA EN U TR E PR By LA o Rk A il o) BT Mo e & el &0 s A T e
BlUn bk AT . AERIBRALD, S D B 1V AT B A L. BVI AT BERR AL

wmpsosEn )]
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&34 H9 EUI-64 3£ 1D

gapadEED |

20N BB A A, TPve Aol AT A RACE A it R 1 E 2y A SR A
foht, PRITCH 53405 T I B BB A bk . 0 T RIBF LR 534 1, AE BVI ERCE 4 kg, s
INOTR NG o i AR s I W) A 6% (e 7 N N 1 | R (1 B2 R N W gz | O Lo S B L S Y LW
JE N T

RFC 3513: H PP 6 B (IPv6) - HE B4R B SR BT LRk TPve il (L #EHME 000 3k i ht
BRAh) BB OARIRFF R KN 64 47, I LB EUN EUL-64 ¥ aCHEA TG . BB B A &6 ] i
P B A HOAE B 1 ENLPATIZ TR

FEFE I )R HIBE D RERS , 24 HHC) TPve B G HEARFE U8 MAC M hEREATIAIE, LAl {4 1
PRRFFAE B UK BUIL-64 K52 W13t TPve Al AR B UK BUIL - 64 4% 35U T LR IRTF, W4
ZABARAIFE RN R G H S R

325003: EUI-64 source address check failed.

HATERPERE N A S P AT AR U IE . AR AR ABLA R EER . Esh, R A %
F R T BRI T .

B E IPv6 BIRNIER P iR

KF IPv6 BIZRIFAX

JB A AT LLAT ) DHPCV6 RS8R /7 o, LA 7 e 1 (A9 Qe 28 Pl 288 0 1 A8 3 8 110 SR8
B AT AN AN IPV6 TS R JA BT AT DU L 0 a1 R4 20 e 21 8 A B

JEUHBITAE T LA DHPCV6 RS o, LA ™ o8 11 (A9 345 2] W 58 4 T e 1A 5% (14 S b o8
D WA AN TPV FTER, AR5 B A AT LUK I L i 450 1 W4 20 i 215 A e
SRJG S TR A D AL DM T O RS sl E BhECE (SLAAC) SRIA =) IPve dbdik . TV,
AT SN 6 1 AN S AR IR TS M T R B 55 4% s P10 L RE ) SLAAC 7 7 S it 42 Js) 1P b
hiko fltun, GRS RS E R R I, BT LME SLAAC 7 s UG TP sk, fEU, dn R
L e % 1A A 238 A P SR TR0 00, DU 2007 5 8 1) P9 98 1 T s e D e it

B A R — AN DHCPV6 IR454%, DAME SLAAC %7 /e ) gt 45 kR (IR)
BPE AL, B T DL X He R I DNS R4S #e A A A B B b {352 IR Kl
£, ARl SR E R L F IPve H S ECOREC E % . LUEAE R E A
IPv6 Hihk . 752 7 i b S FJGIRES B B0 E I, RS T i b 2 18 35 7 S rh Bl 2 0 A 25K L & IPve
Huhks AR UL, AR TS AR S A BT

IPV6 FIZRFZ AN /64 1 W 7= 451

DL R 7] 2748 DHCPv6 Ml & 7 s e A8 O B0 TP kb i) g B, besh, eid sl

DHCPV6 8% BUR P i kA — AR T b B K P2 B AT gm N /64 I Z8 1K1, AT
PRI S LA S TEhICE 7 (204 1 B 2D AN B IPve Huik (0:0:0:1) by Hpy B4
CBIANTL AR 1Pve Huhik . 73 221X e Py 342 11 1) SLAAC % /7 it fg 3RAS 454 /64 1 L 11 TPv6 Hb
i 8

B EwpriosEn
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ipve sia=E 62 FRws [

DHCPv6 Address and
Prefix Delegation Server

Internet

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPv6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:

/ <delegated_prefix>::2:0:0:0:1/64

IPv6 address from PD client:
€ <delegated_prefix>::1:0:0:0:1/64
I

IPv6 address from PD client:

<delegated_prefix>::0:0:0:0:1/64 \

SLAAC IPv6 address: SLAAC IPv6 address:
2001:DB8:ABCD:1230:0:0:0:2/64 2001:DB8:ABCD:1232:0:0:0:2/64
SLAAC IPv6 address:
2001:DB8:ABCD:1231:0:0:0:2/64

IPV6 T 422K /62 1M 745l

PLR 7 s T BB 480 K w8 - i 3 21 4 > /62 19 H1:2001:DB8:ABCD:1230::/62.
2001:DB8:ABCD:1234::/62. 2001:DB8:ABCD:1238::/62 1 2001:DB8:ABCD:123C::/62. J&HM55 1l ¥+
2001:DB8:ABCD:1230::/62 = 4 AN1TH] /64 M2 —H TH MBI (:0). BEJG AT LAF2hk HAth
162 T W T R thas. Froniis hi#els 2001:DB8:ABCD: 1234::/62 | 4 ANul ] /64 F M (k) 3 4
TN G4y 25F26) o FEMEOLT, P a8 D VA SR IN R IR T4, R i
T B BB AR ZIRIATE, ARG RZ S TS s hcE . WH, AL B,
ISP ¥ IRl — AU ZRIR GG 45 2 25/ i, AR B 180 BB TS, A 2006 i ph 25 T DA A
FiZHir4t. DHCP ME—FRiRFF (DUID) 78 581 8 s S R FEAAE .,

wmpsosEn )]
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DHCPv6 Address and
Prefix Delegation Server

Internet

Cable Modem

IPv6 address from DHCPv6 address server:
2001:DB8:0123:4567::ABCD/64

Prefix from DHCPV6 Prefix Delegation client:
2001:DB8:ABCD:1230::/60

IPv6 address from PD client:
<delegated_prefix>::0:0:0:0:1/64

SLAAC IPv6 address: |
2001:DB8:ABCD:1230:0:0:0:2/64 Firewall
Manual IPv6 address:\ Manual IPv6 address:
2001:DB8:ABCD:1234:0:0:0:1/64 - 2001:DB8:ABCD:1236:0:0:0:1/64

Manual IPv6 address:
2001:DB8:ABCD:1235:0:0:0:1/64

B IPv6 TR AN P i

FE—N B AME D AT DHCPv6 RSB e oo JEUMMSA vl BRHK— A B2 S Al B 7 A7) i
TR K TPv6 TSR . WY, (EIC bR TATSURRER P i 42 1AL H] DHCPv6 Mtk %5 )7 s 3R U
1P tuhit, AT LA BB A 12 1A e A ACEE AT ST 2B g

UED R Rr i iAo BRI REA SCRP AR Bl sy T L

FHia Z |l

AT TSR, DA Z0RE M BT AR TPv6 A0 A I % b A 5 R] B 1 B D S I T DHCPv6 JiRkSs
POYHC AT T AT %], DABH IPv6 VB R . filtur, o SR DHCPv6 IR 55 85 14 3% i A CEAT 234
WIEE N 300 B, MG K Sl B 480 RA TR BR1E E0h 150 Bb. BEUEE 1 IEAT 30, 15/ H show ipvé
general-prefix fir4 . ZWCE U BIfE RA [RIBE, 1520 BCE 1Pve A8Jm &L, &5 54 11 BRIME AN
200 5,

B EwpriosEn
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TR |

UK

W REFEIR % (Devices) > & & B8 (DeviceManagement), it BB &1 4iE (£ . &
ZLERINERIED (Interfaces) VUM .

S22 AhEgE N fwEE (4 .

P33 ki IPv6 T, AR5 il DHCP.

$IE 4 L% g PD RIS FR (Client PD Prefix Name), 4R o #i AL AT 10 44 FR
B 18: BRI EENE P

@) Client PD Prefix Name
Outside-Prefix

Client PD Hint Prefixes

[ Add |

2001:DB8:ABCD:1230::/60 v

name £ 125 200 N 71

PE®S (W) 7EE P PDIZ7RAIE (Client PD Hint Prefixes) 7 BU i N AT A ATZE K%, LA{# i) DHCP
Hi 55 E BRI R BN IR AT M, R A iR n (Add).

HH, TR R E R ATSACRE (I 2:/60) s I R A AR ORI 2 AT 8O0y SR PR AEAH
MBS EFARBOZAT A, W DA SR MBI . R T 2 MR ORI TR e
FE) , W DHCP ik 55 4% Ktk g B8 F 3R s Bl 15 S FL 5

PI6 HHHE (OK).
PR iR TF (Save).

SIS, 50T LU 23R8 > BRE A SR 8 B P A e RS EZ n S SUA AERK

B.E =5 IPv6 il
S0y AT B e A 2 RIS W SR B BVI L 405 IPv6 Sk, WFHT LA F b B,

wmpsosEn )]



gapadEED |
B ==25rein

\)

AR OACES R A S E R A b, UG o0 AT S . X TR AL, 7E BVI LERCE
eyt 2x F SRR AT B DA% 1 E G E R A b

XTAE BB b SO 0, BV RT3 18 MAC Hiuhik, 302 PRA e AT A8 A2 1 AR
AL MAC Hitik. T TPv6 FEBS A i bl J& T MAC HuhbAE ety DRRs i — ) MAC Hbtik
Oy EREE T2 2 S VEME— (1) IPvo BE R A H i, I e % 38 G JalFoir B 481 L2 s S5 oA & 2B it e v
WS M E MAC Hilik , %5 61 1.

FHIa Z Bl

XTI TPv6 & Ja B, S 25048 IR 1] 75 il R DU W S VEAR S oKk (ICMPve K7 135) Al
LBJEiE T (ICMPv6 2824 136) K it miff b i ATRAL I 1 4% 11

g2

N
&

KL PER % (Devices) > % & EH2 (DeviceManagement), Jf niihi BB W ) 4% (4D . &
AR FED (Interfaces) T .

sl BRI O dRsE ()

|

Sk Sk
S8 3
w N

Hds 1Pv6 T .
T A, B (Basic) WIERIAALFIE AR, XHFIZEREL, Hbik (Address) T Bkt T

FIRA (k) {EER (Basic) niifi L, %1 /EF 1Pv6 (Enable | Pve6).
R A UL S B B A M b, TE AT R . A, ACE IPv6 Hhhb¥ B B )E H IPve kb
PIES AL F Ry E A IPve Hihik.
Rl DA SR F Il
o (D RS EZIE - kb BaiBiE R iEE.

FERE DR FITRAS BB IC BN, K3 T ey 8t 75 71 G, P P e ) i 28K C 2 TP Mtk
HIGIRAS HENECE I, R TE MU EUL-64 $2 11 1D H 34 i I BE R Atk

AR RFC 4862 L& 4 JoIRAS A B BCE PTHCE K BN AL B h as il v i 6, (H Ul i e
FEIXFPG DU iy S 23 AR i A 75 S UL TP I PV > 12 B > /B F RA R LEHELLANHIHE1F o

« FHNE - BTG SR IPv6 Huhl, T LT B
1 ikt (Address) FU ik (H) shnedt (Add Address).
RS0 B TR ANEE DR HE

2. {EMbHETFELR, HANSEREA R IPve Ml (UFGEZ ID) , i IPv6 Figk LA A IPv6 R4k
K. (R mBAmATTS:, 545wiks8s) EUI 64 53 1EHE, LU &1 EUL-64

B EwpriosEn |
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A AR ID. i1, 2001:0DBS8::BA98:0:3210/48 (5g#%ihlil) B 2001:0DBS::/48 (T
2%, Hikh EUL64) .

FF Al PE (i Bk ¥ 58 % EUI 64 (Enforce EUI 64)) , /1% % (Devices) > i Z &2
(Device M anagement) > 15 A Fi I (High Availability) 51 fii (1) 5 #4Z#% 0 (Monitored | nter faces)
D P A% TP kit o QR RV A ] TP M kb, ) 2 P ¥ 4% TG i A P 4k W 4 4%
e, KRR ERRE IR .

o (1) 1] DHCPv6 SREUMNE - Z{# ] DHCPvG, 15T LR34
19: ;3 DHCPv6 %= i

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware !

Basic Address Prefixes Settings DHCP

Enable DHCP Client Enabl

Enable default route using DHCP Enabl:

1. i DHCP W[fi.
2. %P B DHCP & R (Enable DHCP Client) [ & %4
3. (A[¥k) krh$ A DHCP /B B2 AR H (Enabledefault routeusing DHCP) &k HE, M H
i 10 7 R SRIUER 2% tH o
o (ERERBEED AT HBOITS - 22 B2 ET 40 1L 1P bk, THPAT LA HRA4E

BEThREZER BB A AEAN B2 1 e F DHCPV6 R SR AE it 15258 it I IPv6 HTZH AL
B/, 248 T,

1. riii DHCP Wi,

2. ik () .

wmpsosEn )]
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B ==25rein

20: & IR AL BB 5%

Edit Physical Interface

General IPv4 IPv6 Path Monitoring Hardware Configuration Manager Access Adva
I

Basic Address Prefixes Settings DHCP

Prefix Name Prefix Length

3. FINEAE S — AN O FON IR P e W BT8R FR GBS [ H IPve N4 1
Wi, 548 1)
B 21- 35 BRI B RNt

Prefixes o

Prefix Name: | QOutside-Prefix

Prefix Lenglh:[ :1:0:0:0:1/64 |

Cancel m

4. N\ IPve Hili- FIBTBEE .

WHEREOUR, AU AT A /60 BN, RIS iy LUK AR S 24 /64 I M. i
A BN 7 o S FE SLAAC, U /64 5 52 SR BE . S8 N 7 1T LLSE K /60 - M 11
bk, Bl ::1:0:0:0:1. fEHRHERTHIN = BURETZ/NT /600 B, 40 FIZAL I 42
2001:Db8:1234:5670::/60, M5y FLes %% 114 )5 1P Hudik & 2001:DB8:1234:5671::1/64. 1L
P %38 I8 2 AT S 2001:DB8:1234:5671::/64. TEAMIT, i B w4 /N T /60, TRTS%
TR BIALKG 2 0, WLWIETF  Prds /s mFe . B, WiERFrE4se 2001:DB8:1234::/48, | IPv6
Huhl 4 2001:DB8:1234::1:0:0:0:1/64.

5 MiHE.

B EwpriosEn
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22: H SRR

+ Add
Prefix Name Prefix Length

Outside-Prefix ::1:0:0:0:1/64 su

6. i, frtbEH EJEFH DHCPve RS RS 4 G213 DHCPv6 TR RS #5) « Wl
RPATICERAE, Bl T U (R I3k v S FE st it B & J8 A3 DHCP (Enable DHCP for non-address
config) .

L6 XN TBHhmED, Gk aERA (Basic) i Lk 'E FIME:
o BEYEAMBERS b K) TPve Huhik s il & M) EUT-64 k% X A8 DARIRET, gk agE) EUI-64
M,
o BRI E B A RE, TE/E ERS A bt 0k T B b A b Ak

B A HHEY DL FES. FE9. FEA E{ FEB Jf3k, U1 fe80::20d:88ff:feee:6a82, U1 AALL
HA L, HOTEEC R R A, R DOk BT e R A bk . TR, PR
BURYEE S EUTL-64 4% 20 E 3h 70 BOBE RS A b ik 0 dn, G SR HAh % 4% s il 48 F 15 250 EUT-64
R, TFEBh 2 e A B I AR H s ki v g S B0 E SRR D

PR X THeE D, 0T LU HAE DHCP Ui L BEE R A
o h At ECE BB A DHCP SLIEHELLLE TPv6 % il i it b v BT bk il B AR A

IPv6 i i sl i o (R ARSI S0 IPve H ZhRC B2 ) i B A3 T DHCP6 SKERIBUH SG L hik LA IR A=
KR A B E bk

* kb et BCE FR 3 DHCP SIEHE UYL IPv6 i ph 2 18 5 25cdhs (0, v B HAR M ki B AR RS

IPv6 i H 28 15 b i tebs 5 m 40 TPve H B TC & % 7 i M Ad | DHCPv6 )\ DHCPv6 #iEH A5
S, L1 DNS RS sl . 248 FAT DHCPV6 R 425kt DHCPV6 TR A R 45 2 i FH ik
Tt

S8 XN THbED, WESNE IPv6 A8 ) KDL, 2 54 11 LARC B HI4% (Prefixes) A& & (Settings) T -
M E. T BVIHEL, iEZ0i&E (Settings) Wi EILL N 33
* DAD 2t £ - DAD 2= R K, T 1 F1600 2 il o 5% H BN 0 7] 25 ] & 42 Hhhl &
(DAD) ¥, ik & L S 246 TPve Ml i AT DAD B, #2101 b k32 1) 4240 Je il sk i B K 5
e BRIMEN 1 K2R,
* NS [EIFE - #:10 _I Tpve 4BJa i R EFr AL MR, A1 1000 F1 3600000 =2 Al ERINE
1000 ZFb.
o AJIABTE] - WA PER A G R AL SR RE TPv6 T S A AT IR RS, AT 0 T 3600000 22K 2
o BRE N 0 FPo 2ZAE N 0 B, K5 A8 A R (K mT Vg 1) I 0] o M4 45 SR T AR B2
L 6 O 19 v D w1 A D e LT = 14 v R N E R e £

wmpsosEn )]
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gapadEED |
B ==reazsn

MR, AR, IR 4R AR T IPve M4 ¥eas i T T BE 22 1) IPv6 199 2% 7 536 11 Ak 2 %
Yo AEIEH 1Pv6 1A AN ISR BN A AR E B 1)

WIE9  AUHEAE (OK).
T LR EF (Save).

SR, fnT AR AR E > ARE T K SIS 5 2P LM B RSB LR, A R

BCE IPv6 SF /B & TN

IPv6 &5 R I RS H] ICMPv6 1 SR KT AL iRk, e [R)— & CARMUBERK ) th &8 1) i
S L BGAE AT i PR R R R R AT A e o

T CENL A AR FE A B OO0 B AR RR R B i T 0 i X B 22 b ik R A DAy e
GeAr . EHULERIAR R AR AR A O BRI AR e thds . BbAh, 7 U B a:
B EREAIIRLE A0S Jo AT i) SRR S ANET U ), RN S S B R I k. 2 e 2 e e
PR AR, L SR FE AR AR

FHIEZ Al

IAERE B R 32 3CRr e A7 B IR R SCHF 1 IPve SBJ&E, 1ES I E AR IPve ikl , 5 49
e

UK

LB KK (Devices) > & & &8 (DeviceManagement), kil BB %410 4eig (£ . &
ZLERINEFIED (Interfaces) VUM .
=2 S EgENE O &E () .
3 i IPve, R R ETSE (Prefixes).
B4 (AR EECESLE PV 5 Al S ) IPve BIZR, IHPATLL N RR.
a) il () RmETE.
b) FEHEHETF B, M TSR IPv6 Hukk, B P BRI S AE DU FHER A TSR .
o) (M) HUHEHiBEEIENE, DIRRAE S IPv6 ATZ.
d) b SRR E EHELAR /R TR € IRTER O O s . A0 &9 iU R ik R 26 T B T e
B H bR ed g BRI Ui . AT T e EaRE .
e) TR CHIIRIAT AL E, EiEkTh BEEE E LA,
f) NHTRIBENHEE, i iiFEaTE 2 HA B HA.
o $RLERTIE) - DIFD O BT NI B IR B R . i B L5 2 1) TPv6 HT4%E 5 A 21
B E . B K(EACRICIT K. BHAE R 0 3] 4294967295, ERIME S 2592000 # (30 K) . LL
TR BT T N AR B A . LB R R 2 10 IPv6 R SLHE 5 N i ki H] . e KMEARER
FI Ko ARUEN 054294967295, BRINTE N 604800 F (LK) o 8k, 1EHJChR (Infinite)
B AE DL AN B2 PR )RR S B ]

B EwpriosEn
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mE P sEsn

* BIEIEHA - LR E RN IE H A IR

g) Miidi OK.,

Mg E (Save).

(H[3E)  BEAT 181 600 2171 DAD SR Bl K. BRONEN 1R Rz iy o0 ]
A% FHH A MU hEAS I (DAD) W% .

DUV E T 96 IPv6 kAT DAD ), 2 0 F &6 A3 240 e i SRk v B e .
FETCARZAS A B B R, 5543 A 045 5000 3 B 4% TPve Huhik i — 1k, PR by e dz 0,
PR RS S, ZHE PR A 2B ) DUPLICATE, B AT iZ bk H A2 1 DL £ o

325002: Duplicate address ipv6_address/MAC_address on interface

WA R e O B A s b, TZERE O 25 H IPve e (A BE . R A Mkl 24 R
bk, PEEASE H iz b h

(Al3E) 76 NS [BIRE S B ECE IPv6 2 Jaih K Sfr & 2 (R 1 [alB%, /-1 1000 A1 3600000 ZFb2
1

ERIME A 1000 Z 55,

AWK R (ICMPv6 AL 135) i 22l R BUAS B e B JLARYY Rl AR B e S22 ik (179 i AE AR I e
PRk AR R R A, AR nOE R A R BRI R (ICPMv6 R 136)
VRN

YT SRR R 5 5, YR NS H AR T EI AT IS o OAAR R B S bt S, AR R SR B
FHF IR AR R O m s ) e 2470 A B G AR i A T Uy ) PRI, AR sk SR ) H bl 2 A0 1
IR

A HBE % R — AN R BE 2 bk A AR AR, 4 AR Al e S T R

(AJ3E) ERTIART(E) B, B ks PN AR R AL 5 IR TPve 19 s A A rIA NG, AT 0
F1 3600000 =K 2 JA] .

BROMEA 0 =R %54 0 I, K ARG E R RT U I INTR] o F 2805 2% o0 158 B RN R B ] ) i) s
[B) FRAEL o

A8 S RTU 1] BF () R e RS AN v R AR e o PG W I TR, ST IUDAN w40 1 3 bl EL, )
[B) 45 51 2076 T AT 1Pv6 28 2 5 FH T T 22 16 IPv6 4515 5 AL BRI . 75 1E % IPv6 BffErh ANzt
TV AR ) R S [] o

CRTak)  BEARF M th bl 15 A4, TEIEH B A RA RIEHE. 05 )H F s th 288 15 &4, WmT A
WE RA A RARE B

% A A S (ICMPve 25 134) 2 HEN A%, LA N d #3 s K1 8 (ICMPv6 K4 133)
B s sk B EAVE RS A st &2, DUE N DIZED A shBCE, TSR N — 4 Wie B
FH 7 18 75 7 B

TEAN S B $2408 IPve gk T 20 (Bldn, Ahader) b, fEnlREAR AR F X ey A,

wmpsosEn )]
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* RA BXER - 75 IPvo % i 5l 75 rh e & % el A3 A ROW e, A1 0 F11 9000 F2 1H].
BRIE N 1800 5.

* RA [EIB® - FiC'E IPv6 B ph il 5 AL 4 [ iRl kg, /1 3 F1 1800 FPZ i),
BRIE R 200 5

HE10 SHBE (OK).
LB SHRE (Save).

VRIS, 50T DU 23R8 > BRE A SR 8 B P A i AEARE TEZ In, S AR

RRESREOKE

ARGy A U Ay i B K B G MAC ik, G e 8 de K AR B 70 (MTU) LA Qi

B BB
XTFedEORE

AT A A B

XF MAC Htuit

AT LAF B0 BE MAC Mk DA f5 BN . 6T S261, FXOS HLFE S B30 B e 1 A2 ik —
MAC Huhik.

\)

ER ATRRARED B A e SR TR I T ME— MAC Mk, PRUA S AT A AR D B AR IR A
MAC Hihik. 1, %0085 /T GER IS MAC Mt AT U5 ¥l BbAk, BT IPve BER A M Hb ik
BT MAC il A= plfr), IR ME— MAC k73 Begs 422 1125 SR/ fd F ME— IPve SER% Atk
IXREMEE G S B A bt e S P e A R T

\)

AR P TAS S, EMERCRILE D, MRS TEIACE MAC Mk, SRR [ SR R
73 HIME— MAC Hulik, i TR 50281534

2XiA MAC bl
3 F A S :
ERIN MAC HbikJp o vl T4 H 287
PRI - PR AR ] 20 MAC Mtk
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* VLAN #2111 (Firepower 1010) - # fH B K38 Frfy VLAN #2324 MAC Hibk. #fifR
P AL AN ] SCRFI T 5o an B AT H L TG E— MAC Hiudik, v F3) 55 MAC
Hihk, WS ECE MAC Hililk, 25 61 L,

IR KEERE: & VLAN 2 0 H ME—1 MAC Hhhlk, W &5, @l T340 MAC
Huhk 78 55 A 0 MAC $tidil. 5SS E MAC #islk , 25 61 T,

* EtherChannels (Firepower Y5 ) - %} EtherChannel, & T-iHi& 2 )T 5 £ 1 ¥ L= M — MAC
Motk BEIIRESE EtherChannel X 43 AT Frag B, UOMARAT G B AN E80EH:; mA
TESAEERE . iy DEE S O R Bt M — MAC Hhht; 32 000 S0 AN 520 MAC bk,

* EtherChannel (ASA #Y5) - Sy [ 30 TE #2148 9 S /> A TE 20 4% 1 MAC $bdibAE Ay g 1 38 16
MAC Huhb. 8%, #&n DO s M E$2 G S MAC il FRATTEE AR 4L I 42 11 Rk 03 S0y 58
HURF, TC L E 1) MAC Hike i R R At 385 MAC Hihik 42 11, ) 38 3 MAC H
WSSO N — N5 Fe /N IE O, T B = T K

o THE GG AE s SO - MR D T R A AN MAC ihk . 8] REAECA T
L3 BOHME— 1) MAC k. a0, %8102 78 56 n] e 4l MAC Mok AT vy [l 9 i. bh, T
IPv6 FE I A Hb b 2 HE T MAC HuhlE A= 5l DRI i — MAC $ihik 73 B 45 742 12 e VAl A e
— IPv6 HERE A HI L, X BRI G PSR F AR S P R A T R

X T A ERLH:

« A E M MAC HiliE B ELE — MAC #ihibi. P 780, B ke BT E MAC H
HE, EMREME— MAC Huhk TR 0 BIETE T, TR 2K IEf . G S A
ZRSLEEE M H 3 MAC bk,

XxF MTU

MTU $8 58 JHr A5 2% 7625 52 DA 4 1 AL i d i 61 28K /N e MTU A B0 PR R K
VLAN #rid 8l HAl R T E 0 R I N B, B MTU & &R 1500 B, FUHmWT N K 1518
FAY CERS) 5% 1522 0 (] VLAN) o 1520 25 40X a4 S 178 MTU [ % it & .

AT Geneve, sk 2 B DLAIBRAL, DRIBCTTIO TP B @0, AN MTU: 4571
% ASA VTEP Ji4% 11 MTU % & %% MTU + 306 -5 .

42 MTU £ I

JBUSITAE R 7 SCRFRAE MTU RHL (U RFC 1191 FRTE SO AT P> AL T F) 94 244 B 452 v £
P B B ml B MTU, - LB E AT DASRHEAL R A2 R (R MTU .

ZXIA MTU

BB ERERIA MTU 24 1500 745 . ZAEAEEHS 18-22 FHT LUK ML . VLAN Frid fiit
L TF4 o
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MTU #15 Ex

gapadEED |

X IPv4, WAL B IP Bl A K TR E MTU,  WZE (R 20 b 2 sl B it 1 BAE HARAE (7
IAEFR AR R AL SE4L, Mooy Jr Al RESs S EWERE FRE. X T IPve, M A SRVEXT Sl it o BL.
Plt, 1P Bt KD RAE MTU K/NERI, DA% 53 e

St T TCP 4, 2l &4 e 10 MTU KR E TCP & AR LK S (Filhn, MTU-40) . 11
R JGSINERANME) TCP 4Rk, I ansss Tk S0 ) VPN B, ) TCP MSS 1] & 75 22 i b 18 4% 4 sz 44
| N3, 1S TCPMSS , 5 58 T,

XFF UDP 5 ICMP, N HINK MTU % REEWN, LB 5/ Bo

\)

MTU F0 E 25

XF TCP MSS

AR BT, BB BT O TR MTU i,

MTU K, S REAE MER RO . B rTREAT R T3 e 2% 2% . 152 B LA HE

o GRS LI MTU FITSRE - TR OR T Iy e 1 Lt B s A e 4 e 11 I
9 MTU BT, DS MTU A7 11 o 1) A SO LT 40 )«

 FANERT - A2 ERWUN, MTU W 3CEh 9000 75 B e de KGR T 1L

TCP e KRB E (MSS) /& TCP 8L AT TCP A1 TP L HT K/ UDP £idfi A 252 3
SO, FRNTIEEN, 2P um RS 28 A = R IS #: TCP MSS i .

& T LU FlexConfighunique 169 ; BRIMELL . B KX TCPMSS W B A 1380 747, 4 JakfbhBi i v
T B INAE ALK E LAAT IPsec VPN H1361), LBt EAER A M. Ak, XFT3E IPsec iy, [
1 BB e 2S5 K TCP MSS.

W BE T TCP MSS Wi NAE, AT — 201 K 1) TCP MSS KT Bl b7 15 £ v e A
B, S BRI % 2 A Ja Pl 97 A 18 6 i KB 7 2 1 SR B L 1) TCP MSS. i S MLk IR 55 4
BAER TCP MSS, B b ke & 2w K H RFC 793 IBLIAME 536 =717 (IPv4) B 1220 7715
(IPv6), EARSENEWR. B, AT LUKERIA MTU R84 4 1500 745, Wi MR MSS 4
1500 92 TCP Fl 1P HLK B, X4 MSS W E A 14600 W | il s 4% LK TCP MSS
01380 CBRINED » BB 25 2K TCP i SR Z i b ) MSS {55Ch 1380 K5, RS #aK
1% 1380 A B AL . ARG, BU S v] I B b i 2 120 Rk, IF HAT
SRFFA 1500 1) MTU K/h

T3] ARG S B/ TCP MSSs Wil LR 454538 K — AN /N1 TCP MSS, ) il B 11 e 45 1)
Kz e . BRANSL R, B/ TCP MSS A A

T e e, 45 T SSL VPN M, SBCE A . gl & i H MTU >k
#E5 TCP MSS: MTU - 40 (IPv4) 5, MTU - 60 (IPv6).
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Zti\ TCP MSS
PINTEON, B 4% LSk TCP MSS 42 1380 715, MERMERF& VPN S Ek (fF
VPN iEfE, ki 2 ik 3] 120 7795 5 HEAEERIA MTU (1500 F-745) JEHIN .

EiLHIE KX TCP MSS i &

ERIN TCP MSS {558 BT % 245 4 IPv4 IPsec VPN Ziit, £ H MTU 4 1500, >4 J& Wi %
FA4E IPv4 IPsec VPN £, ‘B F84 TCP F1 IP L FHNHZ 120 NFT5.

RIS MTU (B 1] IPve, sl AEH] BB il e #6450 IPsec VPN i, U B % TCP
MSS %'E (ffi[f] FlexConfig H[¥] Sysopt Basic X} % .

\}

AR MRS T MSS, Q1% TLS/SSL fif % sl IR 45 s & I A 20 2F 75 B ANER 52 MSS, et 2 iR His

B2 MTU ¥ B 1% MSS I ZB& 6 15 5 () MSS.

WS L HE .

o IEWRIE - 25 TCPMSS Wi, s e e 2 M e . i TR & — e MMTU
3549 TCP MSS, EIIE 1Psec £ £1.30 % £7-4 tk TCP MSS.

* IPv4 IPsec & - ¥k TCP MSS #&E i MTU - 120, #l01, 40546 H E i IF6 MTU ¥ &
49000, N7 TCP MSS W& 4 8880, LLAIH#HT MTU.

* IPv6 IPsec & - ¥8c K TCP MSS % & A MTU - 140,

P47 £E 37 = 7Y ARP 48
ERINHEOL N, WAL 2 10 VR ARP B, T LU ) ARP UK ARP HO (110

Nrai =R
UILE -

ARP R0 m By 13 2 P Al Hofth =L o8 (R ARP ISR ) - ARPIKIWEERS ) H “rhial N7
Yoakio BN, AL DG i #s A 0% ARP R 19 DG i #0509 G B H 28 MAC HuhEJEAT 0 Y. o

HE, Bubi#F T BGEE MAC Hitk (A2 2% s MAC Hidik) fF At ARP iR 0% 2 F ML, iX
FE, B BIATAE T A N LI R 2 th a2 niks L.

ARP Rl O H 2525 ARP R MAC HUIEAIAH S TP sdik iR, Bl st Joii A Bt MAC
HihE A% ARP Wi .

53 H ARP KA, OB R A KT ARP R AT Y MAC #ihik. TP Ml fysi$E 0 5 ARP
KPS L HIATHR, AT F A 3AE:

o WS IP Huhlk. MAC HuhERIE$E 5 ARP 45 HUCHD, % A nT LAt .
o WS MAC bk, 1P bk sk 0 2 [RIANUCHED, ) iy i e 4 & EF 5.

* W ARP Hn 0 i 45 ARP R A AR 55 HAANUCEC, AT LIORE g By 8B o BEE 0 WIT
AN R Gzt BE EFT .
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Y

AR MRS HOCE D flood, LAY BEAZ 1 i Aoy IZ it S sm a0 .

R AR LLINT, B AR LS R AT A LA 77 2R B AT i MAC Rtk 454
WA I it AL AR B BNy, b7 A R e LR A I MAC Hulik. 3K MAC #ihik 5580
AHOCHR,  DAASE i 915 0 T T e G A by 2 e 36 112 6 AT ] Bt B0 M IE A I B2 0 R i o Fl T AR AL
A S ST B A e A sem, DRk an SRR AL 1 H bR MAC shhbARLER R, ) g B
B RS AZ — A RE LUz it 5 AL B T 2 O B s A E 0. M, 4k B A s i
B DL S
o T ) LI W A5 BB - B A B A A X B b TP Mk ARP iR, DU RE T AN
F192105C ARP Wi [V,
o TH] [7) 328 R 0 25 PO B0 60, - SR B 40K 26 ) — AN BT X6 H B TP Mkl () ping, DA E BE T b 1
B2 ping N2 .

REie BT Untdn .

o WA ARP R, MPERIATE BT 2 Lz 7 U4 AN VT IE R Fobie 4 .

* A& MAC HihkE 45 H IERIAEIME hy 5 4340

o BRATSOL R, SANEOS AR RIE TR MAC Hodil, I HL U5 45 2380t N (1) 4% H
VSINE] MAC HuhlkZrp .

N

iE#  Secure Firewall Threat Defense A % 5 B £ 45 10 DL B IR AR 5 | 2236 4411
W, EXHE, BARK HER MAC HilEAS 2RV ARP £ HRFEN, M
BN R GEED kU .

ARP #&;F0 MAC it 5% 4 N

BcE MTU

* ARP KA SZHE AR
* MAC Ml R0 A R R4

HE S H B MTU,  DUESEBL fe i B i s H .
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XFF- ISA 3000 Fll threat defense virtual: Kf MTU 524k 1500 =15 LA 2 BN Emifi g . #802i
THESIRE, RIGA M EMW. XT3 RFEEREY threat defense virtual, 1] LATE DayO it H A
HEWRE, KX PEOL N T ER G, EHEahE, R ILEZEHEMWTE . threatdefense
virtual FIBIAMEDLZ, 0T LATE Day0 FCE P2 EW R CiRsCRE) o Wi Ae WIAR Al %

F, WA MTU &E . (A, EWOR S NI OG; B oy i 1 BRI 22 148 9000
TR TR EMRE, AU F MTU #E R 1500 775 L F

BOATHOLT, b & 2 m AT .

AR CYTRERCE SO, B s BB MTU (2557 3) Snort HERE, AT IR oh BT
A, P Sl O BRI ES S T, AR AE S SUR R D R . Sthh R IR
AL R I T AN BE— 2P R R S A B B S5 R LR, B ANE T DU B D, R
A, 152 b Snort FH AT A .

g2

FIE 1 K IRIE % (Devices) > R & E IR (Device Management), I fiili BB ¥4 1) Rig (£ . &R
GERINERAHED (Interfaces) Tk

S®2 BN O wE (4
FIB3 7 BPMEWE L, WE MTU. S MEME IR T4 .
BRI 1500 5715 o
$I4 sl OK.
YIS LR (Save).
BRI, 0T DU 23R8 > FRE N SR S B P 0 A . AEARE L n, A AR

IR 6 X T ISA 3000 Il threat defense virtual, 1RBEOK MTU B8 R 1500 FA5 AL, MEE R 3) &S LA
JE P U OR B o 3 2 [ 2K AT BT /A Bl B

BCE MAC ik

A RETRE T30 MAC Hiht. #0687 DIFEIR & > IR&EIE > SR AE~ LReE B
MAC Hihiko QR BEAEPIAN b de TP BB AL L MAC Mk, W0 > SREni-~ LRl B4
Bt

\}

AR T, EMERORILE T, RS TEIRCE MAC Mk, SRR [ SR 1 T
AT O HIME— MAC Hulil, AR OR 70 81524 .
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s AiEED |
B smssare 28

UK

HI1 K IKEFIE & (Devices) > & & &1 (DeviceManagement), Jf i UMD W& 4ig (£ . &
ZLERINERIED (Interfaces) VUM .
FI2 AL EREE DN wE () .
S8 3 i Advanced LR,
¥k 15 B (Information) £+ .
HIB A4 BE A MAC ik,
a) fEEF MAC itk (Active MAC Address) ‘7B, fii A\ HHH #:C MAC Huhik, Jod H 2R
16 A7 -7 AT
i, MAC Hihik 00-0C-F1-42-4C-DE ¥ 75 24 X\ 000C.F142.4CDE. A3 MAC Huht % & 414#%
7, BRZACHES S8 AN oS RECE A RS AT AR
b) 7% MAC Heiik (Standby MAC Address) “#B 1, A T mal H LR MAC Hubk.
WR W& R AR, & AR e, BB 35 FH B4 FFUA A H 35 FH MAC
hk, DL KBRS b /D 0 28 T, DR R 1) 32 FH e 41l & ok o
PIRS RE (OK).
FIE6 LT RTE (Save).

PRI, 50T LU 23R8 > BRE A SR T8 B P 0 A #f . AEARE X e, A AR

wANER7S ARP 55 H

BOATTOU T, MR A 2 7] e VR ARP Bdla . T LUl 5 ] ARP Rl R 4% ) ARP £ A0 11
M GEZARP RD o ARP Kl H ARP 4l £ 55 ARP R (154 ARP 4 H .

TR L, T AERS ARP & H, (HEEIISKHMALAY T XFgh#r, 4 ARP %
i) BE EHASAT R . BUAR R A AT AR TP Hu ik R B 60 H bR, (EAE LUK b S bR A8 A Bt
AT LRI MAC Hbtik o % b o ol B LA A L N4 EA A ), B4 k1% ARP iE Rk
TR 5% 1P Huhik e MAC Hidik, SRJ5 AR ARP Wi MoK BAR A AS AT 31 MAC Ml EHLEEK 2%
AR ARP 3%, JIT DAAS DS 5 ZEASAS R RN £ Gl A ik ARP Wik JUBEAE 4% bk ik ARP i
N, (EEhATEH ARPER, HME—BERERMEHELH, WES@ER. WEEAK R (Fng
& TP bk MAC Motk ehA48) , %4 H R Z@NE, A Re A HHE L.

XFTIEWIRE, B A OO0t B A R (Bl PR D ] ARP RSN A ARP &
H o

FHIa Z |l
Vb SR OGE TR E R
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N
5

B

G %\
>
= w N

B

ez MAC i3t v maeazse s mac 25 [l

UK

W REFEIR % (Devices) > & & B8 (DeviceManagement), it BB &1 4iE (£ . &
ZLERINERIED (Interfaces) VUM .

R T R ()

BB, R AT ARPIETIR (FEEWRT, #8 ARPFIMAC) .

sl P m ARPRE.

Ftd LBt R & BRI ARP B & 6HEHE .

76 1P #utik 7B, SN ENUTR TP Hohik .

£ MAC itk 7B, BN LN MAC #ibilk; #1400, 00e0.1ede.3d8b.
BENFZHHE AT EE ARP, ik B R BB Sk HE .

W B9 1 3 e 236 7 1P Hulik ) ARP 53K, 23 Ad F 45 MAC Hbidik i ma iy

MR, WG RXGERER “mg” WE.

29 il fRTFE (Save).

USRI, 0T LU 23R8 > BRE K SR 8 B P R o AEARE T In S AR

A INESRZS MAC ik 3+ A MAFLAZE F MAC 5]

L2
SIE3

$IE4

W, sk AR E MAC HUlE R EEA AN O, MAC Ml £ 3h &S] MAC Hihk &b, o]
PAZEF] MAC btk k7% SARIMBR AR MAC dhlib B in B R b, 5 W8 s T LUod s Jg i B 1
W% o B A LLH MAC Hihib R th iR mEs A MAC ik, WINEASS H I — N2, T LABT 1 MAC
o RS EAS H BA A MAC Huhik )% ) i 238 1 S s 4 B AR USRC #2106 &, )
JEHN B A B A s B IR R ARG R . MR INE A ARP 4 HIN GES R INEER S ARP 4%
Ho, 26200 , i#id MAC Hibib4k H & A 8RNz MAC #ilikZk.

FHia Z |l
PEBEREAGE M T IZE IR i 44 BV

i

MR FRIR & (Devices) > & & & 18 (DeviceManagement), I fidh BT 41 HiE (£ « &
SGREREFED (Interfaces) U .
MR O SRR ()
M SR (Advanced)iE I, RJm sl ARP #1 MAC (ARP and MAC) £ .
(Ali%) T EGE LT B MAC 33 S HEKEE ] MAC %5,

WIS LORINEAS MAC Hitilk, 15 A% MAC BL& (Add MAC Config).
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eI B R An MAC BE B SHEHE .

$IZ6 £ MAC Hbiit (MAC Address) 7-Be, S\ EHLE MAC Hubik; 101, 00e0.1ede.3d8b. fidiffiE

(OK).

$B®T SLHE (OK) LB RH I E .
YR8 LR TF (Save).

VRIS, SR DA AR E > ARE K SIS A E BUP U B AEMSE LA, AR

RELRERESY

N

AHR IS AT 1E TP KR L FOVF e B 23 B 4 DL i A B IR E TP B 0 B A BRIA 2 B
BH.
[ B

AR AL AT AR 11 13 B B s ) B AR K o B4 RPF AR % b SRR ORI i (037 5 1F
BRI T DR KU TP Mk, ATT8E S0 TP 30k C IS A0 458 F R IE A U TP bk DU 35 JLECIE R
T .
WFEDLN BN A A 8 ] A R s A A H brthl . SRR RPF SRR £ d A
Felrtnt; JLRMERERRA “ RMEARE R o XTI SR VEE G b B AR g AT, R
2 LR [ B HE R B B e A OCTRAIME B, 1214 RFC 2267,
B, xEFAN T, P A A T BRIA B R R A SRR RPF R o B A gk
AN TS F AN FTE PR, e S 1 T BRI B Fh oK AR R R R D YR
U R R AN R A ) AR e N AN R 1, (B R L OCE, ) B A A S %
BPiAl . [FRE, WS AR BE N YR L, W& S EF i t, DUOAUCR RIS H (BR
N D FRRAMTE .
3% RPF (WSt B an R
* ICMP Fl A 251, DI A A AN S A
« UDP MITCP A 431, DRI A A0 £ oK s 1 i R A o ST 2 14 09 1) 38008 1) I B a0,
1 FAE R BB 21 R AT RS TR A . RS A IWIIGEEE L, LA e 185 4)
A S A A Y IRl — 2

BT YRS R

BRINTEOUT BB A 5 4 R VFREAS TP S0 i 2 5 24 Ny B, DU Z 200 NS AL 5
Bto B AEAT 2 I B A T BE N (4 NFS over UDP) R AE TS Ei k43 B 1488 () R 4%
o AHGE, AR BN, BRAT T S AN EE AV o Bl ik O b A e g . A BRI AR
P A0 38 ¥ FHAE DoS Bl

DERES
JEUHBITAE BEAE AT AR 7 B AL R
* RGP 2B, HLEDB I B sl 2 N A1 FR o
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© RS BARTEHG WA BAEPAT e R . SR AR O S Jo RS MO Y
o FE BB B AL AL TP 2> BUGE g TR AL
MRS T RESBRER CRNBE) , WoBURSH R B2 A — DA B,

cWRBEM T RESBRER, WHBEHAS IR P At W5, %A TP i
Fer 2tz DtEE b AL EE.

FHiaZ |l
Vb O T iR e (R

UK

HIE1 K IKEFIEE (Devices) > & & &1 (DeviceManagement), Jf i UM DT W& 4ig (£ . &
SLERINEFIED (Interfaces) VUM .

TR2 i E IR e (L) .
TR fiSRLIF, Re A RERELIF.
TR A R AR, ik BRI RIEHE.
SRS LR B, LT RIF TR RESR QL.
FER6 SRR T RV B, iR TP B EROAD BORE R EHE, i E L M-
o Koy - BEE TP HA K A b A Ay A N e KA . BOAE 2000 Rz 1 4%
5B
© 8% - BUE SR TP Bl W T K s KA . BOAE 24 MR .
© BBRT - BEE SRS B W RA R KA R AR R A B RIE R I R R Bl

U RAE SR E PR Bl B I 70 Bk AT A iaian, 0 el i Bl e i Ay 2 BUls gl 37 B
A 5 Fb.

FET HHBE (OK).
LIE8 niilifRTE (Save).

VRIS, SR DA AR E > ARE K SO E 2P L B AEMBE LR, AR
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Cisco Secure Firewall Threat Defense B9 & i p5 A 1Z3E O [h

EIEF

ek

Version

AR B RS
180

HERER

VXLAN VTEP IPv6
S

7.4

&

WAE, ALY VXLAN VTEP #2145 52 1Pve kb g5 1 i 00 S 10 42 1l
B BN Geneve B BEA Y Fr IPv6.

BB A5 P
cRE>IREFETE > Y548 > VTEP > 550 VTEP
’&>IREEE > HiE > 0 > HFMED > VNI EQ

T R 7.4 RRA

EENCIE AREES el

T Fm B

7.4

TR LR PR Rl 1 T
* AAA
* BGP
* DNS
* HTTP
* ICMP
* IPsec MLt
* NetFlow
* SNMP
* SSH
* RGHE

2 U 7.4 RCAS .

VTI A% 1032

o

7.3

T

Eil

TEBLAE AT LA NIRRT 1o BARIE AT B T se iR A e o 2R 4% 1R AR
B, AR A a2 WO PRI 1 TP bk ok vy o) AT 8 e 3T VL BRT
R D B BN YRR A, JEASIN T SCRF LONIA IR D14k R TP ik, Mo AS
FETASICE ) TP Mk

BTG ) B«

1% % (Devices) > & & E3® (Device Management) > ## [0 (Interfaces) > iz
A (Add Interfaces) > iRxAN¥R[E$E O (Add Loopback Interface)
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Cisco Secure Firewall Threat Defense B9 & #if5 A EIEO R FiCHE .

it Version | 51 BiANRA | 1 E4H1E 2
i
IPv6 DHCP 7.3 A= BB TAE S HF IPve FHERILL R I RE:
* DHCPv6 btk %5 7 5 - JaifirBi#El . DHCPv6 I 55 283K IPv6 4 = kit Fl
AL IEER S HH o
* DHCPv6 HI 28 A B2 7 by - PS5 18 N DHCPv6 Jig 55 28 SR 2 RS -
SRIG, BB AR T LA I S i 25 R M A BB 1 B bk, DA
TR A HHE A BN E (SLAAC) % P 3 v] LA [ B0 & 7] — R 2% _F 1K) IPve
otk
* BGP it HH #5380 7 48 7€ 11 i 4%
* DHCPv6 TR M 45 4% - 24 SLAAC 25 7 i [] B 1 48 & 31647 3K (IR)
AUy, B s e A R A A S HAE R . UM BT A2
IR s, AN m) 2 b 3 Bl ko
B ME ) R E
* %% (Devices) > 1% & &R (Device Management) > ## 1 (Interfaces) > i
hn/4R%EHE O (Add/Edit Interfaces) > |Pv6 > DHCP
* 38 (Objects) > X & & I8 (Object Management) > DHCP | Pv6 it (DHCP
| Pv6 Pool)
iz 4. show bgp ipv6 unicast, show ipv6 dhcp, show ipv6
gener al-prefix
threat defense virtual | 7.3 1= & T PLk Azure 1Y) threat defense virtual it & B X CHIA R VXLAN M,
T Azure W17 LU 5 Azure M52 91 33407 %% (GWLB) Bl &1 ] . threat defense virtual 38 i1
BT SR IR T CURCATHAREE 1) VXLAN W BAEFRAS NIC b AN ORI S 0
fREE VXLAN

WIS U B -

* %% (Devices) > X && 12 (Device Management) > % & (Device) > 3%
(Interfaces) > iR ANZED (Add Interfaces) > VNI 0 (VNI Interface)

YHRE S Azure ) Threat Defense Virtual
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it Version | 51 BUARE | 140152
i
VXLAN 3¢ f 7.2 (=N WNINT VXLAN B3R
B G BT B
* %% (Devices) > & & &2 (Device Management) > % & (Device) > VTEP
* %% (Devices) > & & (Device Management) > 1% & (Device) > &0
(Interfaces) > ixAMZEDO (Add Interfaces) > VNI 0 (VNI Interface)
* % #% (Devices) > & & &2 (Device Management) > 1% % (Device) > %M
(Interfaces) 4w #i#2 11 > General
XEHE G A
Geneve . Threat | 7.1 T= 4 threat defense virtual 341 T Geneve #3537 #F, DL #F Amazon Web ii55
Defense Virtual (AWS) 5 51 235 iy i 1) BB AR . AW'S W G 47 230350 T 3 425 B DX 4% D) O
A RERA AN ANER S 50 &, 2By
S Y threat defense virtual DAUCHC 7 & 755K .
I Ihfe 5 LA H] Snort 3.
B G U B
* 1% % (Devices) > & & &2 (Device Management) > 1% & (Device) > VTEP
* % #% (Devices) > & & &2 (Device Management) > i% % (Device) > %M
(Interfaces) > 7 HN#EMN (Add Interfaces) > VNI #0 (VNI Interface)
* %% (Devices) > & & &2 (Device Management) > i% % (Device) > %M
(Interfaces) 4% 4% 1 > General
SCFFT-S: AWS HF) Threat Defense Virtual
31 A2 P HE AL 7.0 (A=Y TR R T, AT LAAE 31 471 E O O ORI B 1P Hihik . 31 A7

A 2 ANk 8%, %I N R E S TR T 2 A
J7HR, I, AW 2 MR TR (U, R O ROERE,

I HANTT LR 2 ) ik, 00 31 0077 W EAE TPv4 P O B ik (i T 5 5K
i, 2 A FTD Z [ ik e ) fe i itn R 28 2 ik, i BERs— i f&dm i
IR T ) — Il oty i . RO LI Is 1T SNMP s AR 48 H
AR A EEE P M4 B RS ) BVI AN SCEF T RE

PG R o <

%% (Devices) > i & & IE (Device Management) > £ (Interfaces)
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Cisco Secure Firewall Threat Defense B9 & #if5 A EIEO R FiCHE .

M Version | 51 BN | 140152
il
Firepower 4100/9300 | 6.7 fEx Firepower 4100/9300 LA HLAE W] LLRE Bp 05 48 32478 IR A 15 Bl 4% 11 94
() S B A IS AT HEEROIRAS T . HEr, HZFXOS FHUMREN “ig1r” HHEE RN
E%Wi%:ﬁ%%ﬂ%‘ﬁ% AT, DG T “IsATT R, MANERE BV E B B A 0K
R LR Ao WHBAT N B, BB O TR B R 554 Lk
HiALT “Up” WIBOIRAS, SCE AR E3) BB 50 J5 i) — Bt Ta) i fRRF
“Up” Ra&. XTI, RSN fEs FEEER 0 LR, BIAIME
P A8 AT BB LE U B A v] LA R BT UG ) R B IR R . %
IR BRI ZEAPIR A I AT #E FXOS 45 5 1 4% 18— it
ER R, A9 o AT Radware vDP 1B 1% (1) S8 Mo 1 AN Sk Th
€. ASA MASZRFILIIRE.
BB Firepower HIAHE BRAR PR AF: 1BHBIRE > BRSNS
BB FXOS 4. set link-state-sync enabled. show interface expand
detail
YEFIF-4: Firepower 4100/9300
Firepower 1010 fififf: | 6.5 (A=) Firepower 1010 SCHRPREE LUK 9452 1115 A A8 # b Loty 1 B7 KA 1
BB R R
* %% (Devices) > & & &8 (Device Management) > # (Interfaces)
* &% (Devices) > i & EIE (Device Management) > £ (Interfaces) > 4
1E¥IE$E O (Edit Physical Interface)
* %% (Devices) > & &ZEIE (Device Management) > 3£ (Interfaces) > ik
fin VLAN ## 0 (Add VLAN Interface)
Firepower 1010 PoE | 6.5 R FEWEICE N AL T, Firepower 1010 S RFLUK M 1/7 F1 1/8 L (3
+SCRFLUR I 177 A B LA K I 1+ (POE+).
PAKIM 1/8

BT ) o

1% % (Devices) > & & &8 (Device Management) > ## 0 (Interfaces) > #5547
IO (Edit Physical Interface) > PoE
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I

Version

AR B RA
180

FRER

T+ 7528 52410 1)
VLAN ¥ H

6.3.0

(=S

BERAR R VR R 11, AT LAE FXOS FAIE VLAN 7310, oS
ANl 2 R =R,

B /& M) Cisco Secure Firewall Management Center>¢ FLI :
WE > IREEE > HRiE Kbs > #O wmR
HT /5 D) Cisco Secure Firewall H1LAR 5 HH 25 556 HAIH .

0O (Interfaces) > FiAEO (All Interfaces) > #1% (Add New) FHsZH > F
#0 (Subinterface)

HrimsSr FXOS fiv4: createsubinterface. setvlan. showinterface. show
subinterface

SCFEFHCF & Firepower 4100/9300

TR d s )
Epa S

6.3.0

FEROR ARGAL ) BERE 1, AT RAFE 2SS9 2 () 3L 1
TP Cisco Secure Firewall HLAE 0 HH 48 52 BT .
#O>FraEO > X8

HrEAE Y FXOS 1r4: set port-type data-sharing. show interface
Y EFHIF- 4 Firepower 4100/9300

G rciHs e AN ¢

6.2.0

AR R H R A T TR MR A RN B e 2 Ml B I D RE . AR A2 Fi B
JBr AR WA GRS B 8z 4. BB e JFIEEIE R AT, XA
BITAE AThH A 2 e > By il 42 1 2 TR) St vy g 4 i), 9 L8 P i FH BT 2k
BEk A . DART, B BETEE BB KON A A, T CELE M
(B o JERE Ty RE, W] AR RS HH BT KRR N OB AT A, R
B A S WA 2 5 i B 1 2 (RO T i E o R4 FH AR R FL 2 11 (BVIT) 1E
ﬁﬂﬁ@%ﬂ% Mt 5 8. R gy FEE FishE O a5 s M
BRal, SRRk i AR B T S (AR FH AR S 2 JZAC L Hofl 7 2. AE ik
U, BVIWTLUE Dt tl, Hnlpor TRl N2 535 ae,
Ln vy W) U DHCP AR 4545 o

LUR DhBEAE B IR 52 3085, (HAERR iR T AN SCRE: . LU IhRE
75 BVI _EABASZ SRR Bk g FI 4 RG2% i o

HTHAAE U R

* %% (Devices) > i &2 (Device Management) > % (Interfaces) > 4
t8¥)384£ 0 (Edit Physical Interface)

< RE > OREEE > EO > RFMED > WfEED

YHFIEA: Firepower 2100 Al threat defense virtual AZMKIFTAT &

B EwpriosEn
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