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UDP/5060 7& NAT64 ok NAT46.
(AEHE) oA PAT.
Skinny (SCCP) TCP/2000 T PAT. 2
JC NAT64. NAT46 5{ NAT66.
(BEHE) oS PAT,
SQL*Net TCP/1521 T JiE PAT. 2
(A 1. 2) J& NAT64.
(EEHE) JCift 4 PAT,
Sun RPC TCP/111 T JE PAT. &
UDP/111 & NAT64.
TFTP UDP/69 J& NAT64., 2
(AR Joi#AS PAT.
NI 57 28 TP bk

meiities i
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| EREY

Kz F MBMEI RS, KO | NAT BRI BT INFL
XDMCP UDP/177 T4 & PAT. s
JE NAT64.
(EEHE) JCif s PAT.

FQDN H 5/£ 0
fnT LT 58 4B 2 844 (FQDN) W 48 X6 G i A A& TP HhhilE7E T2l NAT RO 45 e 4 (W) H
Hlo lhn, %] IR RATE www.example.com Web R 45 2% Ft) U & G 22 JE ) .
{fH FQDN K}, FRZHE TR Atk 3R HE DNS fi# 8T -4 5 NAT B a0 5 A H 2/~ DNS i %5#%
A, WRGE AT AR, R I B4 AR Y. 413 Sk itk . an A DNS k4548 3R E 2 AN
bk, A ik 3T DU 4
o WIERSEAS IS Fe e B AL T AR 09 _E, TR izl s bk A7 T AR R 19 L,
DA FH 0 [ ) 25— A Ml

o BT VR RN L B 1 H AR TP 2B AL ARG D . B, G0 SRS K5 sk R 1Pve, ) FQDN
X GAZFR T TPv6 AE bR, an B J5 (1995k TPv4, WUl FQDN X %] LA$E & 1Pv4 X
IPv4 F1 IPv6. fEIXFIEHL T, WiE$E 1Pv4 Hulilk.

ANBELE T T3 NAT H M 284 40,75 FQDN %% 7F NAT 1, A5 k8 ] FQDN %1%,
H A AN H I BN TS H TS NAT B,

Wt FQDN JCykf@t A 1P Huhl, WIAESRAS DNS ffE#T 2 Al iz A A AR H

H {th NAT AN
o XFFAE A IMRAL R e 1, 8 T B R B T 4 S NAT B 80 Mz iU 11 (BVI)
ARG 405 NAT B

o TEANHE Ak TR VPN FRAS T I RE AR G B2 11 (VTT) 4w 'S5 NAT SR . hy VTI 34 1 4 S A )
AL NAT T VPN BgiE . 32455 N T VTL il BEEAL 5T VPN IR E 1 NAT S,
TS “ATA] 7 VN1, AR REWIRTR 2 11 44 K .

o (UFRT A3 NAT. D AU s e G SCHRAS NAT B, i B, BEAS K Sl E 2 A
NAT BRI, )55 22 G il AN [R] 42 Bk s /] — 1P Hbhik i) 2 S0 4

o WERTEEO e X T VPN, T FNES ESP Mt A% NAT UL R . RS fRir gt
SLF) VPN FEIE ) ESP i i, 1 &5 S BEIE A S . SEBR HI3E AT ESP A1 UDP ity [
500 Fi1 4500,

o W RAE Y 37 PAT W2 )5 158 4% g i 58] VPN, LUE UDP % 1 500 14500 A4 52
B FH Pty 1, A2 PAT ¢ 2% i MR o8 RS IE R o WY 5 oV RS 22 A2 5Bk (SA), IR AN
I I Rt 1

| R
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© WERFC NAT RO, JfF HAVEEERF U Fe Bl N 5 AT NAT BCE, Wa) LAE# % CLI
f#J clear xlate fir NG FREEHRA . SR, 175 BRI BB T T A8 e 0 1) 224 i P A 4

I SR N Y T &R (1 VPN BEIED B NAT RE0), D5 2448 1] clear conn k£ 11
R WA, ZREFTEOERNAT G NAT B, HIER N IEHPIEAT NAT,

\)

ER WA MERENAS NAT B¢ PAT KU, AR 5 AT H 55 T3 R0 00) e b k- 5025 1 i
ST IO DRI, R SO AN HEN, 2 O B DG I () i
FERSEN, s cear xlate 2% clear conn iy &KX Se G . I
R3PS Tt e AR 7] R M B AN iR & 224 1ML

* ANEEAE T RN AL S IPv4 AT IPve sl 4L, W R RE R FhSR AL gt

o NAT P AE I M 28 X ANBEAL SRt 131838 /N 1P M, Joid e i aCik Bt A & e bk 1
e G L SO 31 Rt 51173 93 SR N R e 5 E PP 1SS E 5 NP 2 T RER SR N F S W 8

o (PR T30 NAT. ) ¢ NAT FU b4 ] any 1E 0Py, “4F47” Wi (IPv4 5 IPv6)
(5 BT . AT B5 004 IPv6 25 IPv6 BX IPv4 %5 IPv4, IS M ¥ % A BERT B A0 3k
17 NAT; 5B AT HE4ctE, B it Be & vIafe NAT JUUH (6 any (18 B, o s
CATA” BN IPv6 RS AN, FLiZ AR 55 %% N TPv4 HuhE s, U {EAaT45 “ATA0 TPv6 i ” »
WIRBCE N ATAT” B AT (RO, JF EoRIR B 28 10 TPv4 Mk, WEAAT$s “ T4 IPv4
TR, AW Dk R H bR TPv4.

o ATLAAEZ 2% NAT RO rb A [ — S o0 5 sl
* SR TP bkt AN BEALHT :

o WREFE T TP Muhk. W E ARSI, AR IEPTA R D IP Mkl X%
FPAT (AL s, e i A BRI AN 4% ik

o WPEE RS R 1 TP Hidk
o GEWIRE. O AELIP bk,
« (Zh#& NAT. ) JidH VPN I 1% 82 00 1P Hbhik,
© WERERASRIZNA NAT S ES bk, B, (FHESHbE, W5 PPTP 140 BhE By
T TTAES)AS xlate, ¥ TGIAHST PPTP M4,
o JCVEAE NAT B 95 bk Az 25 i) VPN Huhkyt A &S ik

o WURAERIN R Fa 2 HAs 0, Wz DRI DR 0, A AE g ek b Akt . (O, Xt
T 5 NAT, ST DAGE #0800 A5 T % i 2 4R

o W T8 NFS JIRZ545 1) Sun RPC s ] PAT, &, (i PAT J7 2% 4 i i 11
S KT 1024 I, NFS 45 23 vl e fidaidids . NFS RSS2 BRI B 2 400K o 15 K+
1024 ARz, HPRIEH A “BURBEHE” o R E R O B ot 1 (1-1023) ALFG4E PAT i 1) i
190 BBl PN RTRE 00, TR 4 2 LSS v 1 1024 i 11 &80T LIGE IfF NFS 448 e B 58 Ok s vr
IREETIRRSES N AT

| meiities i
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* NAT {UEH] T Hl AR . R4 RMRE AT NAT,
o AR TR S BNE TR AL A R i 44 R 250 SR B pat-pool .
o BLEEIEZ T H I, ATREANE A T IAT PR B, STP ZSRIAT bR 25 LA ] NAT

Fete SIP 3k, (HISRB B B iy, AN R A IO o

* AREAEDMTE R AL (PIM) 27 A7 &5 (K1 A 84 2% (] NAT.

* (T3 NAT) Jy XU ISP #2 LB E (I AT i i C L AR 55 200 Db B 3% ORISR D 9'E
NAT BN, E20AE R SRR FbR &P o B OR T242 11 UIAE 6 P42 VRO 2 i 3X e vF

B AE T ISP AN AT I AR 2 1 2% IR A PR E A K NAT H . 5 e HARN %, NAT
PR AR 25 FAB LN F T 1

o W RN 5 A8 158 UK NAT BUUUCEC )9 5 1¥) ASP drop reason nat-no-xlate-to-pat-pool,
VH RS2SR I R G 5 NAT FU, DA & ] LA 4 et i .

* 410 GRE BEiE A lie & NAT, WL E S AR RFFIER:, SR ok diarfziE . 4
i b DR E e I B I b

218 NAT SR B

W4 25 M i 4 (NAT) 206 NBR LR TP Bk 648 0 4% th 5 60 b i) HoAth b il . NAT 19 = 22368
Z el L 1P 4 T DUE BB BB . NAT F A H 1P Mk 4 & ) 1P kb, ¥ Py & FH I 2
(1) b1 48 Ay ) 7 20 FHECIER I B A PR v i ik o NAT 290 S b AT IR R (kR xlate)
DA RO IR [P et 1) 20 0E e () R e 48 e ML

FHIa Z Bl

FELZHHE T, RS WoRAE kb QU I, T LU AT iR . R G002 on e e
AR, AT DO AT iR . SEAE MR AR BRIk P QU I SEms, TH DI .
SR 107 B B 0T LIOKE NAT SRS BE A 1k JE AR (080 %, 1t A A T 2 SRt s g 2
RN FE ORISR o 1 SR NAT SRS S A [R5 AR (8, WA AU ()7 B 5 n] AR AT
KA+ H AR B (K15 R

UK

HIE1 EFEE > NAT .
I 2 E I NAT 5% .

o Qg - SN ETIESREE (New Policy) %41, ARG E £ BUABLTE NAT (Threat Defense NAT). 5%
[ B NAT 5mg , 55 17 T,

- Sl - s E s g s s g6 B | RGUEIURONEIAE 0 4R . %A
AL A SRR AL S, A B A S

| EES RS
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oz NaT %85

R - RE (BD LIRIURES . RASPURELAE PDF IR, Hh aim s i e, vy
e R LR SAE A5 R

o Gkl - S YRR KSRGS A1 dREE () . IESIECE T P B NAT , 5 18 TL.

o B - Sl R S S5 1 BIRR (W), SRS SRR (OK). 4 RS TR AR
2 T N A AT HAB T A SR A R ARAT K B

e NAT Sl i35 328 e i, sUASREMN B IBR S o A, AR BR 32 55 B o 1
C LK NAT R, A 250 B 38 AN AT AT PR NAT S Bt ANREMNER bk
TATAT H AR BRI, WM g ki o 258 A IBRIZ RN, 2aZ01n) F AR H oA
SRS o

i

pd

€112 NAT 5RES

BIEUHT NAT S I,  AZig/b g HAR A —ANME— [ 4 FR . BLARAE Gt SR L T b AN 75 1R ) SR
HAx, (HDPATIXAN D IRIG A RESSE R . WK A AU ) NAT S N H TR 6% &, R4
2 Mz & IR BT NAT JEU,

UK

L1 EFEE > NAT .

W2 g i FE R RS (New Policy), RJ50 B B a5 L £ B BATE NAT (Threat Defense
NAT).

Firepower NAT 5 H A SCRY Hh AR 5 IR 1 4%
$IB3 ERFR (Name) i A ME— 14 FK .
TR T, SR A FRAE I IR G5 R T 2B ME— (1 R 40 nT e 43 U H 5 4570 M i e i
F S AR .
$I 4 K \itRR (Description) (HliE) .
WIRE EPEELE S 1 A
* \AT %% (Available Devices) 51| ik He—A %, ARG iR N2 5K B (Add to Policy).
* st ] A& % (Available Devices) 41|34 Hr 15 8 5 HAE % 21 BT % 18 % (Selected Devices) 513

o SRR SN IR (W), MFRIEIR & (Selected Devices) 514 TR #E4 -

FIE6 LHRTE (Save).

meiities i
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B & NAT 5RE& B iR

O i 4SRN I, T LURA A B SRS P 52 8 e 2o P AR — AR B AT s A g w] FHPERE S JF
R AN B Pk e #5114

UK

HIE1 %EFEE > NAT .
HIB2 S NAT 5551010 g (4
WL B RIE (©) , NIRHEE S T, o B3 15 i & AR «
FIB3 LlIRIES L.
T4 PAT LT 1E:
o BB ] VT B A 2 A LS SN, T AL AT IR (Available Devices) 413 Hok ik
W, SR TR IR S5 (Add toPolicy). i T LR T HE
o BRI, T i BT & (Selected Devices) S HH KB4 iy ] IR X B8 4 415504
() MR (W) .

FES LLE (OK).

[===] ) /.
BoE A T B Br{E B9 NAT
P4 2 b bk S A m e A S % o FRAT T SO N B S ] B ORARF (7 5, DARE St B2 460 1) 750 DAIEA T i
BRI 00 RS0 NAT ZirAF ik, XIEwEE. DU RF U 7RI A T %
NAT SRS A L2 5mE . RO SR 3 o2 Y H AT 8 A8L NAT U0 ) B4

SR P TR 205 A D)2 5 3 0 BC AR B e et DU PR P PR 0 B (e A X L 4D RAfE
R OO SRR 0 — DB N E, R E 20 Dk, Sl 4 B O &,
ST DASC N TN I Sems A I e AR I T AR 3R DO B 2 B3 2
1B

D SRR A1 K R B SO ANIE ] BLRAT 25 1 1 B8 D F BRI NAT SRS (128, S8 2 K5 1%
BOFRCA “CMER” o £ NAT Jels b i didR 77 (Save) 2 B WIS 1

R e A T 2 W AN R AR, AT ARG 24> NAT 5 .

UK

FIB1 IEPHLE (Devices) > NAT.

| R
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o A ERESERR (New Policy) > B AR % NAT (Threat Defense NAT) LLGIEEFT 5% .k S v 44
o A AR A%, ARG AR TE (Save).

r] DAFE LG B e & e, il g S o it SR A& 42 B (Policy Assignments).

o sl REE () LIS BUMET I NAT SEmG . 15vERE, i 0iE 4 Bon Firepower NAT %
W, BN A AN Al R X LE N

UL RE (©) , NIRPIECE B TG, s BRA S il & A .

PHIR 2 Yo 16 5 TR TR AL
AT LABIEE NS NAT. 8145 PAT. H#4S NAT F1LEHr NAT BN, A MR, TES 00 NAT 288, 2
2 i,

IR 3 Yo R IB LR 4 TF8h B 1 8 NAT Sk st .
B IRIXPIFP LRI LEE, 1ES 0 B35 NAT fMIF5) NAT , 555 .

U4 PorE WMPESHR ) N AZAR H 545k E E .

HI T RT LUKE NAT Sl r Bies 2 5 e, AT IAE R & e ERCE SN, (g, TR
A LRE G B NAT AN IR RN, ol 2800 T 3% T AR M

R DO BORPE TN AL MR L e 26 ERCE RN . AR)5, A2 RIS S EAR AT S8 i DA e URE 5
L stk .

ARG R, WESHAZA S A E S NAT B, 25 20 T2,
pZ BT b O EROIfE SR
* A NAT, %524 L
« A& PAT , 529 T
o HANAT, %538 711

o By NAT, 47 10

SIEG I NAT SEBEFHL
ST AT DA B4 R A B T s B EL R
o BLGMAR RIS A ARE UL, TEEARSE B s, BN, ARG ET B A .

© EEAEMLEDOEH] FTHEE B N, 35 sl &3 (Filter by Device) JFE 0T (1B %
WEREA A A AR O R B B 0, MG it

o LEE RGP AR TS S B, AR RE S (ShowWarnings), , ARJFIEFEZ % (Device).
AL R b e HH 2 AL A A N ) 5 1 0 LA S 0 T

o SR KSENE T L B4, i S SRR BT (Policy Assignments) B 122 TR 5 G L4 B vk ¥
I

meiities i
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o SCE SO R ATE AR, U A A A B s ek P I State iy 38 FE g 1AL T, T LLE IR
S P 2 LD T ANASE P 3K 42 F A B I o

o BLAINFON, i ST AR EL (Add Rule) 44 .
o BARERAL, RN dREE (4 .

o TERBRERI, S MR (W)
o TP T E SR NS, S TTE (Rows Per Page) F 4.
o« FEIRPRZ AP CLE . AR SRR, 338 0 f) 53 M b A 1 ST EAE, SRS AT R
1.
PRT R TF (Save).
BRI, BT LU SRR > BB K S S BT A . TR S, WA R

AE & B EX NAT Z

HI T NAT e OS2, ol IR 25 e SR 7 sy 2 A e o (A2 L AN E N R E A A
ZNAT BN DAL, R ARG T e B AR 52 B0 48 6 B B AN R (e 8, O B TR
FIN G Coe A IR 141D FHE SRS I R 19 26 0] 578 15

P2 U6 Gy s AE MBS 18 £ RO RN o V) 288 6 52 2 T 0 & 3 W 4% Rzt S A IR LS TP Mk
WL 5t
* FTD-A Ml FTD-B H A &34 0 “inside” (4 KM 4% 192.168.1.0/24 .

* ZEFTD-A I, %% “outside” N, HERHIE 192.168.1.0/24 HihkF#:4 10.100.10.10 -
10.100.10.200 i [ A 19— NAT .

* £FTD-B I, M#:%E “outside” AN, WEWFTA 192.168.1.0/24 Huht#:4# 4 10.200.10.10 -
10.200.10.200 i [ A 11— NAT .

ZEHL EARCE, W HAT LU . BURIMORBIIGE F T304 B 3) NAT, E8 ] LoR 77 24
JEUTATSRAL ) NAT JU

i

W Sy BRI A e 4 X S
a) EFEITR (Object) > AR EIE (Object Management).
b) MHRTIEFIEOI K (Interface Objects) Jf miiiifvin (Add) > =& X5 (Security Zone). (4
Al DA DA AN 2 X . D
c) ML E PRI S

| R
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* ZFR (Name) - AN FR, 1, inside-zone.
* KB (Type) - it B A L PR B B (Routed), i Wik #3242 (Switched).
* Fri$E 0 (Selected Interfaces) - K FTD-A/W #5F1 FTD-B/A #5482 18 N2 T 51 4

d) HiifRTF.
e) fidiAdd GRin) > RL X (Security Zone) 5 XA Xt & 1.

* ZFR (Name) - AL FR, U1, outside-zone.

* #ZEOZEE (Interface Type) - 4 i B % &L F S H (Routed), hyif IR L F L i
(Switched).

* FTIE3ED (Selected Interfaces) - ¥ FTD-A/4M A FTD-B/Ah 42 LI N 8] Fridk 51122

f) FAdRE.

P2 £ “XREHL” (Object Management) UL Ay J5 Ui P 35 4 2% 6] 48 DX 48 5 2
a) MHERPIEFEMEE (Network) Jf sl R4 (Add Network) > iR n3%F 5 (Add Object).
b) T P Y2 R Ak

* &R (Name) - TN FR, B, insde-network .
« W4 (Network) - S A BIgguht, N, 192.168.1.0/24.

c) MR
HIE3 N DI NAT Jth Qi) 2 0 2 56 5 5 52 U7 76
a) MibEMFZ (Add Network) > A3 & (Add Object).
b) 4 FTD-A Mic & NAT i & 4.
* ZFR (Name) - fALFR, W1, NAT-pool.

* M 4& (Network) - fit N 265 78 FTD-A b [l kY6 #4941,  10.100.10.10-10.100.10.200,

c) EFRFEZE (Allow Overrides).

d) M (Overrides) bl LAFT FF AT R 7 w5 51134

e) miiiidRAn (Add) LT IF “UsIixt %4557 (Add Object Override) X 5 AE

f) k¥t FTD-B FERAD (Add) LLRF S N2 “Prik 45 ” (Selected Devices) #1155 .

o) fiHBZ (Override) H ¥ M4 (Network) B % 10.200.10.10-10.200.10.200

h) TR0 (Add) DU S5 N B 4%
il CFTD-B 7 i, R ARSGAE FTD-B L & S, KAl 78 56 A8 AN 2 g it %
S SCHIE

) PHRE.

FIR4 [LE NAT B,
a) WKUGEFIRZE > NAT, HOIRE g B NAT 5w

| meiities i
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b)

d)

e)

Mt |

ﬁ%uﬁxﬂﬂﬂﬁ”]
BB DL N @k
« NAT 0 (NAT Rule) = H3)) NAT #0,
« £ (Type)= A,
EREOR R (Interface Objects) FC & LA T LI :

« JRIEDO XS (Source I nterface Objects) = P #B X 4K
- BRF#EOX R (Destination I nterface Objects) = 44 [X 1.
ER BN G TR N AR R A ERCE RN . T AEAM] P X A AL FTD-A 1 FTD-B
(R, DRUE RIS NAT SE0& 3 Mo as HoAth v et , R R A0 28 20X N 5 106 o
7E4EE (Trandation) b L DL R 3L .
[R4438 (Original Source) = P B 25 %) %
« #E38 f5 8Y58 (Translated Source) > #i3it (Address) = NAT i xf %

TR TF.

BUAEA 2% FTD-A N1 FTD-B A7 AN IR IR,y BEASBIT JCGOR 7 10 P R I 2% S — 4%
e

¥ Z RN 8 NAT 0 5=

T LSRN B8 NAT UK, DA B B i 2B sl A (. S IER S A 7s VLSRR

.

THERD RIS S K OCE SO 1y 2588, (HIEIEAN 2 B 00 B KLU G 5 BRI DA 2 R AT T

BRI (KA B o oL S SR T DU B A2, DA I S5 e ) F N Fr LA
i’ NAT SN, w] LM IR 7 7 Bep AT DAUR R A% 2R/ 9 -

* 1RIg&IDIE (Filter by Device) - sith #21& & I13UE (Filter by Device), AR5 k£ A A HA MK 1%
%, A sl RE (OK)o MU A3 A 1 10 A e T U P2 1 B Al o n SR by Y542 11 8 H bR
P45 e 2 A XAl e 4L, W24 3% 4% B 2 /0 — N S T X el gL sy, a2 DK 8 -1
%R TR NAT MUUNE A58 OREA H s, e aE T %

WERBEGEPATIOR B IR PR, MIEERAUR TP vt

TR T eSS, 3 TR &SR (Filter by Device) JFBUN LR %, BUERLER (All), &
Ja R E (OK).

s BERMAERERE-E DI AT, WAL, 544 Enter 8. 12 AT SRS RO B ) A (B
AT B, W “network-object-17 (XTI AFR) » WISIRIGAEYR . HARFIPAT
g 1 A FH Ao S R

| R
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s, zasmgsran [

X T 48 Rl 10 5, %A b 2 SR AT T R0 G i A EAT LA . oltan,  an S PAT
% AFE 10.100.10.3-10.100.10.100 J5 [, WJ7E 10.100.10.3 57 10.100.10.100 (=43 10.100.10)
AR ZR B HEAS % PAT XS R . {F 2, DVURCAZ0REf: 7 10.100.10.5 38 24 A VLR
I PAT Mt %, BIAE TP bl 78 6F 5 1 1P Mkl Ya [ Ay .

TR g S, 3 A DRSS AEAT A X

BRI R-WER T RSO RIB MM GIRL L, WP RIEE 2 ME. mdidigss (Filter)
HELTIT IR PESIR, R R IES s N 2RI PR 715 i, AR5 e dnd i g it . X Le)m ik
5 1EAE NAT B PG E K S PEA R s Pk T AND S8 5T, DI 985 10 45 /A &5 5 e
B BTAT e P DL AR o

TR HRYE, GIRNPIRZS OR R/ZEDD « SR EECE T PAT W OR HI/ZERD « M
751 Cuni/bi) BREENIZERY Gias/ahds) , Ak b a0 e A R EHE . d 2R IEA
R BV, WL IX AN RIEHE . WIRIBOHIE X PIAE,  WEAT AT 5 iy 4 DL
fic.

« SFFERFER RN, RN S % B A S se s A R IR S 2 A K T4
W) 88 56 G sl D B AT B 44 R o e AT DI X 4 s 105 S Py 2%, LGS 7y 5 j s
AR ZAH A

.

MBI PES, U Aldr L uERs” (Filter) HEAMIA x , sl “IdyEd " (Filter) HELLFTIT H 4z
FIE, AR mdiF BRI

B ZZRSMIBR % A0
T BLE— 1 AT A T NAT B, S8 B A0 NAT B 65t P BLARE A BUI, JH 3
A UCRE T AT, 3 AR FIOUE I F T3 NAT, 1R TR A USR5 5
SRS

TR AR EEEAII, e e R s AN 2. Bt 5 2R TR
A R KR A AR
iz

LB EFIRE (Devices) > NAT, AR5 9nfH BTG NAT (Threat Defense NAT) 5l .
HIB2 (k. ) LE NAT B, DUSEFk 52 5 S )

URAEAT KB NAT S, b dEAF A o i, BmT LIS COAR AT BRI AT 2 4k 75 283 T A
.,

PR3 IEFE SRR
o R ZEB R R SERE, DMERE R (BUUHIES AN,
© R RSP IR SRIEAE,  DAEE % 24 i o vl B B A7 U

FERIUUN, BSIIEPEPRE o (HSCFR b, SRIFRAERE RN — DU Fi0S i X £ A AT A o

| meiities i
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. 75 NAT

T4 PATHIRIEAE . WRER T 2N, RGESEOREHIAERAE.
TR, K A n O o A e S R AT
© LRI RN, 3 AR HEER4E (Select Bulk Action) > B (Enable).
o ZEFIFTA RN, 3 s R R HEEIRAE (Select Bulk Action) > 22 F (Disable).
o BMERPrA R, 15 & E = 3R1E (Select Bulk Action) > fiflf& (Delete).

zh7s NAT

PUF F A 4507 NAT UL anfrfic & 5024 NAT.

KT 7S NAT
BN NAT K — A SE Rtk 21 54 A — AN TTAE H BRI 2% E i sy ikt o ISy 3 60, 75 20 15K
Ptttk e = s B ) LN IR) H AR ER IR, NAT 2 ISRt % EN L0 BC 1P k. AL
FESEBR ENUAGRIERIN QU He e, RO ERR IR A A, iy FLAC GBI Je 2 Rl ANOREE ] —
IPHuhl. PRIk,  HARIE B ANRE [ 3] 3has NAT (9 EHUA R Pl Fedide,  RIMETT i) JE fevF iz
SEE

)

AR AR, SR RO SR VRE RS AL, IR AT DU R . A AN T TG0,
PTEL S ENURERA T BE A SR, AEIXAIEOLR,  nT RUREE VS [ B R 22 4

B HR EN A NAT 5. AP HLAT LAY NAT 22, SEVFIR 9] WY it

& 5: zh7s NAT

PEER G RE TR BN BRI . b AT AR s Bk, S B
il

| EES RS
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g NaT it I

[ 6: 3T E 4 Sixk (eI BRE Mt & i I

7S NAT B9 sh 5
A NAT G LA N H s
o QR s> TSz pR AL, JF IR EEE K TN, Mkl sEs L.

R R XL, E ] PAT B¢ PAT [RI3E 5 :, K24 PAT wJ DAAE F bk (s 1 42
BT 64,000 REEH,

o ANFSORT) P W Bty i KR T % e ok, T L AT BB KR 1 AT g i A
B NAT LR AE T, LU BEAE A PAT. PAT ANIGHT-LL R 3
o VAT HF IP B, Il GRE 0 fRAS.
-i%zﬁ%m%,EME~¢%Dkﬁﬁﬁﬁ,E%~¢%Dkﬁﬁ%%%,%E%%%mﬁ
#HE,
B E zh 75 B 31 NAT
{8 B E 3y NAT K0S S5 48k w7 H AR 9 28 o i el 9 LAt TP M hik

FFi6 Z Al

EHERTR > X RE BRI QU P (L0 R ekl s, T LA E X NAT HUUIR G
Gro RGALIH L LL T EEK

* FiaHE - AL AUE M S G4, T HE R DU BN el TRk

o SRR RNIR - PRI AT DU N R A, HANBEL A T AANBEIA] IR TPv4 1 TPv6
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A RGOS HAT T B, S RGN e RIS R e T
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* NAT 0 - £ B 30 NAT .
« KB P
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* BRI IE RIS - L0 WU ) 9 40 SR sl
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P IPvo Hilik, 5543 1Pv6 LI,

* IPV6 - 215 2 11 PAT ] H Hshiz 1117 1Pve Mk,

TR s REFLLS I .
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BL & 3175 F 50 NAT
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| R



| Mt
mExsFHNAT [

FHia Z |l
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o SEHR R HUIR - PLIETI AT DU MRk dl, (HANBERSHE T M. SRR [ I, 25 Y LN
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Real: 10.1.2.2 Real: 192.168.1.1
Mapped: 192.168.2.2 Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
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Al LLEFEIRETE O 1P (Source Interface | P) LA s H I5E TR 1 CRREEN “4ER” [Any]) o
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T IR, A CTEANME R, WS NAT F5 DNS AR, 25 100 72,
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* IPV6 - & 15 8211 PAT ] H rstidz 1117 1Pve Mk,
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o WIEH PAT 3th, JFAMLEFREHE, WIJCIETRCd E PAT.
* X} T H ICE 8¢ TURN [1J VoIP {5, 15211+ & PAT. ICE F1 TURN 4K#i T PAT 485 A4 fig
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 BAREESRIF P K BE % _EAEJT Y PAT.
* §7J PAT S8t ok BRI
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KFATT 2 e B2 11, 5% FE PAT JhEli 2 10 PAT; 1520 64 55 4+ PAT JI .
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AT DU Ok B AN C AT B B ) S 320 i () PAT Stk B2 58 2 [0 7T i
e
FresZ Hi
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* BEHRIR IR - wI TR DL RIS SR PAT Hihit:

« BAREED - S HAREE bk, AR LS.

© B4 PAT i - GRS B TR S0 5.
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Ao AREWE 7M. HABEFIN AL IPv4 1 IPve Huhl, B AEt & FRA L
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T2 PATUL I EEZ —:

o SR (Add Rule) #H LAG L H R0 o

s AidREE () LIgniEBIAT .
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cREOMR. BIRZEOMER - (AR D RErt. > FT- U0 NAT RN ] 4% 1
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* [RIGIR - 5 B Nt kR B 2800 B
« BERRRYIR - DL NI

« (¥ PAT. ) ZHiH HArg: O W bk, 15%E$ BFr3%O IP (Destination InterfaceIP). &

WA S HbREE o S T (0 IPve Mk, 6 47E B4R (Advanced) |i%+¢ I Pv6
eI B E PAT L.

o ST H b DOk DO AN i, IR IR BRI NS0 5o kI HC L PAT

HEpEipa e

© 5 EME PAT i, TR EEHR I RYIR B A5

SR WA A& PAT b, T iE$E PAT b 0 JF40AT BA N #1E:
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£ B F PAT ith (Enable PAT pool).
RS PAT > Btk B b (it ik 1) 194 48 06 5 41

B, TTLAEEEE B3O 1P (Destination Interface |P), ‘& 42 SEiids 11 PAT (1% —Fh 7.
(ATIE) AR 75 ZEk 5 DL 1B 0t
< ERAIBNES - LISy el . BREDL R, WRACSR W, EAH A

PAT Hihil22 77, #4553 BC PAT Huhk (0 B o 1 o #&1R1 777273 ok B it A4S PAT kil — A
M/ 1, SR A IR [P PR SR — N ik, P RS AN, DAHE.

* ¥R PAT 3 - (3 & PAT. ks H (bl s Vg N B35 8, AR 4% 1P i,

T )& PAT ¥4 5518 FH 65535 Auii 1o 8%, GIEE PAT $edeisy, AN 18 H 1 Hh i 1A
HE, P BR M AR PAT Hihil 65535 AN 1. B, iy @ PAT, #n] LLANEAE ] )
192.168.1.7:23 5% 2] 10.1.1.1:1027 %64, LLAAEV M) 192.168.1.7:80 4% %] 10.1.1.1:1027
M. AR AL I 42 1 PAT 854% 11 PAT MR

s REHOSEE. 83FF B0 - 4241 TCP/UDP i F1IHE ] 1024 31 65535 13 1196 FI/E X

A E . (6.7 BUFRUA) Rk PR m s v 155 i), PAT A5 FH S Bl 1145 (5 7)
D o BRI, WA IR T, M SERR s AN TR, B BRI 5 S B 115 A [ 14 i
IV e e ity 11 1 2 511, 512 31 1023 UK 1024 3 65535,k 1 38k b H YK 1153
R 1, TG B R . A 1 3 65535 UM, b Ak B4R BB iR O (Include
Reserved Ports) 2, A TI2AThHAS 6.7 B S ROAS (1) g B0 e, TGt ik £iZik
T, QR ZRCE o G L 8] DO IX e R4k F B3E4R Bim O (IncludeReserved Ports)
I, I H RGO R 1% E .

© SROED - 7 I B L. X TS R R BRI PAT, AT LI REAS AL BE— A B,

i AE B NAT &R EL— AN e . a0 SR 2 o 1B, oK F 1% B ML G S0 Rk 48 FH iz
B BLIE 2 (Rt 1o SR S WL BT A ot 1 (R3S s e B Tk oaterh, iR P 75 B il T £
He, FLREAE 1024-65535 Y P9 20 Fidum D B . i DB AL 563 7%, (BRI 5P @ PAT
BN A3 Bty 1 B I . B IEVE A2 11 PAT [FIE.

(A%, ) 73R (Advanced) %+ Tk

- BREERIEO PAT (B#riEDD - MO BCHARBUN a5, AR HARE 1 1P kA %
Jiik (BEEPAT [FLRD o DCHEIEFEAE RIBFALE G H AR D, i il . 2240
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B0 IPve Hbudik, HiEAIE IPve T, 40ROl B 2 1 PAT 1E #4005 ik sl PAT i,
IR i 0 P 3 T
* IPv6 - =15 310 PAT i H FOHZ 1) IPve Hudik,
IR S HARTECLA IR
LIB i “NAT” U LR FUARAT .

BLE 7S F 51 PAT

2 A 5)) PAT AN AL S iR, A0S T30 PAT AU Biltn, G SR ZAR U H AR EEAT AR
(. BhAS PAT RLREHUMEEE 40 e — 1) 1P Hhkik/oi 26, AR AL 2> 1P Huhik. #& ] 1L
Fetge o st CH e ik sl Al ), s A F ik i) PAT 2R S 1 50 22 R mT g 4k .

FHIa Z Al

RIREFEITR > JRETE, N5 QU T (280 R a4l . AARERIN AL 1Pv4 A1 TPv6 1
bk HEef s —Rhsal. B, BT RAYEE S NAT BUUIS QIR 5o X GO b 20t 2 B T 22K

* [R44IR (Original Source) - LRI AT LU R E8 5 G alidl, i B e vl LLES EHL. 7R . n
R AT S ARVE T B, ) DABER D BB U 48 E R (Any).

* BEIRIERYIR - W LU IETH SR PAT Hihit:
« BAREEO - S A AREE b, ANTER LS.
* B4 PAT il - QUG5 A BRI 2R 5

* PAT i - G — DN EVER S5, s MORE L ] B i 2 i 2% 0 5
Ho Aetis M.

ARG EAE N O [R4E BER A R E R B AR O E R A, 30 TT DO IX S8 9 2 0 B el
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X F A NAT, 36 n] DO HARIAT 3 D e 4. AR B, WSHA DR ol H T IR gE B #rim DA
B4 fE B0 B AR D0 DO 5. RGUK G R R 1Y 1 .
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B IRUGEFER & > NAT, JFGI ol s BP it NAT S
B2 PUTDUR AL
« SUlERIIEL (Add Rule) F4 LLAIEEHTRL .
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* NAT #L - & FEF 51 NAT HL0.
o RE AR XTSI T UL . A H AR SR, MR A
B - RS TIESRG . TS M “HUN” (Rules) T L f A7 8 5 S 0038

T B A A R o
< FEN - ESIBUNA A E . T RLRE A (FE 3 NAT B2 sz 5D sl e Al i)
FIrE Uy

$BA4  {EEOXSK (Interface Objects) it & LA N 25 -
CREOMSR. BREOMNR - (AR O QNET. > FHTUR50 NAT BN H % 0
NS CRAEREEE D o BRSSO S, REld AN EE. B
PR U R 5, TR R LR TR A . BRIME DL T, I N T R 4
RO ZAMN AR (ERD .

PIRS  (EFERIUn b D #E AR bl (IPv4 B IPve ik o Ban, R TE bR A ECE b ) B
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WZH N, TR AR S e 5 A AL R )
Source Destination
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(outside) ]

. =

Real: 10.1.2.2 Real: 192.168.1
Mapped: 192.168.2.2 Mapped: 10.1.1

10.1.2.2 -->10.1.1.1 > 192.168.2.2 ---> 192.168.1.1
Original Packet Translated Packet

o [RIGUR - L5 L i) iy Bk ey ) 2 0] S B

« R BRR- (TiE. ) 8 HIHPRHEER S Rl A A, e B i H bR
FRF N Y kA 4. an B R H AR H 09sthhl, 7] DA Z b B A e 55 oy A R
Gy NAT Tzl
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WERE R LRI, WAL R — A T4 5 10 B I H AR S 200 H ¥ H prh bk S5 o 1
R P ER A NAT, IEEBRIEI, FF24 B 0 H br O 28 B0E  0u D0 4.
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i

SIE6  E ORIl (IPv4 B IPve HuhE)  Filan, S st HERE: L Mg b g il . B
THEE, A[{E IPv4 5 IPv6 Z [ HfT 44,

* BRI RYIR - LU

o (B PAT. ) I HARE: Dbk, 15ER BARZED 1P, BOE UIUERRS & H brds
Ho BAFHE O IPve dihl, BN FR (Advanced) ik #¢ IPv6 L. BEidhl & PAT
liipi2

o BEH] F bR Ok DLAR R Ak, SRR AT QI I EALR SRS 5. Bhid Bl & PAT

HEHipoZt s
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A EAEH] PAT o, TSI SRR RYIR A

c EMERMBERR- (Jik. O O& CRAMEEE AR H bt bk i g0 S aidl. Wk Rig
BARIESE T — A5, W) DU ek e PEAR [R] 00 B NAT (HIGHEH

FET (AT D BE IR H AR S0 - JRIG Birim 0. #iRErIBEfRmA.

BNAS NAT ARy LA, DI, 35K R iR IR Im O B 38R O B R B 0. AR, il Hx
FEA IR 2 s, DRI H b PR T 3 e Bt o

NAT {2 FF TCP 8% UDP. 46 LTI, 15 A DR 52 Bn ARG ik 2556 G iSO 1) CIR) g TCP 8% [+
Jy UDP) o XTG4 NAT, KA ] R 25 5 G [ Bk FH TSz o R e sk ot 1

S8 WA RS PAT M, TEIEFE PAT b 0L AT LA N HeAE
a) EFEBH PAT it (Enable PAT pool).
b) EPEAE PAT > Hbhib 5~ B (13t s bk 1 j9 255 6) % 4

0¥, TTLAEEE B B3O IP (Destination Interface | P), ‘& 42 S 11 PAT (1% —Fh 7.
o)  CAlik) L5 ZEE LA Nkl

 ERRIESTEC - DUy o hldm e BRATE LN, WERACSR AW, EEHN 1
PAT Hihil22 77, #4553 IC PAT Huhk (0 B o 1 o #8017 70 ok B it A4S PAT Hihik (1 — A
Mo/ 1, SR A IR P PR SR — N ik, P RS AN, DAHE.

« 'R PAT 3k - Y& PAT. Wik H ik A LT N 4eds B, MIXS 142 1P Hbdik,
¥ )& PAT ¥4% 5518 FH 65535 i 1o 8%, GIEE PAT $edeisy, AN 18 H 1o 1R
HE, P BR AR PAT Hihil 65535 AN 1. Fltn, i @ PAT, #n] LLANEAE D] )
192.168.1.7:23 5% %] 10.1.1.1:1027 %64, LLAAEV M) 192.168.1.7:80 4% %] 10.1.1.1:1027
M. AR AL I T4 1 PAT 854 11 PAT MR

c BT OSERE. BRSO - /£ TCP/UDP i I 1024 31 65535 ()35 VG FIVE K
B PIE . (6.7 LUFRAS) A Peme it v 55 I, PAT i FH sE Rl 1145 (5]
D o BRI, WA IR T, M SERR s AN TR, B BRI 5 S B 115 A [ 14 i
I Pl PR o 1. 1 %1 511, 512 31 1023 LUK 1024 F) 65535, 4 T 38 % TR 11570
R 11, TG B R . A 1 3 65535 UM, b Ak B4R BB iR O (Include
Reserved Ports) {1, A TASAThHCAS 6.7 B S ROAS (1) g B8 54, ot ik £iZik
T, QR 2R E o G L 8] DO IX e R Gk F B3E4R Bim O (IncludeReserved Ports)
W, HHARGERAZKE.

o BRED - 5 L E L. 6 TS E B GO PAT, A LA RS ML Bl Aty LR,
T E t NAT BRI BL N 4. an S o ficog VB, R A ENLI G SR BG4 FH Z
HHBEATLE S Bt 1 R S LR I o 1 (G B e B T3 o, AR W E il £
He, FLREAE 1024-65535 Y P9 20 Fidum e . i DB AR 563 7S, (HEE ISP PAT
AN B 10 R e I — A o TGI8 2 11 PAT [H[iR .

9 (k. ) fESH (Advanced) Lk FEIT T iE I
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« BREEEIEDO PAT (BARZEDD - SO0 R e bk f5, & A0k H ARz 11 1P Motk A %t
Jrik (B0 PAT [FHED o UK IEEASE MATFALR A 1 H B O, PRIETA nT . 2
B 1Pv6 Hihik, 5520 1Pv6 LI .

* IPV6 - &5 N 1 PAT T H Btz 1111 1Pve Mk,

HIE10  LULRFELS I .
LN Sl “NAT” T LR FER A B .

£ Aim O BLBEC & PAT
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25, WTLLERTERBEAT, WA LR EA TR . EEREIBITIN, BSR4
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<)
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(38R [F3AE o 2 S ) B IE A K S B ik )

)

AR ZXDIE N NAT A2 PAT. QR & SEBR AU [R5 5, SRR ] Ah & e 5545 A1 [+
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SR, Mo kb K T LU UG

g2

HIE RKUGEFEE > NAT, IFEIdaigmtE mBhfE NAT g,
W2 PUATUL A —:

o SR (Add Rule) 424 LLG LB K .
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o 33 5t SN FE PTED B9 DNS 2% - S 1555 e DNS & 1P $uhik . 6 1 Ak S48 1A% 46 51 52
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AU, W] RABk D ORI P iR E AR /T (Any).

© BEIRTERYIR - S A UEA RN R e . B, T LAE RN A e AT R I LAl B

| R
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1 A RNk JE 86 B R (Original Destination) F14%4% /5 & 4% (Trandlated Destination) it %
A, BN DA IX S R -G R 2 G2 . AR R T R S R A e B bR AR O
NAT, W7 BIBEE o F RO ML AT G R L, I 7 U A 11

A T LAY/ EL BB LT, AT QI A o LU T AR LI S 1035
(IR 50 5 NAT TR

UK

Qe

Sk Sk
S8
N =

UL FIEE > NAT, JFOQIERE G BB NAT 505 .
PAT UL FEAEZ —
o S ARINERN (Add Rule) #24] LLG BT A
« piilidREE (4 IgniRILa .
AR AT HOE B T BIDL . S RN N R o) ) 3 T
i " A D T

o NAT # - EFEF 50 NAT .
o A GEPRERTS. ZWCE NN TURHbHE . G Sk H AR bR e S, WNZE IR & N ER S
* BR - BRRAEMNATIESPRES . AT LS BN (Rules) BT b A 8 xoh = PR

N
5
w

TS HZ R .
© FEN - ESIEUN AR E . T LR AR (FE A 3 NAT B Z Arelz e ) sl S
e 5

$B4  AEOMNR (Interface Objects) L& DL R LI :

CREOMSR. BREAOR - (KBS O RQNE. ) U050 NAT SR 8 0
MO G CAaX ke 4D o BRSNS, il k%. B
R E MU DN S, R DT BROIATE DU R, SRS FH T B 9 7 2 ik
REEOZAMITEED (3D .

PSR bl (IPv4 5 IPve Hilk) 5 i, SR AE IR AR EE L b A f
WS N, TR SR O S R Bl R, e AE A R L ST S0 NAT,  (HEH AL

HEML
Source Destination
_f_“\_q\ . e
I:li—(( Inside ?— —f’(Outside ‘—I:ll
=‘ \-_\M__/_/l .--u ‘\h_\___F,_) —
10.1.2.2 NAT Real: 192.168.1.1
Identity Mapped: 10.1.1.1

10.1.2.2 --->10.1.1.1 > 10.1.2.2 ---> 192.168.1.1
Original Packet Translated Packet

IR - 1 SR U H L P 4 0 R A

meiities i
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s R BHR- (Alik. D A H HERHIER R e . SR A, WIJGIS H B H AR A ]
HRF I PSS 4. A SR E H bR H 3k, AT DL iZ bk B B i A Pl R ok HAd
B4y NAT ] T-iZHuhk.

DR OGE R ORISR, DUE UG HARTE TR 0 ORGESD “AER7 ) o IR PRIkt Tt, U
AR CHARR K H I H SRS 200 H IR H Frty ik S e o 1 9 6 (15 254 1) NAT,
TREFRILIE T, JF o H I H AR R FEE 2 i X

fifi e s it (IPv4 B IPve Huhl) 5 i, WoRTE H bRz g h i3 b bl . an it
L, A[{E IPv4 5 IPv6 2 [AJEAT i

« BRERIR - SRV RO A . B, AT LG RN A o8 A [R] B T EAR T B
c HMERMBERR- (fik. D W& SR B AT H bRt bk g0 G sidl. Wiy Rie
BARIEFE T — X5, Wy DU i e PEAR ] 100 G NAT (HIGHEAHD

CAIE . O DA IR S5 B et e U5l H A0 il 55 3 11

G RN E S Fru O R ERAS NAT, A DUORERT /s B R 1. 1, w7 BAYE TCP/80 AN
TCP/8080 [ AT #e4#e

NAT Y SZHF TCP 5 UDP. #dui I I,  Tf OR S B MBS i 2506 S P B SR IRl 24 TCP 2]
4 UDP) o X5 T 543 NAT, FDREAR PR AR 5500 G [l I P 3 S5 B M B 55 3 11

< BRiRERO. FREIRREDO - FERuE i D
« B Birim 0. FIREBirim O - 2 S H bRk e
(Hik. ) fEE%K (Advanced) - 1EFEHT Tk :

* B 5 N TECAY DNS B € - 157 0 54 NAT B & ik I .

* IPV6 - J& 15 42 11 PAT ] H fhiz 119 1Pve Hitik.

s AEBWMED LERRIE ARP - g 1P sk (4E N BE A HIACHE ARP. 0 A P S5 e
e UM R 2% T gk, DU R S8 2 A AR HT ARP S 25 Wit i dik AT ARP 35K, 4%
FRCAWLS Hhk ok H (b . DRfig w5 2T LATRIAL %l DR A 180 4 AN b S AT A At 19X 4% (1) D)
Ko WIRTEEL, TTLAEHIAREE ARP, FEUCIEOU N W EEHRAE IRk thas R IEfM k. @
W, T B0y NAT, ZATEEACHE ARP (), 1 HAER S SR, 2 sl B in)

o X BAREORITIREE R - 10 5070k JE A U5 Hb bk R O 4 45 Hb b 3 456 [ — 6 5 I 3 36 54 11
ARz, AT DAEPEREIE I,  LAAS 2R G M 4 % phy 28 i AN 2 A /E NAT R0 b e 1) H Az 1
e Hbsdz 1.

o BpE) - GEPRIE I CARE IR H bR bk AR PR S . P IR E B, nTRE
ATER T HTA e B, SIP ZERPAT PSR 2 LU NAT #54e SIP 43k, (H a5 i 4 i
HE], WIS RAX AP O

s AR AR DL R o
s “NAT” GO _E AR LLORAF S 5

| R
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smbi oo naT st ]

BB BAED B NAT 20 2 14

A FH P 2% i B e e (NAT) RDNDRE TP Stk 46 D4 FCAt TP Stk o 364 FH NAT REUPHS AA AT Mtk A4y
TR itk e AT DORE— SRR p oy — Ntk mmT DUAE TS L ik #45 (PAT) K 224 3t
HERE Ay — A s LA L, IR H S 5 X Y.

NAT FEHE DL R IEA B . A3 NAT F1T-50 NAT #UU @ A R, BRaE S 4T35 0 .
NAT 25

R ENCE F 3 NAT BB 30 NAT S . (13 NAT SU it ANGERRAE H br bkt
T A K H3h NAT S5 TRCE, IERART 2 T30 NAT fFnzheg, mTLMEH A
B NAT. HRMWEX BTG, 120 H3) NAT M1F-3) NAT , 28 5 i,

Eid)

=

BN 2 RZSIE I RRAS . ARSI PAT IV, ShasHesess B2l Akt o B F36 e S F) 2t ikl ak/
S A B QAR ER A E SCBRAS A Mk 11, 3 i A e i

BR UXPRF1 NAT. D

R A BTG BIRAS o W] BABES AR “ ™ (Rules) GUTHT - (047 B e ol SiE A0 B 45
FRZAEN . ANREREH] F ) NAT B0,

BN (UPRF BN NAT. )
LRI AL B T DORE B A (FE H 3 NAT U2 fT Bl i) sl s #0177
VE

WA (FTiE. {NF 3 NAT. )
TR P g 5 1 o

PAR 4 NAT R0 e 02 e 3

EOXR NAT 1%

PX % (AKX N4 & SCGENNAT R . AE# fBialr, rOR BRI “ARAT” [N
UM E bR, UG T BT 3 BB a (B e 1 o (ELIHE 4 A B PR 52 TR F ARE% 1

==
IR

o AR B MESIEAE ] TR A L . SR e AT BRI, NAT KHERR BT
MRALS B T BRIE, S04 NAT N T AR AL 5, DA AR 2 i e 11 o TSANRE A Mr e KB 40
O (BVI) AGAC'E NAT, HAEH K3 OfL'E NAT.

IR R AR, MBCSIE ORI e ERA BRI S ik i, 4
SAEIZBC EECE NAT R fhn, W R EIN e 7 X H AR 242X, KPS DAk
AR A — A A TR e e K 1

o R TS PAAEZ MO S, WISs A RANE DA AR [ R . X nT e 2 o B 5 B A
R RS NAT BRI R, T NAT SRS T35 i Pt Sy H - DALk A R 0 e )
F— A DRI S R VCH . A H AR B S NAT B, iGN RS w2 O
AL LN S (OIS NAT 5608, DU SR T 75 I 45 R

| meiities i
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BB L

BEOMR. BREOMER
CRIMFZH B 3 42 TR 6 300 ) FH 3 TR I NAT R FH 042 1 A R 3 (g 4 i 1
4D o R E LR OIS, RSN AR . BRSO SR DR, R
R Z BTG . BOATFOUR, RN N T TR AR AL 4 D 2 AN BT AT e (E
=) .
B 51 NAT B4ER 8 1%
AP it G TUE SCUTHAE RS 1 4 i ik BN S PEUE ] A 3 NAT,
[F16IR (32 AWIHTD .

A5 TR B B MU A R 25 0 B o izl B 2 B Mo ARZED i HorT R L. Ju
EISRER

BN R4 XK any-ipv4 BY, any-ipv6 X %617 H 3 NAT B0,
HIEWIE GBEAVETD .
TR AR B [P e ok o BETE EAb R (1) T v T 5 S A R S 2
« THZS NAT - A5 Wi ik (i B2 5 R el . i bk ] U 46t B mke, (H2 B AR &
TW. AARERINEL S IPv4 F1 IPv6 Hihl, & R AEES — PR A btk . SR REAN 2 R] i
BB VAR EAL P ik, VSR H T-2)4 NAT, F41 1P Hisik# HAE PAT [HIR .
« HZS PAT - LR IZ —:
o (E:10 PAT. O ZYFH HARE I RhhE, 5i%+$ B#x#Z0O IP (Destination Interface
IP). RILWIUERREE B AREE o Z L 1) IPve Hudik, LA Z0{E S 4% (Advanced)
kS IPv6 T, )L E PAT b,

o BME A HARZ AR DLAME SNk, S5 IE RN IEHTIE QIR R N B 20D

e

5

H PAT .
o B PAT Jth, W5KAEHRERRIE WA (F PAT b (PAT Pool) L%+ PAT it
%

« BB NAT - LLUR I —:
o TP — 41k, 35 IR R S W B R R S B, i B A AT LA
FHL TR TEE, A 1A 1 R b R SE Rl DAEREAT X —
S AR, ke W] DUARITHL
o CHATU DRI NAT. O BHITH A Okt &R BAcZEO 1P
(Destination Interface | P). &I Wik 4 H bt 1. ZF R # 1 IPve Hubik, &
INAE B RIE TR L IEPE |PV6 KEII . 136 T 15 EAT i 16 46 )i A5 4% 1 NAT: U3
b1k /ity 11 %% 48 Ay B 19 btk RO ) 3t 1145

© S NAT - 55 JAGHEAT R AR e B, G507 LAk A A 58 AR I 0t 5 .

| R
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s NAT st [

[Rogim O, FHREWmO (XEES NAT) .

WUR T TCP 5% UDP 5 11, iEER AT O RIS, FH4 N R FNEE B 1 45 . ]
t, A LE, W LUK TCP/80 #44k 8080, ANEL A Bt 4y NAT it B X SE1E Il .

F =1 NAT BY3Z#RE 14

AP g B 10 SCYT I BE AT (e i e ko DU S PEDGE M T T3 NAT. AT IE sy lik,
BRAESIAT TR o

[R16IR (3R A WIHTD .

L B R I P P 280 SR B2 o izt T DU R E8 0 e, i He T L ERL.
o7 9o AR R T AT JsU i i, T DAAE RN P i 5 (AT

EiERE GREAWETD .
S B o0 ) ) i S M b1l o JAS A AL 3 PR PR R U e T 2 SRR A R D 28 7Y

o FN7S NAT - A0S Wb Hichil () X 28 o S B . bk m] DUJE 28 0t sk 2, (HIE S A Ee s

TM. AAFER AL IPv4 Al IPv6 Huhl, & RASAL S —FPRR k. R AN [ i)

A VLR ENL TP sht, WIVEEPE T304 NAT, EHL 1P k¥ H E PAT [FIE .

« B7s PAT - LLRIfZ —:
o (10 PAT. ) BHH HEsZ IO AL, 1% B4R#EDO IP (Destination Interface
IP). L WIUERREE BAnEE . ZF L D 1) IPve Hidik, LA Z0E S 4% (Advanced)
FiEEE IPV6 T, E AL E PAT it

o SME I H AR EE O BE DL ANk, B RN SEHTIE B R NSO S 20T

H PAT ith.
o B PAT yth, T5KAEHRE BRI WA, 1F PAT itb (PAT Pool) L%+ PAT %
%,

o B475 NAT - LRI —:

o TR — 4k, 35 2R e NS S R R R R B, 1% R A AT LA
T TEFEEC R TEE, AR R ACR W R SE Rl DAEREAT X —
S AR, Motk CE W] DUARITRL

o CEATu DR RS NAT. O BUITH A O kht, &R BicZEO 1P
(Destination Interface |P). #ILDA AR & H AR o BT L) IPve Hilil, &
WIAE B RIE IR LIPS 1Pv6 BT, 125 T C LA oty 1 e 4 (R 5 A5 B2 11 NAT: I
Hbtak /ity 171 %% 480 Ay 2 1 19 btk RO ) 36 11 5

© S NAT - 5 JRAGUAN R Ao o B0, BT LAk A A 58 AR I At 0 52 .

[R1&6 E 4R

B H I H stk P28 5t R el . R SRR S, UTCTR H K F b o ] #0Rs B Tt il e
U SRARE F AR FR ik, R DA 12 k0 28 A e e o - D A P K 53 47 NAT I T izt

| meiities i
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B raritnaT R

A DAL FEIRIZ D IP (Source Interface | P) LA s H (¥ T CABED “AER” [Any])
U REFEBLIE I, IR AR R A CFAHUR (1 H K HARX 5. 204 H 0 H bm bk S i 1
FH RS NAT, TR FIIEI T 0 H IR H bR GRS 2 (K35 L6 52

i B R

B F CF A B B P AT H AR LR A R 200 S el . RO JR9A BRI T — X4,
A DU A R A B NAT (IR

Tl LA $R 0 se MR e A VE A B M0 % HRIEZER, 1S5 FQDN H i
n, %14 vi,

FEigiRin O . #EMRRO. FiEBirm0. #iRErERRD

O TSI AN 35t i 1) B0 0 5 SCUSERT L b I 55 (R0 1 R 5 o S mT ARG s 11, B 6 R — X 5
USEAEAAT e s L (K15 D0 B AL U SR B 2% IR 55 o ARG B AR 55 IS 10 A LR U
© (BhA&NAT BLPAT. ) AREXS [RIG IR O AEEHR fE BYiR S DT He . ] BUSOR H bR i
AT e e o

 NAT V32 FF TCP 58 UDP. #4#ini L1INF, 7R £ S b A0 i 55 K 456 % PR I B SR D (TRl
TCP 5% [F] 4 UDP) o XTG4 NAT, w]KsAH R R 25 56F 5 5] Bk FH T 52 B AT S ity 11

PAT ;ti NAT 1%
FERCE 57 NAT i, Afblog —ANHuhbath, DUH T PAT ibik ik L EvEn < Dbt 4
?ﬁ » R
B PAT it
VEFE MR IR 7] Ky PAT Fe B — ik .
PAT
FFLUR PAT bz — R dil:
o Hbhb - 2 X PAT ihsthb xS %, s SRR oMM %, s A E N, JuHE
RSN R . AEEERET M. AR RIS IPv4 A1 IPve Huhik, ‘& RS —
A g ok
« BERED IP-$5 R 7538 B b O HAE PAT Muhil. % T bk, Dok —i e Br
EOMR: Aok E0/ RO XS PAT 15 —FRh 5k,

GES

LA 7 3000 Pl it/ e BROATOL T, WERACSR AR W, FEAEH] R — A PAT Huhk 2 7, #55>
FiC PAT 1k i T A7 3 1 o A0 RIT7VE 23 TCoK B i h A4S PAT Huhik il 1, AR5 A4 3z 0]
FRRAEFIZR — Nk, 3250 ik, DLSRHE.

'R’ PAT &

{2 PAT. @K H s kA O gy Nl B, A 4% TP bk, $7 i PAT W44% IR
AT 65535 i 1. JEH, B PAT #63ei, AN & H (st DR L, DR R R AR
PAT Hitil: 65535 i 1. i, @3y @ PAT, 40T LAGIEEAED ) 192.168.1.7:23 I 5

| R
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=2k NAT B¢

sanaT R ]

10.1.1.1:1027 AE#, LLRAEV ] 192.168.1.7:80 A5 10.1.1.1:1027 FHE# . ANHEKF %L T5
T2 10 PAT 5dz 1 PAT [FIH.

FoBmOSER: SFFRERD

7543 i TCP/UDP wii 1A ] 1024 £ 65535 1 i AR A AN e . (6.7 BUFRRASD 4
M PRI o 5 I, PAT AT SEBrdliiom 5 CEATHD o KT, WAk, )Y
SE R ity AN T FH I, K BRI A S B sty 1715 7] 1) i 11 9 FEE PR SR o 112 1 3 511, 512 3
1023 DL} 1024 2 65535, 24 7 3k fp A A 150 BBl o 1, TSRS b e i . B8 1 21 65535
FIRAJEHE, i %k 8 3ER B O (Include Reserved Ports) #E15. Xf Tia4T A 6.7 B8 =
FECAS () R B A8 e 4, OB A AR IEPRIZIE I, A0 B Tty G o AT AT DA R IX A 2R 4 ik
FEHER B O (Include Reserved Ports) ¥E3, I H ARG H KK E .

FH1E 53 Ec

S P s VR A3L o X6 FH388 P RO PAT,  wT DU LML — o B, i dE i NAT
R AIBC— o e 3. SR Fdus B, Ok BZ ML G S Bk A F iz A B A LI 2 (58T
Uity 1o AR AR T v L TG A& BT o, nTH e 2 . BB 1024-65535
TR Y ARG B, S TR S A A, (HETRK L S5 R PAT s 4 Bty 11 Y0 [l e 10—
B VAT #2111 PAT [FlIR .

FERCE NAT I, AT DESRIET PR E IR L AU IR S5 (R k. I IX L Ja P2 rT ki O
TS5 AR AT E

iR 5 N TEC R DNS [ &

ST DNS N H 1) 1P Huhik o 6)T- MRS 32 1AL R 21 s B 1117 DNS [1152, Hubk (1Pv4 A
L IPV6 AAAA) 0552 WL T 5 hy SEBr o A, % A S B 4% 6 2 -2 11 1K) DN'S
M5, Zids o NSEPRME TS U E. OIETH FHREe oL, A1 NAT64/46 #eik (HdE
FSTE AR AAAA LR 2 M FH) FFEAF BRI A CPEAIE R, 1S HEH NAT =
DNS £ A , 55 100 7o R AEHA NAT M A b4 7m0 4, ki w1 .

REZEO PAT (BfEO) (X1 NAT. )

O EC A R R HE T, R H AR T 1P sk AR Uk (B0 PAT [BlB) o A4
IR PEAZ PIMFALIK 51 1 H R O, ek I T Y. S B2 L1 TPve Mk, 5332 ik
IPv6 XETi . R CRCE 132 PAT Mo EAF A e st WARELEFEILET . J34h, BCE PAT
M th AR FE T

IPv6

FETT 4% I PAT A H A4 1) TP btk

P& R LEBRES ({XEHTS NAT) .

HFT NAT 46, 5% FE I LUK 55— IPv4 il 4k 55— IPve Hilik, K55 — AN IPv4
HEREH A 55 AN TPve Huhk, MKIEISHE. WARAE A BbIED, WEKEEH 1Pv4 ik AUk . XHF—
Hof B, AL I T

EESHE o |
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B =erems

FEHEOLFEA/KIE ARP (X7 NAT. )
S WS TP Mk AR N Bs 045 FACEE ARP. 40 LA FH 5 WSR2 VAR TR 1) X 4 o i i, DU R 46
2AF AR ARP SN 2 WLk AT ARP 53K, M AW skt B b i & . itk
fit 7 Zn] LA B, RO W AN D AT SEAb X &8 . an it 28, n] DAZEHIACHE ARP,
RS OU T 75 A ORAE L e s E R RN B . %, X T 5 NAT, 2ATEACR
ARP [, 1 HAERLeE UL, it i 82 in) il

S EREORITIRBER ((NESEH NAT. (BEHEER. D
L FEAE g S5 A YR b R O Sl b b e 6 [R) — S i R PR B VR H AR 1, )] DL Rk
T, LMl RGARE % H 2600 A 2 A0 FHAE NAT B0 o e 2 1 B bR R H Ande .

B\ ({XFzh NAT, {XEE7S NAT. )
EPR LRI LLBH (F H AR Mok A i m) P bk (v e B e I A IR ), AT REANIE
FTEAML . B, SIPERPAT URSR A LA NAT #6460 SIP 4Rk, (H W Sl 4 4 i g ),
AN 2 R A2 TP

%35 IPv6 X 2%

205 AR IPv6 IS RN IPv4 (2% 2 [RAE i i, 5 B4l NAT e b8 A 2 (Al R4 T 84, Bl
{EPINERIE IPvO PL%, 145t ] e 75 B3 A5 0 4% ik PN 30 bk o
X 1Pv6 (&%, AT LIE ] DL 425 7

* NAT64. NAT46 - K IPv6 Zudls kil IPv4 i t, 2 IR, EEw R HNE, —
FIF 1Pv6 [5] IPv4 4L d, 55—NHT IPv4 [H) IPv6 %6 H . EARMTT LUE B T3 NAT #)
W SE R IEAT %5, (H A1 DNS B4 2807 TAMEIM 4%, W GEFS ELE S DNS N . HTFAEfRE T
HARR LR, TCVEAE T3 NAT MU 5 F DNS E5, Bt LU B PIAS A 30 NAT SE.

N

AR NAT46 SR AU

* NAT66 - ¥ IPv6 o3y AN G 1K) TPv6 Hidk o FRATTEE IS FH %28 NAT. LA LIS F NAT
of, PAT, {HH T IPv6 Huhb KEftRy, A B EH3)4 NAT.

)

R NAT64 Fll NAT 46 1] LAFEFRAERS tHEE 11 FAEH . NAT66 W 7E 5 e R AR ALk b B2 1 B

NAT64/46: 1% IPv6 Hhtit3E3a 4 IPv4 Hbiit

M A IPv6 45 HE N TPv4 INZE I, 1 T5 20K IPve Mk # 4 1Pv4 Hibik, JRaiiE M Ipv4 IR
[l IPv6. M2 WAk, —N IPv4 Muhikith T4 1Pv4 W45 i) TPve Hulik, 35—/ IPv6
Mokt T4 58 IPve M4 i 1Pv4 Hihik .

| R
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NAT64/46 7~ 151 :

NATG64/46 5= 15): PIER IPv6 [ 4% 5 51N&T IPvd EEL M .

* NAT64 FLI () TPv4 Huhibyth— e /N, 85 A BERCAT A2 05 (I ik 55 TPve 2 7 sty Mk — 3 — Wi
H5ENASGHA NAT /L, 3075 PAT nf DLSE 25 503 2 vl e K& IPv6 25 ) v bk 75 22 .

* NAT46 LNy IPv6 bkt n] PSS 5K T ZE MU 1) 1Pv4 HihE%0 . X RVFREAS TPv4 Bk B 31
ANE TPV Mk, NAT46 (N S FrEf AW, LA REE H 8) 2 PAT,

TS T B AN SEmS, — AN T IPve 4%, —ANHT B AR IPva W45, ARG ] UEH . — F5)
NAT B 5E AT 45, (H a1 DNS R4S a7 FAMHN 4, W] e 2285 DNS W, T 7EfRE
T HERED R, TCEELET-3) NAT HUU A 5 DNS 5, BT DA 602 piAS F 3 NAT AE) .

K ER IPv6 M 4% 5 5MER IPvd B BX Y

PR A& —ANER R, R E AL 2 IPV6 (K T 2%, HLA 75 B 30 380 T 6 I 1 7 i
AN 1Pv4 . SRR e #8077 DNS 4,  LAE a] LLEE SRS TF-3)) NAT BUUH $0AT NAT64 Fil NAT46
Heffe

= |

Web server

| 2081852002257

autside
IPvé | 200.165.201.1/27

2001:db5-100 — 208165 201 1 P
209.165.200.225 — 2001-db8-D1A5:CEET Ens

inside
1P 2001:db%:: 185

E Inside client

2001:db3::100

—_—

LEAI, (SN D 1P Huhik, 48 T 8h7842 0 PAT #4346 IPv6 28 4k IPv4. B4 IPv4
TR AR 2001:db8::/96 M4 HH bl  FRIFAE N B M 25 H AL i

i

B E U TPV6 W9 2% [ Y 48 5t 52

a) LR > WREE.

b) MHHIEFEMLE (Network) I i iR nm 4% (Add Network) > iR InXt % (Add Object).
c) &M IPV6 P44,

FM R G4 (BN, inside v6) , ARG HIA ML HihE 2001:db8::/96.

meiities i
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B vavease w0, 9ER IPvE WLk 5 518E IPva HEER

New Network Object

MName

inside_vb

Description

Network
Host Range (@ Network FQDN

2001 :db8::/96

Allow Overrides

d) iR,
$IB 2 GET-3) NAT FU LUK IPve W28 4y IPv4 FF TR VGR [A] .
a) RUGEFIRE > NAT, FHOIeE ok g gBh i NAT 5% .
b) AR,
c) ME L@

* NAT #LU = F-3)) NAT BN
« A (Type)= 2%
d) FHEOXF K (Interface Objects) AdE DL Nk
c REOXMR =N,
- BFREON KR = 4K,
e) 7r&EHR (Trandlation) b & LN
* JR3AR = inside v6 MEZEXT % .
- BEIRNR = BHRZED IP.
« JR44 B ¥R (Original Destination) = inside v6 F£%%f %
« #3589 B4R (Translated Destination) = any-ipv4 48X % .

| EES RS
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NAT64/46 /5l £1% 575 IPve ELEE 70 DNS #53e0pas 1Pve sk I}

Add NAT Rule

Insert:

In Category L MAT Rules Before L
Type:

Dynamic r

Enable
Description

Interface Objects  Translation PAT Pool  Advanced

T
Original Packet Translated Packet
Original Source:* Translated Source
inside_v6 - Destination Interface P v
ﬂ The values selected for
Original Destination Destination Interface Objects in
‘Interface Objects' tab will be used
Address - i : = %
- Translated Destination
inside_vo -
any-ipvd -
f) REHAE.

A IR U ISE,  AAPA 322 1 _E A 2001:db8::/96 1~ WAL [ia) /Ml 432 11 FRATART s 1 00 22 52 A FH) s s
B0 IPv4 HuhEEAT 1) NAT64 PAT 44k, i, AL AT IPv4 sk BA pyEBEe0, #8
B iR N2 TPv4 Huhik 73 ok 2001:db8::/96 B2% Hh [ — ANl

g) il NAT MU LT | 1R TF (Save).

NAT64/46 7<{5: €2 5MER IPv4 B EX N DNS 2535 5 3B IPv6 X 4%

TSN AL PR s RIS SR TPv6, {EARNE LI A R P T I AR 4 SRR
1Pv4.

| meiities i
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

Web server
209.165.200.225/27
EJ 1
: Y =l DNS server
@ . 209165202 129/27
\'—oﬁtside S
IPvd 209.165.201 1/27
é’ DNS: www . example.com
Aho. = A 209.165.200.225 — AAAA 2001:db8:D1ALCEEN
333112282016}22_5’ iugal[]{ilsﬂzt?;&&&c&ﬂ gﬁ 209.165.202.129 — 2001:DB8::D1A5:CAS1
R B . 209.165.201.1 — 2001:db&::100

inside
@ IPv6 2001:db:1/96

DNS: www.example.com?
2001:db8::100 — 209.165.201 1
2001:DB&::D1A5:CAS1 — 209.165.202.129

Inside client
\ 2001:db8::100

FEAG T, A5 B AN BE G TP sk, i 3h 4% 0 PAT 5 N5 IPve MILR 4l TPva . K4S TPv4
U AL M 2001:db8::/96 ML R bR, AR VFLE NI 4% AR . X NAT46 BEIJE H DNS
5, AT DNS ARG A5 R T LI A (IPv4) il AAAA (IPv6) idsk, HubiEtAE TPv4
HE#E 4 1Pv6 Mk,

MR IPv6e W25 LA 2001:DBS::100 1% 7 i 22 i F] FF www.example.com B, 1 Web 153K 1)
SR

1. &t R Hidk A 2001:DB8::D1A5:CA81 (1) DNS 4528 3% DNS sk« NAT Fi %k
DNS i 3R o YR H REE4 T LT $ e
* 2001:DB8::100 %454 209.165.201.1 L AME—3fi 1 (NAT64 #2211 PAT $E0). )
* 2001:DB8::D1AS5:CAS81 ¥4tk 209.165.202.129 (NAT46 ¥, ) DI1AS5:CA81 &
209.165.202.129 [ IPv6 X M4, D

2. DNS HR55 8% LL A 0 SEd- TmR, F5 H www.example.com 7 209.165.200.225. NAT46 ¥ (2
JAH DNS 5D 4 A0 i3 4 IPve M N AAAA LT, FH1E AAAA iE3% T4 209.165.200.225
35 2001:db8:D1A5:C8E1. IhAk, DNS M 5 H (15 ik A1 B A bl oA 5 46k -

* 209.165.202.129 %44 2001:DB8::D1A5:CA81
* 209.165.201.1 #4524 2001:db8::100
3. IPv6 & AL Web Il 55 #5 (1 IP i, )& 17 47T 2001:db8:D1AS5:C8E1 [¥] www.example.com
K HTTP k.  (D1A5:C8E1 & 209.165.200.225 [1) IPv6 % Ni#). ) HTTP ik o isiFi H (1
HEAT 46 -
* 2001:DB8::100 ¥4 4 209.156.101.54 F[¥ME—im 11 (NAT64 #2211 PAT ¥, )

| EES RS
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NAT64/46 {51 €12 5745 IPva EELR A0 ONS #53e0 P05 1Pve % [l

* 2001:db8:D1AS5:C8E1 # 4t 24 209.165.200.225 (NAT46 . >

LAUR B BERE A 21 T dn e e B e 7s 1 o

FHIa Z |l
R A EE T TR DR DN R (a4 o EARGI, TAMREE O F 2
YO RERAISNERIN 2 42X HRER IR, WKKEHR > MRE®E, RiLFFED.

g2

FE QI LPEE TPVE ML RN TPvA W) 44 (1) N 48 % 42 .
a) EHFEFRR > WREE.
b) MHHIEFEMLE (Network) JF i iR nm4% (Add Network) > iRInXT 5 (Add Object).
c) &M IPV6 P44,
AWM G s (I, inside_v6) , SRISHIAF L HLE 2001:db8::/96.

New Network Object
Name
inside_v6

Description

Network
Host Range ®) Network FQDN

2001:db8::/96

Allow Overrides

d) HEHREF.
e) MR (Add Network) > iRAI3F & (Add Object) 52 XA TPv4 M4,

J MR G4 (BN, outside v4 any) , ARJEHIA ML 0.0.0.0/0.

meiities i
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B naveass . &4 50 IPva BB DNS S840 P56 1PV 4%

New Network Object

Name

‘ outside_v4_any

Description

Network
Host Range ®) Network FQDN

~ 0.0.0.0/0

\ Allow Overrides

f) iR,

FIE2 MR IPve MZSHLE NAT64 545 PAT M.
FIR3 NHMIE TPv4 W B A NAT46 LN
a) AUl ANEL
b) AcE LA JE
* NAT #M (NAT Rule) = E %l NAT #01,

o KB =,
¢) EHEMOXFK (Interface Objects) A& DL Nk
 FREOXMR =M.
- BFREOXMSR = W,
d) {E¥# (Trandation) FECE DL LT
* [R34iE = outside v4 any M 8N4,
« 45 FB0R > Hodk (Translated Source Address) = inside_v6 FZ8 4 % .

e) TEmZ (Advanced) EIi-K I, L+ #R 5 AN LA A DNS B & (Translate DNSrepliesthat
match thisrule).

| EES RS
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Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Static v

Interface Objects Translation PAT Pool
|

Original Packet

Original Source:*

outside_v4_any v
Original Port:
TCP v
) MliAE.

Advanced

NATG6: 5 IPV6 et 54 TR e 1Pve sttt [

Translated Packet

Translated Source:

Address v
inside_v6 v

Translated Port:

A FUCHRUBSE, A0S R 28 o iR AT AR] TPv4 Mk BIE B8 1, AR RN 2K IPv4 itk v e
k1 2001:db8::/96 4% 1t —ANHihl. Ak, DNS B M A (IPv4) I35 3 5 AAAA (IPV6) ic 3%,
Hohikto )\ TPv4 Hudik 4 Kk TPv6 Hbdil .

NAT66: 1% IPv6 Mt ib4%3% /5 A< [5] B4 IPv6 bt

PN —ATPv6 BEEEEN 75— TPv6 WL, 8] DK bl 5 #  A158 X 25 L IRAS [R] TPve Mkl . 3k
1T 5 2AS NAT. JLE AT LUI FH NAT 85 PAT, {Hi T IPv6 Hulib KA, RIS OME FH 3h s

NAT.

DU AN IEAEAN [ R b S TR e e, T AR 5 2 — AN P — 1) NAT66 B . 1] B 50 NAT
FRRA L RSN . HE, W RANE S VRR B, T DUAUE T3 NAT K & NAT

W2 A B o

NATG66 7~ 151: 4% (8] B ER7SEE 1%

a0 LUAE ] H 3 NAT 76 1Pve Huhibjth 2 [RIC S B A 3. LT 2 35 B Wiflks 2001:db8:122:2091::/96
0% 8% T () P S sk A 3 K 2001:db8:122:2999::/96 ¥ 2%t ffy AR bl

meiities i
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B nates o1 mia s

—
=L
T
IPvE web server
outside

IPvE 2001:db8:122:201b::1/96
fm—,

2001:db8:122:2091::121 — 2001:db8:122:2399::1

IPvG 2001:db8:122:2091::11/96

L

Inside client
\ 2001:db8:122:2091::121
—
FIEZ Al

PR RA S TR L I DR (X adR a4 o AR, TAVRER X% 2
Z N REBMSMNEBI 242X . ERCEHE NS, WIRKIGEFNR > WREE, RGEFHFED.

F

UK

B E LB TPV [ 48 FIAME TPve NAT 2% [ 4 £ 5 5%
b) MHFEHIEPEMLE (Network) Jf i iR NM 4% (Add Network) > i3 8 (Add Object).
c) EX I IPv6 M 4%,

HMZEN G4 (B, inside v6) , ARJEHTA M 45 HbE 2001:db8:122:2091::/96.

| EES RS
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NATss = f5l: Mesimmgsitin [

New Network Object

Mame

inside_vb

Description

Network
Host Range (& Network FODN

2001:db8:122:2091::/96

| Allow Overrides

d) iR E.
e) AiliRMMMLE (Add Network) > RII¥T & (Add Object) Jf & AN IPv6 NAT k%% .

HMZEN G4 (B, outside nat v6) , ARJEHIA M L HIE 2001:db8:122:2999::/96.

New Network Object

Mame

outside_nat_vb

Description

MNetwork
Host Range () MNetwork FOQDN

2001:db8:122:2999::/96

Allow Overrides

0 iR F.
FIB2 N ER IPv6 LI B F A NAT FN.
a) MKUCGEPIZE > NAT, JFaIdt sk gnit b8 NAT 5% .
b) Al ARANELN .
o) RLE LT EME:

* NAT # M (NAT Rule) = F3) NAT S,

« LB =,

meiities i



Mt |
B vaves w5l e ipve sE0 PAT

d) FHEOXFKR (Interface Objects) A& DL Nk
cREOMR = N,
- BFREOM KR = 40K,
e) {ri¥E#k (Trandation) b LA kT
* JRYAR = inside v6 MLEXT %,
« 3R R RYIE > Hblik (Trandated Source Address) = outside nat v6 P48 X} % .

Add NAT Rule
MAT Rule

Auto NAT Rule v
Type

Static -

-
el

Interface Objects  Translation  PAT Pool  Advanced

—

Original Packet Translated Packet
Original Source:* Translated Source

inside_vGb - Address -
Qriginal Port: outside_nat_vb -

TCP kS

Translated Port
) HNEiAE.

A5 BB HN, A PN B4 111 (9 2001:db8:122:2091::/96 1~/ B 4P H58: L1 AT I S B s &4 s
NAT66 #4:H 2001:db8:122:2999::/96 W 2% 1 [ty .

NAT66 =151 & & IPv6 #% 1 PAT
St NATG6 19— 07 VA 1 Bt bk 5 5 R4 S 62 11 TP Sl bR L3 .

29 NAT66 Fic & 2 1 PAT FUIRS, iZ3: 0 _LACE BT 4R ak ) 7 PAT Wed. %4 D RBE A
b M bk sk sSAR M iR T PAT.

| R
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naTe6 7= &2 1Pve sz PAT I}

IPvG web server

L

ol;iside
IPvE 2001:db8:122:201b::1/96

F. b
rr

2001:db8:122:2091::121 — 2001:db8:122:201b::1

IPvG 2001:db8:122:2091::11/96

Inside client
2001:db3:122:2091::121
—)
FIEZ Al

PR RA QS TR L 4 DR (e adROA) o AR, AR ER X% 2
Z N REBMSMEBI 42X . ERCEHE NS, WIRKIGEFENR > W REE, RGEFHFED.

UK

B U TPV6 W9 2% [ X 48 0t 52
b) MHFEHIEPEMLE (Network) Jf i iR nM & (Add Network) > i3 8 (Add Object).
c) EX I IPv6 M 4%,

HMZEN G4 (B, inside v6) , ARJEHIA M 45 HlE 2001:db8:122:2091::/96.

meiities i
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B vaves w5l e ipve sE0 PAT

New Network Object

Name

inside_v6

Description

Network
() Host () Range (® Network () FQDN

L

I 2001:db8:122:2091::/96

| Allow Overrides

d)y PEREF.

FIB2 S IPv6 N4 HC & 5h A PAT HL.
a) KUKIEPEIRE > NAT, JEOId sk g by NAT SR .
b) sGlARANEN .
¢) FoELLFEE:

* NAT 0 (NAT Rule) = H3)) NAT #0,
« %A (Type)= 3.
d) F#ENOXF %K (Interface Objects) A& DL Nk
REOMR = NS
« BAREOXM R = 4MiB.

| EES RS
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e) friE# (Trandation) b DL R LI
* [R14iR = inside v6 MZEXT %,

- BHMAYIE = BARIEO P,

f) £ BR L, EFEIPV6, FRANAEHIM HARER O TPve Hudlk

Add NAT Rule

NAT Rule:
\ Auto NAT Rule v

Type:

‘ Dynamic v

-y

Translation PAT Pool

Interface Objects
Original Packet

Original Source:*

inside_v6 v

Original Port:
TCP v

g) Miidi OK.,

Advanced

Translated Packet

Translated Source:

‘ Destination Interface IP v

o The values selected for
Destination Interface Objects in
'Interface Objects' tab will be used

e |

A FH IR, AP ER3E 18] 2001:db8:122:2091::/96 - WA ) A4 1 FRAT () i B3 <5 id NAT66
PAT #5454 Ry A4 VG & 1) IPv6 4 itk 2 — .

1= NAT

O NAT JERGEAT MR R, 15 8% 8% CLIJFEH LU N 2.
* show nat 75 NAT FBEIANRENS KLU ) iy b vF K. 0 A7 FAd G HE 7l T ek NAT [ He A7 i

fHE.

* show xlate B 7~ YA TG BRSSP NAT #4t.,

meiities i
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NAT {51

* clear xlate SLVFIHERAL TSR 1) NAT Seffe. R 50 NAT BN, 85 mT RERT 2RI 30 1)
B, DUNIUAT EERARSEAT T IH R Huhl, BENERAT A TERREH AV R G B B,
FER o )R — DGR 2k P A 5 i R S T (R e i

NAT 7451

PATR it 778 i 0 i o6 B G NAT )74l

¥ RER Web AR5 288917 B4R (575 B 21 NAT)
LA R4 P 5 Web 5 BT A A NAT. St B T IS 1, BRI ASEHBEER D6 AR 7
SEHAS NAT, DL BLAES 1 ) Web 55 0370
15: T [3] &0 Web FR 55 25 BUER 7S NAT

E! 209.165.201.12

L

J/- B
( Outside )

g et |
209.165.201.1

Undo Translation
10.1.2.27 —» 209.165.201.10

B8 Security
%% Appliance

S myWebServ
— 10.1.2.27

FHia Z |l

FAORAFAE AL S DR Web [ 55 a8 OB 2645 I AOHE N 5. (e XIeidi 4D o fEAREIT, JATER
SERL DN G4 H RERRISMNER I 224X B B LI B, I IKUGER M &R > MREE, RIRkHF
#0.

UK

BER QT RS A A A A IC A 200 52

| R
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2 4t 198 Web B 25 5to i iaan iR (saaNAD [l

a) LR > WREE.
b) M H kR ML (Network) Jf 4 iR in M 4% (Add Network) > /0t & (Add Object).
c) X Web JIR554s (1AL HutE o

JM LTS 4 (B, WebServerPrivate), 4R 4 A\ SEFs AL IP bk 10.1.2.27.

New Network Object

Mame

WebSernverPrivate

Description

Network
e Host Range Network FOQDN

10.1.2.27
Allow Overrides
» Override (0)

d) HiiRTE,
e) sdiRINMLE (Add Network) > FRAN3T 8 (Add Object) Jf& LA Ttk

W% 0t % 4 (B, WebServerPublic) , FF4mA EALHNE 209.165.201.10.
New MNetwork Object
Mame

WebServerPublic

Description

Network
#» Host Range Network FODN

209.165.201.10
Allow Overrides

» Owverride (0)

) RdREF.

| meiities i
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B i=smmEm web R sa0isEAUR (2875 3 NAT)

P2 FLEN LA NAT.
a) WUGEFIRE > NAT, FEAIeRsgmi b NAT 5.
b) TR IE .
c) ML AT JE k.

« NAT #0] (NAT Rule) = A 3h NAT ${0).

« KB =,

d) F#EOXF K (Interface Objects) A & DL Nk
c FREOMXR =N,
- BFREEOXM &R = 4.

e) {rE#k (Trandation) b LA kT
- R 14iE = WebServerPrivate P28 X1 4 .
BRI R RYIE > Hillk = WebServerPublic P48 %1% .

Add MNAT Rule

NAT Rule:
Auto NAT Rule *

Type
Static -

o

Interface Objects  Translation PAT Pool  Advanced

|
Original Packet Translated Packet
Original Source:* Translated Source:
WebServerPrivate v Address v
Onginal Port: WebServerPublic v
TCP r
Translated Port
f) iR,

HIE3 Ll NAT S0 E AR 7F .

| EES RS
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T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

H [a) AERE MBI 3175 B o0 NAT F0 [5)5PER Web BR 525 895275 NAT
LRI RN SR U7 R 2858 Web BRS5 235, LR /s o IXSeFH P IE B S A NAT. AN, 34N
R P& RS Web IRZS 250, 1% Web IR 55 25 bk gl i 46 0 Wom 7B N F8 45 L stk .
16: E 5] NER Web BR 5% 2884937 NAT, TE[@SMNER Web BR % 250537 NAT
I:l Web Server
209.165.201.12

|

g &
( Outside
N
209.165.201.1
Translation
10.1.2.10 — 209.165.201.20 .
'8N Security
Undo Translation Appliance
209.165.201.12 <— 10.1.2.20

248773

FHiaZ |l

B ORAFAE AL DR Web IR 55 a8 O 45 AR DN R CasXIedi 4 o fEAREIH, BATE
SERL IR B4 0 RERRISMNER ) 224X B B I B, I IKUGER MR > MREE, KAk
#0.

UK

W bR A LR ) B3 NAT b G — a0 4 .
a) EFITR (Object) > W HREIE (Object Management).
b) MHETIEFEMLE (Network) H st iRAnM4E (Add Network) > iR AN3F & (Add Object).
¢) & XBA NAT it
HMgE R A g (BN, myNATpool) , Jf4mA M £ bl Hl 209.165.201.20-209.165.201.30,

| meiities i



E 5 A& E AL ENZS B 31 NAT FIME [5) 5N ER Web BR 5525 B98%7S NAT

New Network Object

Name:

myNATpool

Description

Network
® Host Range Network FQDN

209.165.201.20-209.165.201.30

Allow Overrides

d) iR

IR 2y TR L O X 46 5
a) ATdHRIMML (Add Network) > iF ¥t (Add Object).
b) MM G a4 (B, MylnsNet) , Ffi AR 28k 10.1.2.0/24.

MNew MNetwork Object
Name
MylnsMNet

Description

Network
Host Range o Metwork FQDMN

10.1.2.0/24
Allow Overrides

¢ HilifRTF.

S 3 AN Web IS 2861 8 M 450 5 .
a) AR mM 4 (Add Network) > %t % (Add Object).

b) MM G4 (BN, MyWebServer) , FEHA EALMNE 209.165.201.12.

| R

Mt |



| Mt
T ) P8 4L 40 5175 B3 5 NAT FO 11128 Wb i %5 28 0275 NAT |

New Network Object

Name
MyWebServer

Description

MNetwork
e Host Range Network FODN

209.165.201.12

Allow Overrides

c) MHRTF.

WA R Web i 2525 Huhik 61 2 9 25 6 52
a) AR (Add Network) > 55 An%t & (Add Object).
b) AMEXI G4 (B, TransWebServer) , JE4A FHUNE 10.1.2.20.

New MNetwork Object
Mame
TransWebServer

Description

Metwork
® Host Range MNetwork FQDN

10.1.2.20

Allow Overrides

c) HilifRTE,
LIBS I BIA NAT x5k P35 W 25 1 & 57 NAT .
a) WUGEFIRE > NAT, 0ok g oPBh i NAT 5% .
b) dHRAAN .
c) MELLR @bk

| meiities i



B @amsmEian7s & NAT A1 E 50D Web AR 55 28 89875 NAT

« NAT #17 (NAT Rule) = (45 NAT #i].
* £3 (Type)=3hAs.

d) fF#EOXF %K (Interface Objects) Fc & DL Nk
REZEOMNR = W,
« BAREOXM R = k.

e) fEiE#k (Trandation) b DL R L
* [R147R = myInsNet P54,

* GEIR R HOIR > ik (Trandated Source Address) = myNATpool M54 .

Add NAT Rule
MNAT Rule

Auto NAT Rule -
Type

Dynamic -

Interface Objects  Translation  PAT Pool

Original Packet
Original Source:*
MylnsMNet -
Original Port
f) FREF.

Advanced
Translated Packet

Translated Source

Address -

myMNATpool v

L6 H Web RS- AeiC B HH A NAT,

a) AidrAN IR .
b) HCE LAN Pk

« NAT #0 (NAT Rule) = [3)) NAT i),

© HB =

¢) {EHENOXFKR (Interface Objects) [Hc & LI Nk

| R

Mt |
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BAS mEHIMABaELEE BsamnNaT, —xz) [

© BHEOM KR = 5.
- BfrEONER = N,

d) {r&E#e (Trandation) FJCE LT LI
* [R4AE = myWebServer 254} %,
« 3R R RYIE > Hblik (Trandated Source Address) = TransWebServer 484} %

Add NAT Rule

MNAT Rule:

Auto NAT Rule -
Type:

Static 'r

v

Interface Objects  Translation  PAT Pool

fe=aa—— )
Original Packet
Qriginal Source:™
MyWebServer -
Original Port:
TCP v
e) HilifRTE.

Advanced

Translated Packet

Translated Source
Address -

TransWebServer v

Translated Port

ST L NAT 0 7O R TF .

BAEZ BN A HISE R (B3 NAT, —X%)

LUR 7R B s e 221 TP ShEFR) A BB 0 88 i s o M8 BB R ML ) b — N TP Hhib I, K
ML S 1) B ok B — S B A T s i . RIS SR Y URL, &2 BHE 1) B IE A 1) Web Jii g%

Ao

meiities i
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B 2esrmshpnmnmasines GBS NAT, —4%)

B 17: AR S BRI 2R A — X & 3875 NAT

T ™

@uiside Undo Translation
Undo Translation ~Aee 209.165.201.5 > 10.1.2.27

209.165.201.3 —> 10.1.2.27

Undo Translation
209.165.201.4 = 10.1.2.27

oad Balancer
0.1.2.27

Web_Servers

FHia Z |l

B ORAFAE AL DR Web IR 55 28 045 O3RN 5. CasXIsidi 14 o fEAREI, JATIE
SERL B4 0 RERRISMNER ) 24X BIC B I S, I IKUGER MR > MREE, Rk
#0.

UK

W B ) HWU GBS T 2% M ) 2 R 4
a) JEFERTER (Object) > IR EIE (Object Management).
b) MHETEFE L (Network) I iR nM g (Add Network) > iR Inxt & (Add Object).
c) & k.

JM gt SR Ar 4 (Fln, myPublicIPs) FE4A M 4570 H 209.165.201.3-209.165.201.5.

| EES RS
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BAS mEHIMABaELEE BsamnNaT, —xz) [

New Network Object

Name
myPubliclPs

Descri iption
Network
® Host Range Network FQDN
209.165.201.3-209.165.201.5
Allow Qverrides
d) HliRTE.

WIB2 N NIRRT S
a) ATdHRIMML (Add Network) > iF ¥t (Add Object).
b) AWML G4 (B, myLBHost), X5 LML 10.1.2.27.

MNew Network Object

MName
myLBHost

Description

Metwork
® Host Range Metwork FQDN

10.1.2.27

Allow Overrides

c) MR
TIB 3 NI A I B B A NAT,
a) KIREFIZE > NAT, JEOIEakdmiE BT NAT 5%,
b) iR AInARN .
c) MHELLITEM:

* NAT #0] (NAT Rule) = 55 NAT #.

© BB =

d) 7E#EOXF% (Interface Objects) Fic & LA Nk
CREZEONS = N,
« BAREOXM R = Mk

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

e) fE&:HR (Trandation) FACE DL R LI
* [R14iE = myLBHost P25 X% .
- $E fR AYIR > ik (Translated Source Address) = myPublicIPs %444

Add NAT Rule
MAT Rule:

Auto NAT Rule -
Type:

Static -

Interface Objects  Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
myLBHost v Address -
Original Port: myPubliclPs v
TCP v
Translated Port:
f) FERE.

P4 G NAT B i E R F .

FTP. HTTP 0 SMTP By Ea /M ibiit (B Hix Ot pyER7s B 51 NAT)

DL SZ Fpi IV 40 ) B0 A& NAT 7~ i #2 4 7 U i) FTP. HTTP Al SMTP $2 4k s —Hbhl . S2fs L,
IX LR 55 B AL SR 2% E AR W 2%, AEX TR RG2S, AT LAFE 2 K ity 1 50 U P 5 4 NAT,
XS A ] [R]— RS TP b AAS [R] i 1

| R
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FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

[ 18: STk QAR AYERZS NAT

Host
—
S,
Undo Translation Omsff/
209.165.201.3:21 —>» 10.1.2.27

Undo Translation
209.165.201.3:25 —>» 10.1.2.29

Undo Translation

209.165.201.3:80 —» 10.1.2.28 F—

HTTP server
10.1.2.28

FHia Z |l

BRI DX 5 CRAXIEEE D & R IR A BRI D FEATRIT, BAMEE
PN B4 0 RERAISNER A 22 42X o SRCERZ LN R, R R >R ERR, RnikfEd.

UK

LB Ny FTP RS S 45 61 5 o

a) EFEITR (Object) > 3R EE (Object Management).
b) MHEHIEFEMEE (Network) Ff s i iR nm 4% (Add Network) > iR n3$ 8 (Add Object).
o) AMEX G4 (BN, FTPserver) , RJEHiA FTP k5% 055k [P Hilik 10.1.2.27.

New Network Object

Name
FTPserver

Description

Network
® Host Range Network FQDN

10.1.2.27

Allow Qverrides

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

d) RdRTEF.

$IE2 Jy HTTP RS #e i 414 .
a) AdiRInMLE (Add Network) > 55 hn%t 5% (Add Object).
b) MM G4 (B, HTTPserver), RGN LML 10.1.2.28.
New Network Object

Name
HTTPserver

Description

Network
® Host Range Network FQDN

10.1.2.28

Allow Overrides

c) HMRTF.
WIE3 Ky SMTP e 557 B M 45 50 %

a) AdiRINM 4 (Add Network) > &A%t & (Add Object).
b) AWML G4 (B, SMTPserver), #RJafi A EHLAIE 10.1.2.29,

New Network Object

Name
SMTPserver

Description

Network
® Host Range Network FQDN

10.1.2.29

Allow Overrides

c) MEHRTEF.
TEA IHT =8IRS B AILIP bt G M5 .
a) AdiRInMLE (Add Network) > i3t 5 (Add Object).
b) MM G4 (B, ServerPublicIP) , SRJEHIA FHLHHE 209.165.201.3,
New Network Object

Name

ServerPubliclP

Description

Network
® Host Range Network FQDN

209.165.201.3

Allow Overrides

c) MR

SIES Jy FTP RSS2 IC & HA iy L A e 554 NAT, J50 FTP ui i 2110 5 & .
a) WUGEFRIRE > NAT, FHOIEE kg i NAT Hg .
b) sdERAAN

| R
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c) MCELUTEE:
* NAT # M (NAT Rule) = 13 NAT S,

« £ =
d) FEOXMKR (Interface Objects) FHCE DL R
CRIZEOMNR = N,
« BARIEOXM R = k.
e) 7r&EHR (Trandlation) b & LA T
* [R5 = FTPserver P48 15 .

FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

« $E3R R HOIR (Trandated Source) > 3k (Address) = ServerPublicIP 485} %2

« [R44i% 0 (Original Port) > TCP =21,
s FigRRRO =21,

Add NAT Rule

MNAT Rule

Aurto MAT Rule

Type
Static

o |
o

Interface Objects  Translation  PAT Pool

Criginal Packet

Omginal Source:*

FTPserer

Omginal Port
TCP

a1

f) R

Translated Packet

Translated Source

LI 6 Jy HTTP R4S #slic & FA v D F 3RS NAT, % HTTP i U 23 3 5 .

a) KA .
b) HCE LA Nk

meiities i
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B rre. wTTe A SMTP sy Mt (B OSREESES B3 NAT)

* NAT 0 (NAT Rule) = H3)) NAT #0),
¢) {E#EMOXF %K (Interface Objects) Fc & LA Nk .
< RIEOMR = .
« BFrEOXR =M.
d) 7E¥s# (Trandation) b E DL R L
* RIAiR = HTTPserver 4551 % .
« #E38f5893F (Translated Source) > #i3it (Address) = ServerPublicIP 4% %)% .
* [R#43% 0 (Original Port) > TCP = 80.
* ¥R YR = 80.

Add NAT Rule o
NAT Rule

Auto NAT Rule v
Type

Static .
4

Interface Obyacts Translation PAT Poal Advanced

I —

Driginal Packet Translated Packet
Onginal Source:* Translated Source

HTTPserver v Address v
Oniginal Port ServerPubliclP B

TCP v

Translated Port
&0 8l
e) HilifRTF.

WIET N SMTP HRSsAsf B AT iy UL 35135 NAT, K SMTP i LB 2 H 1 5 .
a) AR mEm .
b) BCE L@
* NAT #M (NAT Rule) = H 3 NAT #E0.

| R
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FTP. HTTP 71 SMTP g2 it (BgisnstmassazmNaD ]

« KA = K,
¢) {EHEMOXFK (Interface Objects) A & DL Nk
c FREOMR =N,
- BFREOXR = 4.
d) 7% (Trandlation) b & LR 3.
* JR3RIE = SMTPserver P&% X5,
- 3 EHYIE (Translated Source) > Hitit (Address) = ServerPublicIP 2% % % .
« [R44i% 0 (Original Port) > TCP =25,
< BiRERERO =25,

Add MAT Rule [+ ]
MNAT Rule

Auto NAT Rule v
Type

Static v

et
wall

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source

SMTPserver " Address "
Original Part ServerPubliclP v

TCP v

Translated Port
25 25
e) RiifRTF.

FIR8 il NAT JU i _E 4R T .

meiities i
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B ssmaiEms hsFHean

i E Birma (3175F 50 PAD

TR 10.1.2.0/24 W4 E 1) — & EVLELET & A RS A 9 FENL05 47T 209.165.201.11
(RIS 2SI, SR HhE A B A 209.165.202.129:port. 24 LT IF) 47 T 209.165.200.225 IR 5% 251
S fr kK B 4 209.165.202.130:port .

19: B 51 F BiRrit it B9 F 50 NAT

Server 1 Server 2
209.165.201.11 209.165.200.225

E ]

A

e
—(owe

IQ

209.165.201.0/27 209.165.200.224/27

Translation ] Translation
10.1.2.27—> 209.165.202.129 10.1.2.27—> 209.165.202.130

Packet
Dest. Address:
209.165.201.11 _—

Packet
Dest. Address:
209.165.200.225

FHia Z |l

FfR AR O S CREXEEEEO4D , RS R IR a0 fEAGI,, FATHRE R
SEFE I ZOE A N RERA dmz )22 Xl HERCERZ DN R, HRHENR > W REE, Rz
Ho

UK
IR Ay P 0 285 ) 5 X 48 0
a) IEFEXTHR (Object) > ¥R ELE (Object Management).

b) MHETIEFEMLE (Network) H iR nM 4 (Add Network) > R N3F & (Add Object).
¢) AKX G4 (B, mylnsideNetwork), 4R 5% A SZEr M4 ik 10.1.2.0/24.

| EES RS
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wpEEETS @sFaraD [

New Network Object

Name

mylnsideNetwork

Description

Network
Host Range ® Network FQDN

10.1.2.0/24

Allow Overrides

d) iR

SIE2 ) DMZ 4% 1 B3R T 5,
a) MidRMmMLs (Add Network) > AN 5 (Add Object).

b) AWML GarZ (BN, DMZnetworkl) , SRJGHI A ML HAE 209.165.201.0/27 (FMHEAD K
255.255.255.224) .

New Network Object

c) AHRTF.

IR 3 O DMZ %% 1 [ PAT Huhk @i i 456t 4
a) ATdRIMML (Add Network) > &%t & (Add Object).
b) AL G4 (B, PATaddressl) , #RJa %A EHLHBAE 209.165.202.129.
New Network Object

Name
PATaddress1

Description

Network
® Host Range Network FQDN

209.165.202.129

Allow Overrides

¢ HilifRTF.

FIE Ay DMZ L% 2 B ML 5
a) AdiRInMLE (Add Network) > 55 Hn3t 5 (Add Object).

meiities i
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b) AWML G4 (FlW, DMZnetwork2) , SRJEHIAM R 209.165.200.224/27 (- MHERS A
255.255.255.224) .

New Network Object

Name

DMZnetwork2

Description

Network
Host Range ® Network FQDN

209.165.200.224/27

Allow Qverrides

o) iR,
FIRS S DMZ W44 2 [ PAT Huhk @it i 6t %

a) AdiRInMLE (Add Network) > & hn3t % (Add Object).
b) AL G4 (B, PATaddress2) , #RJEH A LHLHBAE 209.165.202.130.

New Network Object

Name

PATaddress2

Description

Network
® Host Range Network FQDN

209.165.202.130

Allow Overrides

c) iiRTF.
$IB6 4 DMZ M%K% | it & 51 A T3 PAT.

a) WKUGERIRE > NAT, O oidmis gt NAT S .
b) AR,
c) MCELLT)EME:

* NAT #0 = T3 NAT #LN),
* 3B (Type)= 3.
d) F#EOXF KR (Interface Objects) A & LA Nk
< REFEOMR = N,
- BRYEAXM R = dmz.
e) {r&E#e (Trandation) LCE LA LI
* [R147R = mylInsideNetwork %% %%
« #E3R [R HOIR (Transated Source) > i3k (Address) = PATaddress1 PI455%f % .
* R34 B#% (Original Destination) > it (Address) = DMZnetwork1 M Z55%f % .

P & 1t 41k 4 3R
88
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Add NAT Rule

MBlanual NAT Rule
Insart
In Category

Type
Dynamic

Enable
Description

Interface Objects
Onginal Packet

Original Source:®

mylnsideMetwork

Original Destination

Address

DMZnetwork 1

wpEEETS @sFaraD [

o 335 5 A9 B ¥R = DMZnetworkl M 28 %1% .

AR M TN S H b, R Sl SR G F AR IR R R H AR IR E
ARk, AT O JEE B NAT R PTAT 3 1 7 BUR 25

o
v NAT Rules Before L
v
Translation PAT Pood  Advanced
I

Translated Packet

Translated Source
u Address -

PATaddress1 -
b Translated Destination
x DMZnetwork v i
) HidifR?E.

FET ) DMZ 45 2 ICE S A T-3) PAT.

a) iR .
b) HCE LN L

* NAT #0 = T3 NAT #L0),
« A (Type)= 3.
¢) EHENOXFK (Interface Objects) A & LI Nk
FREOXR =N
« BRYEOXM K = dmz.

d) fr%E#e (Trandation) FECE LT LI
* [R1478 = mylInsideNetwork %% %%
* #35RYR (Transated Source) > Hiiik (Address) = PATaddress2 45514 .

meiities i
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« [E44 B#F (Original Destination) > it (Address) = DMZnetwork2 F£%%f % .

o 353 5 A9 B ¥R = DMZnetwork2 M8 %1% .

Add NAT Rule
Manual MAT Rule w
Insert
In Category » MAT Rules Before v
Type
Dynamic -
Enabie

Description

Interface Objects  Translaton  PAT Pool  Advanced
R ——

Original Packet Translated Packet
Ongmnal Source:* Translated Source

mylnsideMetwork - Address
Onginal Destination PATaddress2

Address -

Translated Destination
DMZnetwork? - DMZnetwork2
e) HRiifRTF.

S8 ik NAT M 7 L RTF.

e Birse it s OmM & ($175F 30 PAD

Mt |

T R VR BRI . 10.1.2.0/24 4% L (1 =ML IR I R g 9 2% R 4% F Telnet B %%
Vil BN ML 4 EHREAT Telnet MRS V5 0] IS5 # i, S2br b #4 4h 209.165.202.129:port. 24

FHLIEAT P2 I 55 Vs Il AH TR i 552 I, LS bR 4 460 209.165.202.130:port.

| EES RS
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& 20: &5 < [F B frim OB F h NAT

Web and Telnet server:
209.165.201.11

Translation Translation
10.1.2.27:80—> 209.165.202.129 10.1.2.27:23 —»209.165.202.130

Web Packet
Dest. Address:
209.165.201.11:80 | ==~

Telnet Packet
Dest. Address:
209.165.201.11:23

FHia Z |l

R RO SR CLa e 04D, HaS RIS SR i 0 fEARRIT, JA TR
TEFE I GOE 4 N RERA dmz )22 X il ERCERZ DN R, HRHENR > M REE, Rz
Ho

UK

IR PR L O X 56 5
a) ILFEXFTHR (Object) > ¥R ELE (Object Management).
b) MHETIEFEMLE (Network) H iR 4g (Add Network) > iR INxF & (Add Object).
¢) MM G4 (Bhn, mylnsideNetwork) , AR5 AN 52k 45 ik 10.1.2.0/24.
New Network Object

Name

mylnsideNetwork

Description

Network
Host Range (® Network FQDN

10.1.2.0/24

Allow Overrides

d) HBEHRTEF.
HIE 2 Jy Telnet/Web AR 55 5 61 i B Z8 X1 42 .

meiities i
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a) AR MM4 (Add Network) > &%t (Add Object).
b) AWML G4 (B, TelnetWebServer) , SR A AL 209.165.201.11.

New Network Object

Name

TelnetWebServer

Description

Network
® Host Range Network FQDN

209.165.201.11

Allow Overrides

¢ RdRTEF.

HUE 3 fifi ] Telnet I5 4 PAT Hubik-6n) g3 28 %1 %
a) HdRInM 4 (Add Network) > hn%t % (Add Object).
b) MM Gdn4s (i, PATaddressl) , #RJE %A EHLHBAE 209.165.202.129.
New Network Object

Name

PATaddress1

Description

Network
® Host Range Network FQDN

209.165.202.129

Allow Overrides

c) HiiRfFE.
FIE 4 ] HTTP i 4 PAT Huhib i 8 M 4555 %
a) AdiRINMLE (Add Network) > & in%t % (Add Object).
b) AWML G4 (B, PATaddress2) , #RJa %A EHLHAE 209.165.202.130.
New Network Object

Name

PATaddress2

Description

Network
® Host Range Network FQDN

209.165.202.130

Allow Overrides

c) HEHRTF.
$IES  Telnet Vi 0 G178 51 2 F-5) PAT.
a) KIREFIFE > NAT, JEOIE ot BB b NAT S
b) AR AnARN .
c) MoHE AT EN::

| R
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Add MAT Rule

Enabile
Description

Interface Objects
Orniginal Packet

Onginal Source:®

mylnsideMetwork

Original Destination

Address

TelnetWebServed

Original Source Port

d) 7fF#EOXF %K (Interface Objects) Fic & DL Nk

« NAT 10U = F-3) NAT B0,
* £3 (Type)= 21k

« REOXNSR = .
s BRYEOXM R = dmz.

e) 7r&EH: (Trandlation) FfdE LA R kT

Translation
———

Original Destination Port

TELMET

* [R14i8 = myInsideNetwork %% %} % .

G TE e R T N |

* 5 EHIE (Trandated Source) > ik (Address) = PATaddress1 454 4 .

 [R#4 B#% (Original Destination) > ik (Address) = TelnetWebServer P45 5% .

o 3£ 5 B9 B #R = TelnetWebServer M 28 %1% .
R4 BHRiH 0 = TELNET i 6% (RGEX) .

* $53% R 89 BARim O = TELNET 3 L0 % (RGE O
AR TN B H bbb el 11, DRI S Jsthn H R AN s K H bRt

BEAR AR R I, LAk SR A

B S0 NAT.

PAT Pool  Advanced
Translated Packet

Translated Source

v Address

PATaddress

Translated Destination

- TelnetWebSener

Translated Source Port

Translated Destination Port

= TELNET

LR 0 (s 1) i A R P 11, AT A e AT TG

meiities i
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) RHRTE,

L6 S~ Web Uil &5 AT 3 PAT.
a) iR
b) ECE L)@

* NAT L0 = F-5)) NAT 0.

« A (Type)= 3.

¢) {EHENOXFK (Interface Objects) i & LI Nk
s BEOMNR = A,
« BR9EOM K = dmz.
d) 7E%5#k (Trandation) bCE DL R
* [R44IE = mylnsideNetwork /4% %%,
« #E3R [ HOIR (Transdated Source) > 3k (Address) = PATaddress2 455 % .
* JR%4 B ¥R (Original Destination) > it (Address) = TelnetWebServer 45514
* $5¥% 5 89 B FR = TelnetWebServer M4 %,
- R BFRIRO = HTTP i 6% (RGeS0 .
- R ERYBARIR D = HTTP 3 X% (RGeS0 .

| EES RS
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Add NAT Rule 1]

Enalble -
Deseription |

Interface Objects  Translaton  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source
myinsideNeatwork - Address v
Orniginal Destination PATaddress2? v
Address -
Translated Destination
TelnetWebServer - TelnetWebServer -
Orniginal Source Port Translated Source Port
- L
Original Destination Port Translated Destination Port
HTTP v HTTP v
e) HliRTFE-

FET kil NAT B o R F

NAT #1uh = 2uf = VPN

fERAE B L VPN WS OGR& > uhm (8D G LT SEn 10k s[5 VPN I, A DAIERE NAT He bRk
CLE BRI . 4 AT LAYE NAT SE0E UIRT CIZ#F > NAT > NAT %R & &% 1 NAT bk,
WIERAAE VPN a5 LS NAT Sk, o] DU H DL P AT NAT %bk.

N R RIE B R A S S ST PG IS S R e B R . TR IS B R I (9,

MR I %P1 10.1.1.6 3] www.example.com) , 75 2 F NAT $24L1) A H 1P Mokl vy i) FLEE

Ko DAR 74 FH A2 1 PAT KU AR0M5, o6 22580k VPN BB s (i, M REE IR A 5

1) 10.1.1.6 B2 PH /P A T1#10.2.2.78) , EAMIAT NAT; 875 2L 1 ) 4 5y NAT B #E
Tkt . B0y NAT ISR bk 36 o T [R] bk

| meiities i
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B narrnss sz s ven

[& 21: Fl Fukh S8 VPN BY3E O PAT F1517 NAT

DA 7- il i B Firewalll (REREEINAZD HBCE

FHia Z |l

BRI AT B35 VPN IR & DR O % CoesRkaiiz O 4D o fEARRIF, BAMREEOX% A
%t Firewalll (J#/R#EIp A2 820011444 inside-boulder F1 outside-boulder [Fj 224Xk, ZERLE
PO, HRENER > MEEE, REEEEO.

UK

SRR QIR GORE SR 45
a) WHNER > HREE,
b) M H M4 (Network) Jf 7 R (Add Network) > 1345 (Add Object).
) HKERIREI A Z N HEIL
WILER G4y (I, boulder-network) , SAJSHIAMZHAL 10.1.1.0124.

| EES RS
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New Network Object
Mame
boulder-network

Description

Network
Host Range (e Network FODN

10.1.1.0/24

Allow Overrides

d) iR
) LRI > RANKT R, I AE ST Y R4

N TGN |

AMEI G a4 (B0, sanjose-network) , ZRJEHIA ML AL 10.2.2.0/24.

New Network Object
Mame
sanjose-network

Description

Network
Host Range e Network FODN

10.2.2.0/24

Allow Overrides

f) HRREF.

HYR2 {EFirewalll (H/REEIPAE) b, SYRIRTEI A S 48 0B 280 VPN L B 24 10 Jp 2 S N 1) T30

5> NAT.

a) WKUEFIRE > NAT, JEOIEE s gm b NAT 5.
b) siTiARANAN

c) MCE LT @ k.

* NAT L0 = F-5)) NAT 0.

2 b 5t .-_
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B narrnss sz s ven

« LB =,

d) FHEOXF K (Interface Objects) Ad & DL Nk
« EREOX & = inside-boulder.
« BFrEO XM & = outside-boulder.

¢) {E¥EHk (Trandlation) L0 E DL T 650
* [R#4i% = boulder-network X 4.
« 3 E AR (Translated Source) > Hitit (Address) = boulder-network %% .
« JR%4 B ¥ (Original Destination) > #iit (Address) = sanjose-network Xf %t .
« BERFRIEHR = sanjose-network X%

IR R TN R R, DR A RN A H AR L A S Y H R ik e
AT RE, DT JERC 5 NAT . KA i 1 7B i e SRR D 50RT H AR
L5 NAT,

) 7E@% (Advanced) LI R, EHEAZE BAriEO L{ERKIE ARP (Do not proxy ARP on
Destination interface).

| EES RS
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Add NAT Rule

Manual NAT Rule v
Insert:

In Category v NAT Rules Before v
Type:

Static -

Enable
Description:

Interface Objects  Translation PAT Pool  Advanced

I
Original Packet Translated Packet
Original Source:* Translated Source:
boulder-network v Address *
Original Destination boulder-network v
Address v
Translated Destination:
sanjose -network - j sanjose-network -
g) iR,

WIE3 {EFirewalll (/RSN b, A PFB RS TR 2 5 00 20 PO e N LI 9 I 1) T8y ) 4542 11 PAT
a) miTARInEL N .
b) e LR

* NAT #0 = F-3)) NAT i,
* £ (Type)= 3.
« RN = 1055 — N2 5 BARFIAT S . i T N B H ks, 6
sanjose-network {4 H (1) IR0 20 20075 I KU 2 17, A5 D) 7Kz AN 25 DL sanjose-network Ki
o BRI B KBTI T3 NAT SR “NAT RUUTE H 3 NAT Z 017 #55 AR R
¢) {EHENOXFKR (Interface Objects) At & LA Nk
« BEHEEO X & = inside-boulder.

« B#RIEOM R = outside-boulder.

d) TE#E# (Trandation) FFECE LR &
* [B#4iE = boulder-network %% .

| meiities i
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B =5 AT ES ons sinsm

s FIRERE = BARED 1P kil H bR O G S 1R TORC B #2 1 PAT
* [R4 B#F (Original Destination) > it (Address) = i (FA4%) .
s BRER B =R (F .

Add NAT Rule

MNAT Rule:
Manual NAT Rule -

Insert

In Category v NAT Rules Before v
Type
Dynamic v

Enable
Description

Interface Objects  Translation PAT Pool  Advanced

|
Original Packet Translated Packet
Orniginal Source:* Translated Source:
boulder-network = Destination Interface IP -
@ The values selected for
Original Destination Destination Interface Objects in
= ‘Interface Objects’ tab will be used
Address v
e) HilifRF,

SR A WURE AT BE Firewall2 CGEATPEIAAE) , BRI LY IZBEAHL B AR -

* 4 Hbr & boulder-network I, F-5 5 47y NAT MUK H T sanjose-network. A Firewall2 P4 Al
AN 1A 2% ) BT R 4 0 R

* M HbE R B, FEhEhadE H PAT MUK T sanjose-network.

{£F NAT &5 DNS Z5if) A iy

A RE TSN U B B e LUE S DNS N, J7 2 HIVG S NAT e B )b ik 2 6 3 2 v (1 s o
W B RE A AN, T ARG E DNS 2. DNS Bt #x ) “DNS Doctoring” .

| EES RS
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onses itz [

T AE AT U S UUAL NAT KU ) DNS £ AN 25 b b (i, &R T 1Pv4 1 A dsks EHT
IPv6 [1) AAAA id3%; B, W TI0 ] DNS & PTR IC5%) o % T MBS 2 11 28 i8R BT ] 2L Ath
FEITH DNS W2, ic 62 IR R TE S O SERRE . AH S, 5T WA AT 42 11 2 1 WS 42 11 ) DNS
M, ek SR E A RS g . EDhRRIEH] T NAT44. NAT 66, NAT46 Fil NAT64.

PUF 274 NAT JU0) [ & DNS 55 [F) J LR 3= Z 50 .

* JUU A NAT64 o, NAT46, Ff H DNS RS 2507 T AMH ML o 75 23T DNS 35 LS DNS
Al GEAT IPv4) Fil AAAA it GEF T IPve) ZIal (s,

* DNS JIR55 SAEAME, %) T N i, I L s i P ) — 2856 4 B kA4 A A 1) At A 98
Hle

* DNS IR 5585 £ A BB I UL L HY TP Sk BEAT W B, % s fE AN, I L2 7 S e 435 1) N A4 1)
JIR 55 s 1) 56 4 FRE A

DNS ES[R
PUF & DNS 55 5 S [l

* DNS EENGEH T PAT, K A% 4 PAT MUNGE T4 A 5 AAAA B3, 1EAH i) PAT
AN 5E o

o WREIECE T T3 NAT AU, 44552 T H b Ay bk i, ASAEfc 'S DNS Bik. 4t A
5B, XN AT RE S A AN B AN R e e . DRI, KR RS A DTG DNS N2 TP Hhk
IERfIT X NAT BUUAHUERC; DNS WA AL S A AN b/ H Ax ik 40 5467 T4 7~ DNS 34
SR AL A R

* BT DNS Arpfm R, @0Zs R NAT BUUJS T DNS NAT 55 (f) DNS ) KA.
BRELLR, JA)T 7 DNS NAT HE'5 ) DNS kv o4z RN ], PRI AT REJG 7 B ke e 2

* SEPs b, DNS HGE xlate 45 HiAE NAT BUN_E5gp. Ik, i SR i i sh A R xlate,
MIABEIER SR TES . B NAT 2 HH A R 1)

* DNS 5 A S DNS ShATHHE R GRIEER 5)
PUF 844 T NAT B DNS F 5 1741

DNS64 [ Z &4

P B oRANEE TPvA 4% 1) FTP R4S %8 F DNS IS5 2% . RS0 1 [ AMHB AR S5 #s B A . 7EIX
FHEUL R, 24N IPv6 7 N DNS fil45 24 sk fp.cisco.com fUHIHEI, DNS JIR45 w55 DL SZ brit bk
209.165.200.225 {E K Wi [

i T4 75 B T 7 48] fip.cisco.com fMRHBYE (2001:DB8::D1A5:C8E1, Lt D1A5:C8EI /&
209.165.200.225 (] IPv6 X4 , R T EAL E DNS [FI 2 G A T ER e e . AR 1840 55 1
1] DNS AR 45 % 1A NAT F£ 3R 7] N3 IPve =AU PAT KL,

| meiities i
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B onsss e

ftp.cisco.com
209.165.200.225
DNS Server Static Translation on Inside to:
209.165.201.15 2001:DB8::D1A5:C8E1
Static Translation on Inside to:
2001:DB8::D1A5:C90F

Dest Addr. Translation
2001:DB8::D1A5:C8E1—> 209.165.200.225

DNS Reply Modification
209.165.200.225—> 2001:DB8::D1A5:C8E1

User:
2001:DBS8::1
PAT Translation on Outside to:
209.165.200.230

Fia Z |l

FORRA S TR KL I R CraXadzna) o EARIT, TAVRER X5 2
YO REBRISNER I A ERCERE NS, WA R > M REE, RnikEED.

g2

HIE1 N FTP %545 DNS RS 85 P4 FT PAT Jth Q) 2 0 2 5 42
a) PR (Object) > TR EE (Object Management).
b)  MHETEFEMEE (Network) iR AN & (Add Network) > RA03F 8 (Add Object).
¢) i XSZPR FTP R4S ge it

HM IS4 (B, ftp server) , ARJE A HLHEE 209.165.200.225.

| EES RS
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DNS64 [ & 1&25 .

New Network Object
Name
fip_server

Description

Network
e Host Range Network FQDN

209.165.200.225

Allow Overndes

d) BHRE.
e) TR > At &I E X FTP MRS 2% 104 )5 1Pve Hudik.

hMERE G g (B, fip_server v6) , ARJEHIA EAHLHLEL 2001:DB8::D1AS:C8El.
New MNetwork Object
Name
ftp_server_vo

Description

Network
e Host Range Network FQDN

2007:DBB::D1A5:CBE1

Allow Overrides

f R
g)  ROTRANMLE > RN FRIFE L DNS 55 4% K 5Bt ik o

JMLE A R4 (i, dns server) , ARJEHIA TN HEE 209.165.201.15,

meiities i
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New Network Object
MName
dns_server

Description

Network
* Host Range Metwork FQDN

209.165.201.15

Allow Overrides

h)  BHRE
i) AHSRMMLE > RN & IEE L DNS R 458 S IPve ik,

HMZEX L A4 (A, dns_server v6) FFEIA EHLINE 2001:DB8::D1A5:C0F (H
D1A5:C90F 2 209.165.201.15 [¥] IPv6 X NI

New MNetwork Object
Mamse
dns_server_vb

Description

Network
® Host Range Network FGQDN

2001:DBE::D1A5:CI0F

Allow Overrides

o RhRE
k) R > RN SRIFE LA ES IPv6 2% .

KM G4 (B, inside v6) , ARJGHIA MLl 2001:DBS::/96.

| EES RS
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New Network Object
Name
inside_v6

Description

Network
Host Range ® Network FQDN

2001:DB8::/96

Allow Overrides

) RiERE

m)  AUHEIRINMLE > RS &I LA IPve 4511 IPv4 PAT itf.

onses itz [

HM X Z A g (B, ipv4_pool) , ARJEHIAJEHI 209.165.200.230-209.165.200.235.

New Network Object

Name

ipvd_pool

Description

Network
® Host Range Network FQDN

209.165.200.230-209.165.200.23

Allow Overrides

n) HRiERE.
g FTP 245 24100 5 47 DNS & 24 (154 NAT Fi .

a) WRIKIEFEIRE > NAT, JFCIE o is BuUP s NAT S0

b) iR ANAL .
¢) BCELLFEPE:

* NAT 0 (NAT Rule) = H3)) NAT #0,
« KB = A
d) 7E#EOXF %K (Interface Objects) Fic & LA Nk
< BEOX R = SME,
- BFREOXMSR = W,
e) fEis#k (Trandation) b E DL R LI
 [R15R = ftp_server MZEXT4 .

* BEIR R B > Mk (Trandated Source Address) = ftp server v6 W48 X% .

meiities i



mugititisie |
B onses ek

Add NAT Rule
MAT Rule

Auto NAT Rula L
Type:

Static L

el

Interface Objects  Translation PAT Pool Advanced

Original Packet Translated Packet
Original Source:* Translated Source
ftp_server L Address v
Criginal Port fip_server_vG "
TCP v

Translated Port

f) 7EEZk (Advanced) b, EFELLF LI
IR EECIZMN A DNSEE.
© MEMBRES, PRYIXE—X]— NAT46 #54ft.

g) MliHBE.

IR 3 ) DNS R4S 75 0 B 5 A NAT S,
a) SR ANAR
b) ACE L@

* NAT # M (NAT Rule) = 13 NAT S,
o KB =i,
c) HFEOMKR (Interface Objects) FHE LL Rk
 REOXMR =M.
- BFREOXM SR = N
d) 7% (Trandlation) b & LA T
* R348 = dns_server PN .
* BEYR R B0 > Mk (Trandated Source Address) = dns_server v6 FIZ% %1%,

e) fEE%k (Advanced) I, EFMEMARST (Net to Net Mapping), PlRiX&—%f— NAT46 4.

| R
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Add NAT Rule

MAT Rule:
Auto NAT Rule v

Type
Static -

Interface Objects  Translation  PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Source:
dns_senver ] Address -
Original Port dns_server_wvi -
TCP v

Translated Port

f) miii OK.

LA KN IPve ML E B PAT U 3h 4 NAT.
a) iR
b) BB L)@

« NAT #7 (NAT Rule) = [3 NAT #L0).
« 2 (Type)= 3%,
¢) {EHENOXFKR (Interface Objects) it & LA Nk
CREOXMNR =N
- BFREOXM SR = 4N
d) fE%E#e (Trandation) E & LA R &I :
* [RYBIR = inside_v6 WX %,
« #5355 BYIR > ik (Trandated Source Address) = # 7BERE 25

| meiities i
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Add NAT Rule
MNAT Rule

Auto NAT Rule v
Type:

Dynarmic v

P
il

Interface Objects  Translation PAT Pool  Advanced

Original Packet Translated Packet
Original Source:* Translated Souwrce

inside_vi - Address v
Onginal Port -

e) {t PAT it (PAT Pool) FHc & LA Nk
* B PAT ith = LRIk il
« R E R > Huit (Translated Source Address) = ipv4 pool FIZ% %1% .

Add NAT Rule
NAT Rule:

Auto NAT Rule v
Type:

Dynamic v

w
Interface Objects Translation PAT Pool Advanced

Enable PAT Pool
PAT:
Address v ipvé_pool

Use Round Robin Allocation
Extended PAT Table
Flat Port Range

Block Allocation

f) MilifE (OK).

DNS Bl & 220, SMERIZEC _ERY DNS BRS5 25

NIRRT AR L U5 ) fF) DNS k%545 . IR 454% fip.cisco.com 76N EHE: I Fo K NAT B & 44
ftp.cisco.com SEFRHLNE (10.1.3.14) #A4 h 7E AN M 4 F ] WL 1w i dik (209.165.201.10).

| R
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TEIXPMESL R, B AL F AR 5 A DNS [RS8, DA S Bt ik 15 10 fip.cisco.com [P
HOH AT DABRCR ) DNS 4w i s brtthil, AN A& g ookl o
NI EHLRIERT fip.cisco.com [FIHHEF] DNS K i, DNS i 55wk DAL Hi ki (209.165.201.10)

YEAIEISE . G5 H BRI SS 25 (P AN, IF45 DNS [RIS v [l ik 64600 10.1.3.140 a2 RAH H
DNS [R5 &, P8 AL 22 30K i i &% £ 209.165.201.10, 1A & B4 Vi 7] fip.cisco.coms

DNS Server

DNS Reply

Security
@ 209.165.201.10 Appliance
DNS Reply Modification
209.165.201.10 > 10.1.3.14
£ N
( Inside
@ N

DNS Reply
10.1.3.14

User ftp.cisco.com
10.1.3.14
Static Translation
on Qutside to:
209.165.201.10

®

FTP Reguest
10.1.3.14
FriEZ Al

PR RA S TR R I DR (X edR A4 o EARIT, TAVRER X% 2
YO RERAISNERIN 2 42X, EPER IR, WKKEHFR > MRE®E, RFiLFFED.

g2

PR N FTP RS ds G M 26 01 52
a) EHEWNR>MREE.
b) MHETIEEMS (Network) I iR nM 4k (Add Network) > 55 03f & (Add Object).
¢) & X SzBr FTP JIRZS Setbdi.

FMXF G4 (BN, fip server) , ARJEHI A EHLHLAE 10.1.3.14.

| meiities i
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Mew Network Object

Mame

fip_server

Description

MNetwork
® Host Range MNetwork FODN

10.1.3.14

Allow Overrides

d) iR,
e) HdnRnMLg (Add Network) > ihn¥t 5 (Add Object), #RJ& & X FTP RS % b4 o ik o

J MR S 4 (BN, ftp server outside) , AR5 HA EALHNE 209.165.201.10.

New Network Object

Mame

ftp_server_outside

Description

Network
e Host Range Metwork FODN

209.165.201.10

Allow Overrides

f) iR,

P2 O FTP %5 A5 lic B 7 DNS 15 2t #4 NAT B
a) KUKIEPEIRE > NAT, JEGId kg g B NAT SR .
b) AGTARANEN .
¢) MoE Lk

* NAT 0 (NAT Rule) = A3 NAT #0,

| EES RS
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Add NAT Rule

MAT Rule
Auto NAT Rule

Type

Static

Interface Objects
Original Packet

Original Source:*

ftp_server

Oniginal Port
TCP

DNS B &£ 224

ons mg s, =M% aons s

o KB = .
d) F#EOXF K (Interface Objects) FAdE DL Nk
c FREOMR =N,
- BFREOXR = 4.
e) 7r&EHR (Trandlation) b LR i
* [RIAIR = fip_server XS 5.
« #ER R RYIE (Trandated Source) > Hdit (Address) = ftp_server outside 2844,

f) 7EE% (Advanced) LNk L, EHEER 5 M LECA) DNS B & (Translate DNSrepliesthat
match thisrule),

Translation PAT Pool Advanced

Translated Packet

Translated Source

v Address v
ftp_server_outside v

Translated Port
g) HilifE (OK).

E 4% _EBY DNS AR 55 2%

N IRAN R ML ) FTP JR45-45 K1 DNS HRE-%8 . FRGEAT I ) F0 R 55 28 I B A e 40 . AEIX B
BN, 24N A DNS AR 4528175 3K ftp.cisco.com [FI3IERS, DNS AR 2% 245 DL s brithdik 209.165.20.10
YE RN . TS SN ERH P fip.cisco.com [IBRES Hihl (10.1.2.56), PRI T EAC & DNS [0
& S AT B A i 4

meiities i
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ftp.cisco.com
209.165.201.10

Static Translation on Inside to:
10.1.2.56

FTP Request
209.165.201.10

I Dest Addr. Translation
= 10.1.2.56 —>» 209.165.201.10
Security @._

Appliance

DNS Reply Modification
209.165.201.10 > 10.1.2.56

FTP Request
10.1.2.56

FiaZ |l

R RA QS TR L I DN R (2R OA) o ARG, TAMBERE XS
YO REBRISMNEBIN 22X . ERCERON S, WHRIKIERENR > WREE, RniLfEED.

UK

W1 N FTP RSB M2 0 % .
a) EHWR>WREE.
b) MHTIEFEMLE (Network) H aidiiRmnM4g (Add Network) > iR/ A03F & (Add Object).
c) & MSEFR FTP RS #sHuhl.

ARG (B, fip server) , ARJEHIA T ALHAE 209.165.201.10.

| EES RS
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New Network Object

Mame

ftp_server

Description

MNetwork
& Host Range Network FODN

209.165.201.10

| Allow Overrides

d) HRiRE.
e) HidiRnMLg (Add Network) > hn%t 5 (Add Object), #RJ& & X FTP R4S % i 40 otk o

Mg (B, fip server translated) , #RJEfH A EAHLHBHLE 10.1.2.56,

New Network Object

Mame

ftp_server_translated

Description

MNetwork
® Host Range MNetwork FQDM

10.1.2.56
| Allow Overndes

f) HREF.

W2 4 FTP R4#R L E 7 DNS (B MUFF# S NAT R0,
a) RKIEFHIRE > NAT, JEEId kg mih B NAT SR .
b) siTiARANAN
c) MCE LT EE:

* NAT # (NAT Rule) = H 3l NAT Fiil,

© R =i,

| meiities i
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Add NAT Rule

MAT Rule
Auto NAT Rule

Type:
Static

Interface Objects
Original Packet

Original Source:*

ftp_server

Original Port
TCP

Mt |

d) FHEOXFKR (Interface Objects) A& DL Nk
 FREEOXMR =M.
- BFREOXMSR = W,

e) {r&E#e (Trandation) FJCE LT L.
 [R1KIR = ftp_server MZEXT4 .
* 3L S RYIR > Mk (Translated Source Address) = ftp_server translated M 45X 4 .

f) {EEZ (Advanced) 1B |, dHEE# 5t AN LECAY DNS [E & (Translate DNSrepliesthat
match thisrule).

Translation

PAT Pool Advanced

Translated Packet

Translated Source

Address -
| ftp_server_translated| -

Translated Port

g) MEBRE (OK).

B A A 1E) NAT By [ 52

Thee

R

FHER

2 NAT AU B g i 4 | 7.4.1

H,

Yl NAT FUUES, BRIt ah, al LLEI A 2541,
A 7.3.x 887.4.0 AN ER I fE

| R



| Mt

Pl |

Ih&E [I7EN HMER
Retls— R . 2E B | 7.2 Tl LR Z AN NAT JUU, FFRI S 2R sl e T i A2 FANGE
KA NAT H). TF5) NAT ), i BRiE H 5T NAT S,
FHINAT e el | 7.1 AT L FQDN M85 (B i4e & www.example.com I ZEXF 5 1EAF
% (FQDN) X} G4 Ay 46 &) NAT B P 40 Ar k. RG0HE 4 DNS IR 45453 A1 ) TP Hbhikfic & 50
H o e
TEAE TR G PAT HHE 3 BiC (1) | 6.7 B PATHuSE 7 Fe 2 SERE R A 0 )y 2. BLRT, Muhk Bl SEmb s b it, Rk
. PAT it F s O5E IIPATIB AN ERE A A 2 /D T — ANl . BIAE, #8555 4 O B B PAT It b
PEIELAE BRI R H HERN A A KNS B VR, IFAEREAE R L 2 TR ELEAT T AN I D3 AR AH [
FEHAT AL E PAT Mtk (1) 3. Rk, S8nT DONSHR 8 0 75 22 PAT R4, s PAT 1t
KRN B —AN TP Huhik. BEZE 1024-65535 JuHE N, 75 512 s e b 43 i i 1
Peo BCE PAT MHNINF, w] DLEFRAE I He o0 e vp 4o & 06 B o 11 1-1023. 454,
TEATT AR, AT AR e, S5REANPATHIIPHEHE AL P 65535 %
B PAANTT SSA L, B RERS AL FEEE N PATHEIPHE NI 163844 IEF
VEN I DU —389) s T REEIPATHE (IR SR AT R G0 S AR AR s AT)
AT HRAE FH 1023-65535 100 i s L1 il o DART, %80T DA 7E PAT Jt0 0 oh £
BARSBim OSEE (Flat Port Range) Ik B AN BOa . RO B
i%OSEE (Flat Port Range) EIIL CL 4 205 : PAT MBI/ UG A B . 18
A LLE S B13E4R BRI O (IncludeReserved Ports) #35, LLZE PAT it 045 1-1023
i 119
R, WRECE S T AL ( BR4ER (Block Allocation) PAT i i) , 4
i FER MRS, TIASZERIA I 5123 e, eAh, ANHE A BEEE T ) RS IPAT
HBHECE Y REPAT .
e 5 2 Rk uE J i1 | 6.7 TUAE, 0T DAAE B P 18 NAT S rh 2 B0, DLES B AR Bs 1P btk . i 11
NAT I . WG AN . 8 REE RAFEI VLI, HREMSIEMNZER, LA
CEVETIN NP
M fasgmi JEU B NAT SRS, B TAE MR B T — MY R B
XRS5 AL RT 22 NAT i | 6.5 X2 TS PAT, %n] LUN ARG BN 8, ME T3 NAT
it — RO — AN D ¥ (324 RFC 6888)
B RS RSB (Block Allocation) REIRV N3 J8 Wb 18 NAT 4
MJfE) “NAT PAT jtb” (NAT PAT Pool) 15+ .
SCRE USRI NAT h | 6.1.0 A AL AT DAAE T 24 I AE g0 B A NAT A 00 w4l P o 4 i LG 52
4 P99 2% 3 B X 52
JB 157 0 B ) 2 b il 4 | 6.0.1 CLAS I LR B A8 ) NAT S

(NAT).

BrAAE P BRSNS B EAE O NAT SEmsa8 In 1% & (Devices) > NAT
T

meiities i
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