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JBMM S B (7 £ BB T B T REA A 2 B W Z ML= L — RYe R h g, MM
A AR B WA IR E A, 5 G 3L o SR IR FL R 21 7 e %

)

IR A 7.4 META, FHARZER O OSSR, WR RS HERS ASE SNMP BN G % BEiR 4
AR WO, W2k & I s R RS A 0 SR~ & BB SR (7.3 FITHE FLARAS, Rt
YT R IEH) 7.4 B .

CPFERERMN, B2 W

P EW BRI EDR AL, 2 T
s HHE G WA, B2 00
MG WE , H3 0

* ARP G , 253 1L

o MR, 55 00

*DNS, #5701

* SN IAE , 5 8 T

s FBRE, 130

* HTTPifiE , 25 13 11

* ICMPifE, 5515 0L

* NetFlow , #% 16 71

* SSH 77ia) (SSH Access) , 5 18 it
* SMTP JIR%54s , 5 20 7L

* SNMP, 220 T

*SSL , 3271

s RGHE, #3600

o EE, 552 0T

o WRIES . 2 54 0T

o BfIX, 255 00

* UCAPL/CC &P , 28 56 1L
o PERERCE SO, 55 56 1T
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15 B E SRS R T T SO B TR ) ESRALL T 45 1 828 v LA 2 e A K T (A9 g T 4 A

SRS YRR LI e BB Ak

S s, ATULRIN AR 2 A2 B, AR E Fp PR Ot B R  B T A X BB
SRS TR A AT BE SR S s i L SN (K P A7 32 B BUAE A R S e M BEEA R, thd
BRI S0 IR FL R FH 2 BT s e %o

i, SRR 2 A s W] e 2 EORIE M B AL ) BRI o “ JEHRBUEH] 7 (No Unauthorized
Use) {8 MG BE, ] DAET 6 BEE S BCE - OSSR .

FER— L E A2 SRR RIS A A B, WR G BAEA RO 8 AN R S
PErR AR TN, o WER SIS AS R U5 B3, ] AR 21 6 BB SR AL Z [P, i
AL e A SRS

T aR BRI E R & R

EBEIESIRER

SCEFRYSE
&

BRrfat
T
U In) 5 FE 53

[0 25 5 2 A

(1 FEIRE T OLE > FARE) SIT A RE RN, LTI R B R R
75 91 S 1 B L

UK

S EFEE > EARE.
S TG, wauss FB) | mE (4 SR () K.

AR b R AR H AR B, BIAEIZ SRS Ll i o B 58 AR ems 2 i,
R TR HAB SRS 2 BIXLE H AR
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3 LRIEB N, W R ETEZ R (New Policy).

a) MR IR R R B A A
* Firepower & b ML & G AL 500
* EUARBAENR E LA BOb B T B AL SR
* AT BIRE M 1152 SRR 524 Bl i HUAR 81 3L 5k
b) hHTEm AN &FR (Name) FlitRA (Description) (RIi) o
c) B, MEFENIHMS AR & s ATRALAE o AR A Al RN SIS (B0 LA prig

Wf. MTUULEIEER (Search) FBUHP M NIRR 745 LIGH /MBS 13 o
d)y HdREF.

RGOS, TFHTIT AT o4 -

4 TEF SRS P bR, U R 1 5 BB SN SR SR () Bl

a) MRS B (Policy Assignment).

b) B BAS Al PR B A A A 4R R, 15 AE T IR B AT LA AR Ao IR T, R)E
il . e nr LU AT HE R

o) EMIBR B, Vi BT B FMEHLFE SR I mnl P El s £ 4 55 1) A
(W)

d) riitiE (OK).

T—% it 4
© WEBCE NG WS A .

A | ===

MiEFagE

ARP &)

U & W EE N T 2 BRI . A OSX SR B RS S, WS RN 6 E.

BRINTILR, MREedl i 2 ) R VF BT ARP s td. o LB S H ARP Kl k244 ARP B0 £ 1)
ARP K 0] {5 1385 1 U A WL % th 2s (PR ARP 5D o ARP IKIWMAEHS /5 1 “rhia] A7
Yeitio B, FEHLIA PSS 88 &% ARP IR WG i a9 G i 4% MAC Huhk B4 7 mi
B, BhEMMHBEE MAC Hihk GAS2 3 2% MAC Hibb) F5HAh ARP W R I2 2] FH. X
FE, Bk BN nl 76 BTy BRI B4 K B th 2% 2 ik L4240

Faigs [l
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ARP Rl ff B 24 ARP P ) MAC Huhb FIAH DG 1P Mok EAf, Mk 3 mt vk A H B i MAC
Holil %% ARP Wi MY .

A H ARP KT, OV S A KT ARP R AT MAC Hihik. TP Ml fIs$E 01 5 ARP
KR RIERASL HITI R, HHUT T 531k

o WS IP Huhlk. MAC HuhERIEEE 5 ARP 45 HUCHD, % A nT LA R .
o Q1R MAC Mtk 1P Muhbslds O 2 [BIRUCHD, W) s fi e 2% = EF 5.

* Wk ARP it 5 S ARP R AP IRALAT 4% HARAULHC, 0T LUK B s s 46 B8 0 BT AT
O R G2, B k.

\}

AR WIS HOCE N flood, & A I LB 4E AN 23 DLz 5 A it 0.

i

TE1 G IRE> TARE , HOIE ol wUihosfE SR .
SIE 2 EHARP .
$IE3 K& HIRINE ARP K& .
a) AdTARICLEIESE A H, WEIZA H OAEAE, W) AR .
b) HEREHTRT AL,
s BRBARTE - ke DA X AT ARP f 2,
s BERAMER - ETEUAVCIHEAS ARP 45 H 1) ARP ik DL T 20 [ e JsidG 4 sk 4 F 45 e
BEODAMO TR R . BT M.
WAL DR UL ARP 1K, W et 5 ARP 4k H 52 & VLRLIE K
o R X - I A B B PAT TR B A DR X, XA I AT P X A . 6 TANTE
X, AT DAAE “prik e Xk 53R R 7 B N DA FR, ARG R
(Add). YA ALE T 8% B X IR, S B SR Y T 4 o

c) MR (OK).

HIB 4 WAERINTA ARP 45 H TR INER & ARP 4 H .
$IB5 LHRTE (Save).

VRIS, SR DA AR E > ARE K SO E 2P U B AEMSE LA, AR
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iz i

ST LA T R C BN A R B e A iy AT SR (CLI) I 7RI 22 ]

i

TR G &> TERE , JFOIEEGREE B S
PR 2 EFHERE.
FIE3 P E R
TR G TR 1) LA R AR
* HAVHIH ASCH 77, Bn AT BATHAT (3% Enter) , (HANREATH IR AT
o W5 B $(hostname) i $(domain), 1 LI AT NGBS ) EHLA i 4
o BORBER BSR40 R RS, (Han R A I RGN AR R PRI S, W) Telnet 5 SSH
Fart CSNZIR

© WA ERE , BENERE R RBUR T o THZER] “Xal” 8“3 7 S8,
N ENMEEAEIBITE AR H o LA B ) AR A B U ) B0 TE A )T -

You have logged in to a secure device.
If you are not authorized to access this device,
log out immediately or risk criminal charges.

P4 SUHRTE (Save).
BER, 0] LU R ERE > ERE I NG 8 B T A L W #s . FERSE I JE, A AR

DNS

WA 248 (DNS) Ik 554 kK EALA M2 1P tihik. A PIRNE H TAN RS & 1) DNS k%5248 1%
B B AR A R B R R AT H i SEEAT DNS A k¥ FQDN [AEAT Ik 55, it
Yy ) ROUFEE R U 0] VPN PR PR B G0 A8 B 1 bR IR B, 491 a5 R B e 2 B
Bro MRPAGE T $dlE DNS 4s4s. % &P DNS % &, i5Z# CLI configure network dns
servers Al configure network dns searchdomains iy 4. .

N T HiE DNS 55 S IBAS (K IEAE 1, 52 s A i ch gk, (R R ik it e AR B T 80R
DNS [ e ARG R, 1S 5T 4 1 B

T AKE I E 2> DNS JIRS5as4l, IR ENIRMENT AR () DNS 3. i, Baraefy — A
NICDNS IS5 2 AT AR BN, M S HIRM IR . WA, AT DURCE N ahmdl, LUBA
i DNS Jl 4543 TNt i, B, Y5 example.com 3 (FITHENUIMATATIERE . BRI, AR 04l
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A4 4 5 FQDN [F3E BRI #5 DNS AR 25 28 BEATIAT, 1055 28 JLARSS 2% (1032 332 U4k T 40 6 DN'S
MRE54% . IXUSAAENT i Ad FH 20 DNS @M AT Shae i, #1140 NAT Al i) 2 50

$ 0] LIE ] 5245 AT DNS R4S 251£ 30+ & DNS W W7 fic & 52 {5 41 DNS JIlk%5. DNS W FH 85 3 FH 1
WL 2 IP,  DUEAS IS — B BN . B T HCE 25 L DNS R4S 25 2 4, #8038 1T LLoKE DNS
24, DHCP i, DHCP H 4k DHCP % J' i /1 CUNC S 11 R 5585 76 4 3245 A5 (] DNS e85 4% o

)

AR O THET NI PBR, UG E S AE AR DNS RS54 . I8 200 ik DNS ¥ it A SOk A gl
JIMBTAE CANSCREINE DNS) LA AT I LR I H

BLANBEE ThEEh £idR
* 7.4 - DNS R O~ HF o

FHIa Z Al
* WRCEIE A DNS s adl. AREMEE, iS008 DNS IR a4l % .
* fORIE TRV T4 5] DNS IR 55 45 M X 4L
o Bl DR 52 7 LA HLA G 24 A0 AT I oh BBl AR B R ) DNS IR 554 o

UK

$£IE1 kR (Devices) > A& E (Platform Settings) Ji 61 ml 4 45 B P 5 18 S0
P2  Liili DNS.
$IE3 Uil DNSIZE EIiF.
PB4 kT BRIRIEE DNSIEHE BT,
HIB5 i E DNS 424l
a) {E DNS JIR&-#A1 51K P AT LU M AE—384E:

BURBEIS MBI ZER, 15 s AN W RAEIAT RS AR A VR P ECE T 30 ek pEssik, WG
&wm&mﬁ

« BEHEALNRE, EAGEA SN &g (4 .

o BHRAL, S THLA15 00 MR (WD) . BRI SR DNS RS SIS, SRk
BN E ]
b) FEZNINERgwARAI, IHACE LN RE, Rl mE:
* i£3E DNSH-EF A DNS RS2 2000 %, sl + G B DNS R4S #5446 %,

* AR R BOIA-IL BRI T A U2 O BRANZH o ATAT 55 TEAR AL (13 P 45 AN UL C I DNS e i 3Kk
HCRE AL LR 2 m R R 55 2% HEA T AT o
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o SE-OON TARERAGL, &85 BRrE 513, #il example.com, example2.com. ANGE
AE T
AR T IX L858 (1) DNS f# T 45n] ELZEVR 21tk DNS ~F- 5 ¢ S 1) BT 4 b i 22
N 30 AN . BRI 2 AT 127 AT

TEERD, IR s A S I A M BRI AL TE G I IEAR HI AT LU BRAOASAN ] o

$IB6 (k) A IEASZBITEEE M it T e H, UAobiit.
X TR 3 F T E P 2% %5 % h 6 52 1) FQDN . 3% S84 IE -1 HoAth o g vh 48 FH i) FQDNG,

* BHAS B it AT 88 15 € DNS 4% H (i A AE I a) (TTL) , BAMl By . SR 33 i 28 K1
ZHMTTL, WTTLY ISR B ME. R TTLEL BT 2K, DK 2008 21 1 4% H i) 1)
fl: (EIXFMEAT, A TTLERINEGSNS . BIE, %4 H ¥ DNSTE 2 e . MR
2 HELRFFgm k2, S MIBRRERL 1 ke 4 LA BE gk, RO FE2E DNS 45 H vl LA A
BRI TTL CEE3FY) , FrelfEReis i b & sehs FAEK TTL. BRIAME A 180 CRE, BT &
R/ NTTL R 138D o JEE 1 5 65535 204,

R, T AT 7.0 8 FRA K RS, BN T SZhr Eays A TTL ST & i/ ME

o BT BT S 45 58 WA AT iH) DNS AR 45w LU BT I 28 61 5% vh 52 XK FQDN R Ia] BRI . £E 48 )
DNS I 8 S WIS B AT () TP 4% H i TTL 21 CLASERIE i) 5 W4T FQDN.

HBT  EFTAE B E R ] DNS Bk X Segh P 2 5 T A8 1R K b 2
TR, fE#D S DNS AR 58w T AR LU R o BB B A 4h 28458 F % el Al
SEPREE . ANBEAE A B L F A B L2 AN A B B
o RIEPATFIEE O - AEFTH 80 L ] DNS Bk it {00 o 5o i th 2% .
 GEPE TR E R AN [E & I 2 B/ B IR O /5 F DNS & 3% (Enable DNS Lookup via
diagnostic/management interface also) ZE1i - 7E4i7 45 11 1 i3 FH DNS #rdk. BBy i A0 24k
P k.

« GEFR TR OO HiE S T BB i@IT 2 Wi/ &R 12 O /3 F DNS &% (Enable DNS Lookup via
diagnostic/management inter face also) LI - 754 i #2 1F1 A7 BE #5211 FJ5 H DNS &4k, by
0 A AR 5 T 3, T SRR AR By, )[R ) L B R

* AXPR @IS B /R F DNS TH/E 12 O K& WLIi-7 58 F)J5 H DNS A4k, gp it (0K A
HE AR,

WIS HEUESZG(T) DNS eds a4y, i st Z{51EH) DNS BRE 28 LI k.

HIE9  ERAAT, £ DHCP i, DHCP H14%, DHCP % 7ok DNS AR 45 2841 e & P84T DNSHR 45 241
N2 ITDNSHRSS 35 o W R BHEBR IR AT AT — AN, TR I AR ) S HE

W0 ERINSZAE (T DNS ds#%, 1WifE 36 DNS ARS8 I, rithi 4mig-

LR {EEHE DNS PR & AHEHESD, EHE NN GAE A 32 (5T DNS k4545 8l 4R 1€ %2 {5 F DNS %5
1 1P bk
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a) EUERRILA NG, A TRENNR T, EFEIHENIENNS, )5 58 R Do L
#| FriEDNSARS 85 1. A KA IN BN S HIME R, S0 A M40 5

b) ZEE AR (5T DNS RS 2410 IP Motk (IPv4 5% IPv6) , iH7E4S & SCAFZ B i ANk, 4R
Jo ity A ALK A B BTik DNS AR 881 .

¢) MiifRTE (Save). WsINIIDNSHRS 48 Wt Z{51EHI DNS AR$S 88 vl .

FR RS IR Z T LA E 12 /> DNS 448
(Al e FAHH M4 B8 1P Hobl382R ORI DNS IRZ48, i H 5 DNSBR&E 22 R &Ry
Bt

MiHRTE (Save).

T—%#ita

LR FQDN X G T i) 20, 35 G — A FQDN P45, AR e R 23 Bie g g il 2 0 o
ARV, HS M5,

MR B 0 B I

\}

AR A IR A AT AT S

FE R B P A AN S O S uE i, e B 482 43 FH AR 5 43 56 UE X % H F 2 1) LDAP 5 RADIUS
45 2% 06AIE FH P AR IE

HEZ RGP IIEXT R

B R BB A W TS AN S IR R S . B FR R RN A n L A AN S, aT A
FEMICIEARIXS G EER, BP0 SZFFfE RADIUS R4 #% b O, i & FE e Bk
TEAEANR GOy AE X G P Tise O 7 5138 o S8 nT DL R4 B A5 FH T A2 vk, (Ha
FAE RADIUS R45 2 Log U, A5y Ja filr o i A /5 B rpoC ) g s iRy 3 52 o

\}

R

UMD A S £ 473 U6 U P R AN A T

OB AN A B AL (R YEEANTE, R, WRILERTS, iSRS e A N
IYEH C6fF LDAP 24 1-30 £, XFF RADIUS 24 1-300 ) o Qi SR I 18 8 0 5 s (e, ) Jak

AR E S ESNEB B IEE X &R

TR AL, U HARAE RG> AR > SMBEARIIER TSNS S IAER 5 R S
Bty BMERITE O, BN T2 e I I TR BB . T OBl ) e, e AIAE FS 2
B HIP B BCE TR SNSRI 5, JF HAEA S REREE — MAMBIIEN % R CAC
S KAL) LDAP X R M AREH] T CLI Uil

W rewE


management-center-device-config-74_chapter32.pdf#nameddest=unique_709
management-center-device-config-74_chapter32.pdf#nameddest=unique_709

samaniii ]

B BA T SR FEL

RSN A UER b — AN AR Bl T BB i SSH VT 1] o Wl R AR B, RAT K 4
2 o R R B ST A R, PR XS B MRS U o B 9 1 SR 1) 7 B
AT B, W& (Cisco Secure Firewall Management Center & FERFG) H) (FCE & F A0
HMBEH O RAIED

RR#

F P 24 W A AT A BEEC A7 I s () BOEF4F (<) 1 Linux F7 80 7 44, BACATE R NS <~ B
AT FRADER R A, Bl at 755 (@) FIRM () ARERINB SN IR INEIREZH . AR
B IS (FE R AN S R AE R BRI — 8653 5 ANBEAE CLI s AT 1R, N
F P HBEAE CLL TSN, ASRe /L& B0 .

WRAE Z A Ad T configure user add #ir-4 T 7 C B AR I 44, 00 e B 480 v S 0] itk
WESH PR, AR, PG A AAA JIRSS . TETERD,  BOJE ANRE AR AT A W] 44 1) N 6 H
FURINR AN s ANSCRECLRTAFAE NS 1 X RADIUS iRgs4s b S T, 18 25 K AL
B 250 U B kg B A AT P FH A (] IR BR 80015 5 W A6k Iy A FH AP0 P P 35 A 6 o

IR

LDAP H FUURZHAT “BiE” B, RADIUS H /ol e SO “BlE” sk “IeAR” .

FiaZ /i
o BWIFE O L) SSH v M BRI AL T 3 H IR A . BAFEEPRIE O L5 SSH vi1al, 152 SSH Vi 1)
(SSH Access) , 5 18 Ui,
* 1 %0 RADIUS H UL R E4E, Al ARATT A BE O 2 T«

© SRR USSR, BUP B A S QU IS, (AANRERIN QIR & il. 7 Rl
FGEAT B it BIal Rshaili. M fE 215 UM ESRBIN R “ 2 yuHimsh
A A4 EEFT SR LIRSS, 7

o FlREHE, WUR A EREBSRLIK, HI Service-Type BEBUR AL T 88, WU ok 75 2 F 4T
BAT BRI E. TR S DU RSB R IR C . TR Sk
LR sl ”

UK

RS > FRIGE , JHOIE s S TR .

M SNER B3 38 3F (External Authentication).

A BRSNS 35 IEAR 55 88 (M anage External Authentication Server) 554%.

el LUl st R4SE (System) > AP (Users) > SR SR 3E3E (External Authentication) ] F 45
AL AN

fic & LDAP 5 3 Bl %

a)  ARINSNER B9 IEIEXT & (Add External Authentication Object).
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¥ H B IIER E R E N LDAP

BN BRI L BR

MR hr B R PR 5 2R 2L B

YT ERSEEE, MAENANP L.

AR WSO HUE P TLS 5k SSL #E/ 7%z,  WIEAS (19 =L 44 D200 e By A8 FH T
FEHLAULHC. BEAh, A SCRF IPve Hlil

ATk T e O FH R
(g MANEFWRRE TR
W\ LDAP$ESH.
* ELRt DN - 4205 ) (1) LDAP H S ANSEAR T 2327k i, % Example 24 7] [f) Security
WA ZIRIEAT S IAE, I ou=security, de=example, de=como B, s ii3EEN
DN (Fetch DNs), 285 T $7 813 s FEAH I R BE A AT 43 B 44 K

o BARTIERS - Biln, R H R A %R A physicalpeliveryofficeName &P, Jf
HAZyIp 2% P o Tz s v A BV vewvork, ZAUGRAL P AE P,
l%iﬁ]\ (physicalDeliveryOfficeName=NewYork) o

* AR% - 4 R SRR W LDAP AR 5545 (0 P SN ol 23 it 4a ik i, i AOEIE R 2
OpenLDAP R458%, HA %% HA wia JE@M, JF H Example /A & Security #5110 & F
J'%XTJ‘%E(] uid TE_%] NetworkAdmin, )”JJ@W U\iﬁ]\

uid=NetworkAdmin, ou=security, dc=example, dc=com.
© BRINIFINZRD - A TEO U A .
o (L) WREHRIR - B E LT m gkl
* % (Encryption) - s (None). TLSEL SSL.
AR WARAERR e S SO Ik, Wk O Z A ERAME . AT T
oY TLS, iy 0K T A BRIME 389, R ie$E SSL N, i LR EE Sl 636.
* SSL IiEH _EfER&1E (SSL Certificate Upload Path) - %f 1 SSL 5§ TLS N4, 5450 i
%R 3044 (Choose File) k£ AMiET5 .
o CRAEAD B P BAR - BB RAEH .
o BBET-E AN TR B B A IE R BTSRRI S (1-30 B0) o BRIMEA 30.

ER B A B O NS AR, R, WRIER R, R EEE
o BB AR N N L (1-30 F8) o n SRR IN B N S A, 0
I I3 A0S 1 473 B UE TR K AN AR

(A3 WREAE I P a] o B R 2 A A se v i) Jwm vk, T E CLI i RE s « Fln, 7
Microsoft Active Directory Server I, ilid7E CLI i@ FBIHP A savaccountname FATH
sAMAccountName #5781 0] J& PR R AN Fe 1 10 FH 7 o
BLE CLI el idigss -
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RN kL —:
B MO B B0 UE T B FR o W R — L 984, IR PR S EARILIEREMERE (Same asBase
Filter).

s TR B ERRE A&, EMAZAES RSN ENEA . RIS AR E P
(R SHEAEARD o BN, R M4 B R HAT B (A shell ) manager JE1TE,
U"J—IU\&%";UK {IE%E (manager=shell) o
LDAP fili %525 FRIZ P22 Linux A3 44
© % 32 MR AT, ANINE AT () MR RIZ (O
s BN
* ABELLETAF () T ks Afe2dli2dier: ARSI (). at 79 (@) Btk ()

k) HHIRTE (Save).

HIEE X T LDAP, W LUSTE LDAP MRS 4 s e /= R 2 5130 R B PG e E.
a) KUGETRLE > B > MRS B IRIE.
b) ik LDAP R4 88514 RIgh (©)

R AR R A, BB E R4 A Liﬂ‘@ﬁ&%%ﬂ%ﬁﬂﬁ%ﬂﬁ(o Firepower Jak /i [ fil
TEWHIES BN e “X A H*TIX%J:JiHT

c) HREME S TES A NCE T
$IB6 L E RADIUS HAIFN 5,
a)  f#if] Service-Type J& T 7E RADIUS JIg %5+ b X~ s

DL 252 3CFFIY Service-Type J& 1HEAE :
o FHLGL (6) - $efit CLI RCE U7 M AL. XEEH] P al DUAE CLI 1 T E 2.

* NAS #2718 (7) BERZ5) 6 LAAMIATAT 403 - $R4 CLI AYFEAS AL XL H] mT LU ]
Hikar4, Hlinshowdr <, I+ AR HEER .

LRI Linux 3250 H P 44
© % 2 ANFRIECETAE, AMINETAT (-) AR RIZ O
E NG
* RBELLE TR (1) IT ks ABEERREL T ARESUA O at i (@) BURE ()

dTI

B, AT LAIEAME S AEXT S T XH P (S0P ER6,, B 1201 o BEAEh BB fE
] Service-Type Ja Y4 ¥ [m] I 6F JgiJllp 977 480 A0 A7 8 b0y 4 AR ] Y RADIUS k528, ]
YU A ] RADIUS JIR 55 23 (KT PHAN I S B0 AE XS % Horh— AN S 6 e XK CLI 7 ia) i
eEE A HTF gL, AN CL iEldiEss Fas T gD .

b)  AEEFHEHApL B, SERINSNR B 38 IERT & (Add External Authentication Object).
¢ KEMIEIEERE N RADIUS,
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d)

2)
h)

)

k)

Fans |

N B FRAT AT L L RR o

XTERSER, BIAENA/NP L,

ER AULAHIE Tl TLS 51 SSL AT HE,  WAET i i) EHLA 620 7 Boh A T
THAIEAC. BEAN, I EREA SRR 1Pve Hilk.

QUE DI s ImE I TIOE SN
i\ RADIUS BR5 22 %44
QDR PN %0 ¥ E - S
i\ RADIUS#ESH.

< EBET () - WANIRB) B B AT A BRIME R 30,

* FIREL - SOANTEIR BN B8 TEFE 2 T 2 S IR S5 AR I B BRAER 3.
(Ai%) AMIEF RADIUS & LA P, 75 CLI iielidigsd 1, 7E BEA CLIFRARYIR ¥
B N— S I P 4512, i, A jchrichton. aerynsun. rygel.

TeT REARVEAE Y P A ) CLI 3 181 iR ik LSS S Bl A LA 5 SR A4 FH AR ]
MM S I AIERT o TR, W RAREAE ] RADIUS J& SCRHL ™, WLAZCR: CLI i el i3 g

B B
TR ] P 4 TG RADIUS JRZ5-55 IO 40 % FRIAAUR Linux £730HH P 4
- % RAFRECERR, SMIETRF () R TR O
- AN
- RRELLE TR () TFdk: AREATRACT: RAASAL (). at 5 (@) AL ()

o

ER WNAUEAE RADIUS IR554% EAUE I, A ZI0R B i 73 B 22

MR 7F (Save).

BIF g% > > FAIRE > NS HIIT.
ik R (C) wEE BRI
S LDAP 67 SSL 5 TLS IS, %0 FABIE BA AT A0, ILE Lo AR 28 %Rk 4%

ao

A IO B B UE XS G5z SBR B R (W) o HAEE A5,
R RTE (Save).
RO S O TS R T
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reizs I

rL A Y | = = |
FEIRE
BRANTEOLT, BB 4 A IP IR O E 205 24 ML LRSS 200 ANEEFFE A )
B, SR e W R AT A BRI T (ll NES over UDP) , ] BEFEELLE 4 B AL T8 (1) I 4%
o (HU R R G SHA ST O BN, AT R S 5 U S 1 SRR I B o0 BB
AL 5 FHEIE 48 IR %S (DoS) Bt

\}

ER XU R RN O B SR (Y A B AT OB R DR E T B RN BIRE, A
Wt PR B 78 a5 IR S . e LN, wT DLk BB 4R (Advanced) > R 2L E (Security
Configuration) F1ET. EFi&E (Devices) > & &I (Device Management), gl jal iy B 1 4
%%, SRIEHEFHED (Interfaces) LAgwHH% L@ .

g2

B G RE > TERE, @B B SR .
$IR2 EPFRERI&E (Fragment Settings).
P33 EE LRI, WRAREAHEIAKE, WA EEABIME.
o Koy (B -k AP ERE AT B8 I AR SR F AL R AR A 2 B s KB R . BRIAMEA 200
NorB.
< HE (ED - PR ANSERE P B BO B L s KB . BRIAY 24 MR AL . #kiE
TV E N 1 RAE 15y B
< EBEY (D) - RPN BRI AL BA T RN . BRMER 5 B SRR RIS ] Py AR
BT 3B PR B T 5 B
PR 4 1R TF (Save).

VRIS, SR DAR AR E > ARE TR S E 2P L B . AEMSE L R, AR

HTTP 15 |o]
RS VRS DT AR E A E AN HTTPS 4%, WS EE HTTPS % & . HTTPS
BB A T &5 3 T M He bR ) £ i3k

FHia Z |l

o L1& 1 H Cisco Secure Firewall Management Center’sr ¥ g B A, &FXF BB i HTTP 5
v 326 2 AN AT T A G s B Al 3RS o U AR A AT T AR S R SR R TG () Web 2
Ho

| raws W



FagdE |
B vreisia

« HAEMT T configure user add fiv4 7€ CLI FRACE HTTPS AT /7. BRINHH N, - ADMEAEY]
LRV B ) O HL L B 1K admin JH 7. ARSCREE AAA SRS R IGAIE .

o WERCEANGE T HBEERE D, QRSN E Y DS BT . B EUANER] T A B
B D S ERHAREE D BT ROE e PR R R L. HASRL TP M
HEATH AR S o

o BAHH HTTPS, T WAL IP HuhkAgvy ) BRI . R 7 3 A 4 il & HTTPS .

« JUBE¥ HTTPS Tl 95 i) 2 105 Wi HTTPS EWUAL AN 0 F, W BE %A k3 L H
PR HIER

o REeAER—8 10 _E R [R)— TCP i A & HTTPS Al Cisco Secure %% /7 %ii AnyConnect VPN £
Heo il A RAE AR D F NG E e AT i) SSL VPN, W e vk AE i 11 443 4T JF HTTPS %
FRRANEE 1 o W DA Z0AE R — 2 10 b [R) B IX PN I g, A A R AR o 1. fidn, A
Uty 1 4443 3T HTTPS.

o FREMEN G, F TR SOREEE SRV B 4 i HTTPS JE (1 L 4% o S mT LLAE R R
WA 4, ARR BT I S A bR IR — 4 1P ik, 3B ORI b s (I DA (e . PR
&> WREBUNENS .

AR AR RSRMIERMNSON S AL VAT HER ipvd sSUEE ipvé.

S %K IgE > TEIRE , JOIE s gy g .
$E2 EFEHTTPFE.
$IE3 kb BRAHTTP BRSS S RIEHELUS H HTTP 45 4% .
H®4 (WE) O HTTP 5. BRIAMEA 443,
S5 bR AV HTTP ER: 04 LR TP Mk,
A FH 2R OR BRI IR LS 10 52 HTTP e, DA A s S I e JEH2 110 26 7 it P TP btk o 48] DA
F P48 s hE A A& A TP k.
a) JSFEARAN (Add) LA InET R, 8% i dmaE (Edit) DAgmE A R
b) e E R
« P fbhik- AR VRS HTTP B8 B HLE MR R 28t % s . R PR rhik$
—ANG, B S + DL I 28 6 4 .
o AT A X84E O - SIS K A VFSE T HTTP JE L 14 I XK. 0 FARZE R I ik 10, A f
PLYE Bk X s/ O 5136 B 5 0 ZBO RN 8K, ARG A ilvin. % &8 prig iz
R X IR, A 2B X S ) N % 5 4%

¢) miifE (OK).




ICMP

$I26

T

AW Y A Y

1 19]

T

icve s [l

MiHRTE (Save).

BB, AT R ERE > BB IR IS BT A RO e . AR E T n, WA A
LAV, 125 capture fir % .

LA X 4 300 UG s A At il 3R, 148 https://FTD-ip-address/admin/captur e/capture_namef/pcap]

PN
IJIJ/Q'\O

RGSPIRE N P 4 3%, 1529 configure user add 455 1 7 44 93 0 21 A< H 80 2

BRINTEULR, #8A] LS IPv4 B IPv6 B ICMP B A R L BT, DU IS oLl 4h
o JEMR IS A AN N 2 ) B2 ) R bR ICMP B K
o SNSRI A Y 3% A R N RAE T ICMP i ARl AN L ICMP B R IX S
T I

KT AR B e iy, #8RT LS A ICMP RURKE 42 F1 (1) ICMP 5 ) BR 1 0 RF 2 ML 45 B ICMP
KA, ICMP JEI ) AR SRR U ) MU ZABL, B AT HER? , S5 A T EC ) 56— 4 MRS
PE: LN

G0 FEANE O B AR ICMP BRI, P BR s HE 45 ICMP BRI 22 ICMP MR Z R AR R, M

ENERAT A . RIE, G R AR EEAGE L LAY B 2R, IZIAE ICMP R 51K R R N — 5% FeiF

ATAR S BB RN, DAE AV e 4 17 B R A

AT, GRZN ICMP ASH] BITATY HRA CRAL3) FZ TR . FH45 ICMP AN ] ik 1 B4 24 1] ICMP
B4 MTU KL, M Al GEBHLLE IPsec #1 PPTP i . Ah, IPv6 F i) ICMP it T 1Pv6 2B s &
TBERE

BLANBLE ThEEh £idR

* 7.4 - ICMP [PJ3R Al O 37 #r .

FiaZ |l

FERRUU Tl X R QA7 A IEFMR > M REBUMEN G T Z M40 G4k L
it (1 ENLER R 2%, I HLAG B A 520K € SCEPEHI) ICMP i S,

gz
HPERE > FaRE , IO BB S .

FIE2 P ICMPiiE).
HIE3 fic'E ICMP L.




B vetFiow

Fans |

a) KRN (Add) RIS IOET R, B dmeE (Edit) DL BLA .
b) C B Je k-

 BRAE- VPN (VP iRy (EF) LR E.
* ICMP BRZ - H#iR ICMP W S8 ()i 5 % o
o [4& (Network) - Fr TR I8 B34 1) E 05 1l A PR 1) 2= AL B X 485 P P 24 ) 5 B4
* A XIE/AE O -5 I S G T IR T I0E: DH IXk. XF TANE X 3 b i 4% 11, ] DALE Biigk X 38/
O PIR T FBU PN D ARR, AR5 A iwin. B 6 & Bk £ 1 sl X Ik ik,
Ao IX EER I Y %k
c) AilifEE (OK).
B4 (k. ) EEN ICMPv4 5V ] F L 2 R

o« SREPRE - VEE A ATIATY BRG], ZBRHIA TR 1 2 100 &0 B2 0. BRIAE AR
1 4&W .

s REK/MN - WER KA, ENT 1210 2. RESKIXWEGEREIE, AL R R
T2 A RIS G 82m 5
YIS LR TF (Save).
UBIN, BnI LA AR E > ERE IR SR 8 BT 0 T e e o (BB 2 5, S ARk

NetFlow

NetFlow L G818 5 e IS AE N BGE H 42 1 TP 28 i s B OB I A A S A )3 3%
3% F| NetFlow WEE 28 R 55 % 5k NetFlow 70 Hr8% . #7 LA2r#1K B NetFlow s I-wfe 58, #
WA R YRR H M. RSS2 WmEAR . TR . RIS, BRI,

{f I AHL NetFlow Bt & SZFFiy,  AZAE Al 248 H GRS WS w845 BkE.

NetFlow $2 AL E 75 H 2 ASCEE 2 DL S 200 W8 28 RO SR F 2 280 (R 328 30 o

UK

B ERRE > FERE, JFOIEsgniE BB SR .
HIE2 % NetFlow.
SE3 A RS I, B NetFlow 4 5 Hi .
IR 4 T0E TR0 TR 2R 38 AR 1K) 5 B NetFlow 244 .
a) TEENRIFEIRR- X TiG s, FR IR S A (R (A RTRE LA )




# Netflow s35miiEE [

b) HIRFEIE -5 LA MA @ F 2 AR (LU RLD o IR ANTATE, WASIE
R, e R L RS A S
c) MEMREBETEE - fig KRR ISR A I B RS K T B (LA B BT o
HIES LUl RN EES LI B RS . TS BALE NetFlow TR iSRS , 56 17 7T,
F6 il RIRELR U ERER. WS BRI INE] NetFlow , 5 18 T,
FET HHRTE (Save).
VR, & nT LU R ERE > ERE IR SRR B BT ML W o AETRE 2 5, A AL

7 NetFlow B 7R nui &£ 25

BUANBAE ThEE RiEF
* 7.4.1 - SZFF NetFlow F ME LM i 8 G045 11
* 7.4 - NetFlow [ [a1HE 1141 S0 Fr o

g2

L1 kP RE > FAIRE , IO BB S .
$IE2 %P NetFlow.
ik

B3 AR TRl /A NetFlow £ 34

PERA  midy YRR DU E SRS . S T DA B A RS
BT

|5 M EM FRPIERSD, EFELIR NetFlow Hdli k14 2 (1) NetFlow A FI AR a5 ol 5545 FICR 23
PLIP Huht (PR 1Pv4) o s, Rn] RLeiily + BIAREUEEHT M 2% AL,

$E6  fF im0 FB, MAKESS AT NetFlow #4142 3 () UDP i .
ST

M ATFREOSIEOE T, ERLIUE LU MRS A D ek 2. ST LR R AN D ek
Ao LI % HEEESH e AN — e . HABM M U7 MEERS . 165 m] LLALHS R
P G 1

st + AR LGB 1 4.

L8 il iR LR kRO,
$B9 AR LU AN O ZRR, KRG A Rm LA e o,
S0 SLEmE (0K).




B ==

SSH

Fans |

E 2R3 NetFlow

il
AF
3
=
o |
e
=
1
.y
Q

=

TR RE > FERE, JFOIEGmE B Y SR

P2 IEFE NetFlow,

S3 e A S I LL B NetFlow di 5 Hi

FEA Ll RIMREE DR E R,

HIES /E B FET, WA NetFlow FHFVLEL AT RIS 4 FK .
SIE6 /8 LB R, PR RS LL T SR BT R R A

* BOA- QURBCA BTSRRI, VLSRR .
* I FER- AL E y NetFlow FA T35 19U UL G 15 2 il 52K

FERT ORGSR pEIFIR 1 KB, WU FEFIRITR T HAIR P ESEs 5 R A5

AR BOET UL + BRI Y VT R SR . TSI EY E ACL X%

P8 A BHRE, b BRI RIS B RS ANF NetFlow F-11 R IEHE,
P9 AHHE (OK).

AW Y A Y

17 19]

(SSH Access)

WRAEE e (BIANERY _Ba T A B Y, DU A AR AR 1% 4% 1 R SSH. AT
BT 3 B B — A A s #2101 SSH iE# .

\}

AR OEBED FEUAC K SSH, {HILFFEAS S B SSH Vi lh) o

IO SRR AL AR S TR RS IR T I R B b . B H ) SSH 5
P 1) SSH L W AAMT T P43 o IO v B AT L A 6 TR 1, A e B e
SSH FHV I 5112 s i 1111) SSH. it A & L FHC L, AN & T i A5 % R 3970 B B I R CLI
L

MR, TEECE SSH Vi 41)3%, 1524 Cisco Secure Firewall Threat Defense iy %22 H1 [
configure ssh-access-list fiy 4. ZENCE F#AR 1, 1521 configure network static-routes fir 4. ZRiA
THOLR, TERIUR L I I I 5 PR 1 BRA % e

i SSH, S BANTT 2L A VEF AL TP HuhE (R o7 ) BRI o 465 B 75 e BEUASH 43T B SSHLo

SHURE SSH 2RI U5 )45 1 CRLRRHT P % SCIRTREAUES fh s 5D 5 2R SSH MU FT-Ahiik o b,
SR EAR A AR DA S B RR . BEAN, ORI ST T R SO AU Fh 28 TR v, B AR [A]— R

o
g4y
PR
o
|

W rewE


management-center-device-config-74_chapter32.pdf#nameddest=unique_848
https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

SSH i77i4] (SSH Access) ]

U hs L2k VPN, DUE T rT A iRl e e AR AR VPN AE 5 — AN Rl s L2% b, a2
A R UL £ s 2 T T s

SSH SCHELLT %5 i Fl % FHAZ 4t
* Encryption—aes128-cbc, aes192-cbc, aes256-cbce, aes128-ctr, acs192-ctr, aes256-ctr
* Integrity—hmac-sha2-256

* Key exchange—dh-group14-sha256

\)

AR RIS SRR SSH ¥k CLIRMUS, i1k SSH g

BLANEGE ThEEh £icR
© 7.4.1 - SZRF SSH Y MEFUU b a8 B An 4% 11
* 7.4 - SSH FJIR [ 1 3.

FHia Z |l

* 1 LM H] configure user add #r4-7F CLI HECE SSH NESH /-, 125 76 CLI s in i i H
Jro BRAIEOUE, A — MMEAEWI G BB 1R 2 G & %59  admin B . i) DL I 71 6 %
B EEINEBEAUEIE, 7F LDAP 5 RADIUS LECEANEH . IS MANT S 0AE , 25 8

e

A

o B RO AR VR S B T SSH R (I EHLEM 48 280 5. 8 n] LIAE L RE rh s IRt %, {H
R DS AR IR 4L 1P ik, SRR T AL A . HEITR > M REEL
[[IACRaE

AR ORI RGN any ME TS, T any-ipv4 B any-ipv6.

LB G &E > FEIRE , IOkt B g .
$IB 2 EHESSH 18] (SSH Access).
IR 3 bR SCUF SSH B3 LR 1P $hhik.
A R AT DABR RIS e b2 T f 8252 SSH & HE, DA VP v IX BB B2 (10 2% 7 it [ TP Bbhik . &7 LA
AFE FH 9 285 hE i AN 2 F S TP bl
a) SN0 (Add) LRSI RN, B dmaE (Edit) LAgwEE A RN
b) FCE B



management-center-device-config-74_chapter2.pdf#nameddest=unique_62
management-center-device-config-74_chapter2.pdf#nameddest=unique_62

B svremss

PIR4

Fans |

o |P 3etib- T AR IR SR VR 37 HTTPS BEHEIK EHLE R I 200 5 sl o R fu 81k +%
—AXG, B R+ DL IR R X 5

« AT X1E/## 0 (Available Zones/I nterfaces) - 7N & ¥ o VFHEAT SSH #2143 1 R (X 85
X TAER S P g3, w) DL/EETIZ X 8/ O (Selected Zones/Interfaces) 413~ J7 (5Bt
TN LIAAHR, SRS miahi iR (Add) . S84 T LAVS A B4 1 R0 el i B 11 . X
BT Tk B L BRI, A SR IX LRI B T B4
¢) MiifE (OK),
M fR7F (Save).
VBT, AT LA AR E > ERE IR SR 8 BT 0 T e o (BB T 5, SESCA ARk

SMTP AR 5585

SNMP

LB
IR 2
$123

PIR4

WARAE “RGEHE” BCETDRCE T ISAFER, WFRR SMTP k4. A “REHE” BB K
S My k06 20 J2 SMTP g5 4% LA ki )

FHia Z |l

FERAFAE ] T 52 32 SMTP JiR 555 Al B SMTP Il 554 (1 LA A 200 B o MKIRIEPERT R > 3
SEE, DUESONG. s, W] DU7E S SRS I G0 4

g2

R RE > FRIGE , IO sgRE M i R .

Hili SMTP BR& 8.

TERAR IR E RS EE | P HAE 40 %, DL T IE M 4H BN AR 55 88 | P Hbdlk .

MR TE (Save).

BBy, AT LA AR E > ERE IR SR B BT A ML e o (BB T 5, A ARk

{7 P19 2% 5 BELPM X (SNMP) D4 5 PC 8] AR 3l Az AT ) 4 4845 BE AR il i SC T — P 2 VF 2RI A iR
# CRIRACHL, B8 M 2 Bl IS IPIROCAPRZAS IOFRAE T 45 . 5 nT LI SNMP 5 IR S
B KA, DU SNMP 7 B ARl EAT 4

] PR 25 PRI (SNMIP) SRFM OV B A I 2% i e o JERH 22 4 B8 SCHRFAEHT SNMP JRUAS 1
2c Fl 3 HEAT 4 g, AR SCREBAIIERT SNMP BHY7 1), {HASSCHE SNMP ‘5 A\ Vi ).

W rewE



T |

SNMPv3 %8 ] DES (&%) . 3DES. AES256. AES192 1 AES128 [ F i /| - fihn %,
A\

R DESHEIC T . n A B AR 6.5 2 A A A B 48 1] DES N it SNMP v3 ] J,
W] DAk SR X S F P T Bl i B AT 6.6 S EARMARR) o (R, AR iRX LM P IR
DES I, AR H DES s Gl a@ds H o Wi i 4 B il 4 BT S AT HUAS 7.0+ (19 @B
A6, DUKEAE ] DES 0 (1)1 15 18 5 SR 3505 8 20K 28 Jgl i 7 A4 25 2RI

ER SNMP Ao B RRE A2 Wiz 1 .

AR WAL R M SNMP g5 ds 0B AR, ) iR SR EE (Policies) > #24E (Action) > E4R (Alerts)

LB P I8E > FEEIEE , 0wt B8 g .
$IB2 %k SNMP.
$IE3 51 SNMP FHHfd B LAk 10
* B SNMP AR5 88 - 215 1) IiC & 1Y) SNMP LHLER L SNMP 15 Bl ] DU IE B IL R T,  DUE
T A5 BE 3 R IR [R I 25 ) SNMIP 928 o
A XFRER . BRIA - FONAE R BB A R IR SR I, SNMP BT AR vk A ) A
SNMP #E X T4t SNMP 5 B T AE 3G 5 528 (P 2410 f 2 A R L3 8 . 22 4 %l UL %
THfE AL N SNMP WK 2R 4. BIE X KNG AR 2/, 2 324
TR A VAR 2R R R A
s REEBRAW - AR SE B Al MR NS R PR KNG, &2 A
127 NFERF o B8, MG
o SILE - M ARSI E (B, 54 K 42 2R . BFHEREXSINE, BRELa LA
127 NEFF o 22, ARG — D2
< im0 - KBRS AE N R UDP %5 H . BRIAE A 161,
PS4 (LB SNMPv3) . ¥ SNMPv3 I/, 26 1L,
HES U5 SNMP EHL, 5528 1.
S 6 JLE SNMP [EBE, 4530 1.
FSB1 HTRTFE (Save).
BRI, AT DIFE R ERE > ERE TR SRS R BT L B o ESPE R G, WA B




. X T SNmP

Fans |

%xF SNMP

SNMP A&

% 1: SNMP Ki&

SNMP & —Ff N HZ B, T RE 2 12 £ 2 ] i A L5 B AC ¥, /2 TCP/IP Whsliy—& 7. B
JRBT A A A ) SNMP A 1 2¢ F1 3 11 I 48 I 44 IS e, SCRERI AR R Py — AN hieAs . RIRIAE
S A #5211 24T ) SNMP AREE,  #5AT LUl L 15 @1 HP OpenView 2 KK 4455 #L 2 45 (NMS) I
A o S S AH G I A Y GET 15 KK SCRE SNMP i ). AN fRiF SNMP 5], RIIEIE
Joikxt SNMP MH47 S 2. BEAh, ANSZEEF SNMP SET 13K .

10T LUK BB A C A 10 NMS AR, RIVER o s i D FE A 0 4% 326 3045 B 1) A 2207 5Kk
IR CRORmED , n] DAEH NMS 3 %02 4 & L B EE (MIB). MIB & 2 XIS,
M ST A A4t RS @ XE L BR300 MIB =S N NMS & i MIB B (#)— %41
GET-NEXT B¢ GET-BULKGET &3k LA & {8 -

SNMP W] AR A AETUE SO0 Bl A (i, 4 M2 i RERR TR s IR, R S 00 T
RHARE M Bl o RGA T AN A T T 1) A Bt R W] O B 5 B 6y SNMIP OID . QB 25 7145 Bk
TRAS SN AT [P

NERFIHAEALH SNMP I H AR .

RNi& 15 AR
TRwi 1F Cisco Secure Firewall Threat Defense 24T [) SNMP k45 %% . SNMP fCH HA LA N BhfE:
o POk W25 8 B S BRIV R SR AE H N
o P ARG S (B SNMP m] A& FH B SN 2 RS T«
« RNAVF SET #4E.
iy T I A L) SNMP ARHELAS I BT T 45 B R M X 48 38 Bk I P12 5 25 IS AT R . SEE Bl T B 45 M
W 234 Lk 2 Y MIB B () %:81) GET-NEXT ¢ GET-BULK % 3K LURf % 11
P SR T WCEEA . &R Bph X W s B bR Bl 2504 . MIB H K 22 40 9 4% 15 7%
(MIB) BB E S P USCR AR ESR € X o SNMP P 2545 BRu a] DL ¥ MIB, 1 SR AE H B 8 B ol g+
IR LRI
) 8% 65 B iy BEE PC 8l TAEuL 20 T 4 SNMP FHAEFEFL B 4%
(NMS)
X G hR S FHF R B 4411 NMS 2R B% 82 10 500 ) H P FR s IR FL B 7R 145 BRI R4 .
(OID)
4 b FHF A2 5N SNMP AR EE 2 NMS 19 BT . SRR 4, Bl ansERs T e . BERE O

A #JRsh. B RIESRS H SR .




MIB #n e B

s |

MIB H 8 FARvE O & TV . ArdE MIB 1 IETF G I 0 KA & RFC . BEBFR 5 K AR 4E i 4%
W ERE RS, KEZEEM T AT Rl i, SNMP FEBFERR & TFrvE sl & Tk ) MIB
zﬁﬁﬁx FRAEBGIE B TETE BRI 0 378 & Fh RFC H. SNMP [EBES gk ASA %A,

AR, BRI LU EL AL E R 3k RFC, ARifE MIB MUBRAE R -
http://www.ietf.org/

W% SNMP X %3 fiids, AL A E Ak R MIB. B FFAT OID:
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
WA, ABLR A& FTP T 88 F OID:
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

MIB 7 S35 By RARFIXT R

PR 23 1S T RHR E MIB SCHF IR AN 4

IFZHEEN VPN 21

% 2: CISCO-REMOTE-ACCESS-MONITOR-MIB

TTHEE oID AR
TEBNe crasNumSessions MHE S IR .
(1.3.6.1.4.1.9.9.392.1.3.1)
il crasNumUsers P 2R
(13.6.1.4.1.9.9.392.1.3.3) .
1 20T crasNumPeakSessions a%gﬁmu%mM@
(13.6.1.4.1.9.9.392.1.3.41) ET 8

ufi 52 [8) VPN BZiE 516

% 3: CISCO-REMOTE-ACCESS-MONITOR-MIB

UG 0ID 0
LAN #| LAN &% crasL2LNumSessions MR LAN 3
(1.3.6.1.4.1.9.9.392.1.3.29) LAN 21540,
Il LAN 3] LAN 21F | crasL2LPeakConcurrentSessions EEXAEIDIC AL EE
% (1.3.6.1.4.1.9.9.392.1.3.31) F & LAN 2155,

Faigs [l


http://www.ietf.org/
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

B ws sssmsmnng

EFERR I

%< 4: CISCO-FIREWALL-MIB

Fars |

TTEEE oID 1% R

TEoh SRS cfwConnectionActive HAN BT RS 2 Fi A8 T 1
(13.6.1.4.1.9.9.147.1.2.2.2.1.3.40.6) AL

AR o2 cfwConnectionPeak EEXAISDE sl
(13.6.1.4.1.9.9.147.1.2.2.2.1.3.40.7) R T 8 P 1) o S 4

i&o

[P ERE R cfwConnectionPerSecond 55 kA% 1 o Y BT AR
(1.3.6.1.4.1.9.9.147.1.2.2.3) FH

RFFP U &5 cfwConnectionPerSecondPeak EEXAREIDE D e
(1.3.6.1.4.1.9.9.147.1.2.2.4) NiUESZUSEIEpEErs @

NAT 43542 1)

% 5: CISCO-NAT-EXT-MIB

(1.3.6.1.4.1.9.9.532.1.1.1.2)

TR oD 38R
VEBhEL cneAddrTranslationNumActive NAT %% 5 2477 0] FH (1
(1.3.6.1.4.1.9.9.532.1.1.1.1) kA H S X
Foor RS AN A H ki
eI Bl ) e 4 4

H IS
& A VG B 6 e cneAddrTranslationNumPeak H A% 3 3 LU SRATAA] )
{5 AL T IE SR AR R B K

HohEFE A A XK
7N H ARG B LLRATAT
I Ak T SR A K3
kA2 F K K ED
P RS i SN B)

AL AR L G )
FetskH




BEHRZ AR

%< 6: IP-FORWARD-MIB

miB i irwisig

THEEE 0ID o
5 Bl inetCidrRouteNumber A
(1.3.6.1.2.1.4.24.6) inetCidrRouteTable %% H
S
BOMTREEHE

%< 7: CISCO-IF-EXTENSION-MIB

TTEES 01D WEAA
KIRAS cielfDuplexCfgStatus RS A Fhctepice AN
(13.6.1.4.1.9.9.276.1.1.2.1.20) ERCE TR
R 2 P TARZS cielfDuplexDetectStatus WX g feed e L
(13.6.1.4.1.9.9.276.1.1.2.1.21) AL E R TARS o
Snort 3 NREHEERI
& 8: CISCO-UNIFIED-FIREWALL-MIB
125 0ID 1t AR
Snort 3 AM2 A% | cufwAaicIntrusionEvtRate e 22 300 #0Y, Snort
(13.6.1.4.1.9.9.491.1.5.3.2.1) AP S ERTEN
k=R ORI T g
BGP X %5 1 fea FiE &0
& 9: BGP4-MIB
TS oD 1t AR
BGP X 25 B bgpBackwardTransition Y BGP FSM M5 =14

(1.3.6.1.4.1.9.9.491.1.5.3.2.1)

RSB BB AR Gm 5k
S, AR
BGPBackwardTransition
H1.




| IRl

Fars |

\)

% 1F ASA FirePOWER LT 5 CPU Mafs (hrProcessorTable I hriNetworkTable) #HC[¥) SNMP OID
1.3.6.1.2.1.25.3.3 1 1.3.6.1.2.1.25.3.4, & Gl i e 44 5 B4 2 8 FIE 8 12 45 1) CPU I 1R DL THEA
5 8

#£ ENTITY-MIB ™, 3t 2 FUdfl 3 1922 4255 k5% 4200 HIX0 EPM 2X100G T 4X200G K740 T
PIAN BT IR 7 OID - cevFPRNM4X200Gng 1 cevFPRNM2X100Gng .

Zin SNMPv3 A A

)

B BH N SNMPv3 G . XL P IRRIE BT SNMPvI 3, SNMPv2c.

IV, SNMPv3 H S HE iz .
SNMP HI /B FRE RIS 44 B IaE 250 . hnss 2560 LA K S48 T 1R 55 450 56 SE R0 % 5292

)

AR K SNMPv3 ] T RESE s ] PRI, A RAEAI AR TR TE RS S INOHT PR e % slSE fe i m] A i
#o U SNMPv3 HI P AN B HIRNEr e #o EAZIINBR AT FOFr AN, AR5 o Al E RO E, AR
FP S 2B G

SIS EEE AT MDS (5%, {UPRTH-6.5) . SHA. SHA224. SHA256 1 SHA384.

)

ERR MDS IO . W R E BRI 6.5 ZHTRCA GBI AL ] MDS5 543 56 LE S 1) SNMP
v3 HI, AT AZRERREX LS T P I8 4T 6.7 JEARRCA ) FTD. {HJ2, SETCiAmRIX e - f R
B MD5 S W UESE, o] MD5 S RE S Qg gl o R A B b A BT IS AT
7.0 LLEFSCAIR U B8, EREAE ] MDS S 47 90 E 5305 1)1 65 B0 SR B8 )1 28l 7 K 2K
e

s Bk 2 DES (R, {VPETi-6.5) . 3DES. AES256. AES192 F1 AES128.

)

AR DESIEMICH A . WEREHAE AR 6.5 Z AT RCA B A A4 DES I () SNMP v3 HI F,
WA AR SR IS 11847 6.7 S SEARRRAS (1 J8Uih i o (EUE,  SEANREGW AR IX L8] 1 T Ok B DES
s, ARER ] DES I U o WERE I A B AL A BAR IS AT RRAS 7.0+ (1 B A
JUPRSAE T DES 0 1~ 15 150 B SR Bl 2 2T 48 Bl 9 AR 2 2R U
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P RE > FEIKE , 08 akgmis B SR .

i A SNMP> A (Users).

riidi Add.

M ERFH P FRAPIER 122900 .
 Auth - 5 BB AFEIGIETA, EWE N BT S8 AE .
* No Auth - &S 56AF HTCKFA, B ARG BN H 2 4% E .
* Priv- 5 S IAE HABFA, BEURE X ST 5 4 30 AR R N2

FER P2 TBP R SNMP 7 4 7 FI AR EAERE 32 S 74F
FEINER B RDZERY 2R IR P EAE ] B AL 2R

* BASC - a7 v ot A S B B0 A I AT R R s i A T 0

o AR - UM A R LA I ) A

F BWNEELER PR ERFEF NS08 SHA. SHA224. SHA2568 SHA384.

ER MDS IEICHIT . WERE R EE ARSI 6.5 ZATRRA QIR L] MDS B 40 ik 5k 1
SNMP v3 17", ] LS X L T T84T 6.7 KSEARRCA 1 FTD, (H2, fEEikgniH
KEEH P OIFOR B MDS S B E S, B MDS SRS TESE G H . W R
ol B EAEATIZAT 7.0 BLERRCACH) BPrBs 8, WS AR MDS B 63 56 UE S35 101 5 10 SR
P88 KLY S BT AEE I

ESREIEZER BT, AN TS O RAER B aRERE IS N B A” Wi 4
ZA ARy xxexxexx.., e xx /S dEHIAE .

AR EMR KR TR S RUE RS . XTI, KRR 256174 .
USRS RE WIS D I E RS R, SRR IA T B L

ENMNEZEE (Encryption Type) FHugRH, @EHFEAF NI AES128. AES192. AES256.
3DES.

AR LU AES 0 3DES N, WS e b2 A B IV AT E

R DESEIWICH . WREAIHZ Wi 6.5 Z AT rIRCA G A1 ] DES I 1) SNMP v3
HIP S T AGRSERX S]] P H T-I84T 6.7 e SEARMCAS 1) BBl (2T, A REGmiRIX 4L
I IFOR B DES I, thANREEH] DES N QU B HI ™ o a8 i A48 B rbony 45 B 12 4T
FRCAS 7.0+ (¥ BB, DURKE A ] DES s (19~ 15 180 2 SRS 78 8 2T 28 Bl 17 A0 2 R

fENN%E B ARG (Encryption Passwor d) 7B P TINE R & S, ARk “ s o s s =10y
W) R A 2R AR xxexxexx..., HEAR xx N oNEERIME . X T INE I E RS, B R R R T T
PRI, BRI CREAS xx &N \ERIMED -
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* AES 128 75 % 16 A~ )\t HilME
* AES 192 75 % 24 A~ )\t HlME
* AES 256 % 32 /> )\ hilfE
* 3DES i % 32 AN\

* DES AJ LR RN

AR XN TN, KEDIIAREEIT 2560714

WRIESE “WISCT AR RS SR, S AERRIA T Boh AR

LB SEHHRE (OK).
$E12 LTHRTE (Save).

SRIN, T U 22 808 > BRE A SR 8 BUPT A et AR 2 e, SO B

i~ in SNMP £ 41
i “FHL” (Host) LAZE SNMP T 1) “SNMP EHL” (SNMP Hosts) KA IS4 H . x4
4 H AR SCVFUG ) JEUBI5 181025 1) SNMP A5 Bl
RZ AT LAAIN 8192 & EML. (HE, FLP 128 G TRk,

)

FR A 7.4 REECR, FEARSER O O S I, W RS HE RS S SNMP BN & % Bk
Mg s O, Wk & I B & FEE A H B & AT SR & BB SR (7.3 FIBE HLARAS, At
T2 J5 1K 7.4 FTD) &

BUANBGE ThEEh £idR
* 7.4.1 - 3ZFF SNMP ) 2R 2% 404 0 o
* 7.4 - SNMP HIR[E13: O~ Fr o

FHIEZ Al
A ERAFAEE XL SNMP 5 FL (K48 X0 5 o IEFFIR & > MR ETR LU E R4

)

R SRS AES IPve AL, IPv4 THL. IPv4 JE AT IPv4 T ML
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W IRE > FaIRE , IOl kgmts mu b .
fiii SNMP > E£# (Hosts).
i Add.
7E 1P bk 7B, Fr N2 IPv6 B IPv4 T HLEGE PR X SNMP 45 # ik L bk 1) 9 255 61 %
IP #uhl AT LU IPv6 L. IPv4 EHL. 1Pv4 75 B IPv4 1M,
M SNM P R 7S $z 1) 36 L BRIE 2 1) SNMP R .
(PR SNMPvV3. ) WA R & FHyRPIERENCE R SNMP H P I H 4.
E®% B SNMP ENUR 2 v LOCHEE 23 4~ SNMP B
(PR SNMPv1. 2c. ) 7EIZEE# XFEM BB, A CHE X PR, DU &gk 7 s
U)o T AN A T4 B DLBEA T A A o
FR Y5 I SNMP TAES:— & FH 74555 5 B SNMP BRS5 88 4843 /o X 74 Hf AR
AT
R SNMP 45 B, 2 [R] IR T A5 288 . S mT DL PR LU P FR AL,
o 30l - B P2 e W AT SRS .
o BEBH - fERAFEBIFHARIT, B85 B BIF A i 20 45 B
R 24 SNMP FHLIP Huhik & IPv4 Y5 EE IPv4 IR, & n] DUEE B30 e ai paR, A2 [Fs il &
[
s OB, %A SNMP EHLIK UDP 15 . ERIAME N 162. FARIEHIN 1 & 65535,

1EiiE 77 (Reachable By) 15 N, 1E#5¥ %5 SNMP 4 Hlub 2 AR 104 88, fnl LAk %%
2 R B 1 AT Y (2 A DXl i A B2 11

* R &FE IO (Device Management I nterface) - 47 A1 SNMP 5 BlLki 2 [) 1l 145 L% 1304738

(EE

o MEVEFR IR AT SNMPV3 RS, RGOK RVERT CCE 1 SNMPv3 ] J k4748 ),
MART LI 6, 529 WP A . b4k, SNMPv3 EHIA LY SNMPv Al

SNMPv2c.
o U SNMPv1 Fl SNMPv2c #e ik £ e I, Blse A2 LI, 5, 5 29 jirh Tk
FRAS 1) B il

s REXIEE A RIED (Security Zonesor Named I nterface) - %4 A1 SNMP 55 Bk 2 [a)3i i 2245
X IR Ek 2 TS .
* {EA] A X33 (Available Zones) 7 Bt i & X 45,

o NI LA R 5 B A 14 1 ) DX R 1 Y X 4/4Z O (Selected
ZonelInterface) 7B o X T ANEX IR 8 1, T AR R X/ O 810K BT IN7 B

raws W
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TEEANIE PR, ARG RGTAR N . 0 ) DA INFAR [l 52 11 R 400 8 TR A2 1 o XA
AT P s X, RGEA e LRCE L

TEN LEHE (OK).
12 AdHRTF (Save).

VRIS, SR LAR AR E > ARE T K S E 2P LB o . AEME LR, A R

fic & SNMP FafH

] “SNMP FEBE” o4 BB 45 E SNMP FEBF (440D o FEBEARE T3, e1ess
SEFE (Flan FATEERS . FATEEEE R RS H BT N B A £ B BRI R R T “a:
B, ZW A SNMP X4 ID (OID) /s £E M BE#% K IE ) SNMP Fi-FaBE .

FLCLEBF NG TR E I S o S SRR S B ] T JE AN S, ISR S [ PR A 2 . ol
AR AT B 5 84T AT DL S ) e e, DRI AN S AR TR 5 1 15 B4 T S 8 B 2 1 N TR B 1
BF o

SNMP [ BFAE4RE E Fhr e 8 8 T A MIB FP AT 8 Mo ARUEFERIF HH IETF 63 0 S 4E -7 RFC
o SNMP B2 g iF 1 8 87 A 4K A4

WRFTEL, BE AT LM PR AZ R 8 RFC bk MIB FIFRAERE
http://www.ietf.org/

MELF A E 3 YRR MIBL FEBERT OID [ 564 514 .
SNMP 4 5 G %

HEAh, MEUR Az E Sl FTP R #UEF OID:
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz

UK

P R RE > FRIRE , ORI K.
$IR2 /] SNMP > SNMP B&Bf 2 BB B4 il s SNMP BABFE CRAR@EAD .
HEI GELE NN R HBEPE” EI. ] LG B AN I
a) LT BAFRE SNMP BaRr]EBE 5 1 DA 43 sk B BT
b) ETBARE RS B AR LS P R S H B R .
ERE SNMP BB P& SE R 1, B se g T BBk i i e Ala@ &g B . B T A
mmmﬁ%%ﬂ%%%ﬁ,&mmﬁﬁT%%@ﬁﬁ@ﬁM%#%ﬁ%ﬁ%,%ﬁ%%%ﬁo
RIS R IR SR . R 5E R R, T OEPEEH S ] SNMP Fl & 48 H & BB

Tu@%fﬁi&ﬁwimﬁmiﬁﬁﬁﬁ SR i, %ﬁUﬁ%@Mﬁ%%?
ZEH B E ID #85 SNMP RAHSCIK. 152 FR IR S0 H S SRR, 55 48 1,



https://www.ietf.org/
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en
ftp://ftp.cisco.com/pub/mibs/oid/oid.tar.gz
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SRRA BOATEOUN, AT SO0 AR 3 (R S b -

© BRIEIE - KLU SNMP U510 X F HARNERIAX AR e, BBl a4
AT N

» EATHERE (Link Up) - B 1 AMEERERR CAZ T (2 “HBD , W@z .

* TITHERE (Link Down) - B 45 11— N4 BERE O IR AR, s &b B o

* XA (Cold Start) - W& IEEE IR H 5, LUEHCEC B B A5 00T el S e
 BAEN (Warm Start) - B IEAETHAIAM A 5, DU LS Bl ph i3 SR SEBLAN E 14

FIRE FESTAR MIB #87) P £ FIr o 1) P B ) «

o PIF A B EEN - CIEAIUI 0 E e a0 (FRU), G s, (FRUBHEHE. XU
AR ERARER . VR ER SR A 1)

* AR BRI E MR - CMEREL P EEHAIC (FRU), Qs s pros.
s BEE N - OIS, Wi s s

HYR6 (EZTIRAL > PSR PT G 1SR A B
© BIABEERIRE - SLIEBHRASER AR, I Tk B E IR R

SRRT AE AL hGE R 10 S SR P -

* NAT B G E5F - JLIHAI{E NAT DIREE 57 TP St tL i 2o mI I (K 199 255 Mtk e it ik s 11
CAR TPl & e .

* CPU £ ##{& (CPU Rising Threshold) - ZEACE I I BL Y, 24 CPU {2 TRk e i
IS, Al . 2 R TA] i CPU T B {RLIE %0 -

* B Lt (Percentage) - X T BELE SN, BRIAMEN 70%; JEHINAT 10% F1 94% 2 0], IS¢
B (A 2 i)k 95% o

« #Ai8] (Period) - BRIAMCER EIN 1 205, JEHEAT 1 2] 60 23 8h 2 17,
* N7FE LA B{E (Memory Rising Threshold) - X4 A7 R H 2% LT e SCBIE RS, 228 el
B, M9 AT FH A o 3 R A T AT i FH P A T {0
* B4k (Percentage) - X T s BEIE AT, BRIMEN 70%; AT 50% F1 95% 2 [0 .

« WFELEFE (Failover) - 24 CISCO-UNIFIED-FIREWALL-MIB 7 75 [ b D) Boph 2 & A A8 b i, 24
Dl FEI

« &£ 3% (Cluster) - 24 CISCO-UNIFIED-FIREWALL-MIB ) 5 8BS AR R A28 A ik, A b
o

© XPEARART - A7AE BGP #1550 (M BGP R GEAE 2 1 SF T B KE i 9 2% 5 il A5
B, AR A .

Faigs [l
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FIE8 MiHRTE (Save).
VRN, S nT LU R ERE > ERE IR SRR B BT AL W . BB T2 5, WA AL

Y
R R B BRI AR s R A BE AT A S

DAIRHAR AR IZ 4T )42 Cisco Secure Firewall Management Center(f) 58 4 VF Al fRAS . RS AE VA
1247 Cisco Secure Firewall Management Center I}, “SSL W&~ B#i2EH . b, MVFAI Cisco
Secure Firewall Management Center iUAANAT & F HHARAERT,  “SSL W& ” R4 BAEAT I
et A SSL e R Vs ] VPN, UGS IR R ek /- o203 FH s N hse. A RTEAIE R, 2 (Cisco
Secure Firewall Management Center & BE45EFg ) H (1) VAT uESS BRI S

UK

SR EERE > FRIRE, QI slgnis B g .

PIR2 PSS,

HR3 KA HIINERM SSL BLE R+ .
a) sdnNIRRLGIEEB A H . WA H CAFE A, W i 4ReE .
b) AN FIER LR BT (1 A

o AR - 45 € AL FE VT 1) VPN 2% I A8 F i) TLS #pile
s REEH - FERAT N SSL WCE I A g AR A,
LI 4 WP EIE R PR IE B AT B E %R, AR5 s AN LA BT i i 25k, BT G B
WS JCT SSL HE , 533 W,
TR AR P IR PP URA T Y o AN 2 A WSS R 5 B 2 A ) e — 550
HIBS S E DA M.

T—$Htta
4 HDE > EE GRU iclt ADE LUK NS L T A B


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

XF SSLigE

=7ssigE ]

BB % 22 A B 72 (SSL) BMSURIE S )2 22 45 (TLS) XK H I FE % 7 it AR 2 U ) VPN
TR R AW B . i SSL W B i 1, ] PIRC A EIH L SSL 2 VPN vj A& 4 s 44 ik 72
R R RIS (%) SSL RAS Rl 25 43

)

R BEARECE by R g E UELE 224 F (UCAPL. CC BX FIPS) S#itE# Figfr, H &
FRAROL ARV B AN SRS i . lhn, AE R FIPS RSN, & B o i i B A S 4 FIPS 1)
DH 41 5. {H)&, BT H T AGMKZN, VPN BEE A ST

LELUF A E L E SSL W
B&E>FAKE >SSL

FH

FE L PR 55 2R AT RY B AR SSL RRA- Fi5 & 7E 70 LIRSS 28, BB AH 451 (1) e fik SSL/TLS 3Ll
Ao B, FYFZAEYTE VPN WSS,

TLS BRAR—MM N8R ik $ LA~ TLS AR 2 —:

TLS V1

$5%2 SSLv2 2 v i A5 - ¥ pg TLSv (B S fiAS)

TLSVI1.1

$5% SSLv2 2% P i il A ¥ g TLSvI.1 CE B kiAo

TLSV1.2

$5% SSLv2 2 v i A5 ¥ g TLSv1.2 (B iAo

TLSv1.3

$55% SSLv2 2% P i i) s - Wp g TLSv1.2 (ul B EhieAs)

)

FR Vil VPN ) TLS 1.3 7522 Cisco Secure 25 /7 il As 5.0 S SH FAS .

DTL S kRA—R IR FTIERT TLS A, M 43R hik$: DTLS A . BRIV R, DTLSvI £E Bb)
By e BRCE,  A5nT DU 4 5 Bk R DTLS A,

\}

R HR TLS Pl cAs s T- 8028 T Bk i) DTLS B i, TLS P A 52 #: L DTLS fiias:

TLS V1 DTLSv1
TLSVI1.1 DTLSv1
TLSV1.2 DTLSvl. DTLSv1.2
TLSv1.3 DTLSvl. DTLSvl1.2
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DiffieHellman tA—M F R FIE Pk F—4l. nf HEDA Groupl - 768 A4, Group2 - 1024 {7 15
#. Group5 - 1536 {7541, Group14 - 2048 {754, 224 17 Z AU Al Group24 - 2048 {7 4L, 256 {7
FZHWr . BUMEA Groupl.

ts[= #h % DiffieHellman 2B - )\ Fhr g ik H—A 4. nTHIEDCR Groupl9 - 256 £ EC. Group20
- 384 {7 EC 1 Group21 - 521 {7, EC. ERIA{E A Groupl9.

TLSvL.2 800 1% LUR S 1 S 4
* ECDHE-ECDSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-GCM-SHA384
* DHE-RSA-AES256-GCM-SHA384
* AES256-GCM-SHA384
* ECDHE-ECDSA-AES256-SHA384
* ECDHE-RSA-AES256-SHA384
* ECDHE-ECDSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-GCM-SHA256
* DHE-RSA-AES128-GCM-SHA256
* RSA-AES128-GCM-SHA256
* ECDHE-ECDSA-AES128-SHA256

* ECDHE-RSA-AES128-SHA256

N

%% ECDSA #l DHE %4 B A st g,

TLSv1.3 #4014 LA R 2665 1) 3«

* TLS_AES_128 GCM_SHA256

* TLS CHACHA20 POLY 1305 _SHA256

* AES256-GCM-SHA384
SSL Bt & % vl F T-35 %€ BL4E Cisco Secure Firewall Threat Defense ¥ #5_FSZ BT RAS . 2244 A
BN AL

WSLR AN - %1 Cisco Secure Firewall Threat Defense 5 #5 SCEFAIH T SSL IEBL IR A . v FH BB
WA

* TLSVI1




zFssLigg [

* TLSVI1.1
* TLSV1.2
* TLSv1.3
* DTLSv1
* DTLSv1.2
RERAN—H L BB & SRR T SSLIE B 1IN 224 «

U RS Y A B HATPPAS VR RIE,  BRANEOC N g0 “AR” o AT BB & R VEn]
RIS, BRI w7 o BT LLE R LRI — R B E T 5 (1 2 4 0«

* All 035 NULL-SHA 25 if 3 %44,
» Low {35k NULL-SHA 2 AMAFTA %50 ,

* Medium {35 T4 %49, {H NULL-SHA. DES-CBC-SHA. RC4-SHA FIRC4-MD5 (X j&BRIA 25
i) Brab,

* Fips U35 A 454 FIPS Hy%f4%, {H NULL-SHA. DES-CBC-SHA. RC4-MD5. RC4-SHA Fl
DES-CBC3-SHA. TLS _CHACHA20 POLY1305 SHA256 x4h.

* High 2547 SHA-2 N (1) AES-256, J3& HIT- TLS WA 1.2 FIERIARAS .
* Custom GG AE Cipher algorithms/custom string HE 15 € (11— AN 802 N B0 . LI 15 m] LA
{1 F] OpenSSL 5 xg SCF A5 Hb # BB HEAT A i 4561
WREE/BEXTFFER- I B B SR T SSL B #E rna# 5ik. A AH OpenSSL
FIS I K PEAN S S, T2 https://www.openssl.org/docs/apps/ciphers.html
JE MBS A £ 4 5 T 52 SCREEE S I L e R Wity
5% TLSv1.2 SCHEI Y

ECDHE-ECDSA-AES256-GCM-SHA384

ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384

DHE-RSA-AES256-SHA256

AES256-SHA256

ECDHE-ECDSA-AES128-GCM-SHA256

ECDHE-RSA-AES128-GCM-SHA256



https://www.openssl.org/docs/apps/ciphers.html
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DHE-RSA-AES128-GCM-SHA256

AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

ECDHE-RSA-AES128-SHA256

DHE-RSA-AES128-SHA256

AES128-SHA256

TLSv1.1 8¢ TLSv1.2 AN Heff) 256

RC4-SHA

RC4-MD5

DES-CBC-SHA

NULL-SHA

R HE

AT LN BB B R R H AR (REEHE) « HE A BT LA B B A B b 8 k2%
&m%mﬁﬂbomLTUJ %ﬁé$#k$ﬂ§, Has ka5 a% . LAUR 84 H sl s Bk
e & H &Rl ek

XT&RGEHE

ARG H SRRk B K BMCERRET REH G A 6 TR RS 4 17 % R sk
B e R G H SRS a5 B TR FUAE A . IRk AT LOREJE H S AR 21 UNIX FE &R
GEH GBS . ARG H SRS BIPR AR AR SO E T, sl M ) e B SCPHT B R . UK
P sk HAETT O HUAS SR B2 R AU it o HAS W B ek S A Ak P A 5 B
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% 10: .89 %5 B35 Cisco Secure Firewall Threat Defense

S5UTEDTHE | $HESR BEMNE

KHEE

WEMAGIE | ARG H &R E v e 5 il Lisfrishie (BIZE CLI L&+ | FRRE

PIRBE. PIZ% | & XIWTheg, Al LLE T show running-config fir 4 A A X HE I gD

(i ARG R . X EFEE W . VPN, #dli4 1. DHCP g5 4%
NAT %52hfg. £V R% HE NS5, HHXEHEAS
IEAT ASA BRAFIRAE & BT AL R IS 263 S A [F] . {HJ2&,  Cisco Secure
Firewall Threat Defense AN — & 2 A e RERI 0] H T ASA AR S
HM, FHIHRXLEH BHEE, 1EZ 0 Cisco Secure Firewall
Threat Defense /2 4t HiGivH B, ML https:/www.cisco.com/c/en/
us/td/docs/security/firepower/Syslogs/b_fptd_syslog_guide.html. It
e ERE A DU 32580 h i LA B

LA RS H BN E SRS SR &8, SRR | U7 i sk
FIWER . ARTAFELR, ESMH LT RIEZEFANRGEH | THEERE
&I BRI (Cisco Secure Firewall Management Center B 4555 ) | fl HEIDH
1 F

(AW | ICRSE H R ECE N A Ui ) P A A AR BT b B () HoAth ey | 7 Tl 428 1) SR s

Sl HLF PR SSERCER, A 41 {Cisco Secure Firewall Managffme‘nt Center | H1HEEHR Mg iz

A EETREE) ) BOE SRR Y, o X EA S . A0 | BREIER
BlEXFPRMIRGHERFEE, EZSM (Cisco Secure Firewall
Management Center E HEFE ) 1 QI R H EZHR IR

W DANC B 2N R H SRS Ay, I I BRSNS 25 I B A F . S TS E AR H AR, 0
FERIG WP, AR X A

TRIN ARG H G E =GO

R 1 RFEAEHEBTELRA

A= FEE R 1LAA

0 Rz & RGEAWH .

1 ik i ST BRI It
2 FE T O

3 $HIR R AE L.

4 1) G



https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd_syslog_guide.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/Syslogs/b_fptd_syslog_guide.html
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config
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S FEE RS 15t AR

S 18 %A IEFAHTE R DL

6 (Ef=8k3 HEMES%,

7 Wi AL
VAR ) ﬂVﬁﬂ%Mﬁw%E o BEHE AT fE
SERORZH L, T R S

\)

R ASA RN B A AN AR O AR I (emergencies) RS H EWH S .

/%‘ }E E Ib\l‘ﬁ lL.\l_I}l:E

Ry HEH

BT RS H G R, MEACR L R S H R BAOX 2R @ th HbR. #ldn, T
K 9 7 A % T A K T R G HAE W BRI — AN H bR, PRI 8 R 48 H AT R T i —
oy RIEE A H b

FAAIT S, 40T ORI LR 2 0R AR 48 G RO ) 2% 8 H Fr
*c RGHEWNRID 5
CEANE T EEMA R FF LR REHEN . D
© ARGEH G R EEZON
* R HEWREIE S T—AIIReXO
CEANE ] T EEMA R FMF LRI RGEH S
M QR —ANE B E A Y H RSN AT AR E T B AR A g SOR 5. s, mT LUK B B s
o BB R MR E N B SR AOE BRSO L B bs, ARSI A
GHBEAIRAEH FERMANRFEE L2 RN ARG HENR. D

Esl

oy 2

\)

AR L EEAEN T e g GER. MR IR

A LU PR A AR ST H AR R
o T AN R G H RS B AL
* QR E I BRI E SR,
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Y HEMW SIS AN 2 HEW S0 Rk, M &Rtk ek shag. 6, RIP
KR RIP B

FRERPMIE 24 HEW B ZHLRGE HENW S ID SR R A2 5807 B, i DECs
611 JFkM R4 H WS ID #5 vpne (VPN & /i) ZEAHCHE. 5 VPN %5 i D) REAH CHK I R4
&M ETEEM 611101 & 611323,

HAh, KZHISAKMP 248 H &7 B AR AT A FH TUE T S A2k A B U BE I o 1% 60T 5 75 18 H I
BT RGHENBREAE SO, WRAAEE R RS HEN B AR5, WA B 7R%EEE 1) heading =
value 445 .

MG IR T

Group = groupname, Username = user, IP = IP_address

Horp 2 RS IE A, 4202k H AR H B FEnk AAA ARS8 4, TP Muhik 2 e R 7 1) 2% 7 i
2 JEXFEERIG 2 H TP ik
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£3 EX REHEHEEIDS

auth H P S 47 5 E 109, 113

access-list 1 ) #1) 3 106

IV BT K ISR K& 415

(YR ELST N = o UR):S L) 100 5% 3t B 26 338

bridge % B B ok A 110, 220

ca PKIEF MU AL 717

citrix Citrix Client 723

i it 747
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PIR2 EHAFEAEK > BERIEREE.
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){%% }E H Ih\l‘ﬁ IL.\&L_QAEB1¢~% e
fn] DLBCE DR 2R I R 4 H AT B A5
je

Ron AR E B URE A R (BIINERFINR R MARSGHEER, WAZHFTD Y&
BEAGH XN E . WS MG T ZEFERGH SN0 BB -5 s, 543 I

Fra Z Al
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RIS, BUAEETHRBIRRCA 6.3 B mfRA S, EUPRAE TAE AR . #i R T35 H
B

FERRIEIR TR 0L T, B P I T 2 TCP ARG H SRS Gy, AL i By 4 v
Fn Ui b A RS A, W ARVFH PR . B, OGS ER&TECE R TCP 24t H
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connections are denied based on logging permit-hostdown policy
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BRI\ UDP 5t [ 4 514, #0750k TCP T30 & i 1 1470 AT — WA RCEER DA Ik 1025
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k2 B (AR HE UDP 1R I sl i S AT D o
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LARRR, HAVFHIREAT RS . BEEHANAT BRRERFHEE LI

o) UHRHEBEONZREXEHIEEEN, USRS H GRS .
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VR, S nT L R ERE > ERE IR SRR B BT AL B . FESRE T2 5, WA AL

T—%#ita
© BREMCE NG IES I A

i3 Ay
AR ol P DS PR AP R 4G R 1) 4 S s RUBR I R I ) o SR R i 0 110 2 PRI 1) A R A
s BEUECRE IR R 21755 R
AT LA B P 6 2 1B EDE I .

B2

TR L RE > FARE , JFQIE R P 5%
T2 B
TR 3 FOE TSR .

WFATM G e M s, THIER B EX K E I HAE, EFEIANEIKE REE0NME. £ RZHHE
LN, B GEI R 1193 /),

T DU PR R OREE A L/

B FeuE
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o FEHI A RBRT - OCH B & IR 2 AT S WIS (], JE 0 B S 2 1440 28h . BRUGER IS I [A]
N0, FORSITAEN . WER SO, A PFEH G SR AT R A IR B B A&
TRz,

o BEARAETE - NAT FE45 1 RERE TECRT R 0 PRI T o SRR SR I () D0 0K 220 1 930 BRIME R 3/ .

o R - SRR AT (K S PRI 1] o BRI (R A 00 20 5 3l BRIMEN 1 /NI .

© FEE - TCP P IERIC RTINS ] QR A I ) FIN AT FIN-ACK,  WBERR 2 4l
FEIRHIN . WERHE R T FIN, WH BBEREINTEH] . S ME 30 B2 ERIMEDA 10 208

* UDP - UDP &5 HIRT B2 IS A] o BERREEI TR 2000 S22 1 4340, BRIME R 2 204
* ICMP - i ] ICMP AR ASH TS IS T8 . BRIME (Rl /MED A2 2 75

* RPC/Sun RPC - SunRPC $ei f# R s iy 1925 PR I (] o ERFSR A TR 2004 2270 1 438, BRIAESN 10
53k

FEHET SunRPC (IR, AQEHAR M B i IUER IR IR, 97 00 T3 T RE AN e e A b 8- T3
PRy, DI RT LUHR S SRS AR 4 B B (R DR VP ALOBT R348 . SR IN R, DAY
TIERAA L B NHE S 2 HiTA 2

* H.225 - H.225 {5 A &8 o R I S IN Ta) o BRIAMECA 1 /NI o 5 SRS B B R FH s S BG4
PR, U A 1 FP (0:0:1).

* H.323 - TH.245 (TCP) 1 H.323 (UDP) S AA&E 6 AT S W I (] BRAE CRIER/MED R 5 4%
Bho T H.245 FIH.323 SRS R ERCE MIE AR AR, I H.245 (TCP) iE#: 5 H.323 (RTP
FIRTCP) W& R = N

* SIP - SIP 154U [ < BRI OS] o bR [a] DA 2000 5370 5 43 4h . BRAIAE N 30 434 .
o SIP 4K - SIP B AAum MR G I RT ) 2S IRINTR) o RS [A) DA200h 22/ 1 208 . BRUE N 2 43
B, SIP BT 2% T2 SIP UDP @E4A% 3 €L1¥) SIP RTP/RTCP, A& UDP LG i I .

* SIP Wi FFi%#E - /£ CANCEL ¢ BYE 71 R AU E] 200 OK HIIEHL ,  SIP 2 i Bk 2 5 1 2 PR IS
], Z(EAF 0:0:1 5 00:10:0 Z ). BRINEA 2 7348 (0:2:0).

* SIP 815 - PROVISIONAL i 3 Rl GEAAR A 48 (P £ FLOC P AT S IR I TR), (5T 0:1:0 22 00:30:0
Z . BRINMEN 3 7341 (0:3:0).

* SIP IGBTEA - SIP Il I GEAGERL IS, Z(E T 1 2 30 2Bz al. BRIEN 2 24l

* Floating Connection - 43N W 48 A2 7E B A RIFRFR 1 2 A I, Rl HIEHO 2 e b
BB . R AP AR S T, SR AT LR E R AT, DA S G i e T
HALIER . BRMEN 0 CEHEKAEID o A T LU B A A8 i, 1R i 5 0:0:30
2 1193:0:0 Z A FIMH .

* Xlate PAT - PAT @il B i 25 WISt 18], 25T 0:0:30 £ 0:5:0 Z /). BRIAE A 30 7.
QS by ph A R A0 TR SO PAT ity I BN #:, 8] RS AR a a1 DAY R
1E_FE A4 T BRI AL T IR IBCIR A

* TCPRIBELH - S5 mAL MM A L3 ar s NI R, 25T 0:0:10 2 1193:0:0 2 8],
BRAINEA 1 23%1 (0:1:0),
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* ARP #BRJ-ARP £ @2 [EKIFEEL, M 60 F 4294967, ERIAE N 14,400 F> (4 /N

TR A SR TF (Save).
SRIN, T U 2 308 > BRE A SR 8 B P A e AERRE 2 e, A B

B 8] [5] 2>

AT A 265 I T UL (NTP) IR S5 ) A0 e 26 LRI pisd B . iSRS A5 B rbo HEAE RO T AT B 1 1
FCE AR — & NTP IS5 @# 150 A B JgUBM ST B2 MRC B AONTP IR 55 4 SRR TR o 4 2R
JEUBHSITAEN E B AIONTP AR 55 & i TR ROGE VG l, Wax by A Bty [0 I fa]

W SCFF NTPv4.

\}

AR W ZILE Firepower 4100/9300 HLAR F302 b fi, L2007 Firepower 4100/9300 AL I AC &
NTP, LMERBEVFA] IEHIBAT, JE IR E R IEF I I A8, X1 Firepower 4100/9300 #14H
R, NAEFHARTRI R NTP %545

FHIa Z |l
* WUERBERI ALV EUBIAE W] LATS ) ) — N E A NTP e d54%, T AE i B0 B RS (System)
> BL & (Configuration) GUIT_F 2k T oA I 1] [ 2 E B 024 A P AR D NTP ik 55465 o

o WURBEEESE TN A BECE NTP AR SS 88 B b Lo A8 AL 5 7 50 ) NTP [l 55 44 B by,
TS TR e, A HTIC B OV B AT S P RAERINTP RS as . B SR 5 & 8
O HHF ) NTP ARk 454%, (HIL NTP & B AL S BE. D

o IR B TCIE YT ) NTP 55 de sl VB NTP g5 ds, W AUEHI LR R i 18
(i8I B A D d i NT P ki

UK

P R RE > FRIRE , OB i K.
$I% 2 kRt E B4 (Time Synchronization).
FIE3 ALE L P EEm
< B3 NTP MBI G - CERIAD o FEE B NN S0 OB T NTP R4 (2 S50 1
(1) NTP 4525 BR A0 FREUS ], I EH X Le iR %25 M), (H, i 2 DL T —4%
i, NFEE B 1 AN BB rO [R5 I )

o WAV ] B BEALL 7 NTP IR 4548 .
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o EHLL WA RE S Oy RIE IR S5 4

* B MLE ERY NTP (ViaNTP from): i SR B ol & M 2% B NTP iikss 4%, 15k
PEMEEIN, 4N\ ELE RS (System) > B & (Configuration) > B &) [E]4 (Time Synchronization)
R E [ [F]— NTP JIlR 2545 156 2 i E DNS & 8K (] 4 ntp.example.com) 5 IPv4 5 IPv6 Hitik
o WERIJCIEVI IR NTP fiRkg5s, ) A P ARLoRE 782 NTP iR 554 -

T4 LR TF (Save).

T—5Htta
CHBRETN WA MR

B [X
BOAEOLR, RG] UTC X BN HE e AR X, 350 R .
TR RE RIS DRSO T SR I Ty R P SR HH 5 I T3] ) SRS 2

\)

ER N B 7.0 JFAR, Snort 3 B3RS TR ACL.

UK

FIE 1 KGR % (Devices) > A& E (Platform Settings), JG&E okt B PMBh 1 H0 .
FEETT LA IR ST RETR > B X 01 A I X 6 % .

PIR 2l +RERT XS

P 3 EFRITIX

LB 4 5HRTEF (Save).

T—5#it4

o QUSRI FE 0T 5, AR )42 A T A MU e 0 Y (N TR, DR S SRE 7 il s 5
IEAAIN X IR B 55 o
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UCAPL/CC 5 #1114

A ORI B DL e A B O 8 R E RS S, 1520 (Cisco Secure Firewall Management
Center FHIIEH)

A

AR RN EE, BT AR . R B T ER Y CC B UCAPL B, I ZiFFT AR .

FraZ Bl
* Cisco Secure Firewall Threat Defense B4 AN AEAE FHPEAN VA ATE; 10 2 Re B h 2 Bl e DK A0
JA D& BT R .

* Cisco Secure Firewall Threat Defense 145 S0 7E % HAR R T #55

© LU B B A BEA T LRAE 55
UK

S G RE> FRIRE , IO B k.
$IE2 i UCAPL/CC A #1% (UCAPL/CC Compliance).
SIB3 EAARE PR AL ASUIESE, AT PR IE R
o SR P ARERS S P e U GIE S B, 5 R R kSR CC.
o BEGE—DhE SRR S AR PR e YGRS HEE, 5N HzgE ik UCAPL.
S 4 SiHRTE (Save).
Bhi, SR LU BERE > ERE I SO E BT A B . B S G, AR

N AN oo 3

[ REEE B 31
P BRI B SO TR A B CPU 0 TCA WA £ RSt RE . Hdis 7 1f (Lina) A1 Snort. %{
PSP AT AN EE VPN B . B i FH A SE A 55 3/4 2 AL T, Snort TTHE L= 40460, ALFE N2 HIE
BARBG . URL U8 N 38 DA R i Sy i s A 0 1) He A Th e .
G LA A A 1 RE AR T RE R S 2 ThRe, TS M BEIC B 0. RS0 S 70N IX Sk FR PR AL 14
IR O L . 0T A A 2 5 T S
BRE, WSR2 3 T VPN B AR A AR s s i, W a] DA 25 vk fE e S, DUMEF s £
KO 2 B s 4di FH SR K ThEe . IXFE T e Rk fig .

W rewE


http://www.cisco.com/go/firepower-config
http://www.cisco.com/go/firepower-config

ity |

FriEZ Bl
o IXEERCEAGE ] THBAT 7.3+ AR R ¢
o DUR B R SR P RERC BT
* Firepower 4100/9300
* Cisco Secure Firewall 3100/4200 (7.4+)
* Cisco Secure Firewall Threat Defense Virtual

o SRAF iR T AR AL PP B2 BOR 2 SR B PR 04 AN SRR P RERC B SCAT AT SE . dnn RO 1L
B IH g BR AT B # LAAMRAR T B4, AR & S B

i

B EFIRE > FARE , O bt .
PR 2 EFEMEREEC & X4 (Performance Profile).
PR3 M ARCE T
* BAiA (Default) - XA BCE, AR FIACE VPN FIAAZ RN, )2 A I
« BEFTIESPHERZR VPN BEA - W L 20 % HAE VPN 2 ey,  JFE il J&
i SR B U LR R AR VPN R, AT DUE SR I T0RE K 22 4 CPU #2043 I 45 HicHis >
e 7B L9 A Bt 17 90%,  Snort 10%.
* EEWMET VPN ZER - 4 R T B0 B A HAE VPN il Sk, AEAMIHI FR0 I8 45 S o
VPN AT PR 47, 0] DU BRI IO R 22 45 CPU %0043 FR 4 B P 1o e e iU o 5

FEANAZEI . URL oL g€ AIILAdAE ] Snort 1520 B e O BE 25 W 48 R AN TRl e 4% o 43T B 81 ok 2
2P 60%, Snort 40%.

* IPSEEE (IPSHeavy) - WIRANCE VPN, A &I AZBIE, WnT CLE Rz, LA
K K4y CPU K003 R %s Snort 3EFE . 43K L1 ok B4 711 30%,  Snort 70%.

T4 PR
pZ A RIS
FRR6 B CHUR, BT SRR S B, XA REREA BT %0 2
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*ARERHEIEE

hee =K B8 |RIK B EHRAES
iy Bh 1
F P L VRF #2101 | 7.4.1 7.4.1 NS AT 5 B P S A FE RS (NetFlow. SSH71E). SNMP
SRR A PR T R HEMSAR) ISR 7 e SR R0 B AL & (VRF) 2
I,
B AR S B R A
Secure Firewall 3100 [f] | 7.4.1 7.4.1 Secure Firewall 3100 b £ SEBINLAE FIH 6% & -

BUBF- £ e

BT/ ) S
&> TRRE > RN > HETaRE
c®&>FEHRIKE > KM > HEFEEIRE >DNS
<& > FRIZE > RN > HEFE
< RE>TRARE > RN > HETERE > HERY
c®&>FHRIZE > KM>HEFERE > X

< x& > FRIRE > FM> HEFEERE > SSH

aa 8

&% & > SSH

S EFI-E: Cisco Secure Firewall 3100

Cisco Secure Firewall |7.4.0 7.4.0 V-5 15 B SR T ] B R BT B SO B AT & FH T Cisco Secure Firewall
310074200/ 4 BEC & 3C 3100/4200 ¥4 .

(BESE
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LigE RIKEE |HEED FAES
Hls ikl
IHEZ I 3CFF DNS, | 7:4.0 7.4.0 ST AR P12 1O RR I T

HTTP. ICMP.
NetFlow. SNMP I
SSH.

* DNS

* HTTP

s ICMP

* NetFlow
* SNMP

* SSH

3G 8 I S FL T
< i%& > T Hi&E >DNS>DNS®RE
®& > FHIRE >HTTPiFE > i5m
®#& > FHIRE > ICMP ifia) > 0
< %% > T HI&E > NetFlow > iRl &R
< 8% > FAICE > SNMP > £ > RN

« %% > FHIEE > SSH iiF1E > RN
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Hols

AR BLAf
B 1

FRER

H I O RS W
B,

7.4.0

7.4.0

XEFAEH] 7.4 ROE R BT e &, AR IHZ R 1. S I
RO WARCTHHRE] 7.4 BUE R AR, IF HLEcAT iz ik 1 it
IPAEATICE, W o A&,

WEAR O TR 7.4 BT mhRAs, JF H O MisRe: AT TRCE, WAL
WHETE A R D, ] AR AR W 1. TR, AR
FRAS R IR 2 Wik LK S RE, DR MR IR O F 4

FIFBGE 2K AAA R AT N S SO BRI B e k. BLAE,
HAERE TR EE ML MO (REEEEOD W, A n DU e P
LR,

MNTTFERE, XEWE:
o BVET S H HTTP. ICMP 8% SMTP #4712 W .
* XJF SNMP, wJLLAF “EFR” mAE 2 LrENL.

ST RGHEMSH, EalLUES “FH” mAR “iSHr” kihn
Bl

© IR ARG H GRS A SNMP EALK - & BB L A4 R di i 12 W
Ho o UAZ50R £ B e AR B I T AR (K~ 15 B SRS

© WERAREFL N, DNS kA2 FEnE 2 L ] h k.

TR G R S LI

* %% (Devices) > & & &2 (Device Management) > £ (I nterfaces)

B/ 25 MW 4 show management-inter face conver gence

CPU A%y Bie 7 REBC
O

7.3.0

7.3.0

Ta AT DL % O 45 B0t~ 1R Snort (W RZEAZ 0 40 b, DU R &1
RERHAT AL, PHIEILT VPN FINAR SRS A AH X o ot SR ) - FH
Wi, RO AR R . R RS T VPN (AN
NIZ M) S H/EIPS (FE VPN ECE ) , T n] DK A2 0o 2 e A0 20 504
S (T VPN) 8E Snort (T AZEMD

BAVAE -5 0 B RS TR In T M BE B & 3214 (Per formanceProfile) T
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=Kk &8

Hls

AR BLAf
ikl

FRER

EFEV a] VPN H
TLS 1.3,

7.3.0

7.3.0

PSELAE AT DI TLS 1.3 s g N VPN &% .

A5 B BT AT 5 BB R e A E 7T I FE N VPN IS5 2% ) 0 25 fif
] TLS 1.3 ¥,

TLS 1.3 3800 7% LU 25 A 1 S -
* TLS_AES_128 GCM_SHA256
* TLS_CHACHA20 POLY1305_SHA256

* AES256-GCM-SHA384

VeI RE i BB AR P AR 5.0 S HE A .

BB R &% > FAIRE > R > RIN/RERIE % E
>SSL > TLSHiA

JHT##T DNS iRk
2> DNS 452841,

7.2.0

7.2.0

AT DURCE 221> DNS 4RO B %07 5 R ZEK) DNS 53K . Rl LU
FI3X 48 DNS iRk 5525 4K AR AN R] DNS S K. flan, %l fefy —
AMEFI A 3L DNS 5525 (0 AT 3RB0A 4L, M5 IR g 5,
R DARCE PRSI AL,  LURE A B DNS IR 954 0 T v, il
55 example.com S (G THSEHLIOAEATIE SR . (AL, AR A SR 4
L5 FQDN (¥4 4 F P9 # DNS IR 5% s 2EA T AT, 155 A 30k 5585 1)
HERNAE ] Sh B DNS 255 25 .

BATHE S T FE&ARE (Platform Settings) > DNS T [fij .

Y 8 %5 52 3 FF HTTP.
ICMP F1 SSH “F-4 %
o

7.1.0

DUAE, 2B Y- 5 B0 SRS G L TP ki, w] DU A Fo ek
WA 2% R 1R 2% 06 B2 FRT I 8 0 B 2L

SCRFIT G U B

SCRHRE 32 fH 1L DNS
k55 o

7.1.0

SINT 45 € A8 A T TR R Uy 1) IR ] U3 S BE g AfT (¥ mT 5 DNS
I 55 i ) B T

FATT A 0 A IR I U ] PG 52 A5 AT DNS IR S8- 288 I T — /M
Hi+: &% (Devices) > F A& E (Platform Settings) > DNS> Z{51E
DNS PR %588 (Trusted DNS Servers).
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TIRE =K EE |RIKBH [FAES
s R i
X SNMPv3 H i |7.0.0 7.0.0 B AR SNMPv3 F P () MD5 543 56 UE 559251 DES 1% fERRAS 6.5
MD5 5 4356 1F 528k W e A . W SR AL RR A F MDS AE 5L s DES In# 1)
DES I 0°F & WE L SNMPv3 I/, T8 2 6.4 ok S8 L R A B e iy, U aT L4k
B FIEAT 7.0+ BUAS BRI ATIRAS 6.7 B F A (¥ o D17 480 15 46 A FH I SE FH P o (H, 46
) B B4 B 4% ToVE G X ST P JE 5 B MDS5 5% DES %%, tBJ5i%4# 1 MD5 5 DES
BEERBNEH o WA ) 4 B A BT IS AT AN 7.0+ (1) J8
B, U MDS 54356 UE S8k DES i k) SNMP v3 I/ i) iX 4%
JE DB A BT 1 SRR R
FrME SR B %E: 1R % (Devices) > F&1&E (Platform Settings) >
SNMP > E# (Hosts)
LR E: E i
S SNMPv3 I 7 (124 | 7.0.0 7.0.0 BAE, BEATLICh SNMPv3 P IR B SHA224 B SHA384.
HdiE SHA224 B Brias I R %E: 1R & (Devices) > &% & (Platform Settings) >
SHA384. SNMP> B/ (Users)
YRS B
52 WA TR X 6.6.0 6.6.0 NFCE AR AN DX, DU 5 I 1 S s
HEME S bR 1% & (Devices) > &1 E (Platform Settings) > Bf [X
(Time Zone)
YRS BB
f&52 F T SNMP i {51y | 6.6.0 6.6.0 R IIAE T LAE R FH 170 18 4% R SNIMIP 85 B3l 2 B0 AT 0045 1) A0 B 11 o
BN B S B 1848 (Devices) > FA1RE (Platform Settings) >
SNMP > E#]l (Hosts)
B S R S PR Y i il
i SNMPv3 ] /' {24 | 6.6.0 6.6.0 TEILAETT LUk SNMPV3 P IS 1 B SHA256.

kR SHA256.,

PGB bR %E: &% (Devices) > F &% E (Platform Settings) >
SNMP > P (Users)
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I &E =K B2 |RK B |FAES
s B 1
B fE - SNMPv3 [ 6.5.0 =3 BAVABUEAEALE g Bt 32 % 5% SNMPv3 H i F MDS 54y 5611
JH 7 1¢) DES s i 559280 DES I, RUMIX SRk 7 o W i B s 6.4
MDS5 G356 IE L O ZATHIRRAGN G A H MDS £ 43 56IE 5775 5% DES % () SNMPv3 H
. F AT DAAR ST IR S o HE, STV gn X e ] IR AR MDS
o% DES #&'%, WIidi ] MDS 5k DES ¥ & kG188 1
BME I b4 8% (Devices) > F A& E (Platform Settings) >
SNMP > i P (Users)
RS B
TCP #4: H &R %4555 |6.3.0 6.3.0 YA TIEVT AN TCP R4 H GRS 4s iy, TSGR B
PN, VR P I JUpB AR £ AT . BRUEDL Y, SFERETH RIFRPIREETCP
it ARG HERS [ RFAMIBEE GRER) EmoEH.
PRI SSH s ik 6.3.0 6.3.0 I SSH Uy ATAR ¥ 4 T IE S IR ARG S RN, &k
% SSH £xifi.
b SSH I A & 47 | 6.2.3 6.2.3 IAE, AT DARC A0 5 43 B0 F UE X8 LDAP 8¢ RADIUS 1) /iy
BOAIE BT SSH Uila) .
B AS S % 18 & (Devices) > F &% E (Platform Settings) > SR
B4 364 (External Authentication)
SRR IR S P17 UK i
% #F UC/APPL &bt 6.2.1 6.2.1 Al LA CC #X8 UCAPL £ N B e & . 3 %4k
P HREARIUE A% 55 & e 2 U P 2ok . A Gk B 2D BRI
TEAE S, WS B A E SR B AR IR G ™ b IR AR DG HE ]
PG R4S & & (Devices) > A& E (Platform Settings) >
UC/APPL &#i1% (UC/APPL Compliance)
TR G AT 3
FFREfE N\ VPN [f) |6.2.1 6.2.1 BB AV £ T e B 7 (SSL) MMSURAL i 2 224> (TLS) %K [
SSL # # o TR P i e Rt N VPN B S He 22 A SR . 8] LA B e 3

1 SSL Iz #E VPN 2 A A% R A1 2 1 s A 1) SSL A AT 2 55
.

PG MU R 1% & (Devices) > &% E (Platform Settings) > SSL
B O PR 17 i ]
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Th&e RREE RE M FHER
Al B 1D
CUIBRIE T+ SSH At [ 6.1.0 6.1.0 T S LA S A A BT ), PR SRR P A ] SSHE AN
HTML [A4M55 0y 56 HTML Vi i B gz . thabh, S8y IS SSH s i i2 Wiz 115 1
ko JERENS AL A SSH U M@ AR A B 1 GROR L [/ — W Bl 1) o LART,
AN SRR A B AEAE T SSH M HTML V5 )2 Wi Fi 8 4 11, Al Iy
SCREASHB AL P U5 ) B B
B AE I E%E: 18 & (Devices) > &R E (Platform Settings) > JMiB
B4 I8 (External Authentication)
SEF G E it
Firepower J&/lppi 52 | 6.0.1 6.0.1 SINT HIRE
Fr.

PGS B %E: R (Devices) > F&1&E (Platform Settings)
SRS B A
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