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Quickstart
#" Integration assistant A Essentials
Manage Display name : just-a-test Client credentials : Add a certificate or secret
= ﬁ Application (client) D : 449af2cda ™ol B ®  "H.m o w32 Redirect URIs : Add a Redirect URI

Branding & properties

Object ID B SR TR SN CREREE Y Application 1D URI : Add an Application ID URI
23 Authentication
~ Directory (tenant) ID : ScdSade we™ meoam™he o Bel™ ol "97L90 Managed application in |... : just-a-test

Certificates & secrets
Supported account types : My organization only

{l! Token configuration

PR N IR S RINEB A

P10 SLEFHEEFIRZES (New Client Secret).

TN WAERMEE, AR5 TR (Add).

P12 K E FREE R BGRB8 1D

Certificates (0)  Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password,

t New dlient secret
Description Expires Value © Seeret ID

azure-doc-test 12/11/2023 ToM . LRmmn e . R marROt. D MR W b T JEmEs D0

SIE13  JR[MIF) Azure ]/ FET, 2R)5 533TH (Subscriptions).
S SR ERT R .
SE5 4T H ID 28R .
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8113234 Cisco Secure Dynamic Attributes Connector £ & /MR &Y Azure F§ 1 .

 Essentials Copy to clipboard

Subseription ID 012490 " ™ol | WAL ™ "0cd [ _ Subscription name  : Microsoft Azure Enterprise
Directory : cisco-fpiden™ o & LT ) Current billing period : 6/1/2023-6/30/2023

My role : Owner Currency : USD

Offer : Enterprise Agreement Status : Active

Offer ID TME oy Secure Score : Not available

Parent management group : 5cd5 s e w0 Bul™ ol * = iln

HIB16 i E)dEEl IAM) (Access Control [IAM]).
LT SR (Add) > R fa e 5B (Add role assignment).
HIB18  iEE (Reader), RJE i T—3 (Next).
P19 AUEEN R (Select Members).
W20 FEImAN, RN, SRS IR (Select).
CIREEO R Ea Select members X

Add role assignment

Select (@)

Qj Got feedback? | Just

. . % No users, groups, or service principals found.
Role  Members Review + assign

Selected role

Reader

Assign access to

(.D User, group, or service principal

O Managed identity

Members

1 Select members

5 Selected members:
Name Object ID

Mo members selected just-a-test
Remaove

Description

Optional

i [—
Previous | | MNext

i

PR GHEEF + 9B (Review + Assign), SR 5 1220 70 g .
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. 32 Azure iE1E5E

T—2Hit4
SO Azure 8%, 5520 T,

f1|Z Azure ZEIESE
HARZSHE W B EE M Azure ] BB ACy AL EEE IERSS, YU U5 S sng .

FHIa Z |l

g 2 /b BA G4 Cisco Secure Dynamic Attributes Connector FL A7 e /MR Azure JH /', 55 17
U TR R Azure F

UK

W Gk HHEL.
122 i i &£/ (Integration) > Cisco Dynamic Attributes Connector .
$IE3 Li%ERESS (Connectors).
PB4 PATLL ML HAE:
© INIEEREAS . sl InERE (B, AR5 T IEEAR AR

G EMERIE RS MRS (D, R ST RIM4E (Edit) SiBR (Delete).

SIS FALLITE L,

& 15 BA
&R (T ) BANLFRLIME bR iR RS .

BE |

REVEFRE | (BRIAN 3080, ) M Azure K2R TP WIS (I TA] S -

iTH ID (. D i Azure 3T H ID.

P 1D (o D HIAALT 1D,

BRI ID | (WiF. ) WK 5 ID.

BRIRE | (LF. ) WAEKE %Y.
A

PIR6 mtRTF (Save).
FIET ik OIRE” (Status) 51T BRTEE (OK).
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tiz Azwre RS EES [

132 Azure PR Z IR EEIESE

AKEGIHE T WM A Azure IRESARZEO) P B BP0y BOERESS, DUILLE D o) #3H) Semg A .
Microsoft &4 J& 5 51 51X Lo bR 10 1 1P Hhk 52k,

HR1EYE K, 1S4 Microsoft TechNet | FE UL X 2% HI 45 b1 25

UK

TR G FHPL.
$12 2 i i &£ (Integration) > Cisco Dynamic Attributes Connector .
WIE3 il (Connectors).
PR A PATUL AL A4E:
s ININETERRS: AShTmERs (B R)E RUlRE AR AR

- G EUMERIE R AEES (D, R AHTRRII4EE (Edit) iR (Delete).

TS FALLMEE

& 158 B
AR (BT ) HINLERUAME iR IEFESS

15t AR Ak .
REVEIRE | CERIA N 30FP. ) M Azure Ky IP M5 1 6] B o
iTHID (T ) N Azure 11 ID.

#HFID (WFFe ) A ID,

BRI ID| (L. ) MAEKIE i D,

BRImE | (LF. ) WAEKE 5%
A

PIR6 R TF (Save).
FBT Wit “OIRE” (Status) 51 ERHEE (OK).

e SEN R SESE 3

PEARSSTHE W B TS 4E 4 1) 1P Mhb G I 213, I 4% e LbFE I Rl ] Bs - CERIAE 20T o 30 2
TR ZE o T LR I BB bk A 36
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https://docs.microsoft.com/en-us/azure/virtual-network/service-tags-overview
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. 22 GitHub E3E 5

FHia Z |l

AL TP b SCAS SO, K O T AN A B U7 1) () Web IR 45 2% 1o TP btk v] DAL &
CIDR Knike SUARSCHFERHAT L AEA — TP Hudik.

BSOSO F B2 W] DARGE 10,000 A4S TP ik

)

AR ) AR 1P Hiklkth S K (http: // orhttps://)s

i

B Gx EHPL.
$I®2  iE S0l &/ (Integration) > Cisco Dynamic Attributes Connector .
PI®I  AliliiERESE (Connectors).
TERE  PATLUN AR R A
 INIEERAS . AiAInERs (B, AR5 ST IE AR AR

G EMBRIE R RS MEES (D, R ST AR IM4E (Edit) iR (Delete).

FES  HABFRAATLL B
TR (k. ) (EEREUERR (Pull Interval) 7RI, B SEhAE MEE AR GitHub 2% TP HbhEfA 4R

CLARB N Bafr) o BRINE A 30 5,
76 URL 2B, MNZE N2 1P Hihik 94 URL, 447 — URL.
(k. ) MR AEHET] Web JIj 55 2% 5 240F P&k, A LU FIEHE:
o i SREGES > 3REX DL AZRIGIE 1S, 0, WRJCEskIGIET, Wi T2k IBO0E -k
BUR (CA) 4, 55 34 TUH TR F3h 3 RBGIE 15
o i REGES > MISTHRISE DL B AR 2 BT R0 158

Qe

Sk Sk
8 S8
(--] ~J

PBY AUl (Test) HH RN G FHRATIE RS o
FLE10 SHRTE (Save).
FEB1 Afifr “IRE” (Status) 5 ZRHEE (OK).

£13# GitHub EFiE2E

SRS I Vet e G R Bt ik 1) A B ARGy LU 05 [ 42 R SIS 1 GitHub 3EHds . IR EPRAE R
PR TP Huhik rh GitHub BEAT4ES" . AL QIS m ML g 25 .

ﬁj&?‘ééﬁi{m o -[/H Ifﬁ‘lj%a: GltHllb H’] 1P i‘H_j;i—JJ:
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https://docs.github.com/en/authentication/keeping-your-account-and-data-secure/about-githubs-ip-addresses
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Google =% - = FAAmmms s ]

\)

AR W URL, I TCVER R AL AT 1P kil

UK

W Gk FHO.

HIE 2 i il &R (Integration) > Cisco Dynamic Attributes Connector .
$IE3 AUilii%ERESS (Connectors).

L4 PATLL MR AE:

CINIBERE S AdAInERs (B, SR)E SIS AR
G e AEES (D, KA AT RRNYE (Edit) SR (Deete).

LIS FANATRFI AT LB

FHIB6 (Wik. ) EIRENERE (Pull Interval) FBH, 0 Msh &8 MEEE 48 M GitHub #8528 1P Huhk (4%
CLAFP R AT o BRIAE A 21,600 F2 (6 /M)

PRI HHRTE (Save).
HIE8 ik “IRA” (Status) 5 BRFEE (OK).

Google = iE#as - X THPIRFISANHIEIE

Cisco Secure Dynamic Attributes Connector 23K 5148 " M Google zx F A FFH Ly, LUEHI TV 1)
25 11 S
HEREESAN
A2 I Google = F AN LL Bl Ja 1k -
« b2, WH TR Google 2 B I BEAELNS o
HIRVEAE B, 1SR Google 2 SCAYH I A1 2 I FEARZS
s MEbrad, HHZ ORI H SCIRIK S X .
HREAMGEE, 1ES 0 Google 2 SCRSH [ A1) LA FR AR 2 o
* Google = HEFUHLI 1P Hukik,

Fr 55 B9 & AR A PR
Cisco Secure Dynamic Attributes Connector 223K 2 /0 HATE AR > EFH BRI A Ge R A& B
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https://cloud.google.com/resource-manager/docs/creating-managing-labels
https://cloud.google.com/resource-manager/docs/tags/tags-creating-and-managing
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. #1334 Cisco Secure Dynamic Attributes Connector £ & //\{XfR &) Google = 1

£ X+ Cisco Secure Dynamic Attributes Connector E 7 & /"X R &Y Google = i F

VEAE S5 I e B B BAT AR R R IR S50k /- B 4 B L Bk sh s e A RIX L m PR 5]
*®, WS Google 2 IEFAS - KT BURM T ARIH , 25 23 1L,

FF6 Z A

LW E Google MK o A RIAT IR HITEAN(E B, T2 Google 2 SR H B E I G .

UK

BB UIraEMEN P S0 G5 E 1 Google 1K F
SIE2  AHfIAM FIETE (IAM & Admin) > BRSSP (Service Accounts) > £l R 55 M P (Create Service
Account),
PEI WMALTFER:
s RSB PZFR: H ThRIRK - 4K #ilhn, cspac.
* BRZMRF 1D: NAERA ARSI K - 44 PR e S S ME 1
s BREMCP IR FATTIE VLR .
ARG BPEE R, 1S Google = U T fift IR 45k 7
FIBA BB IS (Create and Continue).
LIRS MR LIS ERE, BHRBoR BT R RS R U7 Il BB B4
PR6 WTHIER>BEFEMO.
$R,T  SHEFER (Done)s

ESSRER VNI & JRp Ik

HE8 AL EITBIRIRSK S TR ES O .
PR SHEEEH (ManageKeys).
FIE10 SHRMES (Add Key) > S # %48 (Create New Key).

< JustaTest [E] HELP ASSISTANT
DETAILS PERMISSIONS KEYS METRICS LOGS
Keys

A Service account keys could pose a security risk if compromised. We recommend you avoid downloading
service account keys and instead use the Workload Identity Federation . You can learn more about the best
way to authenticate service accounts on Google Cloud here .

Add a new key pair or upload a public key certificate from an existing key pair.

Block service account key creation using organization policies.
Learn more about setting organization policies for service accounts

ADD KEY ~

Create new ke .
Key creation date Key expiration date
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https://cloud.google.com/run/docs/setup
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£13Z Google =iE#E%E .

$B11 il JISON.
P$IE12 piditlE (Create).

JSON ZHH N 2T
SIE13 [iUE GCP EHLBN, HHEHBAAETL.

T—o Mt 4
2 A Google ~iZEHLay , 25 T,

£1]3E Google =iE1E8E

FiaZ |l
HE U Google v JSON #% MR S5 MK ) Hodfas & W EERR AR T A 15 1) o

UK

PR EK EHPL.
IR 2 i il &R (Integration) > Cisco Dynamic Attributes Connector .
W$IE3 AiliiERESS (Connectors).
IR 4 PATEL AR #1E:
SIFTER S IR (B, SRS SEE R AR
o G e AEES (D, KA AT RRNYE (Edit) SR (Deete).
IS MALLNEE.
& LA
B (Lo D FNLFRCAME— bR iR .
tAA GBS

1RERE | CERIAH 30 5. ) AN AWS KR TP LS TR

=]

GCP[X | (F5. ) MIAEM Google = T EN GCP Xif. 7 CTEAIME B, 21 Google = kY

13 HH [ DX IR B X
BRESMK | kil Google Z IS5k /' () JSON 5.
P

T 6 fLLRTF (Save).
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https://cloud.google.com/compute/docs/regions-zones

. £1/32 Office 365 1128

SR

Cisco Secure Dynamic Attributes Connector |

ifR “IRE” (Status) 71 R E (OK).

€132 Office 365 1 EiZsE

$IE6

T

WAL A8 ane] g Office 365 Anic BIELERESS, MK KX 3] & H#E A0 DUE 05 a8 05 2R
M. Microsoft <4 & T B 5 X Hekric i TP HbhboRHk. AR 2h A e PE it vE 2% B ey 48 FH 2l .

HR1EYE K, 12 docs.microsoft.com |- [f] Office 365 URL F1 IP Mhhil-yiuH .
bUK
B EHAL,

i Al 8/ (Integration) > Cisco Dynamic Attributes Connector .
riiEESS (Connectors).

4 $ATEUI A ERAE:

INFTERSS: IR (B, SRS STE R AR
o GiBHEMER RS SEHES (D, RIEATHTR RIS (Edit) i (Delete).

NN S S

& 152 BF

AR (T e ) I NZFRCAME—FR i e gs

15t AR AlE Ui .

1B 8] FR CERIN K 30 Bbo ) M\ Azure K2 TP MR ) B o

K API (ifie ) MINZEMNFEIE Office 365 15 51 URL CUIRILLSERINEARFD o A%

URL M5 5, 12 Microsoft X4 & 1) Office 365 IP A1 URL Web IR 45 .

2R AT ) WFIFRP, WSEsEpl 2. FRENEE, 1520 Microsoft 3CRY 5 & L
[ Office 365 IP Hili-F1 URL Web Jii%5 .

BHANLEIP | (0. ) i true sk false.

MiHRTE (Save).

Wik “IRA” (Status) 51 R HRE (OK).
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vCenter 325 - £ FAraRisAngE [

vCenter [E3%235 - < T H PRFIENBIEE

Cisco Secure Dynamic Attributes Connector 22 8 & B M vCenter S AN HHLy , DUEA U5 Al %
il e
NEREEIA
A 122 vCenter 5N\ LL T Z A R
c BAERGE
* MAC #dik
* IP Hihik
* NSX #rid

Fr s B S A A PR
Cisco Secure Dynamic Attributes Connector 223K 22 /b HAT BSR4 g S NS E .

£l vCenter 1 E1E35
AT 5512 an4n] 2 VMware vCenter 81 #4525, M TR Bedhs 325 32 & #1 o0y LR T3 18] 428 1 SRS o

UK

W ok FHEL.
$12 2 i L &£ (Integration) > Cisco Dynamic Attributes Connector .
PR3 PATLL P HAE:

CWSIETERAS: mhNIERE (B, SR)E SEEEAR AR

- GRS IER R AGEES D, AR TR R II%EE (Edit) iR (Delete).

FEA FALLUTE R

(=1 13t AR
AR CAitie ) FIANAFRAME—FRiR L AS o
152 AR T IR o

1REN 8] f@ (BRI K 30 #2. ) M vCenter £irze TP BRG] ] B o
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i1 AR
E#H (o D HIANLL AR A2

* vCenter )54 B 5E L4

* vCenter ] IP Hifil

o (AE. D AR

HMAT R (Bl hetps://) SRR,
%41, myvcenter.example.com{ 192.0.2.100:9090

AR (o D AR BATREA O 4. PR RNE.
D O o D BN 2T o
NSX IP WA ] vCenter W45 22 4x AT AL (NSX), iEH AT TP Stk
NSX RPN\ /b AT 5% A 61 NSX P I 4
NSX K& |4\ NSX-T.
NSX Z85% |4 A NSX I J 131
vCenter iE | f&45 LA FikF:
i o R AR B ME-BAZAL (CA) B, W1 Fa3RIGE MUY (CA) 58 34 B

Tk o

* rili3RER (Fetch) LA HSSRBGIETS, B0, WERTGVEIRIGIES, 15 T304

UEP UL (CA) B 5 28 34 T BTk T3 3RIBGIETS .

o fiili SREUES > 3REX UL AZRIGE T, s, R EHERIGET, i F3)

RIGEFMURMY (CA) B, 55 34 U i FEN3RBUES .

o miihi SREUGIES > IR BT A B A 21T R 3iE k.

PR 2 B 3R B B K 7
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pz 4

£ Webex i

Descri

Domai

1P

Port*

User®

Password™
Secondary IP
Secondary Port
Secondary User
Secondary Password

FMC Server Certificate®

| Test |

Add FMC Adapter

Name' (@@ Certificate chain was successfully fetched
Here are certificate details (priority order descending):
> firepower - 1 certificate

> firepower - 1 certificate

U

| firepower

[ 14733

| rest

| firepower

[ 14833

|u.,¢..,.d 3IN CERTIFICATE----

4

oo | I

JETT XS TEHE TR FIE TS CA B2 W LT BUR A FIRIETS

o Certificate chain was sucecessfully fetched.
Here are certificate details (priority order descending):
> firepower - 1 certificate

> firepower - 1 certificate

R TGIE IL XA T SARGIE S, T LS RBGEBE, 1 T a3k GIE -

34 T FTIR .
MR TF (Save).

iz

S 23U V8 T ] B A et a8 301 A B DU T il 2 1 S 1) Weebex

K 1P Mtk Webex HEATHEY . A DA

ARVEHFER, W5

ﬁ]:u% Iﬁz

Z: [ Webex Calling (13 [15% .

X

LPERS

g1z Webex =123 ]

TR ALK (CA) 5, o

EERA . X EERREE ORI
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https://help.webex.com/en-us/article/b2exve/Port-Reference-Information-for-Webex-Calling
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B o2 z00m iz

UK

TR G FHPL,
$12 2 i fidi &£ (Integration) > Cisco Dynamic Attributes Connector .
WIE3 il (Connectors).
T A PATUL AL AE:
o INIETERRS: ShTmERE (B SRJE pUlRE RS LR

- GREMERIE R AEES (D, R AHTR R II4EE (Edit) iR (Delete).

TS FALLNMEE

& 1t AR
AR ChFTo ) AN FREAME PRI IERESS .
15t AR AL .

REVER | CBIAL30 B, ) M Webex K% IP U1K

EEBME | (WF. ) (RiF. ) WEE O LRI 1 IP L
IP

F6 iR (Test) JE0f DR IR D) 5 FFORAFIERERS -
PR R TF (Save).
HIE8 ik “IRA” (Status) 5 BRFEE (OK).

£ Zoom EIESE

SEFR VR T e B R it Ak 1) A8 B RO DU 05 2 RS Y Zoom A . 5 IXLERRAE R
(5 IP ik 1 Zoom HEATHEY . A LA SN R IEL g RS

ARVEAME R, WS Zoom M £% B K 4 BAC I IR 55 45 B0

UK

TR G HHPL,
122 i fidh &£ (Integration) > Cisco Dynamic Attributes Connector .
PIE3 piili %S (Connectors).
P A PATLL AR HAE:
o INIBERLSS . AU nErs (B, AR5 S IEESR LK.
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https://support.zoom.us/hc/en-us/articles/201362683-Zoom-network-firewall-or-proxy-server-settings
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anemsrsses [

- TR IE RS AGEES D, BUE AT AR R %R (Edit) iR (Delete).

TS FALLTEE,

& it AR

AR Coitie ) BT AALBREAME BRI AS -

152 AR ALV .

1R E 8] F@ (BRI R 30 #2. ) A Zoom Kz TP BRG] B o
IJIEDE.'ﬁ CdFe ) TEBIECH M B ZR AT O/ B Y 1P Mtk

FER6 sl (Test) FEAl ORMNK B G R FERAS -

T SHRTE (Save).
HIE8 ik “IRA” (Status) 5 BRFEE (OK).

ﬁIJEEjJIL.\E HE I)I:LE.\

] Cisco 24BN A5 @ M Haas 2 U B2 S8 M Ik Y8 A8 S5 7E 45 F0 0y v s A T 7E U il 428 i S s v
{EFBhEXT S . Flln, Gn] DRI 453156 AWS 4585 1115 il B PR B 4 Microsoft Active Directory

e S 45 2 R
)
R JARHEN Generic Text. Office 365, Azure Service Tags. Webex 5 Zoom B sh 7 B Ml jEds . X
LR AR AP B R TP Huhk.

ARV AR PR S, 15 S B A T Sh 2R s Ml v R G s 4 AN, 55 37 1.

FHIa Z Al
QUEIER S . 21 14 1T

gz
W G FHHLO,
LR 2 i S & (Integration) > Cisco Dynamic Attributes Connector .

T3 LB MIEIERS (Dynamic Attributes Filters) &30~ .
NGRS SRR (B, SRE SRS AR
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- G TR IE RS AGEES (D, R AGHTAR R II%EE (Edit) iR (Delete).

q 4 -H’J'JAUF'Tm%

=

il

ZFR (Name)

FFAETT I 25 SR A 47 B PO R R A BEES (O
EEME > TR PhRNBEsE RS (oA
BXE) MME—AFK.

FEBZR P i o B (VR AR (K A4 B

s WIETLRERS: AR BSmEEs (B

© R IMERILIERS: M ES D, RJEM
difr R R 4458 (Edit) ZiiBR (Delete).

PES LI A, TR LU R

I E 1t AR
#H MBI AN A NI BRI .
Hefr M LU PRI
* ZF (Equals) 2K B9 H {56 4L .
« B& (Contains) 20 SEILA (R
AR A UL o
15 MHEE (Any) BREER (ANl), R s

*/I\Ejiz/l\fﬂo }ﬁiﬁm\\ﬂﬂ,ﬁéﬂﬂﬁ (Add another
value) LU ) 25 1) s e

FI6 fUIR/RTAYE (Show Preview) DUH {2 7= 21 1] (1 4 25 5 1P Huhik (5113

ST EJE, SR TE (Save).

FI®8 (Wik. ) ik FRETL PRBIEN R

a) Z/bEIDLEAT A A I P B S sk A L.
b) siliXF &K (Objects) > K EIE (Object Management).
c) FEAEMEMH, fidisMRE T (External Attributes) > F7S3t&R (Dynamic Object).

AR EIE b Py e R ) VA TN SIS B

EN7S R 1T iE 25

AR T B E S AR AR LR
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pumnEsTe [

~f5l: vCenter
PUR/RB SR T —445AF: VLAN,

Edit Dynamic Attribute Filter

Name* Connector*
TestFilt vCenter |
Query* ®
Type Op. Value
network eq myVLAN

> Show Preview m‘
LUR7RBi o 748 ] OR JEH M = A4 Bl UL =D MU AR — A

Add Dynamic Attribute Filter

Name* Connector*
| vCenter nosts |

| vCenter |

Query* (+
Type Op. Value

eq host-2868
host-2869

host
L host-3780

> Show Preview Cancel ‘

~f5l: Azure
PUR RGBSR T A4 i A 55 3 10 AR 4525

Add Dynamic Attribute Filter

Name* Connector*®

‘ Azure Finance ‘ ‘ Azure |

Query* @
Type Op. Value

Finance eq App

> Show Preview Cancel ‘

~f5l: AWS
LR 7RG wos T — 45 {50 1 1 FinanceApp.

Cisco Secure Dynamic Attributes Connector .



Cisco Secure Dynamic Attributes Connector |

B =osemesmsain cn s

Add Dynamic Attribute Filter

Name* Connector*

AWS AWS

Query™® ‘_l
(211)  FinanceApp eq ‘g_‘ 1

> Show Preview Cancel ‘

FHNIREGEF M % #1449 (CA) &

FEEAF TG B SRICE T WU U HE, A LA 30 S 2 e e 2 — SRIUT] T2 4 #: 3 vCenter
NSX o B B L A TR o
UEBHERHAE A BTA B IES .
T AUE I LA PR P22 —IE LI LR %

* vCenter B¢ NSX

TR TR S Azure 5 AWS [11E 4 .
o EHIRL

$XEVEH 5% - Mac (Chrome #1 Firefox)
i R P 7E Mac OS _E4# ] Chrome F1 Firefox 3 5 4% K SR EIE T54%
1 TIPSR
2. WAL R
security verify-cert —P url[:port]

e url A2 vCenter &, E#E .0 I URL (B35 HFZE) o filln.

security verify-cert -P https://myvcenter.example.com

9L AF F NAT 8 PAT Vj i) vCenter o, & HErPuCy, 0 LS4 7 8 N 11«

security verify-cert -P https://myvcenter.example.com:12345

3. AN BEGRAF SIS

(R E i) < — BEGIN CERTIFICATE--—-- | — END CERTIFICATE----- SRR o
o FEBRAEFCRMSCA (N, UEH M AFRFISRIES (< and >) AL AEF AL, LRSS
AL,

4. X%t vCenter Il 5 H 0y FE HATIX LTS,
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Fapmirsmenica s ]

FREWIEH % - Windows Chrome

fi L RE 7 Windows |- ] Chrome i1 5 &5 K SR HUIE T4 -

1. f#J] Chrome ¥53% vCenter i # 2.0,

2. FEN AR A b R LA 2O BB A

3. PESR (Certificate).

4.  HiFAEREETR (Certification Path) £+

5. RUdAEPBEEH TN CRIZE—A) HE4S,

6. miEFIER (View Certificates).

7. SHEHER (Details) LT

8. i EHIZI3CH (Copy toFile).

9. RIS HEANMIE T EER) CER M UIE P30
M AG IR EER T S A, s Base 64-Encoded X.509 (.CER), i FE PR

.t
€ ¥ Certificate Export Wizard
Export File Format
Certificates can be exported in a variety of file formats,
Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)
Indude all certificates in the certification path if possible
Personal Information Exchange - PKCS #12 ( PFX)
Indude all certificates in the certification path if possible
Delete the private key if the expart is successful
Export all extended properties
Enable certificate privacy
Microsoft Serialized Certificate Store (55T)
Mext Cancel

10. IR TET
11, AR ERS TP IE.
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B =osmramsni ca) s

12, SHIEBEER A E P ER S R .
SIS G W N UE TR WG B SCAR g a2
13. % vCenter Al FMC B & $UTIXLL(T5%,

$XEUE S 5% - Windows Firefox

A LL MRy Windows 5% Mac OS L1 Firefox 3 S5 K AR B 155 .
1. il Firefox %% vCenter 2 B rp 0,

2. Rl ENLA BT b

3. miifEik (EREEFERER) o FEERT bl

& ~o https:/

Site Information for

Connection verified by a certificate issuer
that is not recognized by Mozilla. Show connection details

Clear Cookies and Site Data...

4,  HHEEZEE (Morelnformation).

5  MiiEFIER (View Certificates).

6. WK HE AL S R IR O, B AU S THUZE CA R R IR LT o
7. EHF| “HAh” (Miscellaneous) 547

8. AUl F#ATHIN PEM () (PEM [chain]). FEIE/RT—ARfl.

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:AB:A6:87:AA:OA:BA:3C:C4:1F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. fRAFSCAF
10. %} vCenter Il 4 FE Py B E PUTIXEE(FSS
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EnazsErtERasye [

A7 HI REE P E RS TR

1B 1T dynamic attributes connector , %51 LUAE VS ) 35 R0 A C B Bh A Ry (FF BB rha A1 A
HENE) .

KT i A= H AR AR B FAS X R

TERVEE AR TR EORAF A S B JER 2 J5, AN %45 H 3 M\ dynamic attributes connector
1% 3] Cisco Secure Firewall £ il 4%,

T LAAE VS il RN ) “ 8 PE” (Dynamic Attributes) 50K 5L EAF BN R, KRBT

i 2 A bmic (SGT) 15 3o W] LLRE B AT RIS PR s H AR s s Bl £ il F2 I B AN
Wpeb, AT DURE I 55 Sl A0 AN oA H xR, DARH. k3 3o DG e 0 o JF A 2% 8 AR 52 077 1) W 55 ik

%o
S
ER JRfEN Generic Text. Office 365, Azure Service Tags. Webex 5 Zoom B 5h7& @ il ygds . X
LERTY [ o0 Gos it | O TP Hbdik.

ERzZSRE IEZL_/}::E 55K 61 22 177 B) 4= I 2L

A RS e 8 FH Bl A6 G G Dl P2 R

UK

P G FHALO.
S2 sk vy RISk SR IA N g (4 .
P 3 sl AN (Add Rule).
ﬂﬂ%—% S ZSE 1 (Dynamic Attributes) 3.
R5 (£ “THIEME” (Available Attributes) Fi7> ', KidiFIR P HIFZSI R (Dynamic Objects).

TEERT — Al
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#k 2| g A 2 :
B zrsnzeasEmszs
Add Rule
Name
Enabled
Action
Allow " B
Zones Networks VLAN Tags Users
Available Attributes +
Q, Search by name or value
| Dynamic Objects

Applications Ports URLs

= | Addeos

Insert

into Mandatory -
Time Range
None r  +

Dynamic Attributes

Selected Source Attributes (0)

any

FinanceNetwork | Addt naten
W

BT I~ 278 T — 444 FinanceNetwork HIZNAR 4,

Connector 1815 1324 Jm i

UNE

HYR6 RPN G N 2 H bR
FRRT WERE L, NP as I Al A T

T—F 4
AR 4P K

ZHERIZ 2SR IEEE

PIE SN

EEPLL IR BCESRRD) P s ]

_I_nn

Z AN

Secure Firewall Management Center , 41LA F A4S iTik .

T W NWARE K, 1% Cisco Secure Firewall Management Center o

Cisco Secure Dynamic Attributes Connector |

Inspection Logging Comments

Selected Destination Attributes (0)

any

AT GV T Cisco Secure Dynamic Attributes

—E R

T ST S, T LAAEH] Cisco Secure Dynamic Attributes Connector H [ Cisco

IR 2 i S & (Integration) > Cisco Dynamic Attributes Connector .

FIR3 w3 EEH.
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£z

=)
>
:T‘]

i

SITHITEEHERR

gt [

N T B R EAT e s R BR A AE SR TAC,  FRATTERAEL LUR sk TR . ZEHNXE T A,

5 LM P 5 47y 51247 dynamic attributes connector ] Ubuntu 4L .

WERSIJKE
T & dynamic attributes connector Docker 2828 (KRS, EHIALL Frd:

cd /usr/local/sf/csdac
sudo ./muster-cli status

A
TR RN IR
CORE SERVICES

Name Command State Ports
muster-bee /bin/sh -c /app/bee Up
127.0.0.1:15050->50050/tcp, 50443/tcp
muster-envoy /docker-entrypoint.sh runs ... Up 127.0.0.1:6443->8443/tcp
muster-local-fmc-adapter ./docker-entrypoint.sh run ... Up
muster-ui-backend ./docker-entrypoint.sh run ... Up 50031/tcp
muster-user-analysis ./docker-entrypoint.sh run ... Up 50070/tcp

CONNECTORS AND ADAPTERS
Name Command State Ports

muster-connector-o0365.1.muster ./docker-entrypoint.sh run ... Up 50070/tcp

=1k . BEIsiEH /B 51 Dynamic Attributes Connector DockerZ 25
WA Imuster-cli status $57~ 284 O OGP AR H I n) Ny J 307 Bl A8, ST LU N LU R i 4
5L FEEF E )

cd ~/csdac/app
sudo ./muster-cli stop
sudo ./muster-cli start

BOEEIR

cd ~/csdac/app
sudo ./muster-cli start

BN AER BRI FE 4 RS HERR S
R EER TAC BSUXAEA, 58 AR H &0 S IR o =R e fF, a0 R TR

cd ~/csdac/app
sudo ./muster-cli debug-on
sudo ./muster-cli ts-gen

e 5 SO 44 4 ts-bundle-timestamp.tar H7E[R]— H sk 1 .
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ITHI R HERR

R SR TR SO AL DL R R BRSO B H A
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B EEEHMRA

/csdac/appl/ts-bundle-timestamp/info eted B EE N 2

/csdac/app/ts-bundle-timestamp/logs RBEH B

x5

AN

Icsdac/app/ts-bundle-timestamp/status.log | 3 SRS BOA RISk

ABFBRIAIK

W R S T Uy SRR AR A FR, AT AE SO0 AN 7408 0 T R K

cd /usr/local/sf/csdac
sudo ./muster-cli versions

T

CSDAC version: 1.0.0
CONTAINERS VERSIONS

COMMIT

CONTAINER | APP VERSION
muster-bee | fmc7.4-13
944d50c6c384567693d6eccbal31420deb7f6ce2f
muster-envoy | fmc7.4-25
5e5f6d83164ad4acbefbbl06aa39%e2e3f68£fa738f
muster-local-fmc-adapter | fmc7.4-17
c5902£818baa8e27d7c0b8027490dcacc28c0168
muster-ui-backend | fmc7.4-64
165a1£f5£0d763aa75829a30b5£fbddf0012682b6
muster-user-analysis | fmc7.4-43
63cd64e29a92599908c3eb684d91e9£685d8c740
muster-connector-o0365.1.muster | fmc7.4-8

28£075d315c8867£6670828970c9fbad35fa89cc

#lhn, 2% Office 365 ¥4as i HITHIK, THMALL T i

sudo ./muster-cli container-debug-on muster-connector-o0365.1.muster

AR, WAL F s

sudo ./muster-cli container-debug-off muster-connector-o0365.1.muster

qJﬂEEﬁu»Rng
BTG UEERL S T AR B PL AR,

R AAE B B Gy DU B A S A LA g4

sudo tail f /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log

T RS

26-Aug-2021 12:41:35.912, [INFO], (DefenseCenterServiceImpl.java:1442)

com.cisco.nm.vms.api.dc.DefenseCenterServicelImpl,

** REST Request [ CSM ]

**% ID : 18b25356-fd6b-4cc4-8d27-bbccb52a6275

** URL: POST /audit
{

"version": "7.1.0",

"requestId": "18b25356-fd6b-4cc4-8d27-bbccb52a6275",

. Cisco Secure Dynamic Attributes Connector
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e wenorgmEg ]

"data": {

"userName": "csdac-centos7",

"subsystem": "API",

"message": "POST
https://myfmc.example.com/api/fmc_config/vl/domain/e276abec-e0f2-11e3-8169-6d%ed49b625¢f
/object/dynamicobjects Created (201) - The request has been fulfilled and resulted in a new

resource being created",

"sourceIP": "192.0.2.103",

"domainUuid": "e276abec-e0f2-11e3-8169-6d9%9ed49b625f",
"time": "1629981695431"
}I
"deleteList": []
}

EH SO THBEHERR

WAFZ51HE I 4 Cisco Secure Firewall Management Center”t il i b £ B SC 4% o

FHia Z |l

B RMEEHERR Y sc N5 B, 121 (Cisco Secure Firewall Management Center 75 FEFR ) H )
B — .

UK

I 1 G %Cisco Secure Firewall Management Center .
SE2 ik R D > BITRR > K2,

PRI skt sl BAREE PO,

P A SR REEREHRIEAER.

$IB 5 1t Generate Troubleshooting Files.

SIR6 F SRS ER TAC SUE ) Beta FRIMA I o

F ENFREGIEF 5 & 1144 (CA) 5%

TEFHE R ICVE B SRBGIE MU EE, A8 LA 0S8R e R 2 3RO T2 242 31 vCenter
NSX 8¢ BB O IR
UERRE AR AT B IE .
TR FH LA IR 2 — R DL R B4

* vCenter B¢ NSX

To i SRIUH T & #:2) Azure 5L AWS [IUIE 0 5E.
s EIPLDL
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B =osmirsmsn ca s

$XEUEH 5% - Mac (Chrome #1 Firefox)
i R P 4 Mac OS _EA# ] Chrome F1 Firefox 3 Wi 4% 2K $REIE T54%
1 TR
2. AL A
security verify-cert -P url(:port]

Horp url 42 vCenter B¢ & #EF.0 ) URL (B35 ZE) o filin.

security verify-cert -P https://myvcenter.example.com

i A8 NAT 58 PAT Vjin) vCenter 5%, B BEACy, W LR 7 2075 s 11

security verify-cert -P https://myvcenter.example.com:12345

3. R EEANUE-PHE R AT BIZESCA SR

LIREIR iy < p— BEGIN CERTIFICATE----- 1 — END CERTIFICATE----- S FETT .
o HERRATA[TCoR I SCAS (i, E P ARAREES (< and >) A& FHTAR SCA DL R R FE S
A,

4. *f vCenter F1 & .0y T E HATIX LT,

FREWIEH $ - Windows Chrome

{8 27 E Windows [ 487 H] Chrome 1 W25 SR HGIE 1555 -

1. f#iJH] Chrome %% vCenter 5 E B0y

2. R G AR ARE b sl LA e B B A

3. MidiESR (Certificate).

4. P AERETE (Certification Path) T

5. RUEBEEBTERE CRIEE—AN) GES.

6. mEFIER (View Certificates).

7. rG¥HER (Details) EiR

8. sliliEHIZ|3H (Copy toFile).

9. IZMELR OIS HEAMIE T AE R CER M CIE P S0 .
MAGHR B S SR U, A5 Base 64-Encoded X.509 (.CER), 1 FEI iR
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Fapmirsmenica s ]

€ ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats,

Select the format you want to use:
(") DER encoded binary ¥.509 (,CER)
(®) Base-64 encoded ¥.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P7E)

Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 ( PFX)

Indude all certificates in the certification path if possible
Delete the private key if the expart is successful

Export all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (55T)

Mext Cancel

10. PR BT .
11 7ESCARGRERAR T TFUES .
12 RFERHEET T IR RS MR
S DA ZT AL 34 B ANE TR I 2 SO A B
13. %} vCenter Al FMC # & #UATIX (T4 .

$REYEF 4% - Windows Firefox

A LA R A2 Windows B¢ Mac OS _E [ Firefox i 55 2% K 3K HUIE 154 .
1. AfiH] Firefox &% vCenter 5 & By

2. i BN 2R AR .

3. miiAEk (RETREEFEMRER o TEERT —Arbl.
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B ze=x

& =0 https:/

Site Information for

Connection verified by a certificate issuer
that is not I'Ecﬂgniled b‘y Mozilla. Show connection details

Clear Cookies and Site Data...

4. SiEZ{ER (Morelnformation).

5  AiiEFHIES (View Certificates).

6. WAL SRR R HE AL S IR U, 6 A S TR CA R N R IR G
7. EHF] “HAL” (Miscellaneous) #55.

8.  mii FEATHH PEM ($8) (PEM [chain]). FEERT 4wl

Miscellaneous

Serial Number 50:E0:3D:46:00:C9:A6:AB:87:AA:OA:BA:3C:C411F:71:7D:BF:D1:E2

Signature Algorithm SHA-256 with RSA Encryption
Version 3

Download

9. RfEAS
10. XF vCenter Fl & Hivh.y HH AT IXEAT 55

T f&¥%" Cisco Secure Dynamic Attributes Connector, A4 22 AE 274 (1 AN 45 . LSk dynamic
attributes connectorf it &k A Hi2 i (1 i 55 Ay 11, AH A DA Z0U B DRIy A P AN 22 52 3 Mt

405 dynamic attributes connector A1 & B A0 A7 T[] —/NRI L, S8 0] DB B F Pty #8385 dynamic
attributes connector AH [A] (K152 AR5 N T 2% .

TR EE B, WIBRGEERIALINE . B2, BT RIEEI, iR Z R A2
PP, BHIESC BB, Biln, 1520 A4 Ik 55 (DDoS) s i A H i .
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amE Ex [

BEAMIZEANZEK

BIAMESL T, dynamic attributes connector 23 e & >4 487 F % 11 443/tcp (HTTPS) _|-f#) HTTPS i@ id A
M 55 Firepower R40IH15 . U1 R AF 2 dynamic attributes connector FLfE15 i) BLEERY, T nJ DARC
EACEERS#

PLUR{E B4 4015 dynamic attributes connector K5 & B A0 FIAM IR 25831845 1) URL.

%< 3: Dynamic Attributes Connector = T8 J1.0> if5 5] &K

URL B
https://fmc-ip/api/fmc_platform/vl/ B4 IIE

auth/gener atetoken

https://fmc-ip/api/fmc_config/ GET F1 POST sh&N %

v1/domain/domain-id/object/dynamicobj ects

https://fmc-ip/api/fmc_config/ vl/domain/ NN
domain-id/object/dynamicobjects/
object-id/mappings?action=add

https://fmc-ip/api/fmc_config/ T 164 e
v1/domain/domain-id /obj ect/dynamicobjects/
object-id/mappings?action=remove

3% 4: Dynamic Attributes Connector vCenter i 51 3K

URL

R &

https://vcenter-ip/r est/com/vmwar e/cis/session | & 43Il

https://vcenter-ip/rest/vcenter /vm FEL VM 12 B

https://nsx-ip/api/vl/fabric/virtual-machines/ | 3Hy 5 UL ICER ) NSX-T Fr2s

vm-id

M DockerHub i #%%] Amazon ECR

Cisco Secure Dynamic Attributes Connector HJ Docker M5 I 4E M Docker Hub iT#% %] Amazon Elastic
Container Registry (Amazon ECR),

SAE BT 7 B, AU VR Bl K g e AR DT 1) LR BT URL:
* https://public.ecr.aws

* https://csdac-cosign.s3.us-west-1.amazonaws.com
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https://aws.amazon.com/ecr/
https://public.ecr.aws
https://csdac-cosign.s3.us-west-1.amazonaws.com

Cisco Secure Dynamic Attributes Connector |
. Cisco Secure Dynamic Attributes Connector 87 12 &

Dynamic Attributes Connector Azure /7 ja] 3K

dynamic attributes connector 2> i F N & SDK J5 1A SR SEBIE 5 o X 2L Tk 24 I 1
https://login.microsoft.com (H+ G345 UE) A https://management.azure.com (] FIRIBUSEHIE E)

Cisco Secure Dynamic Attributes Connector B [/ 5212 5%

ThRE =K EE | &K #5
Hls R
Cisco Secure Dynamic |7.4.0 7.4.0 BINT L IhRE.

Attributes Connector
Cisco Secure Dynamic Attributes Connector B £ {1, % 7 Cisco Secure Firewall

Management Center™1 . &0 LLAE VS [l 42 il B0 4 B dynamic attributes
connector NIET 2 [V & (411 Microsoft Azure) FRI IP Hutik, 1f7C
T B2 .

PRI :

* JE7= S BE 1K) dynamic attributes connector : & Cisco Secure
Dynamic Attributes Connector , 5% 1 7T

* J57. dynamic attributes connector:  {Cisco Secure Dynamic Attributes
Connector it & 57 )

BrME G bR &K (Integration) > Cisco Dynamic Attributes
Connector
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