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RN E SO E IR B TR R (CATET)

HREEHE R, ES N ELFE T H VPN [ AAA W,

AR5 1R IES (Service Provider Certificate) - Ja BB UE15, H T8GR IS 1dP #A7(5
1118

R ATEMN R BB AT, T S+ SR HE T . HREAE E, ES RS
BB A

ERZE - T SAML PR 58 S50 SR &5 44 1) Iin a8 553

40 NI 55 B B s 41 . SHAL, SHA256, SHA384, SHAS12. ¥E#f “I57 w2 N .
TEK#BAT (Request Timeout) - $i5 1 FH & 5E L A8 SR 1 SAML Wi 5B 20 . SAML IdP
PSR :  NotBefore A1 NotOnOrAfter . Jgi S #il < 36 0F 24 Ay i a2 5 4F CFBR) NotBefore
1 C_EFR) NotBefore fiil I timeout F11 NotOnOr After 1 [ /N IR INFTRISG I P9 - BRIk, Tun SR 4

(K I AT 1dP ) NotOnOrAfter JHIN , U ZAMS S5 3 (REEIN,  Fi%FF NotOnOrAfter I - W45
JE RIS Il NotBefore i I 115 F1/N-T- NotOnOr After B [1), ) Jal il 75 1 8 I 2 7 76 I o

ERITYE R E 1-7200 #2,  BRIASE 300 F2.

.

3
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| dgee
el |

* BR{XTEREBM & _E AT if7ia) &Y 1dP (Enable 1dP only accessible on Internal Network) - £ 5t SAML
IdP A7 T 2% L, ISIEFRILIEI . BB 25 78 240G, JFATEHTBE 44 webvpn 23355 PR

IdP 2[RI A5 .
« 1EK 1dP 7E & B B FH 1T B U8 IE- 1L R bk 0 LAAE B S S F P BEAT S 3 56E, B2 /i
H) 1dP 205 A 3

© SUVFTB RIS AE LA ALV G B B SR IR S5 A G AT 6
PR3 miliRTF (Save).

HExER
Bl ECFETT ) VPN [ AAA W&

IEIEIES
Vi B EX % (WA EEHRITIR [ACLD , RSN HBIRE. S ER SR e Ihae ()

LRt e, 0 PR B I FTIZ A G 0TI ACL T v, RErade itk
Fo T “PHAE” PRI S MR ST T HERR . AR S5 P HEER TR R A R 58 4 B FE AT R

T ABCE LU 2R84 ACL:
o PR - ARSI I R BR RS EUOR . SCRF IPv4 ML IPve it (T LAFESS i FL
’HD -
o FRdfE - DO H AR sk RO . AR 1Pv4.
ACL i —EZ A5 %14 H (ACE) s 41%. ACE MR B2, PPl ACL DL & 4
RS “SRVFI” ACE ILRCRY, 28t 2 A% H BB U510 624> ACE ZEATIRK. 42

PIVCECI S, AR L ACE. i, % “£iF” 10.100.10.1, {Hi& “FHiE” 10.100.10.0/24
(Al W) e irgc H M AE BRI 4% H 2 BT —fcke i, 5 58 HAR B0 & T ACL [ TH 6

5 “fVE” 4 HANUCEC B0 AL g 40k 32 BEL 1 o
PUR 8- B e s ACL X %,

ELEI R ACL 3%
MBEARPRVE A H ARk . RSO O N 4 UG RGN EGE tn B o IPve,  RE YT RE ACL %
%,
g

HIB1 K IRIE RIS (Objects) > 3T R IR (Object Management) J M H st Fh ik £ a3 %1 513 (Access
Control Lists) > #" & (Extended).

T2 PATLL R

| sgeE ]
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sggE |
B ==rrawus

* filiiRn# B ACL (Add Extended ACL) LAGI&EHIA %
o Sl iR () DGR RS,
HIE3 E “P g ACL X% ” (Extended ACL Object) RHHHEF, AR RIILFR (N RVHEHZR) , FFE
BT R4 H
a)  PUATCLFHEAEZ —:
o fdiifRm (Add) LB & H
o il mEE () LI A H .

A R SRR AR BT IR I 4% H B IR IX A8 4 H AL I
b)  EFHRME (Action), JEAVF (ULED 2L CAULED bk,
% HAIEE (Logging). HAERS (Log Level) LUK HAIEFE (Log Interval) I 11y
)RR CRNn B D 84 RN ACL) o 17T ACL XA T ) I, i X 2
(ER NN
c) AFHLLNE—J7iE/EM4E (Network) JEI0 < b C B J5FN H A Hodik :

* A\ “AIH]” (Available) Z1Z& FP B FE T O M 25 00 R ERAL, SR riilidRn 2] & (Add to Source)
s INE] B4R (Add to Destination). %] LURLE fchi 1128 FJ7 (0 + & 01 H 0 G,
DLV & 18 ] 1Pv4 Rl IPv6 Hiuhik,

o FEYREL H ARSI T 10 A g EAE D Sy A HBHE I i 578 hn (Add) . %80T LFR 2 s ERLHRE (n
10.100.10.5 8% 2001:DB8::0DB8:800:200C:417A) BF M (10.100.10.0/24 % 10.100.10.0
255.255.255.0 k3%, 8¢ 2001:DB8:0:CD30::/60 iXF IPv6 #4)

d)y AiimA (Port) EIRIFAEH DA R E— 7 VAR B AR SS

* AT AR TP $E T i 3 UM 5, AR5 RUAR IR 2R (Add to Source) BliRAnE] B R (Add
to Destination). %] DLl i s i 413 _EO7 i + $ LA X % . X4 nl LAFR & TCP/UDP
Uty 1. ICMP/ICMPv6 71 BB sl LA M CLEE “ATR7 [any]) o {HAE, W F S
Ui 11 A 8257 TCP/UDP. 8 Gk £ 1141

XF TCP/UDP, &y, WIERFEIRFRE T HARFEEBL, WD Z07E P 2 At FHAH R (1 1
W Flhn, BARETS T UDP Yt I F TCP HAnif .

o FEYR TR H AR F 2 TR G i HE Hh i N B 6 11 s B SO AR an (Add).
ER O OESREUER T P IRENAH, EEERE 7 U H bR DS
e) MiiliRZF (Application) I, AR JEIEFEE N HE B VS ) SHS 3 2R H
BEEE - NRENEREANCE N K, kR A TR .

T3
’ o ASORF SR LI ph o A Y S 9 i ACL. T Z0(E SR s P AE Al e, PO AT ok
F1HANBZ SFF o
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f)

2

h)

mErEAcLxz ]

pE s * RATFARZ A 913 S — 4L 5 RO TI0OE OB o AR il 2 SR L] T Ak 2 £
T, B A HE A EE . (FQDN Zifi i 1P btk At 11D ] DK 23X
SeR e NHTsE Gl VDB SEHTREAT OB, A e S B TR I 2 S B

o ISR SCIK B R SON BN T4

o AT, EEA BEANSCR T E SR A E SON T AL, AN SRV B R HUE
SN IZ o

o R DM N T g IR OEN R REiERE fLibitslk.

st R (Users) BT, SR IESEE0 S ALk th (PBR) 70 RIHI < T 4By
BER (O P AR R B E Y ACL. 20 (e Ho A s ms P Al
By, BB IAT AR BAZ SCH

R * A F4iE (Available Realms) 711 25 7R CUC E ¥ Active Directory/LDAP 4.
KA BRI S, 20 A2 A LDAP 4EE Active Directory 453 Al
A, H S A BEATU .

AR ASCFRAHAIIER A Azure AD I
* AT Al A P (Available Users) %1% 25 i ik AD/LDAP 4k ) & F 20 - A 4.
UM AR, 0 SR SR (Integrations) > EAh&E X (Other

Integrations) > 45iig (Realms), 2R X 4HCH Active Directory/LDAP 4 s T 2
(Download).

R Ui A SR 512 AN 41RT 64000 AN T TP LS

o FEF G SRR R AN AL 5 B SE O], T B TP RIS AL R B AR
SR SEFT I B B ROy S B BB o

MitiR £BAERIE (Security Group Tag) It I, AR Ja L FEEE b 1 4% T U7 1] 5w 23 R IR SGT

Fride

BEE (U HEIE R ) SGT AE Y e ACL. 520 78 HoAth simg At e, B HEAT AR 4

W A

iR « AR £EFRIT (Available Security Group Tags) 51364 R U & 1) 2 A 450 -
fen] LS4 ISE SGT skl [ 52 X SGT.

« B ISE SGT, E#fifdl il HMSEERER M SXP 180K ISE 5 4 #l
O . B R ISE MG R, SN E H 7 #0 ISE.

ER O HERISE JRAEEE 3.20 3. 1. 3.0 F1 2.7 MRS 2+,

« RO AE X SGT MfFE, WSRO EAbicN% . 2 37 i

HEFEHT AN, AR5 SR AnE LN (Add to Rule).
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P 23 * WEEY E ACL XS HECE H AR M 28 RN H o

o AT EIAE H A ETIE N (Nertwork ll 255150 dLili— AN 24 il 5541 (NSG),
EZ EE AL BB E o NSG F T EAR BRI UG ], ARty P ade i 41 R UG e

FRILAT K.

i) R (Add) DU HES B % .
P W, W REIRESN A, DRI R s R R B AL

AL IZ L LB A e R S b Al A%

L4 WAL ARVERON G T R, T R B R SIEE: WS AV SER . 5 13 T
PIRS midiRTF (Save).

B & #n/HE ACL X5

LR H bx 1Pv4 hEVERCHUEIN, 5 bR ACL X5, 0, 549 € ACL.

i

R38R (Object) > 35 & 32 (Object Management) J M H 3% rh %377 (5] #2341 51l 3% (Access Control
Lists) > #x/ (Standard).

PATUL I EAEZ —:
o fidiiRn#RAE ACL (Add Standard ACL) LLE! & H6 4%: .
o A IR (L) LIRS
7E “FrifE ACL X§4” (Standard ACL Object) X[ iHHEH, AR ZIILFR (AN RVHMEHZH) , JFAL
FERvIEIEAEHE =P
a) PATLL FEAEZ —:
o S (Add) LLAIEEE4 H .
s Sl R () DI 4 H .

A RS RO T SLRIARG IV 4% H sl IR I L 4% H I T
b) X TREAVIRAE I, HRCE LR R
* #4E (Action) - J& fAVF (PLAED) IEAZFH I CANTED) Rt AriE.
* W% (Network) - 78 B T PO H AR TPv4 280 5 k4] .

c) AHAIN (Add) LUK £ H S 24 .
d) B, HREIEESIAH, DGR I R R RS BT A E
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| xgeE
soatst

IR DA B AR R (1 A A H

PB4 R E ARV IS SR TE R, IHETT RIFBESIEE; WESH AV GERS 13 T,
YIS LR TF (Save).

Ho ik i
Al Ly IPv4 1 1Pv6 T & 1P Muhbvh, iZdbhbyhn] T4 f2WrEE 0, B0 T VPN AL y) il fic
B,

gz

TE AR > HREE > kit > 1Pv4 .

LR 2 RN IPv4 B IFRLE DL B
© BER - BB SRR, B2 A 64 NEFF
* WERR - A IZIIAR AT Ik B

o 1Ptk - Sy At T AR VR . AETT A b IR 5 Ak 2 (A R A 5 AT
f54r: 10.10.147.100-10.10.147.177.

o HHD - AR 1P Mok T 1 M
* RFEE - W ILRIEME R R I S e R BT R T R on B R R . T DU AR
RIRIMBHAE fG. ARTEAE R, WS , 911 0

PR3 mdiRTF (Save).
FIE 4 LSRN IPY6 st B LN B

o BRI A TR R 64 NFLF
* YRR - it T B

* 1Pv6 Bk - iy AN TC L (0t AT PR 2 A TP S hERTRT S (U L ) o il
2001:DBS8::1/64.

o HUEELE - AR UUAEIE TR AATT UG 1P HuhiE T 4R 1 1Pve Huhl (% .

© RIFEE - WP IR R B . sk RIT ST Bon B R . T BUE R f R AR
MPE S AXREAEE, HSHNRES, 911 0

YIS LR TF (Save).

| sgeE ]
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Rz B i e 28

AS ig1Z

BFD &1

B RGP D L P A, 0T DU I I BEACRF A A XU g5 SRIAE . SO ATARL)
MGV, AT P BT AFERT G B b, DURGER LR B 0 41 & D SRl as DAY
FI 8 SCALA 0 Ay, QU BT SR A A 7 SO L g o AT SQTEAIME R, TH 2
JS2FH R 25 Ao

AS BT BGP ML B, E A AS 45 /751, i nr LAY ] M 4% . AS-PATH A& Tk
PEESHE A AL 43 1) 502 1) 65 E PROJRORT B it 2 TR PRI 1) AS 9 5 781 AHAR A R 40 (ASes) 1
BGP A A1 5T O an ] AR AS BIZRITITH S o TERRAN K Fh 28 8 A7 0% H b 1) B R 8% 1 R8T
ARG, E AR % B sk R A B LR B B 16 P S FR bR i A2 i M Rk B LA Sk, T
A5 B IE ) I AL 4, DRI R AR T 2 (1) R I Eh 2 2 W S LM — ASS 45 T 21 BGP W5 B P 1) ASes
B3z, BRI B HIIAS-PATH. AS-PATH DL AS Rif ik [ 4% Sy o i) A i ph BRI s A 2
ffH “BCE AS #6457 (Configure AS Path) UUIAIE . S HIFI i B0 RSE (AS) BAL KGN . &
Al DLAEE AS BR AN DATE O % FH e . SRBS U . BGP ARJa ik eI AT H . AS BRI yE#s {145 R
% 300 3o A P 10 ) 2R ke ok i % el BB R

T LIRS I B 5 I A B2 Al

UK

M REFEIT & (Objects) > ¥ 5 EIE (Object Management) J1 M H sk k£ AS #1% (AS Path).
RN AS 1% (Add AS Path).

{EBFR (Name) BN AS BRI R4 R A8UEN T 1 5 500 Z [A].

AR AS BR1E3T % (New AS Path Object) % 1 )35 A0 (Add).

a) MIRME (Action) FRIFIFTESE “ V" (Allow) 5k “PFHLik" (Block) 215 LA 7 Z8T 43 & Vi 1l o
b) 7EIEMZFiER (Regular Expression) Bt H 52 H T2 X AS #5420 383 19 15 2Rk =0

c) AiRAN (Add).

WR B RPN ST 5, WD RIFBERIEE; WS AVINRES . 2B 13 UL
MR TF (Save).

BFD Hitdi e —4H BFD [Alk#fi. BFD BB ECE (¥ BFD [AIFRE I F AR e T84 1. Iksh, ik

AT RAh SR AN 22 e 1 B SR IIE . BRSO, Echo B ZE R . By DUAAE ik LA T
[E)

B usEeE
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| dgee

sro 1ztn ]

UK

L1 EFITR (Objects) > X R EIE (Object Management) > BFD 14 (BFD Template).
$® 2 ififin BFD ##% (Add BFD Template) 5i4g%8 (Edit).

R WURIEIEAEG R, IR B BRI,

I3 1t Template &1 K -, PBoE DL EI:

* Template Name - It BFD #1442 FK . 2050 BE N4 FR, A RERC BRSO RS K. iR
VRRARER S M, I HARMNA ST

« K8 (Type) - A7 BBk (Single-Hop) 5% Bk (Multi-Hop) ik 44 .
* Enable Echo - (%) A Bt i i [ .
W AR IV TN EE, BFD ¥ hI B A DL s R k2% LAFF S A 8] . Wl Wi I N ZhEE, BFD

P A L oHs LA ) P e 4 A T G T K [ e o DA ey TR A0 o R T e, Fefi T
BUE AL NS

FER 4 ERRILIR L, ACE LRk

a) MIEIBRZEEY (Interval Type) K751 P LR (Microseconds) BiZ#) (Milliseconds).

b) 7EEE(Multiplier) 7B, SN TV EADHI . MAER7RAE BED 75 IR SEA4A 1T H 9
THNE 3 )2 BFD A8 (AR DGk 2 /i 2B ik K 1% BFD XS8R 1K1 2 BFD #28§ilis t0 44
T 3 350, BRIMEN 3.

c) fEE/IMEHI (Minimum Transmit) FBcH, A/ DMEmIAIRE DI EE. JaE /T 50 3] 999 ZEFbEk
50000 %] 999000 Z£Fb 2 [d]

d) 7EsE/MEY (Minimum Receive) 7B, A S/MEIRIBEDIRE. S8 T 50 2] 999 bk
50000 | 999000 Z£Fb 2 [i]

$IB 5 7F Authentication &Ik I, K& LLFEIR:

* SAIGIEZEE! (Authentication Type) - A T H741& k4 NONE. md5. meticulous-sha-1.
meticulous-md5 &% sha-1.

* INEFZERG (Encrypted Password) - (RJi%) Ji S B IE S35 i s

* ZHG (Password) - W ZfH FIEAT S 473 B0 UF 1) 26 b B SCHE 50 A mh A R £ 40 560 UE 5
ARERAAE 1B 29 N NG FRECF PR A 8, AR DR R e B 7 4
Ko Bltm, “1password” BX “0 password” TC3K.

* Key ID - ILAC# PMERIL=3H] 1D a0 £ 255,

FE6 rLLTBE.
FET riili Apply LLRAE BFD BARLE .

sgeE ]
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B =ez4nzx

BEEHTIR

MBI 2N ES BRI S . RN TUE CE S EHEACE ] TP 7 SSL = TLS i
SN ERSE . R AE SSLORLI A A% FH 2 5 B A M S 25 81| AR B i SSL &3 ik % )
Ui AR 5% 3 42 75 A0 P Z N 2 Bk s i . W UK S i 51 R i 2] SSLAI, AT 1471
KPR S A R A SSL 23 1 #R UL RS i o

\}

AR BRI ELFRE LR IRAE Web St Al S B 6 EAR, (FAREAR N & Sl R
i

BIEERBENHTIR

UK

PR EHENR > WREHE.

FIE2 N GRAG| R P EPFFEFBEHSFE (Cipher Suite List),

#1123 i Add Cipher Suites.

FIE 4 i\ Name.
TEZIIRE S, MR BFRAEIZ KGR P IEME— . RG] RE4 R 5 A0 AT ok
BN B AR

$1E5 WA A (Available Ciphers) 513 ik £ — AN sk 2 AN E £,

PE6 sl Add.

BT W, AdiFTA D (Selected Ciphers) 514 th T AT (T S5 T & F 554 1 MR (W)

PIE 8 LUiliRTF (Save).

T—% Mt 4
 WERTE SNSRI I IR 5, T E O E G TS & e

X%

AP ATIE ML I BGP g 1. LGSR 4 AN R PR A e T dibrid. BGPALIX
JE PR W] 73 PO o HT 2RO B AR AR O BE . AR X AT TRl =l E e — A ars. &
TP At Fy T A I SeRR 10 N AP 6 e S, 451 e i 73 M o A v B P A8 S At
i H] “BCEALXBIR” I EHMg R AL X R G AT LLEIE AL X X 5 LLAERC

B usEeE
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| dgee

FIE1
W2
$IE3
P4

$IE5

i RAtLX

rEix |

L P RS SR RS IR P o T A A X B3 Gl s A i e S5 (R DR PR F) A P PR AR DX AL
FEXFRFE VLR TE A RAT P8R . H AR AR UREA T UL, B A R BIVLRCTOA 1k

T LIRS I B 5 Ol A B

UK

KL & > A REIR I B Pk X 5K,
ARt X %R (Add Community List).
ERBFRTFBR, 1R X YRS B Z R
M EEA X FEIFR (New Community List Object) % 1 _E R0 (Add).
b PEAROE BT AR 7 AL X ) 2 2
FRUERE X H 2R H F-45 52 S A AE X AL X i 5 .
AR OAREAER AL B R G R AR hrvE” AUER PR ALY 4 H .
a) MIRME FHlR Pk “ Rvr” o “PHIE” IR LAFR 7R FH 20 & U7 )
b) EFRXTFEH, RettX S, HRUER LA 1 ) 4294967295 5 M 0:1 3] 65534:65535.
c) IEFAHMNAIBEEZER,
o BEEW - PSR T O ANAEIX o RGE M T A AR (IR i 55 HA Ak X i %
i
s il - PR e AR S OO . REA AT (ER AN S B A AR X
% H

© RS - ERHREA T ORI RGO [ B AR GTH R0 A5 AR A i IR A £ A
T GRS AT A DRI o AN 1) S0 BN A5 A4 T I LB

P R AL LR S A X 2 2

I (AL X 470 2 308 3o 1 0 i 3 5 At (X o TEDN5A M 45 i B 4 X M DU (1B X
a) MIRME PR ZIR P IERE “ i s “PHIE” I LUHR /R FH > KV

b) AERIERFE AR IENEIER.

st (Add).

AR VPR N ST E S, 1T RIFE RGN, ESH AV SER , 13 I
MilHRTE (Save).

P RALIX 2 — T KIS ANl SR PR H (9. BGP 7 Ak X 513 HoA7 o] H Thrid =i H s vk
() —ZLRT SR o X ebrac FHAE 6 H U 1Y) match A, 33k DR b DASEIILER F0L % th 4% 2 1]
(356 phr it o fE0 AT LU T AL X B3 SCRMg Z 0 B LA T I 98 . 37 AL IX 1R 2 DL AL T )
WA PSR, BRI EAT UL RS, HRRB RA R sl HAr (hal) sEEIks (7))
(MIVCAECT . AEH] “ 9™ AL GO G AN G B AL X B IR 52

sgeE ]
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FRX

\)

AR AL X AERAOGE TR B d R AT

BTLUR IO B g A Bk .

i

TE RUOEFR > WREE, JEHRPEFHETR > T RIEK.
FE®2 SR B X313 (Add Extended Community List).
P! MEBMTBD, IREY AL TR R AR BRI KA G 80 M 4F.
PR A LY R RS
« piihikRAE (Standard) kAl $8E — AN A H H AR,
* riilif B (Expanded) ik f2dl, 7€ IEWERILS
AR AR AN RALX AR R ARERIN BATEH] “hRAE” F YR i RALIX RS A ) 4%
H-
PS5 LR (Add).
PIR6 WUR CIERRRAETE Y AL RS AY, iR e DL RN A
a) (EFFIS BT, SR ERIAT B -
FeB\ S AR b i —.

b) (EIRAE M s, W B SRV AT AR 1 VS GRS th bR B h, WEEFE RV W EHE
76 FLATAE AR GE RO UL G th H AR b, 1S IE SRR .
c) fEERE BERTET, fREHH HAR.

o T LUAE FAAN 45 H AR I BN 2% i H AR — 41 LUE 5 20 B 1 %t H s . #dn 1:2,1:4,1:6.
o HRAE AT LU 1:1 3] 65534:65535,
s — AN HPRZ A UAEE 8 N H H AR,

* NREBS Z AN HWE Z RS HAr. #lan, {524l A 1:200,100: 100,1: 300 i i H Frlic &
seql, Jf4# ] 1:300,100:100,1:200 % 1 H brlic & seq2. X SEHKEZRMEEH, HI
EE

TR WCRCIERT RAFAY AL MNIZRAY, 1€ LU R AR
a) EFFIS B, ST KUY o
PR S AEFN R A AL IE—

b) (EIRAE R AR, AR B AV RAT PAL R E FOULHC IR WL SC B iy, TR R iR
JELE AT BLAN R RE I VLRC I E ARG S e, TR ¥ PRE .
o) fEFREXT B fE ENZERIEN,

B usEeE
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o W LATESANSE H s IS B% B ARE— 4L LUS A B % el B bwo 0, ~(16) ] (18)):()$-
o 2 LA A4 H AR 16 AN E )RR,
s MR Z N AHREZRIENRIEX . B, Bk EE A N(16) | (18)):()$ "4 _[0-9]*$ i

i HARECE seql, FEAE A [0-91*$((16) | (18)):()$ M HArAl & seq2. X SHMKESL
RIGIEMFRENX, HILIETHRE .

A% BGP IENERILA IR &, 1§ St

FE8 WREAVES IS ST E S, IHEP R BEEIEE; HSH AU SER , F 13 .
PRI mitiRTF (Save).

A DAFE % p ISR ) G SRR B2 0] B 1) match A 51T AL X B3R -

o E MU SR, P REAL X B H SRR R AR R NS Rk 5T % B > Match F4] > BGP > #t [X
FIFR > RN B XFIRXUGHEF o A7 I B s fic E BGP W B HITEAIE R, 1S W %
WL, 55 71 T,

s FEHRMEIIZS G, P RAL X AR A PR R AR ISR AR 5 3 > L XA > Fny RAL X 5%
XFUHEF . A AR S IZR PR E BGP WE TG R, WAk . 2 66 1.

DHCP IPv6 it

XTS5 A RTINS (] TPv6 RITZRHZRLE b ) Al FH JE IR A ik F S & (SLAAC) 155 ) 5,
T LA 5 S DHCP IPv6 311 40 il 4 DHCPV6 RS 28k BB B fin, LMEESATIm mihbi
1 A AR (IR) Bdi I (3t DN'S IR 4% % s ok 42 4505 o BT 40 A B2 IR Bl d, ANl
FU LML . N 7R R o S IPV6 [ I E R B A 0, DB R 1 O TPve b
FE% /i bR TCIRA E B0 E I, A4 T B b 30 15 1 R b B B AT Sk IO & TPve Mkl s #e6y
WL, MR HRAL AT RO R B S A R4 o

BRI, 1§25 414 DHCP IPv6 .

AN F

A 73 #E 2 FR
BEAN AT 3 FE A TR ARG IR 2 JL 85 B 104 2 B & (R ] 73 B A4 Bk . S8 AT TLS/SSL AR v 4 H]
AT 53 AR BN G ML P RS TLS/SSL 231 1R %% ) Jii MR 55 28 5 A5 A K- 1% mT 23 A4 R4 b A
FH 5 BRI 55 2 UE 5 R il s i
CAI oy HR A4 R AL AT AT 3 AL RN R I i 4 B )
Al HEAARR ] DAL KX AR . A4 HEURAZURA, HilH N st & — M AM4. 6l
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0 H4 % 64 A FRECE . AU (), TR () 315 (),
R (%) PR

ou ML AL % 64 NFRHEUS . BAL () TR () 51T ()
B () TR

X DN # SF 4R EE AR

o ARG IRKIF RS 25 ) s £ 151, DN AT FHF ClientHello 463, R HX e 55
PSR

UIRARAS 451K TLS 1.3, W TLS M 55-45% 5 3 A BILIK B T LA DR AE A EL At SRS R SR i
EMRASEUES, AR, A PR S, TSIV R A S s A .

* WERIEIESE TR - A (Derypt - Known Key) £, WITGILBCE nl P 4 hk &AM, T
ERA R EORIE R IR G5 as il PR i, PR S gt S AL G .
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B DNX% CN=amp.cisco.com 5 cn=auth. amp.cisco.com ANUTHE, At R AT g oS A A S O i 3
BCAT o

B RVEAME BRRG], ES 545 (DN) B4
FEXE
A3 HE 42 Bk (DN) 04

BRI 7 PR FRXT R

Bz

TR EHHR > WREE.

$IR 2 JEIFA] H§EZFR (Distinguished Name) 15 i, RJGIEFEAN TR (Individual Objects).

$I¥ 3 i Add Distinguished Name.

WIE 4 i\ Name.
LS E T, X AARRAEIBZ RS F T L ZTEME— 11 RS0 nT g2 PR H 5 0 E i dgirh e i
B BRI .

PS5 E DN FE, M AR ELA A4 R A DL R Ik

© WERESINAT AR, WIRTARE R 2B Rk . 28 29 TUR A RS et (LUESFRIT) .
© WSS I AL, AT EE 2 AR R RCAT -
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W44 248 (DNS) 4 2s 2k 52 4 R e k44 (FQDN) (494 www.example.com) fi##T 4 IP Mkl .

£13Z DNS AR 52X &

PE1
$iIE2
I3

$IE4

_u:qgs( 7

SR8
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PR (Object) > 3T &R &I (Object Management).
M E 0 S 53 H 1) DNS R 284H .

AN DNS BR& 284H.

i\ Name.

TE 2 BB, AR AR UL e A U 1. TR T A A Mt 5 5 A e e
B AR AR

SR, TN RS A R L OB

SV EUR TER AT 4L

A RBET R E RS OB W LB, T SO

o TR - RGBS, F3 DNS RS 237K IR EL A1 0 F1 10 IRz i), BRIAE
H 2,

* B (Timeout) - 221X T —> DNS IR55 88 2 W 255 D E, A1 1 F1 30 B2 18] BRE R 2
o FHRRGH RS ARAIL, MR .
K B T LAY DNS BR$S 88, 1IoA IPv4 B IPv6 % xUIHE 5 b4k H
—ANHEZ AT 6 /> DNS k454t

M fR7F (Save).
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5 TR U o] SR

\}

AR 5 RZHIAM SR, BhAX G E B2 B BT AR TR Bl AT S 0 207 [l 361
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LU JLR B0 %
* {1/ dynamic attributes connector Gl 1B AN R 470G 5 7 RIgEHEIE 2] By, JF HiES
SE W HRT

* API G BN X %

s P ML, A7 EREATEOIC ISR B B (CIDR), AT LATE V5 42 RN A, 55 i 2 0 G AR
HHAL

o ANSCFESE A e A Bt BEVE T
DA APT AT BE T .

ARHENGHITEAEL, ES0 CT APLOIEMZIEN S, 535 i
EAREZE 7S 3T R Cisco Secure Dynamic Attributes Connector
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1. 7ESZFFM Linux EHIPL E%%E Cisco Secure Dynamic Attributes Connector o
2. MBS HIE TP bk )34 o
HRVEME R, 12 (Cisco Secure Dynamic Attributes Connector BCE TR ) HAA XOIEIEH:

ZRIIERSY o

3. FUEIEMCES, BF IP Hbhk &% 3 Cisco Secure Firewall Management Center BY, 7228 45 (B Kk 45 7 21
I’"l,u
HIRVEANE B, W5 (Cisco Secure Dynamic Attributes Connector Bt B 5/ ) A B diE
ZRIEBSY o

4. BEISBMELUES, T E 2R P B O 0 TP Hk

HREMGER, 530 (Cisco Secure Dynamic Attributes Connector BL & 171 ) H KB A
JeE PRI g AR )4y

5. & X5 (Objects) > M & ZIE (Object Management) > sMERE 14 (External Attributes) > zh7ZS 3t
% (Dynamic Object) 15h &% % .

6. FEVIFEHIN A Zh A 5 CGREg > iglali=hl, K5 md S E S ER) .
EADAL B G VT RPN BT SAEITHT H AR B - A3 38T
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Dynamic Objects @ Filter c

Name Description Last Updated Number of Mapped IPs
0365_Common 21 Jun 23 09:44 AM 34

0365_Exchange 21 Jun 23 09:44 AM 34

0365_SharePoint 21 Jun 23 09:44 AM 9

0365_Skype 21 Jun 23 09:44 AM 12

ﬁtﬁﬁm?ﬁ%i/\ﬁ*ﬁ%%ﬁ%, IS VF RSB BN B 20 G ORIR Y TP ik A7 SCTEARAS
K HS SN . 5 35 .

BT X SR ARG

Lo 54 A API 5if# i dynamic attributes connectorfit B 8 A% %, WIS ) SHpO ki
B ENER ESuRlEdINTHITN I

A BN EOX L 1P b A1E%, T Al BARARET 1D, W N E R

Dynamic Objects @ C
Name Description Last Updated Number of Mapp...
0365_Common 06 Mar 23 08:2... 50
0365_Exchange 06 Mar 23 08:2... 34 [ |
0365_SharePoint 06 Mar 23 08:2... 9
0365_Skype 06 Mar 23 08:2... 12
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A 5% dynamic attributes connector AN E B, 12 (AR 223 8B IERETRM) R .
FIESAE IR ELST e SIS I
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* API BB X4
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A XGRS REST APIL Jy IP X 3E e bk (045 L, 155 Firepower & B b0y REST API s
NITIEH o SIBX BT EERE

UK

TR A MR > WREE.

$1E2 LAMNERE T (External Attributes) > #75XF & (Dynamic Objects).
$IE3 fidiiRmah7sat g (Add Dynamic Object) 2% 458 (#) .

TR A AN R BAFRAAT L) 7R .

PIRE (LB (Type) FIEH, siidi 1P,

T—5Htta
WATAEE, AT APLRTIH AN %o RH S,

= HERIE
ZAMARC (SGT) X545 52 #N (SGT) fio #n] LU AU A 1) SGT X % kg i HoA FRdE th AR
ISE 73} BC i) SGT @ PEfi . AR el 78 5 SGT X4,
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tIE R £ ERIEFR

P
PIg2
PR3
PIg4
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PIE6

PR

X5

T BB A R P B B0 B . AR IR BTN &, I U 2RIV RTIE . X T REVE
R, ARTVE IR AT,

FreaZ Hi
o % H] ISE/ISE-PIC ¥4, W14 H] ISE/ISE-PIC 1E N & 43U5, MIAGERIE 3 % X SGT X%,

UK

R MR > M REE.
Ml SNERE 1% (External Attributes) > Z2 £ 4B4RIE (Security Group Tag).

FiiRin®g £4B47i2 (Add Security Group Tag).
i N\ Name.

N\ BB (Description) (AJi%) .

{ERRIE (Tag) B, HAHA SGT,
iR TE (Save).

T—% it a
« WAGESh M S RS B, RO E G WS AE N E .

L0 GAT R IRAEB Y, T AMP 288 R A A SO AN B DL, A AT DLORE 2 SO 3 S A
FFe, DTSR BERS T U MR i SO . X 2 S ] SHA-256 BAIMEAT e /€« A SCAEFI R B
Z 0] LA 10000 4NME—1 SHA-256 1H .

SCAFFIRAT PR FIE SO0 «
Fry3R
AR A AN RIS, WARG N AMP Z il T T A B Ol
B E XM 5%
WNRER R ST A I B AR, WIARG AMP = L0 IE 1% A b B Ol

LB, B RN BT RS A E SRS . A2, BT UEEETS
B2

H & Fah e e X L5 R A & I SCARMIBIEAT A, REASTE AMP 2 A I LSO Ak B
Do S DAL & SO SR M ) Gl L TR B B4 = &4k [Malware Cloud Lookup] 5FE 1E & E 544
[Block Malware] #:4F) FIVCHL 1) AR A eV SCAFR) SHA {H .
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AR WHAETEF R R PO EERERA . TR SE N AMP 2 E SURBIE

S SR BIR S

AR AR SHA-256 (IR AR IIZ 5 73 B fE (CSV) WSR2 4> SHA-256 {EEINFI5C
PEBIZR o 7 B AL G IE A RO TAE AT 250K SHA-256 {EIRFE S8R

WA AT BAT esv U AL ] BSOS . BT RSB LLH 5 (1) TFks ARl el
TR, Aoy bfe, B HANAL S —A SHA-256 1, JFERULIIIFLA or 5 crevr HATEAF L B R
Gkt o2 g 45 B AR AT A S

THERLL N R
o WIS MR IR SO EAR S MAZSCPFB RN ER T A G K] SHA-256 HAI{E -

o W) EARE SO S B SRR A SR I 10000 ANANTFI ) SHA-256 {1, WIASRER 2 AN S0
e RIZILATHIZ

o BRI, RGLEEMB L 256 N FRITR, XORFET 256 AT, WA AR S,
WA LA (\))e WK SR, R 2 SO SO 44

* FrEAEE S K SHA-256 {H A N2 ST 73R« an R SCE- 4 R4 SHA-256 {6, FFH LET
AFRAZAE SO, B FARREA S UORE SHA-256 (. & & 5 SHA-256 {HAH ¢ I #5163
P SO ECE R IR, BT BN A% FR ol A R YR T A SHA-256 1.

* RGANSAEPSTH EAL TR SHA-256 {H.
* WERZAS FAL RSO R) SHA-256 E 4 H, RGO 58 1 1E .
* WERPSCAFFEA ] SHA-256 HINZ M H, KOG 1.

o ANBEAEXS G Has - ELR AR IS . AT A SE A O, IR RGP
RILAS, ARJE ARG R RS

PSSR 4 HBUE R A K SHA-256 1 . AR NSRS MR AP SCAT, Sk
FIRALG I SHA-256 4 H s Bkt 2x i /025 TS 3o H ISR

1% B4~ SHA-256 BRI X HEF%

TRAb AT R Py (0 S B B A VR AT IE
A LASRAZ SR SHA-256 i LUK LA IN 2 3L 51138 . ANREES INEE R 1) SHA-256 {1 -

FEZBGRE T, R Won e h QU R 5, BT DU T gt . R G002 s fEAH oGk
TR S, ERZENE O M EATT DO AT i AR A4 Ae Je AR P X 5, i
FiZik.
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o EFFAE R AT B A AN SO O RUR AR, AE SR R A B B AR 2 32 (Show Full Text),
ARG B8 2 ) SHA-256 {H LUK G 2151 %

UK

T EFENR > WREE.

P2 PG AEAG| R IEPESCHFIFE (File List).

SR 3 R ISR T AR 8 A SN P R 55 A HwEE (4
WHRERIE (©) , WRIGIE T, 50 SR 15 SO SRR .

PB4 NRIAR (Add by) FH IR F LR encer sua values

IR 5 7F Description 5Bt NI SCAF I HEIA .

IR 6 7E SHA-256 7Bt i N BRIV SCAFIR 58380 . REA SCRFULAC T 4 E -

T AUERM (Add).

PR 8 Rt RTF (Save).

T—¥#ita
o ARSI G NS, ISR EE NG WS AR E .
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AR EMERE S, RAAHEEN AMP 2 EHR IR PRI

B EERIHTISR

TR 25 PR 7 () S S A B A P PTIE

B S RIATS I B ST A1 2, WA SO A% 3] Cisco Secure Firewall Management Centeri#i4T
it ARG THE SO SHA-256 (R SCHFAN I3 . RGEANS HIT SHA-256 THE [ 30K/
SRR ) SE AT A PR 7

FELZHHE T, RGOS BRE IR QIR G, T Lo - T g . R0 o BonEAH SE
HAERN S, ERZEEO N AT U L AT g . B Mg AE o AR X &, U1
ENE30 P

B2

TEB1 ERETR > HREE,
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TR 2 NG ARG R P IEPELHFIFR (File List).

ST 3 ARSI T s R R A i RIS 55101 g (4 .
WRERE (©) , WRVIXGJETHLEE, S0 BT B Eod S AR .

P4 NRMA (Add by) FHgff, EH+E SHA (Calculate SHA).

HYRS o, (EIRAR (Description) FBUTHIASCAFRI BT . WRAI AT, 7B AR SCIF A K VR
g

FR6 sidiRT (Browse), MRJEIEFEE EALKISCAF.
FBT il E 3R SHA (Calculate and Add SHA).
$IE8 PR TF.

T—F Mt 4
© WSS I SR B, T HE RO E G TE S A I L

)

B EMBRETRE, RARTIEN AMP %Ll AR

BiR 3 LRSS

TRAL A SR 1 S B A VP AT E

FELWHE T, RGOS WRE IR P QIR 5, T LU AT el . Rk o R e e
RAEID S, ERZEEO N AT U LA AT g . EEA A Mg AE e AR X 5, i1
EE3TN

Bz

B EETR > HREE,
FIE2 i File List,
HIE 3 B AR SO A AN 0 SO R 55 RiE ()
WL B RIE (©) , WX SR THIEE, B BB & Som S AR .
WA NIRMA (Add by) FHSEH T, EF ist of sHas.
WIS w3, {EiRAR (Description) PRI AU SO B . WERAFIA UL, RIS SCF4 .
$IE6 Sl e (Browse) W ERESCAF, AR5 i EEFERINFIFR (Upload and Add List).
PB1 LR E.
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AR ERE SIS, REATAH AMP = DA SIR P SO

w48 31451 = P B SHA-256 {6

S AT BRI TP 8 VT

A UL g I B SO A1 R A SHA-256 fH. TR, ANRELEN G LR vh A R U S o
AT IE S E A SRS, MR RGP RIA, ARa B S ISP

FELHHE T, RGOS W E SR QIR 5, T LU AT el . R Gk o R e
FAEIN S, ERZEEO N AT U LA AT g . EA T MG e R X 5, i1
ENE3TN

Bz

T EREER > WREHE.
$H1E2 i File List.
$B®3 S BB TR A R B A SRS R 55 dEE () .
WG RME (©) , MRS E TG, s EBE A BSOS IR .

SR A4 GBI BT B

o BB N SHA-256 fH55 010 4Rag (4, FFHME T 28 2k SHA-256 515 BR (Description)
8.
o ST EMNER ) SHA-256 {52300 MR (W) .

PS5 rULRTF (Save) LLHEDF A& IS5 H .
L6 LULRTF (Save) LURAESLIFIZR .
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\)
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FEZWERE T, R Bon BT h QU R 5, BT LU gt . R G002 BosEAH oGk
FOBERIXT SR, ERZHGO N EATT LIS AT g4 . BEE R MG AR 5 AR X 5, D)t
FiZIk.

UK

T EFENR > WREE.
P2 WG EAG R P EPSCHESIFE (File List).
S 3 AHE PRSI AIR S A i SRS R 5501 dwiE (4 .
AR ERIE (), WRIXGE T, B ERA S SO S IR .
PB4 AU PRSBSOS RE (O
$IB5 LT TE SHA %3 (Download SHA List) J4% B3R R AR SC1F
$IE6 riidi Close.
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HEIME R
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PR EHENER > HREE.

PR 2 NNZEMGR ik IBALE (Geolocation).

$£18 3 tiili Add Geolocation.
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ViSRS, SRR A A BIANES, AHASSRVE MBI AR . SELE SIS A SO 2 A X 3,
T A S I S RF DA

A RIE NG HTEANE B, TS 2 XA 4.
LIRS, TS0 G 24 DR LT 4

T MR B 2 A, SIN T TR R 1) 180 R LA ) IGP X S& AR 3EAT & I 1iE
ket . S PInT B AR AT A AEI T B th Db P AR B D], T ORI 4%, e
G T TR R T B T RIVER G [P AR o 0 5 B O B T A B e 0 B UG o T B4 1 P
1 R LR SR BRI, T B DI EE E PIRC B E A R A XA B TR b TR
AT B R B PIRY HAEAE o R B PIOGEH] T OSPFV2 WMo dn iR P AAF IS4 HoR 4k 205 5)
#H, W OSPF Sx il peJa — M RO PIRUERFR SRR Z AT R R

\}

AR BRIAEMUE MDSs I Hk.

TIREFH

AT HEFFRUE MBS, READ B 2ok T DIEE S R IR B DI MORE K, F6 AN DI RE A A ] 224>
Blo EPIEEE B TS PN SOE R 2 EAE ], Rt 7 R LR A B3 PR S . e i
PIEA IR A 5 B DI P MR L 8 AL Tm B IR

FYIEE RSB PR A I A
© BRAAFW] - WAAES I) B HEAT B IS 18] 1 52 IR I T T B
o JORAAFW] - WAAES ) B AT B IS 8 A5 TR I TR B
FEFPIROREA N, B2 i D B O Y] AR RS AR B BRI
PR AAFWINI, BEROR AN SHEZK B HAh B TR
URAROREE B AAF I, A >4 T BT I (R 2R MDS 5 3 30k 4 8

i cs
s MEPIHESH Z M RMEYIN, OSPF i /L7 Wi K& 9.
© HIk AT TR AAF I = o
o WP EAS WA, D R P ID B m i e
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| dgee

Err el |

B2 % AT R

1"

UK E:

ERITR > HRETE.
MG R F| R L P A EE
MR E A
TE “CUNINEEREERT S GHEHE ) B FR T B i NS B 44 8K .
AR L S RIL s Rk, R PR PR R R TR (v L+ D)
B ) SRR N, 3 AR .
EZ5A 1D B R AR RAT
B ID AE AT T 0 3 255 2 0] o AN AE 2 WG085 AH IS TR 0.
B R BN RS AN % 2B - B o il o SR STV N & 2, B MDS AT 3.
HEMBEZAFERE TIPS, RIGAERANBEARTSE ZBP A ZE Y.
o AR R T 80 AN AT
o BROANGE N AN T B LB NSRS TSk B, “0 pass” B “17 HIERUEN.
TV A S A B A AT S A M T )2 52/ A S I I s TR (DB, TS AE R A TR A R X 77
FBoP PR AE A (Y
ER CHBIWNTE” BN UTC B IX .
SEYTIN [R) ] Ay Rl I A),  R93E52 ) 30 A A B 45 TR IS PR 28560 N 1) B K AS B B ERIA &5 TN 1) K ) B i
a] .
DL R FF R {E R0 &5 SRR 1 56 AE BE ) -
o TEFRE T SR AN, TR AT 2 .
o B2 EURIE AT I TR AR A= A7 S DA 250 1A Y 1) &5 R AR A7 30

B,
FROVIRS 310 LA %, W EAESA AN HEA R 2 DA%, XEBTBE Tt
D& Bl A 2 K52 S R A
BN B
o WERELARVEX N G T E G, IR RIFBERIENE; SR VPN G ER , 13 T,

o WIREDSIE AR N B %, ERIT “ZE55 7 (Override) H#B84) IF s iiin (Add); 152 Vs N
KHEER , 513 Jl.
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T

;12 SEHRTE (Save).

T—% it a
© WERTEBNSRE S AKX 5, TIERCE LG TS A& I E

o) £
MR GRS — A E AP HLhE. AT DIEZ MBI B R MA S, ARV, M
AR SR ISR AR R SR AR

NG R B IR, R Gre HEhI SR, DA R THZE I R R 5. Bl
BT B RN AR, 1 HARZE T R 2 K

P20 G n] LU LA N R —
E#
AN TP Hbdik.
IPv4 75 :
209.165.200.225
IPv6 7 fiil:

2001:DB8::0DB8:800:200C:417A.EE 2001:DB8:0:0:0DB8:800:200C:417A

IP Mtk .

IPv4 7451 :

209.165.200.225-209.165.200.250

IPv6 7~ :

2001:db8:0:cd30::1-2001:db8:0:cd30::1000
W £

HohbHe, WA

IPv4 7451 :

209.165.200.224/27

IPv6 743 :

2001:DB8:0:CD30::/60

\}

AR RET S RISAE] /o HERD TP Mkl

B usEeE


management-center-device-config-74_chapter4.pdf#nameddest=unique_44
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memren I

FQDN

AN SEAR R eIk (FQDN). 0] LUK FQDN AT BRI 4 AL 1Pv4 Hidik, X IPve HuhlBL 1Pv4 Fi
IPv6 Hilik. FQDN A2 UKL 7B BEJF Sk fdh 2 . FQDN WA VA - BE . B R I A
N o

it :

wWww.example.com

ERRE QETAE DT ) B RN R T ) g ] FQDN X %, B F5h NAT SR, {BR o o u) UG fc i
it DNS 763K FQDN IP Hbdik. 4§ 1] FQDN MZ8 0%, i O 2 MI7E DNS 45 24
, 5 32 TUFIDNSHC & DNS k45512 & DNS T 5K H .

TEANBEAE S 4 U ] FDQN M2 0T 5%

— M G IR R R R A Rn] DU — AN RSO ST I E ) — A o S A B
B4 w2 LURE 10 N4

o) % 178 B 7 #8 F

RPN “X G H#” (Object Management) T ] 1) 52 AN B P A7 FERE 5 42 o

TET LA BAT Y1 P TP Ml (28 X 5o DUAT I 206 5 L4 Jie O SC4 W 46 A I 8 S PO A XS 52
A FH T AT HERS (1 190 208 X5 B AE I 2806 5 31 R TR 2R 2Y (Type) 513100 P 4% @B 75

MRS A AN IE S AT AR RS 1) TP bk o RT LA A SR DAy JO PR IR 208 68 B 1) S s A 19X 206 6 B AT

AL o
IP ik 7= 51 ¥ 2% 188 e 155 2 XFREE
192.0.0.0/8 AN S
10.10.0.0/255.255.0.0 R 2%
10.10.0.10/255.255.0.255 2 X 24 3T T 7%
72.0.240.10/255.255.240.255 A P 4% 3 FiC 75

\)

FERE U7 DL SN A S0V P AT 5 A K 7 ) AR 5% 4L
- TR
-

* NAT 5
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JAE T 0 PR

o FOIEM GRS, IETE R L UL TR IGES: 38R (Objects) > 3R EIE (Object
Management) > M & (Network) Jf & RN 4% (Add Network), 285 s iR inad & (Add
Object). EFM 4L (Network) I H-H Y+ ML X PME . 7~
10.0.10.10/255.255.0.255,

© SCRRNGE S AR RECRE AN R E R WEAT SCARER AT R T
* A IPv4 Hidil S RF 2SI RC AT 0 52

o EFELL F PR 7.1 S AR T SCHE I £ AT S

* X Snort-3 325 M 24 FL AT X 5

B M Z X R

UK
PR > HREE,

MK B ik FE M 48 (Network).

MRINM 4 (Add Network) Rz ik £ I3t & (Add Object).

B, BT BRI N G, R g SR LGSR I 2 o s B B (R A D 2 5 1
TR R A

i N\ Name.

TEZHWERE T, MR BFRACIZ RGP ME— . RG] RE2 U H 5 1A S arirh ok
IR LRI ISE o

Hi N1 BR (Description) (FJik) .

TEREEFBh, EREPTTRIEI, SRIGHNGE I WSS, 5546 Ui,

(X FQDN %} %) B N Hr32 ik £ DNS AT DU € Je 5 204 IPv4 Muhik. IPve dhhik, BiixX
W/ ik 5 FQDN Gk .

BB

o W EE ARV I R I TE S, IR RIFBEEENE; SR AN S ES , 513 1.
o TR TSI SR I B %, EEIT “FE %7 (Override) #54) IF ALdHRAN (Add): 5SS RN
WHRES, 513 0,

MHRTE (Save).

T—5Htta
RIS A S, R S0 B i
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ESNCPr N |

FAMEI R

ARFAMENZHIENFE L, ESHIEATANE , 5400

PKI

FIT SSL iz F 89 PKI 3 &R

PKI A AR SRR A A8 P il O A PIE B ATRCXS I FAS . AT TS CA X SRALFEE P ML
(CA) iEFs; B CA X ZbAFH HAET ECN (AT N AAMIIE A R ALHR IR 5 d ik PIE
TR GE G S UE T RC AL .

L0 A AT A5 UE A AU M LA R SR P UE T 6 S oK IE B ISE/ISE-PIC (1354, W m] i A ISE/ISE-PIC

YE 5 305 o
R SRARE ) N E P Gk E B SR 2% 117 AEEREEI T ) Web U BEAR I, ZR 48 m] 90 5 okl 199 2%
PAR* & IR0

LR AR B AR MR GOk B U, WIS il 5 LDAP 55 AD 45 35 1) % 42 3% 4% .
A ARAE SSL AL A ] PRI A4, A LAVCECAE Y LR E 5 b2 i o £«
AU X G P LRSS
* HIZARAE CA X ¥ CA B4 I EAE CA IS AERET E+S

W AE SSL O HRE ] PKI X§ %, W] LR -

o RV GRS ATA N CA W% RS BUF P T B2

o BNV AT EBAE P S rh i S FA )
AL NE PR E B, b & X s B S, RSN, B n LA GHT G CA iIE
PRIFAA 5 o

FER A M s TP B PRI X RINEN, RGeRHES A& W s M o i 0. KRttt
PR PR UE A H I e AR . AR HABIE B M TEAE B, 5905 PKI X4

N

AR RO MR WA AR AR A N CA TG BIE B0 S T A R P12 i, 2 REALAE
JRE SR EATBA TN . R EAR S S R AT, e S AT SR IR S R e i s e
SR I BERLA e e Honass, - BT IR AT

B FiEH E A PKI 3T 5

UEASEMN S A S QI I 2 4415 5K (CSR) AL FE SE IEFS MU LR (CA) BRERE 3 UE A5 i 1)
CA IR 55 A5 BANE N S . IXLH B A B ARSI RAT 3 B E A i (PKT)

| sgeE ]



sggE |
B smEsmenmss

HEFE MR GO8 v] BEALFETE PSS S . 4300 PRI T e BANE B 45 B, 152 R PKI
SRR AN AU

P ERIE S 55 & LA X R

WE B I AEAS N SBAE AT R HLAA (CA) X R ARK A LRI CA 1) CA AJLEHRE .. 4 x4
LR CAUEPAFCK AL o 18 AT PALE SSL R HR A FH P35S CA S G F2H sk A FH P9 358 CA XAl
55 2RAIE TH AT H B 5 44 SRR A% N

\)

AR WIRAERRE - EIHE A (Decrypt - Resign) SSL AL S AES CA X%,  HAZMIN 5 I 216 HH L
Bo, fEVRAET SSL BT, JH A BEES vl RE S AUl BA AT . SRRt il L 5K CA X5
UETS TSN 252 A5 AT ARIE 1S (%5 ) i 2 9113

AT A BT 7 s G P CA A
© SABUATIET RSA SOETHIB 21 CA VT RITLA 24
GG RSA 119 A% CA WEBRITLA 34
« EHORBE AL T RSA [ CA E AR #55]. A6 CA XAHRZ T, AR5/ CA #2
SEHIE PR 4R (CSR) BIHHIE P57 454 o

QUG A R4 E TSI B CA KPR, T AR CA RE T RIARLYT. RACHE T BLBh 10t 4%

FUE 5 ARG AT 1%

T R R BB R P BIEE I35 CA MR ATK, (S FLRERS A4, R AR S 5

P,

ARBEMBR TEZE AT 0P 5 CA A1 JESh, %t FIT SSL S5 1M 6 CA ATUR, ASGIEN Vi

bl S LI o AT SV R S A T 2

CAERFIFAASAN
AT BT A X.500 v3 RSA UETRIFA # BIRACE M3 CA xh5. mTLLEAL SR F 83kt bz s
Rt SR S 1

* A3 WAL L (DER)
o BaFASG s HL- T fF (PEM)

WA B DI S B R, RmT DR AR B . A SRR AN B PR T PEM A% Xt IEmT LA

S HIFREGE B
TR AR, SO A ERR R P e S R, JF AT DU B RO . RBAERAERT BT
56 U B XS o
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| xgeE
sxcaiesmig [l

\)

AR WRACE B Decrypt- Resign #AE RN, BR TATATECE AR 42 41, Z AR HE 51 Y
H CA UET s Syl 2R A PU i . B, a2 b — AN TR Ah 2R i CA UETS, DU H 3%
RO 5 1 2 1) SRV TR A T i 3 1) sl v o

S CAiEH FAFA%H

FELZHHE T, RGOS B HRP QIR G, BT LU T il . R0 o on e SE
HAVEIN S, ERZENE O T AT LN LA AT g . A A4 AE o AR P X 5, U1
ENE3TP

i

TE1 EFENR > WREE.

PR 2 BT PKI R, RJFIEFEAER CA (Internal CAS).
P33 AiliSAN CA.

P4 i\ Name.

FEZBGRE T, WG ARAESIZ IR 02 ME— K. R GEn] Re s YU H 55 18R M iirklih ik &
BB AR

IR 5 1F Certificate Data 7Bt [1J7, s Browse 1% DER 5t PEM Zifi5 (1) X.509 v3 CA iE 1531
$W6 4 Key 7B [y, ik Browse [z DER. PEM 4l Rt LA 410 1F

SBT NE PRS2 EARY, ERTPEmE, LA (Encrypted, and the password is:) & EAE -4
NEER
YR8 LR TF (Save).

T—F 4
« WARESD M G IR B, AR IR G S A N E T

4 B ETRY CA JEB FAFA%H
o] DUl B ARG B A T RSA B HZS CA IE BAAE ZHRACE N CA 4.
I CA EBE R A 4. AR H A — 2 0.

FEZHERE T, RS Won AT h QU 5, AT DU T g . R G002 Bon AL G K
HRPER S, ERZENGO M AT DO AT B Mg 4 AE e AR P X 5, iUl
iz
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wgEm |
B szzis

UK

TR EHFENR > HREE.

P2 EIF PKI T, RJFIEFERER CA (Internal CAs).
$IE3 fidiE X CA (Generate CA).

FIE 4 i\ Name.

FELHHE T, W RUIRAEIIZ IR G H L IEME— 11 RG] e YU -9 A irsdlrh ik &
B BRI MR

SIS AR UE M.
1B 6 il Generate self-signed CA.

MERIES
AT CA IR 44 HE-FDRRETE Y6 CA R %e. XG0 2

o PEALANE B DAL E AR CA X% XA ERRZBE L UE T FECN FAEH, IR &8 e 1 CA
R E 1525 44175 5K (CSR).

- 1 CA RS AL IR, AR 120 CA XI5, LUk & 440 15,
(043 CA KR AL AT, A ELE SSL MU 5| Fil 20 .
32 R % A9 CA EF 70 CSR

i

T EFENR > WREHE.

PIR2 BIT PKI R, RJFIEFEAER CA (Internal CAS).

$IE3 il CA (Generate CA).

FIE 4 i\ Name.
TELE T, MR ARRAEIZ R T LAUEME— 1. RG] e PUN H S b okt
F IR AR SE

HES FAFR B,

$I% 6 sidi Generate CSR (4 CSR) .

$I;T S CSR LUK HARALH] CA.

$IR8 i OK.

B usEeE
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Etenmp csh s mzziEs [

T—5Ht4
o WAL CA URIIBZUEH, n hAER [AL IR, CSR MKk K240+, 2 53 1L

& 7590 52 CSR T 47 % B9 %5 2 IEH

FEZ BB T, R BRI QU 5, BT LU TSt . R G002 s AEAH Gk
HRPEI S, ERZEE O AT DO L AT g . A A4 AE Je AR P X 5, iUt
EiZik.

P2z fE, ZBAUE I E SSL 5] .

UK

PR EHENR > WREHE.

P2 BIF PKI T, RJFIEFEAER CA (Internal CAs).

HE3 TS CSR ARSI CA MR 5L i (4 .
$IB 4 Sk Install Certificate.

PS5 il 5T (Browse) [f& DER 5% PEM Zwfd (1) X.509 v3 CA iE 1531

W6 WK BN S HM Y, Wk Em®E, Bi8A: (Encrypted, and the password is:) &L HE I -4
N,

PERT mlRTF (Save) LUK AEAUE T FALE] CA XA

T—5Htta
C RS S IOR S, W ERE Wi WS B .

CAEFHFNFASA T &
AT DUBRS R 8 55 PO CA 5 e E DRV B35 L SO 4% A CAE DRI AL
A

AR RGUAEK N EIE IS B E R e E .

RGAEDAFEYIE BT, BN S IR AR N 8 CA XTGP AL BIREA T I . 2R
MAES CA FEIEFBNAY], REAAEQIE O IE-BARPUE BAISCIEZ AT, 28 oI 885 BadAT
fias . Wa, EBIERICRG T BT .

A

AR AFPARGEDH TRRIFAPIR BRI AR AR AR I B AR S

¢l
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sggE |
B rzcairsmmns

T % CA iEB FAFA%H

FELHHE T, RGOS BRE IR QIR S, T LU AT el . R0 o R e SE e
HAEIS S, ERZEE O AT LN LA AT gt . A Mg ARAE e AR X 5, i1
ENE3T

A DATR] IR 4 24 A AR S8 3 CA IEFS

g2

B EETR > HREE,

PIR2 BITPKI YA, RJGEFEREBR CA (Internal CAs).

HIR3 A NI PRARSIR A CA X% 57il, il g () .
LT, Sl B (O, ML XS R AR

PB4 LT

S5 (£ (Password) FIHINEEES (Confirm Password) 7 B A N4 %4 .
PE6 LHTHE (OK).

ZAEEIER A AIT R

BCE RN SZAF AR UE B MU B (CA) S RAKIE T 25 CA I CA AUE . RN SR X E 4
FEAT CA AFLBPIUEH A B, B8] LLAE LU A7 B A F AMER CA R G FNA
* SSL 5fefs, HIT4filAl A 254 CA BUFEATRE T AR CA 2544 IR I 1) v &2 o
o SUSECE, TS5 LDAP % AD RSS2 142 43 8
« %[ ISE/ISE-PIC #%4%. A pxGrid BR58§ CA (pxGrid Server CA) Fl MNT BR 552§ CA (MNT
Server CA) X Gk 52 5 AR MU MU X 5 o
QIEZ (5T CA MGG, o] LME S RRRIV INE T 13 (CRL), (HANBESE SO @k, mT
N INEA % 1) CRLECE A IR ZE O FAR BRI CRL, 20 B %0 59T BB G 5 .

)

IR fF ISE/ISE-PIC 4 i Bc & v A 6 %, K CRL ¥3 i B1Z 6 S B AT R H

AFEMIBR IEAEA R 5 CA XI5 eAh, FEGMHRIEAEMTIKISZ M5 AR CA X5 R, SRIBRIN U I 12 51
SRS U U VAP s D 11 w7 T ikl e P S G S

Z{51EHY CA X &
AT DL _E 4L X.509 v3 CA E P RECE AME CA W% . A UL _EAE R T 0t —Fh sz 3 % 20 4
B P SO

B usEeE



| dgee
wmzazcanz [

o A[ o HEgm AL R (DER)
o B FAYE SR BT LF (PEM)

AR S SZ B R, AR AR B 2 0 o I SRAUE 15K H] PEM AR ity 38T USR5
DA EE A HEAE BN, A AT LA EAE CAGIET:: RGAELRAEN B Z T2 HIE BT IR IE -

WINZASE CA KR

i

PEB1 EHFENR > HREE.

P2 JEIT PKI i, RJGILFESEIE CA (Trusted CAs).
123 fidi Add Trusted CAs.

FIE 4 Hi A\ Name.

FEZGRE T, W RAARAELR IR T AUEME— . REEn] Res YU H 55 1848 M irklih ik &
BB AR

FIBS i %S (Browse) {4 DER o PEM Zwfidff] X.509 v3 CA iF 15301

FIB6 WIR 2, HiEh BN, ®HA: (Encrypted, and the password is:) & MEHE 4 A %
i
PIRT R TF (Save).

T—% Mt 4
© WERTEBNSRME I SN 5, BN E G TS G A

FZAS1E CA X RPENERRITHTIR

A LK CRL _EAL B2 A5 (T CA X R . WAL SSL S 3| 125 AT CA XS, ) DU AR 2
TINEETS ) CA BB S 25 S UE PR PRI E WA e ) AR AR SR T A1 — Al 52 S R o
A RS F

Al HEgm AL R (DER)
o B FAYE SR L TR AE (PEM)
WSINCRLJG, nLAAE CHEHIEB AR, EE% T BAZIX S I CRL, D2 10 % I Ep )
XS

HRE FARALSE Y CRL (IS0, AT INEISZ 54T CA A0 CRL R B BRE. HiE, Rk bk
CRL ZJ&, WSCARAER B FR NS —A CRL.
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sggE |
B o=6a cansmmesmmsx

\)

ER fF ISE/ISE-PIC 4 Ac & h A 6 %k, K CRL W8 i BZ 0 S A AT VE H

6] Z {51 CA X RN INEF RH %R

FEZHGRE T, RS WA h QU R 5, AT LU T i, R0 2 Bon AL G K
HAER SR, ERZENGO M AT DO AT g AR Mg 4 AE e AR P X 5, iU
Fi%k.

N

AR {E ISE/ISE-PIC S, HCE P HIX B, K CRL S INENZ R A R .

UK

TR EHFENR > HREE.
PR 2 @I PKI TR, RJFIEFZIEE CA (Trusted CAs).
FIE3 Sl 5 CA MR HIUN g (4 .
MR ERIE (), WIRARCE R T, B0 318 SO & AR .

HIE 4 S50 CRL (Add CRL) % DER % PEM %afit ) CRL 314
HIES SE (OK).

T—5 4
« WSS G NI B, AR E G S B I E S .

SNEBIEF X &

TR B RN MBUE B X R AR R — DA R T I L RS as APHE T o 2R X R A BRANIESS
AR W LAAE SSL ORI P A YA EIE 50 BN R AR A R 55 sl s i e i, 46
UL AR SEARAR I A 28R 55 2 UE1S . (EHAREAE I IS CA IE-FREA TR

T LU L 1A X 509 v3 45 2 UE R B EANAE TOxt 5. T LA LA R R AL s S X
IIPEER

o N[5 P U (DER)
o BERL I i L7 HEPE (PEM)

DA I RS S B A5 B, AT RLEARSCIE RGNS B iR SO A TR
WARUEFRH] PEM A G fid, 38 w] DL IR S o
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| dgee
wmamirsag [

AN INSNERIE B A &R

UK

B EENR > HREE.
P2 JEIF PKI 1, ARG IEPESMERIESR (External Certs).
#1123 5 Add External Cert.

SIE 4 i N\ Name.

FEZHHE T, W RVIRAIIZ IR GH T B IEME— 1] RG] fee YU 5 A A slrh Hoid &
BB AR

$IB G 7f Certificate Data 7Bt I 77, riili Browse 4% DER & PEM a3 [#) X.509 v3 %55 #430F 15 304 o
P 6 L RTF (Save).

T—5Hita
SRR A S, BB T S0 B i

RERIES 3T &
TS IE B AR A RIE T AR — N E TR AL IR S5 2 A s R . 20 4 i 5 44 9%
ASEEGIUE TS FIBC R AL 2P LATE LA A7 A8 P S ok S 4
« SSL AR, ik O A RA AR 2 A N B 4L — & RSS2 i
* %) ISE/ISE-PIC . & MC BRE2&1EH (MC Server Certificate) 7 BLE S EBUETI X % o
o SRS I, I TAEERE R P K Web S0 W0 2% i 51 W9 4% 15 15845 1 5 03047 5 43 56
iF. MBRZZBIEP (Server Certificate) 7 Bk A #F P %2 .
AFDAIE IS EAR ST X509 v3 RSA BICHE T-H [ fth 206 1 ik 25 45 E 15 FH BT B FAAG 4% BH R IC 2 P4 S8 E 15 5%
S LA EALR R A T 52 SR 2 S A
* 0[5 FEgm b ] (DER)
o BaFASE 5 HLF I £F (PEM)

RSB R, G AR B Y o S SRR AR PR T PEM RS sUifty, 3k m] LU R IG
=

/o

UR B EARSCAE, SO b R S IERRIE T s P S, JF AT DU ERC « R GEAE IR AT ST
K BAEFCRT o

QRN EEEX S5, W LMESA AR, EARBE SIS SR
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sggE |
B snmmirasg

ANBEMMBR IEAEAL T (0 P BRIE X 5 Bedh, FEGnAR IEAEAE I A E 0 B, RIBRIKI UG ) 42 1 5
WS o R S 2B I 47 T SR A RE A S R A

AN A EBIE R A&

i

T EFENR > WREE.

PIR2 BIT PKI R, RJFIEFERERES (Internal Certs).

$IE 3 T Add Internal Cert.

FIF4 i\ Name.
TEZIERE T, NBRBFRACIZ R EHR R IUEME— . RG] RES U H 5 1B A AT ok
IR ATRI P SE

$IB5 7 Certificate Data 7Bt - /7, iili Browse 4% DER { PEM 4af ) X.509 v3 k45 21 5 304«

P61k Key 7B 177, siili Browse 4% DER. PEM % fith (10X FAA % B S04

BT R AR A2 SRS, WWIETEMNE, HEEA SEAE A,

YR8 LR TF (Save).

WEFEMN &
W EF S, ALV B IFIREE CA FHER. [5F SRR CA SN, [SF 5045 CA IS4
CA JFell & S8, VLEE— NS 0E ) Bk,

UEASEM A5 QI IE 2 415 5K (CSR) AL FE € FIEFS MU LR (CA) BRI 43 UE 45 P i 1Y)
CA JIi 55 A5 BAEM S 5. X853 A B AR I RMAT 3 1L B (PKT)

UEFTE A ZO8 v B FRIE P R . A% PKL. B EBANEB N IEAE S, EZSHPKI
BERt B A E AR
WA E A IEHIEM R

UEF 9 5 % 1K 52 8 ¥ 4 v W 39 PRI Aot v, Rl el AT BN AR AL S 3 VPN IERL ) % 4%
ARG S (CA XS -

1 EUEE M b LT CA B i RAENVEN IS8 fREIt =28, IR o D) aE 4 AN [
3 5 i e e I BB

2. AEHEG NP IR 28 B LRI 8. fEes b, el BRI

MR BN RS A G ROt B R W &G, IR RS ST, T A4
SCEP, EST, F1PKCSI12 MR, Sl FEk BaiHAT, XEWE AN T AT A5 5 2L
GIEAE . T 159 0 AR A 1 B DR .

3. FERSI VPN BCE HE e B IR A
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EEIER EMT R
FUEHUE M S, SRR > MREE, Ra N FHEH T IER PKI>EHEM. RAEKE
NS DS

* PAUE-BTENX S AERFRS T F H
MR TB GICRED JigsE.

o BEAXT G BoREH RS o RS LA RN
c BER - ZERESEAERI A O B A RIES.
 EST-W 48 H e A4 it A CA SRIEH BriiF 13
* SCEP - (BRIAD 18] S UE A5 A B8 by 8 #5AH LA AN CA SR UE 15 6
© Fof - PR A G TF ST
* PKCS12 3044 - 783 #F VPN 4% Firepower J&HMo #1532 5 4 % S5\ PKCS12 1.

PKCS#12. PFX 8k P12 SCAEBF IR GG SAIE 15« ATAR] Hh [AE T AR B CRAFAE— N I 28 SCpFrh
N OS AT .

* B (Override) Jlig X g2 RFE T (GOEERD) BEAMARFES (AEHX) . WH
WoR—A R, We AP R

fEH] “# 57 I E e CAE N VPN L E — 3 RN B I S S i B RN R & S
T A VEANE BASEME—. WA, EVPNEET, WM E&ES “AHA” B “HHE” .
R AT RN R S BERERE DR, WSS ES 5 11 0.

o miligmiE bR (BYE) ATERAE AT BN FE TEMN S . A EEN SR ST 24 B %ok
eI, A REMEATdntE . 155 PG g B P73 I S K I B o 948 0 LK R I 14 v At ok 52 3k
TemtH

o MR bR CBERAR) FTANBR 2 602 FRE B M % W RAE B % O ST R A
ok, MTEVs HARR .

$% (+) IRIMEF FMAT I ARANES JE AR TEAE 0BRSS RS IE AN S, 2B
59 Ulo ARIGTEREAN 2 AT A B BEE 1,
X ER

i H 2 M e 2uE

] EST JEM & HE0E

1# ] SCEP it 22 B54E 15

185 F Bl it 2 b iE

i [ PKCS12 SCAF 23500

WHINER S E MR

T LUK IX SR R 5 P i ek — R A o b URAT A B 5% s 2% A PR SRR A BE A T AT
%o
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UK

FE FTIFRIIER E A 1A
© EEENGEBATIT: fEXR > MREBIERET, WP P PKI> IEHEM, RI1%

IRIMER E M
o FEMLE A2 WA IR > EB Baeh, %8 R > RMFHER, RGN EBEMR BN
it (4)

HIB2 H A EM RSB FR (Name) F1i5ERA (Description) (J&a& A AT
HMERUG , e FRRE R 5 AT A SRR 52 2% LI 2R
$I23 $TJF CA {52 (CA Information) X1 -K Ik F5EMZER (Enroliment Type).
s BERIEB - b CA 2R &K AL A O ASLRUE . I E &R T H AR B
AR EMASLZIETR, BOEIETSER R E A HAFR (CN).
o EST-{E 2 Akt LiEM . $REESTE R . WS ML TEM A% ESTIED, 2 61 Ui,
* SCEP - (BRI FisiiF FyEMpril. $55 SCEP {5 . S MF iM% % SCEP Y1 , 4
62 Tl
« Fz
* (X CA-ZE A BEHE A M ITIE CA B CA EP . A2 il B Al & i1,
WERANKE R LA HE, T CAIEBASETRHIVER o 480 DAZESA CAAE P& L~ 4 CSR
FEIRE G M E 15
o CAER-AEHEFREIG CAUEFME B o St T DI ik M HAth 158 4% 52 1) CA UEF R IR BGZAE 15
TR EFEAME T CA IEBAEEE CSR, U] DA A B9 45 .
* PKCS12 304 - 750 FF VPN W BB 52 45 % & 15 N PKCS12 3CfF. PKCS#12 ) PFX
ARG BAE TS PEHE BAAAHR A A I . AN A% (.
* Bkid CAEFREARBRS AT CA SRR E - 40 2Pk AT A5 (TR b I SEA PR B A1 CA #5

&, IR IEAE
* IIE{E FR-IEHEAE VPN JE R I R] 56 UEIE A5 128 70

* IPsec & Fif - AF IPsec ¥ s [A] VPN &M% 7 bl 5.
* SSL & Fim-{EiZ FE 15 ) VPN 22230 (0] 5641F SSL %/ il 17
* SSL AR5588-1E £ LASGAE SSL AR 45 #3iE 10, 51 4n4F A Cisco Umbrella AR 45251 15 .

HIE4 (i) FTITIEH S (Certificate Parameters) i£ 15 KI5 @ UE BN 2. ES FAUEBE I % 15
SR, 63 Ui,

VSRR B BT, M 8 BB A AT — 5 4wl el I 2845 R
FES (AL FTITER (Key) IEBUFRE B NG R WS BENXT R SP1Em . 25 64 1.
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HE6  (n[iE) AHEEEIE IR IR e IR T TSR IS Ik, 2R 65 1L,
T WEFE, RIFEE (Allow Overrides) ILX %, BRI GBS, ESRNEES , 6
11 7.

T—5Hit4
RIS G H 2 B B 4 L, DI IZ w4 LA MM A
HXER

i ] B 257 E W 2 BE

{FH] EST yEM 28540 15

i i} SCEP {1} 22 353F 5

1 - shid it 22 e 1

] PKCS12 LA 2235 0F

IRINIES A
e
ST AR,
ST 2 U1 BRI S PEM K3t 1dP SES 2B,
SRR WE T TR Bk E A, A 2 MR E 1. i 2 D P
SE3 R

IEFE AT &R ESTIRIN

Cisco Secure Firewall Management Center S %1%

W& > JWREE, RGN SHERKPERE PKI> Cert iEM. Al (+) i1 Cert JE 47 KFTIT iR
Cert JEM XIEHE, SR/FiL#E CAER k.

FE

TEMEBRL- AN EST.,

A\

TR * EST vEMERAAS #E EADSA %41,

* ANSZRE EST EUES 3 It B S s & i 2 fe .

7E M URL (Enrollment URL) - % #& W 223073 M 211 CA k%5251 URL.
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i/ https://CA_name:port (¥ HTTPS URL, H:A# CA name j& CA fIR%5 2511 FHL DNS £ FRak 1P
SELRE T T RS ST/ N

BARZ-H TN CA RESHBINHF%.
BRL/ARIAZE Y- 0] CA RS #1551,

BL- 0] EST KR CAUEFIN, LUl CA IS5 S AIREL. AR EURAE CA IS EHUE T 1
FUSEVEAT B T B 1B R B o — 5 A AT R BOIE B R AR . ANl o CA k554548
4 (Fingerprint). WURZHMAKIME S UE B RFREUNERS, WRE TR BHEL . 38 I E IR R 55 4% 3k
I CA firgL.

BEO-5 CA RS WA LN . BUAE T, BoRisWr . SO0 OmcE RN, ik
PN AR 24 4 DX B T A0 51

72288 EST BRSS2FUEBIEUE-BRNE L R, BST MRS SHIE BRAE C 5E k. Wi Z2m% FTD %A EST Ak
2RUET, TE L R AR,
IR F AT & SCEP 1EIn

Cisco Secure Firewall Management Center S #5132

&R > WMREE, RGN FHUERTIERE PKI > Cert JEfM. Alili (+) &0 Cert JE M K47 T R0
Cert JEM XFGHE, SRJ5ik$FE CAER LT+

T
SEMZEEY (Enroliment Type) - % & & SCEP.
EAF URL (Enrollment URL) - 8045 B34 IAFE /T2 CA J 4545 f) URL.

i/ http://CA name:port /X[ HTTP URL, 1L+ CA_name J& CA %5 #41 EHL DNS %5k
BGIP ik S 15 Ol DA A

\)

AR W SAEH 3 HL4/FQDN 5 H SCEP JIrs#%, 14 H FlexConfig X} %L & DNS 4545 -

IR CA F1) CA cgi-bin JIAN, BASZERNALE (/egi-bin/pkiclient.exe), W05 F0EF AEbRHEBIA AL
AL E 1L http:/CA_name:port/script_location JEZU ) URL H1, H:H1 script_location & CA JHIAS ¥ 56 4%
PRAT

R85/ 1A %55 (Challenge Password/Confirm Password) - CA JIx 454 4 UF 15 £ S 4y sf BT 4 FH 1) 2%
Bt AT LI B R CA RS s B T 109 206 ) W 245 o i N DA il SR I A -
http://URLHostName/certsrv/mscep/mscep.dll. M CA lz45#8s 3R H S 723K B 60 7
BRNATRL BRI, B S O A5 e SR

Ei B8 £ (Retry Period) - - UEA515 K221 (R IRFRI T BR CLLR B0 507D o (AT LU 1 31 60
ribe BRIMEDA 1 24

EiR T3 (Retry Count) - 45 5 GER G R & HAETS, NIFTEARPRE ETLAE 1 3] 100, ERIA
{545 10,
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CA iE$ & (CA Certificate Source) - 5 5& 3K HL CA WEH A7 .

* {5 SCEP #&ZF& C(BRIAEIT, W &mE—=Z ZHRFmEmi) - {0 H ) i 533 i (SCEP) M CA
MR as kR UE T . A SCEP fE R &Ml CA I ds < Mg %z, RGN REZ 1, T
TRAFAE N 2 CA RSS2 .

B4 - i H SCEP f% CA IEPI, ALK CA RS- NFe L. TSR CA R4 221E T
(P L SEPEAT BB 1 ARSI 56 =5 i F R ABCIE PR EE 15 AN FoS b ilig =0 CA IR %5 2%
84 (Fingerprint). WHREHEIAE SUE B SOANILEL, WHE B aiEd . it HEads: CA ik
5 i G T A 9 2% 00 L i N DA Ml 3R CA TR FR L
http://<URLHostName>/certsrv/mscep/mscep.dll.

IEHEMN R IEBSH

TERIEE] CA S5 A3 EFE Kb g e HABE B RGBS E T U, g 28 8aE B+
Al — 7 ¥ SR IR .

Cisco Secure Firewall Management Center S %1%

MR > IHREE, RGN FHUER TS PKI > Cert 58 1% (+) IRANGER M FTIF R NIESR E 48
XEHE, SRJGEFEEBSE L.

FHE

1§ FH bR HE LDAP X.500 4% X AT 15 &

* & FQDN (Include FQDN) - /& 1 15 £ 1 58 A e 34 (FQDN) W& 7EUE itk rh. i
B

* g & EN 2 RAE FQDN
« BARELIES PEM FQDN
* B EX FQDN (Custom FQDN) - MEPEILIEIN, #RJ5 75 52 % () B X X FQDN (Custom FQDN)
F-BtH R FQDN,
« BE%&[ IP itk (Include Device's IP Address) - K422 11 (¥) TP Mk A & 76 3E ik
* 2% (CN)(Common Name [CN]) - Z- & fEUETS () X.500 244 .

\}

AR BN ABAUETN, BB SEC TR E A TSR (CN).

* (ALAEANT (OV) - BAL S AEUE b AL LA 2 AR (IR 1K)
* 40 (O) (Organization [O]) - AL & 7EUE 15 T IR 2L 2 A w A FK

« 8 (L) (Locality [L]) - Z AL S EUE T IOAT B

* JW/& (ST) (State [ST]) - LA EUE M B2
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* E K/ XXES (C) (County Code [C]) - Z2AL & EUE o H I E K/HLX . X LA 745 1SO 3166
FAX 45 55, Fln “uS” RRFEE.

* B34 (E) (Email [E]) - 2405 AEUEFS PR HEF bk o

« 81218 &HF 5= (Include Device’ s Serial Number) - &7 & £ 141 560 & e E . CA
P HN 5 R B ATIONE, 508 2 R 5 e B ARG, Wi 5Em), & 78105,
AR g AR AT

IEFEMITR EHIER

Cisco Secure Firewall Management Center S %1%

MR >FMHREER, RGN FHUE R HESE PKI> Cert £, 4% (+) R0 Cert JEM 47T #50 Cert i
B REUGAE, SRJFIEFE BEA IR

« 24 EI_RSA. ECDSA. EdDSA.

A

R o XFT EST MM, i%2)1% 4+ EdDSA %41, PIAEAZ L HE.
* EdDSA {\7E 3 15 1) VPN $h 4 h 52 3 Fr o
* EdDSA A FAE i FE Vi i) VPN 5 4HE 15

© BIARIR- R E LR RN B PN AR, WL T B @i # IR KA k. W SR Px AAE
15, T B B MO R AEvE U IR AL 3 I g A bk ERISANIRE XK, RV
H5e B e84 (FQDN) Z 8% .

* BIAK (Key Size) - WERFH VIR AAEAE, A1E T HIFHYPIRAN B, BN AL o i
KNI 204807 BEEUBOR, FPIBL A, (HAE, AERBIEUBOR S PR E AR IN 1] (BECR
T 512 AL e AR ) ), T LA S8 IR R AR B T B G

BEEHI o 75 R R BB A 7.0 KOE SRAS b, S TEIEATH RSA In# A
R IME ] RSA 55 K /NN T 2048 A7 R 2RS4, HE, JEAT L)
5 A FH 99 002 1) PRI AE 153, B AV A LA RSA s vkl
BNE /N SHA-1 FIET5 .

o X B BIE 7.0, 1BIGIEAR SR /ANINT 2048 71 RSA %4, BpAid
Ja T 55 0 S T an it

B usEeE



| dgee
emamzw pKES s [

* BRIRE -WRAA BAE [Psec L% ) ik A5 (3 PIE AT e B P A9 h IR b (e, T
¥ 7B \Psec TEAEM o L] LUIHIX IPsec 2/ sk 5 OB PIAIE R Ao BROATE 00 T AA H
LTI

\}

R XUk AR VPNERE, W SBAd B Windows UE B AANLE (CA) , TIERIA
NI B4 0 1P 24 IKE #a]. 0 Sl Bt BRI B, WA 200K B
YEX Gk Pt 2R8& IPsec ZEAMEMR L. B, 2 ok it s n) VPN
HE

£ A 85N RY PKIES £ A3

SHA-1 HUF 2544 5350 RSA B4R/ (UNT 2048 i H THAE) 78 & Birpaty F1 g BiH17.0 A 58w
WA AN 32 F . A UAIRSAZE CR/NINT 2048 47) KA MHIE.

LR P B A ATAR T 7.0 BOAH A E b0 7.0 A RIS ERE, ) AR U B AR AL S
FIgS I LI AT AR AVHE S I =, B MSESEPIA R RS M P 2 4.

\)

AR U 7.0 B RRAANSZ R AE O/ T 2048 SLIRSATE Y, BIE S SRV 95 0

e LRSS NE, SR ’E& > B Ui B BB s R Ik B R S i
() . 259 E LIS I, SOy ' BOAEOL T, 550 C48 M .

N

ER Yl T A S EGE RO, D S BRI, SRR S g . 15
B R HR TSI L AN, AP FR ARy SR Ve b T 59 0 88 TG B i S s 5 T R

B2 HRRA AR 2 BihnRL1E 7.0
LTS BB 7.0, BB E SR . R, 1 RX LU RSA %8/ T 2048 £,
I SHA-1 i 5k, WIJG T 457 VPN 4. 2RI RSA 50 K/ AT 2048 A7 fFIE
F, BEH N VPN L JH F SV 55 s 1 1 o

ME EM AT &R B EH IR0
T R AR O T V4R 8 A R B UE B I HEIR S . MR B B AL T o0 HPIRES, AR
—FfJ5: (CRL 8¢ OCSP)
Cisco Secure Firewall Management Center S 7512

MR > WREER, RGN PG T IERE PKI > Cert iEM. % (+) FRANEF 5EM ((+) Add Cert
Enrollment) 7 7T A03EH ;£ M (Add Cert Enrollment) 55 HE, 4R 5 k48155 (Revocation) 2T+ .
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- BRIEB A3 (Enable Certificate Revocation Lists) - %717l i ] CRL A 2% .
 [EARBIEF B CRL 9% & (Use CRL distribution point from the certificate) - 1% 1 ] K EL
K FUE-B #2145 & URL.
- EA BB ERERTS URL (Use static URL configured) - 3% 1 AT Vs e A 0 T USRS 51) %
43 & URL. #RJG¥8 I URL.
CRL AR%52% URL (CRL Server URL) - i] A\ R 3§ CRL ] LDAP %5 %% URL.
URL 2L hetp: // HF3k. 76 URL "L 5o B IPve HulbFE(E 546 5 b, filan:
http://[0:0:0:0:0.18:0a01: 7¢c16] »
* BAEZIER IR (Enable Online Certificate Status Protocol) (OCSP) - & /1 7] Jii i OCSP
ORER
OCSP AR%52& URL (OCSP Server URL) - #7147 OCSP k2 iy,  H LUK A il 1) OCSP 45
%11 URL.
URL W2 LA hetp: // H3k. ¥4 IPve HilibF&E7E )7 465, fil4n: http://[0:0:0:0:0.18:0a01: 7c16] .
« MRFIHE B TEFE, 1FEEIEP 2T B (Consider the certificate valid if revocation

information cannot be reached) - BRiAAL THEHCIRES . WA AR VFICERAE, T I s
B,

\}

AR MREBEEEILERRE, EEEIEREEEY (Consider the certificate
valid if revocation information cannot be reached) &2 EHEXTIZ 4T i A 6.5+
(1) S P B AE 5L £ AT S o

REGHIZR

A “BCEHS S DU AN SIS IR G0 5 mT LG SRS 51 40 5 LLAE D
LS R A o A AER AR TR S T SRR AR, R PAL JF AL B SRR 51 3% (R Bl A DL RS i £
M3 A AT A B A B 2 SR AR o SRR B3Rt ] LU AR e LA TR A £ VL BT
I EAE A BR AR U8 SRS SR AMIRIC B TR ) 242K S ZRAE S S 2% H AR kAT 1L
WCIN S A sk S R A AEAL N s E_EREAT VLA .

TET LUK B B 5 B A % A

UK

B RKEF R > M REBIF N H XK PIEFERIETIR.
P2 pdRINEKEEIR.
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PRI  ABRTEPWMARISYERII R AT NEATRAX IS KNG
PRA  NIRAE P RAIR P FE Se VIR L VLR A PR R VT ] o
PSR OIS D AR BB B e MR D

FERAZOSIZR S, BN e vl T A B AR (8 K X 6 T AE X IR g3
fn] LR P X84 O 2038 T 5 ) BO SR T4 RR, AR Jn mihiilmin e AAE B A0 35 a4 11 5
DI, REA AR ERCE ML

PER6  pl LI DUERT 0 AT AT R AT PR AE YT 1) 8113 ST 0812 SR VR IR H Am Sk P % el
PR AL B FN R BT R IR AT ILAC, 85 4 A\ B 2 T DL C A RR v U ) 51 400 B ol iy
IR R

PR Rl —BREIR, FH O AR TRE T R SR BTSSR AL L R ki 2% Uk (AT %
R B 5 FRECATZR TN SRBATULAC, AR5 a0 A\ B % 22 1 VL G IR ARt U7 1) 81 35068 B iy
ZBINEN R

PR  ERERIRIEIR, FORT AAE YT IR 51 R BRI R SRS ) M ph i e A AN IR 55 A T 1 e
TR AL 7 B 5 SR EAT R SN SRBEATULAC, SR ) A\ BUE £ 2 T VL RC IR AR HE S () 81 200 B B iy

AT
L9 i AS BRIZIETIR LLHL BGP Hif RS, WIRTEE £ 4 AS #5142, W it n] LAUEELAT — AS
A

P10 A XM, PLSCRRHE BGP AL sy AL X 73 T3l 15 1 32 AU AL X B RS B sl A X 312t
GANVLEC . WORFEEZ RN, RGNS TER t,  E 2 AL S VURC RV e 45 k.

a) EAMMIREAXIIER, HREEHRIIR BTG EHE () o X IIR BRI R At
PR T ERITIE, SR, R)e mhHE.
LA BGP AL X St X s a2 VLie, 1i5iE T 5E 2 LI AL X I AE

b) ENIYRALX IR, W AIHEET REXIIR BN EmE () o PR AIR BRE
AR RAAXSIR T TSR, Sl RJErhlE.
AR YA AR OGE T TR S AT .

SEBNM AEERSRRCIEDR CLUCHL s e PRl 22 2 PR
a) fEIRRR BRI T UL PR (E. v LA Z AN LUE S 2 Wi (E. @k b i nl Vie 2+
SEFRPRIATA s il . R PRIEVE W] LEE 0 3] 4294967295 2 1],
b) ERRIE B AN TSR AIbR i . T U Z AN LUE 520 B e o TR b 38 ) DERCAT AT
Higwe L1l . bR iC(EVEREIZE 0 2 4294967295 2 [h].

P12 WMREAVP I ST, T RIFBEEIENE; SR AV GRS, B 13 .
L3 LR (Save).
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Sy 1 0 52 LA AT AN R ) 77 sCUARRAN R s«
TCP #h UDP
AR = P (PSS SRR N, 0 AN TR (K SR o 1 el VG D 3 X 5. 4

A TCP(6) /220
ICMP #2 ICMPV6 (IPv6-1ICMP)
AR B Z WS I b ] e SRR () IR 5o B T: tomp (1) :3:3.

T A] DL R ACHS Can B3 D SR BE| ICMP 88 IPV6-ICMP i 1% % . 5 ¢ ICMP 288 R14L
IR R, 2

* http://www.iana.org/assignments/icmp-parameters/icmp-parameters.xml

* http://www.iana.org/assignments/icmpv6-parameters/icmpv6-parameters.xml

Hith
AT AR AN FH st 1A At B8 i s 1 X6 42
ZG8 0 Bty PR B A X5 BTV 8 S I B IX L BRI B o BRERIAKT G LAAR, b n] LAY
(SRR AP -
AJAE R 45 Web J I I A [A) A7 B A FH i 16 S 6 S 20, ARG U7 im) P RIS By In) . 2% A 1
KO, o AR A R 2R BN, fn SR L U R ) e XA s R s e L s S 2
R LG 2R A, T DA 4% 2 TS I S o 33X s 11 g
A5 P St D% I, 5 IEAE LA S V)
o ANBE K5 1045 B 0) o g i 11 4 AR DNk TCP 8% UDP LLAMEATAT B o bk, 76800 %
B VR SRR E Ani D&, ANRETR AR ML
o QLB AN B2 SR B G I 2 TR 1 A 6 S, DU S I A A L
A1 5248 v o5 F AR
o QSN R I E E TCP A1 UDP Sty 1 PR3 16 52, AR5 6 FL s n ok RSO0 Fd st 11 412, AR g
WINE bR D, RZ IR

B i O X R

UK

1 EERR > WREE.
P2 PWZEMHIR D iEFum DO (Port).
PR3 NiRNEm O (Add Port) Tz 4L ik £ARMIT R (Add Object).
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B, BT LA EAT b LN B, RS SRS B DL BB M . el B R (B i 1 X 5 B
(¥ SebE Elhr.

FIE 4 i\ Name.

FIB5 EFEHYL (Protocol).

W6 WRIEFEMPNL im0 (Port) ZEATFRE, BF LR ICMP 22! (Type) F14X%3 (Code).
Al 1 3 65535 Z[A) [ o Al AT HR g i LIVE . WAL #E S R (ANl D) ULES, )4
Ziff FHEC AR (Other) I 741 2 44 1 BRI 5

FIBT R

o WREE ARV I R TE S, HIEP RIFBEREMNE; ESR AN S ED , 513 .
o WIRESTE s A N B %, ERIT “7855 7 (Override) #B84) I s ifiin (Add); 152 s n
KHEER , 913 Tl

IR 8 L RTF (Save).

T—5Htta
S AG  F O %, LB S MR

SN im AR R

ARSI N RTEAE R, ESHIEAETANS , 44 5

HIZR 53R

AT LL Ay IPv4 FT IPv6 G 3 AT 2R &% % DLAEC i st . SRS sy . OSPF i & o BGP 468 Jit ok
JERHMEH .

AL & IPv6 RIS 53

{EH “WCE IPv6 HIZR 413 ” (Configure IPV6 Prefix list) W A& . &It AT 285 £ % . ] L
BT SEA RN G DA B 2% ch R SRBS L . OSPF i yE 5k BGP 4B i S

BT LR IO B 5 g A B oA .

B2

FEB1 KIKEFEITR (Object) > 3R IR (Object Management) Jf: M H st HH ik #EaT48 %13 (Prefix Lists) >

IPV6 B74%%513% (IPv6 Prefix List).

T2 AEARIEIESIFR (Add Prefix List).
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B ==russnx

sggE |

EFTERTE TR ISR (New Prefix List Object) & 1 L[ &FR (Name) 7B # N RTS8 R0 511 44
Ko

s I RIBYIERIT R (New Prefix List Object) % M ¥ i&0 (Add) -

MIRAE (Action) T 410K FIEFAH N HEAE C “ARVE” [Allow] 8% “FHIE” [Block]) , PAYR/REHI 4
Ria .

TEFFIS (Sequence No.) F-Bt i AN T Bian 8 51K 4 B AE T IO G L B AT g8 51 4% H )

Rl AT AL B2 5o WEREREAZE 1, WIS K BRI A B8 AT P ) ds K915 K
5o

£ 1P He4ik (1P address) 7 BOH 4R E 1P #uhil/HER I EEA% UK 1Pve M. HERY AU T 1 H

128 Z [AI AT RUE -

fn—lj\ﬁué”-b:f" (Minimum Prefix Length) H 4 A\ e /INETZACBE o AR 200K T-HERG A B IR/ T8 A%
“HORAIZE K JE” (Maximum Prefix Length) (U $EE) .

Eg—jcﬁu %ACE (Maximum Prefix Length) B N f KATSRK R o 1% (H AR T 3EET “de)

284”7 (Minimum Prefix Length) CUISRAEE) , BE KM KIS (WRRIEC “B/hargk
FL* ” [Minimum Prefix Length]) -

rEhAIn (Add).
WEREL ARV G T oG, IR R B ESENE; ESR VPN SR, B 13 T,
mMiifR7F (Save).

AL & IPva RTER 515

N
B

i “TCE IPv4 I 4R 5K " (ConﬁgureIPv4Preﬁxhst) TUH B RIS R S . AT LA
BT SEA R G AR B 2% cH R SRBS U . OSPF i yEEk BGP 4B Ja i SN A

T LIRS IS B i A B2 A

UK

e REFEIT & (Object) > X R IR (Object Management) Jf M H ¢ rh ik #ATEE 53R (Prefix Lists) >
IPv4 BI8E53R (1Pv4 Prefix List).

M ARINATER5)3R (Add Prefix List).

R RTETI R IR (New Prefix List Object) % 1 _LHI&FR (Name) 7Bl N RTZR 51 R0 B 14
P o

s Add.

MIRAE (Action) T H7 81K Pk PEA N EAE C “ G [Allow] 8% “BHIE” [Block]) , LAFR/RTEHT 4>
Al

TEFFIS (Sequence No.) F-Bt i N T B an g8 4 4 H7E TN L G L B AT g8 v 4% H )

R BAT AL B2 5o WERERE I ZE 1, WIS 5 BRI A B A8 AT P 1K) fsc K91 5 K
5.

B usEeE



| dgee

% FH A 5

S
TIR2

wmmst [

7t 1P Hiik (1P address) 7Bt 4 5E 1P Huhib/AHERSAC S 1) IPv4 itk HERSACBE 2008/ T 1 1 32
Z AN A

7EB/NETER A E (Minimum Prefix Length) s ANz /INETGAC S o (200K THERD K B /N T80 5%
T “BRAr4K 7 (Maximum Prefix Length) (#1%455E) .

e RBIZRIKE (Maximum Prefix Length) FB i AR ATEAC L o Z ALK T8 T “feshy
A8 5”7 (Minimum Prefix Length) CAISRAF(E) , BOH K THEMEKE (WK “ER/Dargik

J£” [Minimum Prefix Length])

RN (Add).
WERFARVERTIERT R AT 5, IR RIFBELIENE; WS AV RES , 2B 13 T,
MR TF (Save).

PN e ot FEOBT 70 A BT IR I g S i el RS o 00 i e R 2 BRI B ey It 2 A
P RSN o i e AR S SCT SR VPR OR B 45 i e SOOI L it o SRR 20 1) H A it i G
S FEIRIRT  DAE St e ph R o B (RO e e AT 2% H g R AT B e A 4 H

T LR I B 5 B A B R

FHiaZ |l

PR AT A PG rp AN A G AR AR 5o AR 5 2 QU A T L AR AT 52,
DN REEENVS B

* VNI ACL.

o IR 3 .

< IR0 AS 4%

- AL 132

- I ALK S .

\)

AR PR X AIROGE] TR I AT .

* ISk 5K o
UK

WIGEFER R > I REIRIF M H ok P IEHEER AR ST -
sk AR AR S .
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B3 il BRI ERARGT IR AL L1 R
B4 AEFHNSTE, M 0 2] 65535 ZMMACY, SECTHRAP LN A FAE OO IR U X 5

P 5 ) 6 ERT SRS 4% F A iR

pE

AL 10 g [R5~ A REA T 5, DARRERARESEH 1 R I OR B G522 1)

FES  NEIHSE FRPRTEFAAN R, B R s IR, BERaRE T KT .
PER6 i ELECF AL DURSEAE H SRk B LR 2 PR IL e (i /D -

© REXIE - MR N/ D ZOLRTRE . A DOE R X RN LR, s A 4
PRIFE NI L4 1

* IPv4 - i LU 4 PFILIC TPv4 CR R/ R 5 BEFRZIETI R ] XA

1.

sk R T DA % bk SR VS h o 65T IPva4 Mk, 38 R R 3& ik B4 A
V7 ) PR BT AN AT ILRC, AR5 B A\ B HE ] T UL RC A ACL X R B AT SRS R A 4

e TS — BRI DU % e ) 1 BE ik R VEEC S o X1 TPv4 Sk, S5 Rzl
P AN VT ML AT PN R BAT LA, AR A BOE P E T ILAC ) ACL X 5 iy
BINER R

e o B ER R TS DURRRR % ey (0030 7 O R DL E % Hy o X1 TPv4 Sk, TN 81l
P EAL VT B AT PN R BATILAS, AR A BOEFE ] T ILACH) ACL X 5 sl
Y IEIE

* IPV6 - M4 % F ) 2% p ik . R — kb ik B 2 Vs b bk SR VU R IPve (3% /L) -
* BGP - fii#is LU N 44k ILEE BGP (B Hh/iis) 5 IEFZIE IR nl e 41

B usEeE

1.

s AS BEAZIETR LSS BGP A AR GEER AT T ] 913 5595 3 IR ARV 1) S A UL -
WR AR E 2 AN BRARTT M FIEE, i AT ADG ECAE— BR AR i 2136

RTAL XFFRIE IR BLECFHS BGP A1 X By At DX 70 31l 15 i 52 IRAE X 1306 B iy At X
FNZ XS GAHILIL o

« TRHMMFEEALR AR, HATHEER RIIR TR G e HRE (£ o HRIIRER
FER AR EIIR N EHITIIE, AdRm, K5 ARE. AR AR
MEEEE, ESHAEXAIEL , 526 1T

© BRI ALK B, WA RERFIR FBOT A CRE (4 o TRILX
KW AT BEXFIR T EHI&EIIR, Aliiwm, N5 abiE. fRwfra)
Y RALX VRN R HE R, WS R, 527 1.

LA BGP AL X iR @ Ak X AR B og 42 UL, ik S 2 IEELHE AL X B HE . Lk IiiA

T AL XS

IR WRIREZ DN, RS IR . RN AL R VL RC fe v R 4 A A
dbo S H U AR AN T L 2D AN DL RO A DCAN T B AR %

ik SRR F R T LARC 6 b SR SR PRAL R AL 2 BGP Sl . > 2N SR 51 7T e e S
2 H AP PATIULRCIN, - BT AT SRS 91 R AAEAR N s Pk EBEAT VLI .



| dgee

wmmst [

o Efth - MR LLR AR UL TS h sl i

1.

EIEFREE HE F B P N T UCEC I FRARE, DASCRRUCHCES i 0 dRbR . T LAT N 2 /N LLiE
SOorBRIAE . L E T VU AT ¥R e TR AR IR AT 4 . FEFR(E YO T LATE 0 31 4294967295
2 [,

ERREE T BP N T UCAC PRl . v U AN Z AN LR S50 B O AE . 30T b el T
FCAT-AR] HLA 45 58 e g bR i s FRicEYE BEAE 0 3] 4294967295 2 4] .

396 A Y ) B R ZE B T LS st 2R AL AC . 0% 28 Externall. External2.
Internal. Local. NSSA-Externall il NSSA-External2. 1] UL MBI A k32 Mg 2,

BT RdRKE T ANETR DARYEAE H R B £ A LT 2 oK BEEL I th /i
 FEERME - WA NPT« T s R AT

1.

LETS B P B LU /A0 4 B S NFR AR B 8 o AT AUELZ JE AN 0 21 4294967295 (1 44%%
i,

MIBFREER TRy R P IR B e H AR it FEAR 288 . A RE N internal. type-1 B4,
type-2.

* BGP F4] - R LLU N &% & BGP M IR ] @ 41

1.

2.

ki AS BEIZIET-R LLE S BGP #% H I B VA RS AT

1. fEFE AS BEETBUTHIA AS Aedi s, LURHAER A0 RS2 747 1 TS 2] BGP i#%
Hio THH AL AS S T TUEZ I, I A6 RS KL . WERIRE 24 AS BiiE
G, WERAER ATUEAE— AS i 5o

2. EBmEBE—N ASTIEZR AS BIZTFBUP I AS 429w, KA AS AR TIUE &5 —4
AS G5 A AS Fis AN 1 2] 10 Z [ HE.

3. WLHPIGEREAREIEIRID AS BRI IEHE LUK th AR A R AT

st X B FRIE IR LA B AL X

EAFERXT:

1 AT SRR LA 1A Joh it b IS 0 T 28 o M Bk A X g

2. A EM R AL D AKX S (W SRIERD o ATETE D 1 2 4294967295
3. BRI A AL X DLRAE XA I 2 C 2 A AL

4. & Internet. TBEHT ST H LI L] QA X2 —

EFFEY BRA X FHBE BB, fA ASN:nn A% K%t H brdh
« BETTLUIANAE 1:1 3] 65534:65535 1 B N 1
ST AR A% H s i oA i by H R — 21 LAIE 50 B K %t H bR e 100 1:2,1:4,1:6.
s —ANKHPERZ LA E 8 AN H .
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o BRSPS BE RS 2 AT B d AR SR H

3. il EAIEIR DL E Al
1 LR E B ESRE L EHELL A3 SRS

2. EREAMEFIRMFEHMA QIR RAEBAMN EEIE. FiA 0 3 4294967295 2 [1] 1)
1.

3. WIRBNEFBTHIANK HEN BGP ALE., HiA 0 3 65535 2 Al fKI1H
4, E¥FFEE BGP LIS . BRUE AR IGP FIARTE,

5. 7E “IPv4 WE” Horeh, fad B G 20T — BT — Bk 1Pv4 bk, B B
AHARER A% W5 E 24> IPv4 Hidik, WP A0 n] DAZEAE— TP bkt .

EPEAERTER DI TR SR TR E 1Pv4 {25114 .

6. fF “IPv6 & ” o, Faaefds i 20~ Bk~ —Bk IPve Huhl. AT E &
AHALES s . WRTEE 2 A 1Pv6 Hullk, IR IZEAE— P Mok .

PEAERTER DI T AR TR E 1PV HTZR1I%K .

_’j;glgﬁu 8 II] 7]1] (Add)
$IE9 ﬁuéﬁ;ﬁ:ﬁﬁﬁtﬁ%ﬁﬁgm, WIET RIFBEEIEE; WS HAVINSESR . 2813 T,
FE10 SEHRTE (Save).

e ==

Z 25
ZE R I REFFEIPS WalUF GEH T BB %4 BURTFRIF (I HAh v 42880
ZAER ) FUE R TP Hhlik, k440 URL 4SS, nH s vk 523K 80F FrY4< B ICEE Y

T
* FIFRE AT T E RIS ES .
o YL — e L HTTP ok HTTPS HHish &4 .
GARNEIRINR G -
* DNS (4
* M4 (IP Hihb)

* URL
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RGE-REHIR
Cisco &AL LL N UEAE R 2 A 4.«
o 2 AN AU E S Bk E LR 5 TR Rt Y AR . Talos
* Cisco-DNS-and-URL-Intelligence-Feed (7£ DNS %I/ F1 F)
* Cisco gt Ouf T 1P Hulik, 7EMIZFIRABHE )

BARTCVEMIBR ZGe s i ds, (H ] DLRE S e sE iR (a8
* Cisco-TID-Feed ({EM&EHZRFNIET)
BEPEANTE U7 IR 25 SRS (1) “ el IR o

M, ZJE RS E Cisco Secure Firewall BV 68 5 1) 28 LU ILIR, B2 TID W A%
N EEPE RS .

] DU 0 Sk e B R LU O A 21 TID JG A
HRVEAE B, 12 M Cisco Secure Firewall Ji W e 5 0] 5 .

MEXFFR: £FEMEIETIRME[FELETSR

FRGehhIEL (DNS) + IP Huhl: (4% H1 URL MTIE XA JRBHIEFI R FIANBH 1513 .
XRBHIRAEHTE N7 . BERHEIXEHIR, HS 0 e RAukg e, 5 76 i,
BRATEOL N, Ui 2 I DNS S AR X L8 47 FAf o 2 G iR — &80

BEXIR

T LA IS =T, B, R e LRI, %80T BA7E R A 2 Cisco Secure Firewall Management
Center ¥ 7 IR B Fh R A e B Al e B A 36

WS B L i, 2 82 il
BEXFIF

8 XA AT 78RR YRR 42 R 1 3
WS AR Gy, 583 i,

BEXREFERTIRFRER U
o IP HUBEATIIEDR - P05 i 2 TR SR (R BELLE SR AN BRS04 2 i A — 20
* W4 - 11T DNS SE& HI R IEZ AR IESIZ, VR R 224850

* URL - JH T-V5 il 2 S (B SR AN A3, AR 22 iR — 8. Bk, SEmT L
FEV R FZEHIAT QoS HENI {3 H] URL 213, XL 70 i MAL BB BOR AAE 22 iR )

sgeE ]
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sggE |
B waexzemrds

IS R 2 FHRITR

SEA I BR B E AR . ANBLIES R . JEk Sinkhole X B I H , T PAT LT #:4E:

XRIEE YRAETHRE mIERREFEEMNE?
7 SCRH I FIUANBH 115122 RIS G BAES EAR PR | A
(e ]lE
BN (HEE TR BILIEARR | A R SR RSN A% H s | A S
FURBHIESR: )R, JEAFIRE | X S B2 R 4% H
S
ARG USRI AP O G e PR A S B |
I S
FI e X R AR T B . |
Sinkhole SN G B BT R 5 | e

ERMEEEFHRTIF

Firepower & B Ff LBt R 2% 1) 42 SR BELIE AN, J80aT LABEIN i 99 4 r ) S 37 BT 0 URL, - 3
AP i IXEEHNR ACVFEAE T 2 R I A B e 4, sl 22 A A S Bk 2 4 (1 B
db, AT FE VR4 L P A g AGT T I R JLBEA T VAl

B, AR R BINAZ AT 4R B 1P MRS R B 2K, T LASZ RIBH (X S TP bl
AR O RERR B Loy BN )4 BESE AL, (B To T B

BRI OLR Ui 4% AT DN'S SRS A X 283 ] T Iy 2 XIS A R g1 . 5T LU REAS SRS

P IX L)L
A\
AR XU IUGE ] T2 etk eI O R B AR R . AR, et A S E

B ZAF AR BRI AR UL LR R VAL ZR . A RTRAME S, WS T R .

FEZIAE T, T DL RE S I ) R84 Jm F1 AS It H SK SE 51 A BHLLE 51 3 B 22 A i i L
1EFPHEERERAE IO Firepower RGU; W20 2 G RAIEMZH)T . 5 76 1.
Z2FRIIFRMZER

EZIERE Y, ARG 2R R FAAF 23R . U4 e B 63 A4 n] DUEE 4 SR 936 A s
BRI E « Bk, TP PO R4, 384 R URL S BEIES R FURBEIESR, 28 E
B

o WA - A FGE T TR E TR SRR A3 o 4Ry 9138 4 Jry B3 51 35
o AR - VIR i 5 A QRS R 1 BELLE SR ANANBILIE 512
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| dgee

wxaFmasEzemERE [

oElIES

bR T RE U (IR RAIRZ AN, TBANTFEEEA A O masR, masRKNAER
N T3k #Hlln, 44 Company A 38414

o WP IEF AT A FHE A RS FR-A ] A

» DNS JkPH [ %155-A ] A, DNS FHEAHIFFIFE-AR A

* URL BBHIEAZK -2 6] A, URL FHISRASFH1E -2 7] A
L DL e b AT B 3 A AT DA eI ) 2R . 4] DU S5 OB 24 iy M T e AR R e T
H AN B IEZ R FIASBH IR 51 3R o AH I SR 14 BE 53 ] DUH R 48 R i i I H

il 4Ry B Oy R DL FERT 42 R A 2 ] A (R b (KA A TP e hiE S ABHLIE SRR, (HANREFE A W] B
AR I BHLIES R . EER AR TP Huhik s I 1)«

 afafHibgIE U 4R BE 63 AT BRI IERD
© BREHLEAIEE - A7) A LA AR A BB BT DCRE L IIER
ARG PR SR S B I 2 W o A2 22 S v, AP SO TP bk R G T e I
BN
RREIZ*E
Jr AR 2 N B R JE AR ISR AN B L E AR E A& o 23 A T AR R

Je AR RARAT L, DR A 58 e ) ¥ 4y B D3 T DASKA T3 P 22 A A Bl L, (RS SR Vp O] - g
F R P 30 H SR RS RSB IES 1%

BN, AR AT LUN AU A 3
 JARBHIESRR - A RARANBH LRSI - 45
* J5fX DNS BHIEFER - 42 )R J5 48 DNS APHIESIEE - 4% )5
* J54% URL BHIFZIZ - 205 JE48% URL ARHIESIER - 425

)

AR RS RN G A, ROV EA RS, AR TG R, EA1sRmmdn

DAAE R EATIAZ B i P2 S AT DNS S

BEERMEZRZE2HRIIFR

AR FFAE AR, 80T DUE DR I e E rp 7R i TP Miudik . SR URL A0 20700 SCARRHL
HIZ%, SLHIRH XA .

EIRE, R 2 AR5 R BELIE T A5 B 22 A R B L 22 S5 A SRR DA R &, U e LUK =
R IP bk 38ORT URL A N2 #ie ) “ANFRIE” #1136,

LS ) 2 A G IR BT B, KRR IX 28R i i) 2% H PRl A

sgeE ]
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B ssammasmzemEsE

ARIZESIROVEAE R, WS BRI 2RI, 576 1.

FHIa Z Al

TR 25 H SIS 2 a5 R 2 semy P, B as 2l BAT LU R G — i
* B
s ORI G LA B O By A BB, g2 e iR 2 A v A

o [AI LA “ABS0u i) SIS 7 (Modify Access Control Policy) Al Wi & ¥#i%5 2 % %5 7 (Deploy
Configuration to Devices) B PR ) H & A

UAE I, RIS R LA R A T AL A e AT SR v
i

TR PR OE BRI 2 AR G T 22 A AR FHAE A TP Mkt 3850 URL it
P2 Af Sl P kb, e URL, SRS AT N 16000 -

=] LTSSk
IP i hik i LRIER RIS IE S
B 1P IS B ASFILLE S
X LB TRURE TP i hEVAS 0 1A Y. 1) R 2% 514
URL # URL %3N #] URL ff14 s LIRS
¥ URL ¥8N%] URL f4sJRARBHIES 2
URL 7Bt ) URL WIS N F) URL ()4 JBH 12112
A N F] URL ()4 Jay ANPH RS 3R
DNS 5“7 B i) H RN E DNS )4 PRI &

B s N3] DNS )4 /AR 1R %

T—% it 4
S5 i T B B AT K L B R A
WERENFIRAMERIH , 3§25 N4 s 2R PIR T IR H . 56 79 3.

B usEeE



| dgee
nepzeEmmzrmrss

MNERZ2FRIIFRPMERFE
\)

iR s FELIRERE T, XEEGIRKBHRATEGEANRE “R7 « AREAEE, HS e eERIENZ
P, 576 T,

© IXLHIR DA H, SR A& R BI R atisial?k , 577 it

UK

TR EHFENR > HREE.
FIE2 i i R 2 1ER (Security Intelligence).
H3 NS YL

© MEEFIFRFE T 1P ikl

* DNS FI&FiRE (H T34

« URL %I FRF0iE

PE4 il “2JRHIE” (Global Block) 8¢ “4x 5 ANBH 1" (Global Do-Not-Block) 413 5% i1 44 -
WIS R E MR IR 4% H 551 by 44l

=& FHRAY T RFNIRE
GRS £ BIAT 91 R B TS PRI 2. DT SRR S P A R )

WER ARG N BRI IR BCRAT TVE VNI 4% H IR, R S RS IR St (BRAFRSE— KR
BO o HR, WERARGW LRI RMERER RN, a4 H

BOATEOL T, B UEEER NI B — O F L, BT UB SO . A8 B Ol B AT S 2
SERMEB PIFE . BEAL, FEAE AR 30 2P — I FMC DL TR . iR B Ui .

FEZHAET, KGRI T e R, IF R dzdsh i BT B . T bMESUs T
S VI 1 R SCUR IR B AR

TGS SRR, 1S 0 S U A NI SRR, 5 79 T,

B REFRIEREFINE
T LT Firepower 57 B F0 BHT 22 4 R R TRV o
ARFELEH GRS, ES 2GRS RANE R, 56 79 .

| sgeE ]



wgEm |
B ccxzemmnzng

UK

PEB1 AERER > WREE.

$IE2 EHFRLER (Security Intelligence) 1 i, 4R 1% 4 51 IS B PRS2 78
RAHLAER URL Y6 5 DNS B RFME R (8R4 9t .

FIB3 AR EHESSL, fi wmE ()
R ERIRE (©) , RIS E A, s G 16 SO % B .«

I8 4 %i%H Update Frequency.
PS5 miitiRTF (Save).

BEXRZFIRYIFMIR
BEXFIRME: BEX

HIRFFER

FEA B R BF LIS A KT 500 MB [ {8 FLSCA S o BRSO TS xt 44 . BT R —A
S HE R —ANIP k. —/> URL. — M4,

Je

BRI A HACZ SO OO R N, BAERE. SF3S URL KREER 100 747 (fufE
Punycode 2 1173 & Unicode FsAI#ATHT) 1) URL FIR A48 524 JTALL B H .

75 DNS ZIZ 56 H b, ] LONBRREE SR € 225 () MBCAT . Pradssedl S mErs L. o, %&H

www.example.* 5 www.example.com %D www.example.co ﬁJIT_E@BO

WARAEPESCAF P A INFERAT, WAL () FAFIT o WER EALFATHREMBOCHE, MRS 2
P EARYIRIMIER RS . 8 P BIPSCA & A E R T 4 H .

REX

BB YR, WfEH URL $8@ & {H URL ARESEH Punycode 4ifild.

ST 30 204 El 5 B VR B ARG, 4545 E MDS URL. X A] LABT IE S N8R S D i, o Sy
AR5 2R AL MDS URL, A2 FH 4270 30 20441 K 4 m) e

DR GEAL ] MDS AI AT, B30 AN AT i AE DU AT IS0 AN (1 13 B SCARSCAR AR o ANSERFERE

URL 513 F0iE: URLEEFODCHED &4

LA URLZIRANYE (R 54 R RIS R AN R F R b (1) B 2 RAYPEAI 5 H D m LG LL
N ENTRA PRI ILECAT A -

B usEeE |



MHREE
uRL 51 RA0E: URLEEAEEs [

s EHLA
%11, www.example.com.
* URL

example.com /LI example.com fIiH 7, @15 www.example.com.
eu.example.com. example.com/abc fl www.example.com/def -- (HARLEE
example.co.uk i{ examplexyz.com i{ example.com.malicious-site.com

B IR A URL #42, Bl

https://www.cisco.com/c/en/us/products/security/firewalls/index.html

N

R A LLANE e L URL. W28 A1 DNS Y5, Horp, %0 LLZE URL Fhgsbn
J ARV,

https://admin:password@server.domain.com/list. txt
B2, WAL OERRTR, HlnES )@ 9, MR R
BRI I BRSNS AT R R 5 83, #nT AYE URL 4 F 4t 25
i,

* URL ARFAVRIAL, FI T35 R i VL e 1t
example.com/ f{/L/il example.com; ‘& AJLAL www.example.com i fF-fi H:Ath URL.
* 75 URL HARATEL KB RCAT (%)

AT AT BLROR R BRI S8 B A o, (EARER S S T 7, BANRERIRURL P& — A
AR T A ATAT # 2 o

BRI :
* * example.com
* www.*.com

* example.*

(Blhn, XH¥VLAC example . com fll example.org fll example.de, {H VL
example.co.uk)

* * example.*

* example.*/
TR

* example*.com

* example.com/*

* IP Hulil: (IPv4)

sgeE ]
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B ccxzemnn

- IPve Huhl, %3 548 i [ sk CIDR KRy, 15 24 e 48 61 %
B L& — AN E AR R LB FC AT, 140 10.10.10.% 5] 10.10.% %,
RS A LA ERGIER , 583 T,
BEXZLEIFIRIE
5 X EEE =5 22 AR IR SO VR AT LI R0 HCAth e 300 50 ELA 25 R O AN B L 47 2R RTBH LB 47 3

KRG . AT LB PR R ] — NS SR T i 24 Cisco
Secure Firewall Management Center % %%, XIGFSIREH .

\}

AR AR AR e A EIRIE T o PERHERD, Kbl S NBH 1B R BN RS o G SR e s ak
BH 11 S Bt Xt i BT f o i, 1 20 e FH /B 2 a4 (Monitor) B FELLE (Block) KU ERAE 5 1n) 42 i B
M}, F5FiE M 4% (Source Networks) Fil B #xM4& (Destination Networks) fff H 2R IAMH any.

Tt m] LORE AR ST (8] MIDS S50 AR 32 A 75 B OB Y. W RAHR A H_EIRCR G T 3R L

KBALE, WARSTCH R P AR B0 REAR SR MDS B AT T A, JCIHE R R
Y o

\}

AR AN A E BN, RERHRATH A SSLUETIRIE, ARG A SR AHIE B Ik B U kK
EIZFER A5 B o

U REEN AR G LI SRR ) I () AT P A Pt W] DAAR IR A s . (B, A BB a]
i PR SR HUIROBT AR KL o

T OB A I BB T AT AR
HZ A XPNEMYE: ZEK, 5 80 Usg kK
fIZ = £ 1FRIR
TEAZNHAT TIPS VFRE GE T BB o) s/ vinTit (r A s .

UK

T EHERNR > WREH.
$IB2 EITR21ER (Security Intelligence) T 1, AR JFIEF B R INVESAL,
SR 3 G G IR LT TR AL L T

s RIMMEFHFTFAIRE O T 1P Hudik)

* 7~/n DNS %5=F0i& (Add DNS Lists and Feeds)
« ¥"h0 URL %1)3&#0j& (Add URL Lists and Feeds)

W4 A ZFR (Name).

B usEeE I



| dgee
soEHzstEnE

FELHHE T, WRYIRAEIIR IR GH F AL IEME 1. FRGEn] e YU -9 e i sdlrh Joik &
BB AR MR

5 MWEE (Type) FHyRPIEEIR (Feed),

26 % AR URL (Feed URL).

®7 i\ MD5 URL.

KT A LR LOREN S T O, L REAS R AT S
INT 30 73 B BT AN RE 22 MDS URL.

U1 SR PR IR S5 2 AL MDS URL,  MAZ5%EE 2 /D 30 43480 1R B o

S S S
-

WIF8 EFEEHINE (Update Frequency).
B9 LHRTE (Save).
FrAE AR HUESDR, BRGS0 T BT R .

FHEHRLHFRIR
L ZAT TIPS VFRTIE GEM T B Bee) sUORIVFATIE (FT 3 Hefh i 25280

FHia Z |l

WIRE G — AR IR B L

UK

PB1 EENR > HREE.

$IE2 JRITRL1ER (Security Intelligence) 5 55, R )5 L FIRETY
$IE3 L E#R (Update Feeds), #RJEHEIA

P4 riili OK.

Cisco Secure Firewall Management Center N & AU FE BT 5, BT 0 Ul 40 A2 B s . B
& TF AR A SR P IR R

BEXR£FRTIE

ZREIRYN X RT3 LAER RGP Hhk fld bl B . URL 8tk 42 () faj s &40 . W R 25 Fe fIi
W ¥ Cisco Secure Firewall Management Center[) 32 5 B 45 (KRB H A — A4 54122, A @ XAIERIR
HH .

B, Dn SRARE R AR R b PH L E O S SRR U ], (HARAOR SO ALV T, R R A
B RAN A TP HHER) B E SCANBILIEZ IR, T AN UG I 42 SR (1 BELLE 2103 R R TP 3l By
%

sgeE ]



wgEm |
. 1B R 2158 5% L 153 Cisco Secure Firewall Management Center

\)

AR EARE L A ERIIFR AL 7o ML HERD, Kbl s ANBH 1A R BN E S . SR i
BRH L SRS I BT R, 18 2 A AL B35 (Monitor) BBE LE (Block) B £ 17 il 416l
FOU, FFx5 R M4 (Source Networks) Al BRI 4& (Destination Networks) i ZRIA{H any.

ARINF A H RS, THRER LT I
o HuIEBR I R 5 AR T LU 0 B 32 Z 18188 o B 128 Z (A (AEE (55003 H] T IPv4 FTIPV6) o
* 54 1) Unicode 442011 1] Punycode ¥ #tAT4f, I HAX KNS,
* BA IR KN
* URL "] Unicode NAE 17 70 LE g b i XA T G )
* URL 1 H3RH I FAF X KNS o
« LIOES (1) TFkM8U3R 4 H LA TERE -
< TS BE IR ER, 5 80 TP I HARM SUER
A RILEEIIBIZE A H TR LU I

* WIAAE URL 8¢ DNS ZIR PAATER ol sk, WIRSEE O sULic. filtn, i
example.com Y5 I E] DNS %113, W RS www.example.com il test.example.com FJULHAL.

* RGAN) DNS 85 URL #1)384% HHWAT DNS &4k CIEMBUR D o Filln, Wit URL FIEEHE
MM ntep://192.168.0.2, FFHIHAENTH netp: //ww. example.com, W BRGNS neep://192.168.0.2
IT_EﬁE, ﬁﬁ% http://www.example.com ;FP;EEED

1B aY %R £ 1548 53 £ 152 Cisco Secure Firewall Management Center
BB MU G IRAR, DU SO SO EARRTEIAR . AR Web FIRAB SOOI A . AR
TV RS, W LRSS R EEIA .

UK

P11 ERETR > HRERE.
$IE2 JRITRL1ER (Security Intelligence) 75, SRJG EFEAI R AT,
IR 3 IS A AT Ly T A 2R ) T

o ARIMMEFIFTFUFR CF T 1P Huhik)
« /N DNS %)% F0i& (Add DNS Lists and Feeds)
« "h0 URL %1)3&#0j& (Add URL Lists and Feeds)

1B 4 H )\ Name.

FELWHEE T, WRYIRAEIIZ IR G T L IEME 1. RG] Ree PO 55 e 2 sl rh Joik &
A TR TR PSR

| LG
I



| dgee

$IE5
SIE6

L7

Bz 2IFwIIR

T
$IE2

PTIE3

SIE4
$IES
$IR6

TR

Sinkhole

BSOS |

MZER (Type) FHgIZRH, EHEFIE (List).
AR (Browse) W E 5 E L exe M, SRJE M £ (Upload).
iR 7F (Save).

T—5#ft4

1850 e FERT S IR S R SR AR W B A R P BRSBTS AR R AR TR
%H, %79 .

FEZBGRE T, R Won e h QU R 5, BT LU T gt . R G002 s fEAH oGk
TR SR, ERZENE O M EATT DO AT i B M4 Ae e AR P X 5, i
FiZbk.

pUE ]
EHETR > TWREIE,

JETF 2 £ 184k (Security Intelligence) 11 i, SR JGEFRA|F KA,

FEEGH AL, wid g 4 .

MR RRE (©) , WERYIECE R T, B A 18 SO & AU .

WURTFEN B I AR OR B RIA, H T8, R4 O Y 38 B RZ A 3 3 A Ay SUARSCA
AR 5 0 F1 R AT B L

FE At B e i, RGBT O R RS SR B, ARG sl B

Ml RTF (Save).

T—F Mt 4

18 TC 5 T B X e T K AT AR MR AR H , 155 0 4 e 22 a0 36 A I s
%H, %79 0.

Sinkhole X} %A% 4 Sinkhole H1 A7 4% $2 A1 A1 AT 4% ch M ik () DN'S AR 25 2% BR B AT fl AT B IR 45 2% 1) TP
Hobiko 0] LLAE DNS SRS EE 5] A Sinkhole %5, DI VLEL I & 5 € [ 3] Sinkhole. 5 DAZIA %)
% [F A TPv4 HiuhilFn IPve Hitl: .

sgeE ]
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B o sinknole 595

£l Sinkhole Xt &

L ZAT TIPS VFRIIE GEM T BUPMI ) Bt ) slfRVFATIE (FT A Hefhise 2580

UK

B EENR > HREE.
P2 NWXZ KGR kS Sinkhole.
$IE 3 i Sinkhole (Add Sinkhole).
SIE 4 i\ Name.
TEZE T, N B AARRIEIE RGBS ME— 1. RS0 nT Re 4 U H 5 170 M mirdgirh e i
B R LIRAIINTE o
$IE 5 K\ Sinkhole [ I1Pv4 i3k (IPv4 Address)Al IPv6 Hitik (IPv6 Address).
PIR6 A LUk
o W BLEORE R E T 0] 2] Sinkhole k554, HILFEIER S Sinkhole B93i%E#% (Log Connections to
Sinkhole).

o G RUERKE I R E ) B R 1P Mok, iEESEPELEFHIER S Sinkhole BYi%E#E (Block and Log
Connections to Sinkhole).

HIB T 41 BB G E R I (1oC) 25/ lic %y Sinkhole, 15 M B! (Type) Nz ik —Fi2k A,
PIE8 LR TF (Save).

SLA ¥z =g

FEA BRI B SUIRSS O B (SLA) i #5248 8 SOZ I s Mk R sen , iR i bk 2% by v

W 3% ICMP BN SR FFSERF M N, 8BRS 7 2% e 1 T Rk o s SR, B i B e v
TR A FH 54 2 EHOR . SLA MRV AR E 5 LRI AR IR 8218 4T,  BRAE N & I E R B
SLA Wifsas (WU, W8R8 o M BSOS 20 Uil (SLA) M5 83 0 % A 1Pv4 #is i
RIS IR “ B FHERER” FBH . IPv6 i ek e B ot i PR ER AT ] SLA =% .

fan] LUK IX EeXT % 5 B i e e — A

UK
1 KIGEFXT &R (Object) > 3 R I (Object Management) Jf M H s 5% SLA M4#2588 (SLA Monitor).
2 piidii/n SLA H53%8% (Add SLA Monitor).

3 AR (Name) T B HHIAXT R AT
®a T /ERAATBCTRA S

B usEeE



| dgee

$ M
N

w

i
S
=

B 8] SEE

migeE [l

LESREE (Frequency) B A ICMP [RI N sRAE SRR CLARR M 47D o A RUEIeE A 1 3
604800 b (7 KD . BRIMEN 60 .

ER OPURANRE N T, U SR iy = B A ] EE B AME

7E SLA M&3%28 ID FE ¥ SLA #AEM ID 4i's . {HYCHN 1 3 2147483647, fE— ks Lz
Al LAGEE 2000 N SLA #:4E . BN ID G5 728 SN 25 e B Db 20 S ME— 11 o

EBMEFBT, HiAE ICMP [0 N5 R 2 5 BAEE S LT WRAE 2 J R4l (G fa] (LA Rb o #h
A7) o ERIVER A 032147483647 ZF0 . BRIME N 5000 =70, BI{EAH F4a 8 e AR A
A DU F X S S A & A IR . AN 52 W das bk ml ok P 1) E BE R b

ER AN B I

7EABRT (Timeout) “FBt 1, %N SLA $#/ESE 4% ICMP [n] 337 S i 5 (6 i i) & CLAZ2RD a0y ) o fH
JEIF N 0 3 604800000 ZFP (7 R) o BRIMEN 5000 ZFb, T JE7F b B o sE PRI IS A] P R B2 1A
P M HE IS A N, DU A B E R A I A % R O P A5 0 B ER R e

AR BN AR ARAY CEEACRA R 2R LA LL IR N EE)

TEEIE K /)N (Data Size) BN ICMP i R EHE 0 01 3500 KN (BRI 547D o {EYEEA 0 31
16384 775, BRIE N 28 71, ol —/ Rt 64 FIH ICMP Bl . G20 Ew E hE T
PSR A f KA R A (PMTU) SOV KAl . A T SEBL AT AYE, ml RS S8 K ER I EE K/,

PURHIE AT H bR 2 [ PMTU 3. K PMTU 252G PERE, G0 A B g ol , ) a] fER RN
A% FH 4 Bh 5 4%

7E ToS 7B H i N7E ICMP i SR #0011 TP sk g IR 45 2288 (ToS) M. EYEE A 0 31 255,
BROMEN 00 MBS IEIR . RO, WAEMESEE R o v L2 b A 2% FH T SRS 3% e R R
PN R LT RE

EEIREE 22 (Number of Packets) 7Bt N A% s 80 . EIeE R 1 3] 100. BRI 14
B o

ER RO BN G R 5 3] Cisco Secure Firewall Threat Defense 3 75 A 4 52 W 322 fry Hh ik ¢
U, WAEEE ISR B R .
105 MR bl (Monitored Address) B, fir A 1 SLA #AE I #0n] HIPER) 1P Hhlilk.

AT AR XA [l N s X AN i L 4. AE RS O AR R, R e e i L A B £ 110
PR I 4. SHRE MR N, IR 20 % O EE IR el D4, 155 D e 224 DI
AZ ARG o AAE B B8 BT e 1 BRI, RG0S AE B ERCE ML

mMiifR7F (Save).

A FET ST 10 0 0 558 5 S 34 08 ) I ] g ) 8 1) B

sgeE ]
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sggE |
B oesazExg

\)

ER N BB 7.0 FFEA, Snort 3 S HEEETINAE] ) ACL.

ST ESERE X &
AR A SRR AN AR B IR TRVE A N, 1A — I TRIVE A 5, ARG ARSI P8 B 1A 5 o
TR, WX SAGE T i %o
TUREAE A 5 RS 1) H 1) SR e A2 v g g B () Y 6 52

)

AR X RN BEAS T[], AN T AE SRR R TR] S L 1) S s v s TRIVE o B DXAN 2 B 50 & O TS
B, BIUFACE, HAE BV CLI R, {#F show time-range timezone 1 show time #iy 4 (&
%[ Cisco Secure Firewall Threat Defense 722 % $8r4) o JbAk, HUR IS X 278 558 B OB X,

FHia Z |l
AR 5 b B S 14 T A SRIDR IR B X FH B ()Y R BRIATS WL o UTCo B0 0 5 e & ORI IR IR X,
R & > FRRE.

UK

TR LEHFWR > HREE.
P2 NG RMyIR T, EHERESEE.
PR3 midiiA et ESEE (Add Time Range).
PB4 A,
B ST LA N R«
© WERELER NN G2 FR R LR B A0 AR AE, UK ehn R B B FR T B bl & G i 44 BR
il o

s PramE sy UTC, BRAFEALE 8% > FERE T ARG,
o AEFH 24 /NI BRI TR] . Bd, H 13:30 Ko 13:30.

o BHRE AN ESRNEE, IR SR R CRIITLRNE 5 BRI B 8 AL BRI L
ARG, THEFE “YEHRAL” SEE .

- BRGNS 8 B TS A ORI 0 b RO
R IR “ WA SR ER.

o T DAZE AR B b R 28 AR IR

o SR REANRIR BAN RN ) 2 S ANIELEN ), T QI ARG a0, ZEAEARIET
AR I 5] LASI KD A7 IF 18] 5 P S, 3 B3 S A7 LA P B A2 0] B 1) R I ) Vs [0 52 .

HRER
88 |


https://www.cisco.com/c/en/us/td/docs/security/firepower/command_ref/b_Command_Reference_for_Firepower_Threat_Defense.html

| xgeE

wx [l

« B RURI TR 5 SR R 8 s AR H AIRE, DA
« BN 5 RBIEM— B 8 e E R k.

PS5 i RTF (Save).

T—5Mit4
e DA A AT ) 9
o Yy IR
o TiU SRS R
o FEE R
* VPN 4] 5l

7E VPN 4155t b, A el B iE) B e Ve A % . A3 0PI B, 15 S R & 415
WS, 5 110 TR SRS Sk, 55 116 T,

B [X
BONEE W AR EAMIN X, GO X XS, FFE AL R N6 W B SRIE P8 B 120 % .

A AN RIS 75 SCRFIN TRV FR R SR (OO Ay el P2l TOURd i s A VPN AL 55 ) N TN
YU PF R I TV o i SRAN G B BC IR X, AETX LB SR i BT IR TS LN, R BRI UTC. R 4¢
FH IR AT iy A S E AN 2 1 T I DX 52 R 4 IR X

SUAT BB A e 2SRRI XN R

)

RO BHEA D 7.0 FFER, Snort 3 ST RFERETITEIAG ACL.

i i [X 33

2308 DX SRR S A HEA TR R AT 0 WA I IR e AU I W S AidBg I . BUAR S nT LICKE BB [X
FIAERESEE P (N BRI, AR DR 5.

ARG R, WS PR X T g

sgeE ]
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sggE |

B v

URL

|

BEEEU AR A E A R R I e s, DL U7 )42 5] R QoS S HH ) URL AR
0, &5 T35 URL g%,

URL X% 52 A~ URL 5 IP #uhk, 117 URL ZHXF % nl DL X £ A~ URL sidthhl. #8014E R 40 Web 7t
1 AN TRA B A ] URL AR A G4, A5 ) 2 i s s A A R .

FEAIHE URL X5, 350U T 2

© WEARAE AR (B URL 8/ 74F) 5 WILEAEE T RS 4% EALA . Wk A4~/
FAE, A URL P47 8K T 7 A7 eR L. AR5, R 2 LU ME— 45, W) URL Bl
oy DEFE T -

o P HALT URL BTk
 FREHETHAE AN
 FRFHRTFRB S AN

CFREIRTRA S A

a0, ign.com VLML ign.com F1 www.ign.com, {HANJLHL verisign.com.

)

AR JATEEAEA T8 URL 1k JERH 1E 5 Ao VEAS 3 199 5 73 - CHIL,
WA/ FAFHURL) 5 PR3 RE AT e o T2 ik 55 4% T4 DU A% 2007 6 42

o RGN TMY (HTTP 5 HTTPS) o #efi)ifiih, WL IEMES, R0 A A % B 1)
HTTP Ml HTTPS yiite, BRI — AN H &R R e thill. fE81# URL X4, AT
IR e QT S . Blan, A example.com 1A~ /& http://example.com.

o QR BETHRIME A URL X R UCHC Y5 I 45 B0 b () HTTPS dat i, 34 n v & s J 456 FH 1 2
HP AT #H AR AEZN R WA, RGBSR E A HA TR, Bk, A1
WA . B, {4 example.com MM A /& www.example.com.

RS, UEB AT & A F 44 AT Re S Wl 1Rk 4% 580 0% . Bl youtube.com UE45 R
FAF A4 02 * google.com (43K, XA REXBHINTE M) o WIHLAEH] SSL i 45 5 %% HTTPS
Uit DU URL 1y R0 AT FH T e, W) mT RegR A s — S 45 4

)

IR WRHTEREEAT TR, WRASE TLS 21&, W URL X 40k ANT
B HTTPS Jife. [Nk, EPfiiks OolcE URL %%, il fesBalA—80
HTTPS #4455 .

B usEeE |
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| dgee
azurL s [

£1)3Z URL X &

UK

T EERER > WREHE,
P$IE2 WG R RPIERE URL.
PR3 RN URL (Add URL) R4 iRt (Add Object).
$HE 4 i\ Name.
EZ BT, R ARAEZ IR EE R TP ME— . REE A RES N 5 3 AE M prkkh vk &
F I B 4RI 5
$IE 5 4 Nt RA (Description) (TiE) .
HIE6 i A\ URL BX IP Mtk
HIEBT EHN R 5
o WURE ARVEXT I ST E G, WEIE P RIFBERIENE; ES R AN S ERS , 13 T,
o WREDEE SRR IR %, IEEIT “E %7 (Override) #20 IF SR An (Add); &S s N
MHRERE, 913 7.

FIE8 Mt RTE (Save).

T—%#ta
© WERTE SNSRI S| SR 5, TR ERCE G TS A e E

K
HEIL
i

At AT W AE A P RS0 TP Mkl F bR TP Mkl Y5 R H bR R . IR BAAE
AR S A A R R R AR Lk B3 E SO A A RUUPRAS P TP ik

Je

Ron JoIR AR R rb AT 0 190 2% A SR LA ey, SO S5 R U0 T A s <o

o] DAE AR AR AR AT B Ao R, v U R R A BN EAE, ] DL
H O HEXEREE, 7 A A P S e SRR &, USRS INAME SO e K2R &
FR G IR K 22 B 6 S R R SCAS R 24 P 19 SR RN AR ke o SR 28 i 115 o 5]
wr, KA FUU S AR R suove wet $5E TR N4, AT AR R sexrerNaL NET $RERZRY (B4t
O W, Ak, B AT S A AR e SRR . B, RSx4 i 25 4 11 R i
FIRELMER saTTe sErvers Al sHTTP PORTS AB T .

sgeE ]
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B o ezmrnzes

sggE |

2D R B AR b S R B RSB, B EE A R . BB MERAZ BEET I Z &, BT
A& (140 srome NeT) IEAfHLE X H. sarTe servers fLFE M &% E IR ITH P2 R4S ws, NTTAL
A A BRI 42 AT AH DG R GE ) R BTG )

S A, VA AR AR B B 5 Ul e 2 DU O 1R AR SRS s [ 42 F S s (1 BR A48 4 . BRA
U, BRIBE B A B I U7 [ 72 1 S A (¥ A AR SR

B MNZRRN MR BRI A A B Bt il, ARG ARG i
BMPATA R NS . AEAT AT REE T, HOT LAASIN] ™ 3 SR A5 LR A 3 ST AR R A

Wl RGP e SCEROAE A B A BN B A . BRI LA v IR A2 B ) 0 B L ER
WM, 0T He AR, %ERINE S HH Talos 1R /INAL 3 8 0 MU T 37 B AL 1R i

HARWT DO FIUE SCBRINAZ B R B O B BC B (BRI, (HJSRHE BB e SRR 14

DA BOA R AR P AR, HAEVFZEOLT, AT U N BRE T Rl K at i A — el
A BE AR, AR REPRCEAR KRR HERIALE.

A 2 AR 55 L, BROAAR A AT e AR 1) 2 i EL DR P A AR AR B AR AR BRI
{H.

WERERE “X AL (Object Management) UL |- [f1 35 £ £ (Variable Sets), NIXJ 4 #8271
BROINAR AL DL R IR A AT Ao B o SR R

FEAT RN ARG b, BRI AR R SR AUE SR BRI AL .

R AR A RGP BOA RS R LR MR AR ARSI ITAT € AR . TERL, T LAG
IR A, EAREE 4 BUHBRERA SR AR .

FELHHE T, RO NEAD THARBOA L.

A

iE

EE SIS mNR SRS 2 LA AR BROA A B A s B B AR TP LA B & . I R BR

el

WERRUE AR T PABNREEN A& AR, W Or M 2R,

HXER
EHAR R, 55103 1T
PR EAE , 5 102 T

ANRREBHHEES

FRINTE UL, Firepower 2248 2K BRIAAZ S GBS 2] i 42 5 SRS b A FH £ e AT A AR S o 828 F]
AR S (D7 () P TR SR IR, AR S b 2R AR LR A ] SRR AR B P AR R fR

A8 AT 1] 375 T SRS (8 N AR SR P A T 110 1 OSBRI, RGeS IZ SRS IR, 7 Access
Control BT I TR HARZS Wom Rl I o iU & B i U7 I 4 RSk, A e AR SR M b . 18
S ERINAZ AR, ZRGE R AR SRS FR) T A U5 T 42 7 S IR 2R S N I I, DRI, ol 25
PISEE I AT U7 T 42 1 SRS 4 B A S e 2 2

B usEeE



| dgee
N

b
]

K
gl

AR JE T LU N —:
KN 2
Firepower REFEAL AT . ANREE Ay & MR ECAN AR &, AR SOLENE. HE, nfLia)
AERNAR ) o SR .
BEXTE
IEOIR AR, XA B ] A
« [ LERIAAR
AR OB R IER, RESHZLEMN “BIANERE” (Default Variables) X k5 5] “ 7
5 X AFH” (Customized Variables) X3k, T BRINEREF AR R IE B g LR RES
AEPBME, Bk, AE SRR EE TR B SO HAb AR S i AR S
BIME-
« P e A i
o] CLAS IR B B QA i, AEAN AR A T [ o SOX AR s E,  DLACRE A e U &
HEOVEONME. FEM P e XA RN, %R AEE “ H e LR (Customized Variables)
X3k
P AR ] DUZ LA R —
o X2 AR TR I 4 L AL TP bk .
o Ui AR E AR E M E P 1) TCP &% UDP ¥ H, BF5X P Fhim A28 H any.

il ARG A SChRAESCAR N, S mT BEIE A BN H QR e AR, U SEvE
B s e ey PR SR A R G R e B, WREE R A “BRE X (DMZ)
PRI, W RARIEEA O sovz (AR, HAEA T CRR R 55 4% 1P ulk. IXHRE, FERTH N
2 DAk S A A R R ST LA A smz AR

EREE

Firepower REU/EHFEHIL T OEHAL R, X LSAR R B AR H A R

MEXBINES
BOATELL T, Firepower RZEHR AL — A 1 P0E SCERINAZ BEALR KBRS R AL . Talos 4R/ A8 T RE
O SE S R AR AHHI PR R 2 SEBT (1 AR U B S EA AR SR 3, AR BRI
M1 T RGPV 2 AR POE SCBROAAR R, PRI R 3R S8 B I S R 7] AAEAE ]
BT AR AR P B O LU BOA AT R, R AR R T o i P AR B A YU I 2% Ui A

A
AR YT SRS AR HE 2 LSRN R S A R A LA BOA S R R
WRRRUSG AR T PABN RN A AR, WM 2.

el

| sgeE ]



B rexminzs

RIAJRGEWTE

RN ARGIRAN RIS S LA R,
THIBCR Tk MR 55 B RFR T

sggE |

SPRAT g P 4 52 1) 1 5 SRR 5 TR 3 B

SAIM SERVERS

DRI HRIUNF 2 AT Js ] et P ) o

TEZFR 154 A EREM?
€ L EVIH) AOL Instant Messenger (AIM) IRZ5%%, JFHFIRETW | ANFEZE.

$DNS_SERVERS

S MR SS (DNS) B a4 Wi QI % 152 M DNS HR4s-#5 11
B, ArLAE A sons servers AR A A H bRk 1P Hudl,

E 2RISR AN 2

SEXTERNAL NET

5E X Firepower REMA ARZ ORI PSS, FHAEVFZ RN T
AR

(RN VAL i =8
sHoME_NET, SR i Gt
snome_NET E N sExTERNAL NET [
fH.

SFILE DATA PORTS

S8 SCAR R B 1, R A 22 B8 o R SR RN AR BRI

AT

& &% EFTP MR 55& i0% 1, 5 FTP IS5 a4 I il Boa FE ) .

1R FTP AR 45245 F B BR A i 1

PETP_FORTS DUANIISR ], s (T bLZE
Web FL B ASR T .
N s SUBGRALRRY 22 T T4 GTP GELJTI AN 02k Ik 4% [GPRS] B¥ | A7,
- P PDU i 7 2 F G A2 3 1
S S SUMIIE NS S %%, TV 2 5 SO T BRI, | 5, LU 2 I 2% £ TP

k.

SHTTP_PORTS

S SR 45 1 Web IR 55 #1511 Web [ 5% s Jhs i 0 o R o

LR 258 IR 55 A P B BR oA s 1
LA 1, e CarRAAE
Web Frifi & BRI D

SHTTP_SERVERS

E M2 I Web IR 554% . HI T Web JIk 55 25 I BUdi A o

WRIZAT HTTP hss 4k, 2L
s

SORACLE_PORTS

5E X W24 1) Oracle Bodii 4 e 55 4 i 1, T34l 81 %] Oracle %%
i PEI Br (r R .

WHIEAT Oracle fi 454y, 2%
s

SSHELLCODE_PORTS

S A B AR G LA A b e AR e T )3 11, TR DA b5
AR 4 s ] PR U o

$SIP_PORTS

5T UM% L SIP e g5 ds )i 1, T SIP g% st e e Mok ) o

$SIP_SERVERS

M2 EIA) SIP AR 554%, I F-EE0 SIP R i ok (R RE ) o

i 2 WISRIZAT SIP R d54%, 1Y
Z A5 E X seoMe_NET, RJEH
§i suome_NET YE $sIP_SERVERS

i -

B usEeE
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LTEAMN

152 AR

EEEN?

$SMTP_SERVERS

S X4 EIK) SMTP JIR 55 &%, I Mot M 1 2545 (K e 1 1
VIR

W HIa4T SMTP R4 2%, FEE
Mo
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DURHRAI “Sef” A, W% i) “ERMX” s “Sem” , WHERK B
4.

o B - VRRCRUUEL. s A\ (OB (1 LA R ST AR S IEG

AR ER
e B IE T S

sgeE ]
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. Secure Client B EX B &

Secure Client B

€
€
{H.
I

'_L| '\

EXEBMHEXT R

M JE M H Secure Client I TECE Per App VPN.  SUVFERZEIR THR MBS BEE S g, —A
g MHA—ANRBA— A . sew SUBPEMZEA, RJE 0 Doe LR [ — i 2 AN 4
AT DME ] B SRENEE 2242 % P il (Secure Client) H € RS, XS as N0 28
Fer A sRms SR He N VPN G, BUB A VPN & im ) D Re .

JEUBITAE A 19 2 SO PR 5 SR AR T g -

Per App VPN- Per App VPN I &g vl 5 Bk ial Bl #4820 03l i VPN S i S FH A4 B 1
.

FRVFFEIRFR- 1EIR T2 AVF Secure Client ] P 43R Secure Client JF24 1) N 8. 41 A % 7 i
ST, A LISCE Secure Client B PE,  LAHEST TNy i) F 7 R AR SEEAT B ik 2 A GE IR
TH 2 A I HE o

H7SF S BEE (Dynamic Split Tunneling) - JH L )& P50 kEiE, &nT LLABCAE VPN B s
SCHERR TP Hbbil ol 9 24 ¥ S ms o 3 Ik G gt e SRR PR R SLAS I B4 SR ms,  mT G E B0 A o k%
SR

IR E Secure Client HE XJETERI4r Ui H, 1S5 3N Secure Client H 2 UM%, 25 108
L FH

B IRNFAThRERL B B B PE g5 &, 152 BT H Secure Client iR A< (Cisco Secure %
Ji (L5 AnyConnect) & BRI RRE) .

AXER

2H $fiM% Secure Client ZETH , 8 113 7T

7N Secure Client B EX B X &

Fia

Z Rl

{E N Per App VPN I H € URPERT SR 2 17, 1R O o i L R 1k

B usEeE

Per App VPN 2501 MDM IEFARCE, I HARAS B #2404 )1 3] MDM Jk 45 4

fii ] Cisco Secure Client 4V N R T H A& A 0178 base64 Halih 775 H1

1. MIXHLF# Cisco Secure Client £l i T35 £ 4% T

2. IR HERE TR, AR5 A BAI R RS p ik BB sh v 4.

3. SN AU L FRANN A ID S IR AR B Tk B

4, (e, il SERG (Policy). Zwfi5(1) base65 MU LA Adg X 7R o

5. MERIFR BN AR, A I LRAR LU S 75 6 22 Secure Client 11 7€ S P G A o


https://software.cisco.com/download/home/286281283/type/282364313/release/AppSelector-2.0
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UK

$IB1 EFITR (Objects) > 3R EIH (Object Management) > VPN > B E X B4 (Custom Attribute).
FIE2 HHREEPIHEEXEM (Secure Client Custom Attribute).

PR3 KN BER NS 18R .

$IE4 ) REE kB (Secure Client Attribute) T H7 41 & Pk —AN @ 2k

* Per App VPN-IEF L TUFAE BI%HE HEF R base64 Fulild 1175 o
© RVFIEIREH-EFE LU R LI 2 — 48 € P 5 145 B LA AV EAEIR Secure Client 25 ) Bifg B 357 «

* R RRE I PHUTIRME- WoRidrgs VPN I, BRI P IS R VFEUEER VPN % ) i
S o

* BIRIRT B BRI PRI I n] SRR e SRS A PR, I R HE R R S RSN 1A
* TRTRRFHREE SHRIE-IE P L A 3h SRV slidfE VPN BRT .

* BRIASRAE-IEFEAE AT AN I 7 48575 B INE 15 A sl A T A i P T T R A B
Eo BT AL RE B 3T Secure Client 7/ 3ify sAEIR B Hr o

* BRARRRA-$5E %)™ i R ACVFEGEIR BOBT 1 Bk 2242 % 7 o AR o
* BNSHR S BRI SR 7E VPN FEE P A 35 R TP Mkl B 4%

© BEE-TE RS AEE ) H VPN BRIE T A .

* HERRIB-$5 2 K I RE VT 0] VPN RIS b HEER (145044

HIBS kP RIFESE LIEHE, VP I S AT 5
IR 6 LR TF (Save).
EFES@ LD SIESIRZIE TN

T—5 Mt 4
K B E SOR AL A SRS AR SCIRC . 15 2 [ ) 4L SR Hh s I 2 U 5 56 109 38

5] £H S g F N 0 B E R 1
I UNG eie P O 1 SURPE SALMATICIBE, A A LT TRV i) VPN S . 16

UK

TR S WK > WREE > VPN > HIRMH.
IR 2 VN IH (1) 2H SR W B e I A 2 SR
$1E3 il £ E Pim (Secure Client) > B E X & (Custom Attributes).

| sgeE ]
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B =onmanms

B4 piiRn (Add).
SIS k% Z2E P iwE M (Secure Client Attribute): Per App VPN, ¥ HiE IR 55T 5850 A% 4> I % .
FE6 WKL BEXBHENER .
AR ARSI (B LI g i JE S EUETI O SUBPER . LT DAAE &R > JH &
B > VPN > BEXBMTEIE A E BN SR WS HEIN Secure Client H & S X 5
, #5108 UL,

TR piih AN (Ad) 5 MEORAE B ALRNE AR5 rUTHARTE (Save) i B OR A7 2 415G

HxEH
ZH 35 0% Secure Client JEIR , 25 113 7L

s LY A
B A B 1ED 2H SR Bl X 5
AW TEAF B AL SR T G i) — 4L PEAN (DS, TSGR U7 1) VPN AT . i, 7EZH i xS
S, ATDARCE AL . BSOS BEE A A
FEEST VPN BEIEIN, Reaffe N HT 3 F P IO ZH 5E0E . RADIUS $AUIR S5 20K 23 70 BU AU SEms s\ 24 iy
G LSO R

\}

AR U B AR AT AL SRS AR R M T T e B AL SRS T B TSR AAA R S5s
PN AL SR 5 WERORAR & ALK T 52, WA AT O VPNGERZIE B 1 BOA LSRG . S B4l
SRS AT LA B A BRUE,  (ECAE R 122 SRS 73 T 4 4 TR A S EL R 7 AR VR A 2 S mes It i 2% 5K

o
B S, a2 5 IR BEVE PTIENK 7 ORI )IX LY Secure Client VFRJIEZ —, JFRM T
PRI fE -

* {X IR Secure Client VPN
* Secure Client Advantage

* Secure Client Premier

HExEBR
BUE A Mt %, 55 110 1T

B EHRIRIT R

152 ] BB A s X %, 2 110 T,

B usEeE
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UK

P EFEFTR > HREE > VPN > HEKE.

ARG AT E NSRS, WA RABONME. RARENTI S0, T UAGwa A mlh R SR .

BIR2 pialr AN AN e S oIk P 0 R 10 I SRS
FR3 AL RER, W] DUE SRR AR .

VR AR T 64 DN ERE, SRV . B Wl LAY 1,024 NP4 .

WIE A WIS E LD, 25 111 R aTIR, AR TR B MRS AL

LIS WAL Secure Client £ , 25 113 1IH iR, NH4UREIER € 'REBFPIHSH
W6 WAL S IE I, 2 116 TUP TR, S R4LRIR R E B RS

PIRT R TF (Save).

BT S ALK In 2 A1

T—%#ita
K ARG G I B A V7 ) VPN SEBAC & ST

B SR B AL 10T

Sk

I > WREE > VPN > HERE, Al SR InB R P AR G AT NG . RSk B
#;M (General) LTI+,

VPN 1Y FE.

F5 5 N H2H S IsF mg A [ R ) VPN B 12828 . SSL % IPsec IKEV2.

IP it it

FRERRARAR R TIEREV ) VPN ] 2 2Ll N () TPv4 ik 23 e %) T8 7 i VPN, Al L
3 WU AL ] RADIUS/ISE MEA T ™ 4150 P 2 bt i 3 TP ik o 303 D4 e 2 J11 7 21
FHE ALy “RADIUS 824" J& 1E (GroupPolicy/Class), I LAy 4t ANKIIE L 73 19 1 7 5]
JHATCEERAT SN S T, A S e M P L A SRS S MR PR MR 2 M L,
DAACVFAAT TR A M 10 A P D0 2%

JBH 3 A B 2% 10 7% ) i 43 TRC TP bl (K A1 S T«
1. IPv4 uhitithf¥) RADIUS J&

2. NS RADIUS J& 1

3. WS B HNC G SO (R 4 SRS v 1 bk v

sgeE ]
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B azmzmtn

4, ERRCE STIE I IPv4 Huhibith

56 TGS A8 TP st () — S R )
« ANICEF IPV6 Mk
o —ANHHENE iR 2 AT CE N A TPv4 Mk .
o BT P R kb R 2 B R A i B A AT A S T, AR RS T

* BT AL ML HE B B Nk B N, AR T RES R AU ER T Bk, A P
BAUIUREURE RPN o/ S U

%] & (o D A

B 73 AR R i 2
® show ip local pool <address-pool-name>
®* show vpn-sessiondb detail anyconnect

® vpn-sessiondb loggoff all noconfirm

MR
i g X SR I ) P SR ORRIE SCAC . KR 2 AT L 491 A P75 . WA BRIME. TPsec VPN %) by
X TR S R 542 HTML, {H Secure Client fSCH7> HTML. S ff [ IR T ) TR 2 /s AR
W) IPsec 2 /i A /n brac, % SSL % 7 il <BR> bride
DNS/WINS FEX
i fir 4 24 (DNS) Ml Windows Internet ir 44 224t (WINS) Hd54% . 1 T Secure Client #4 FRfif A .

* & DNS BR %5 25 145 BN DNS BR 5 28 - LeFEulald — M MS %, & Ay UL AL HI ¥ DNS k55

#511) IPv4 8L IPv6 Hiutik .
* £ WINS AR 5525 15BN WINS BR5528 - GG — g g, e & a4 58 b gl i 1 i
WINS AR Z5-#% 1 1P Ml

* DHCP M #&3tEl (DHCP Network Scope) - Rl A2 — /N2, Ho S —ANar i th i
IPv4 Hihlt, S5 FER—T M, EAZEM TN . DHCP HRS#50f  tt IP shhl ot s (1)1~ M Jf:
MAZHHE 7 TP Mok SR AR IEM B E, VPN SRS B R

WRAEERE L B SO P Oy I RE . T DHCP [l 954, DHCP IS AR R ZET T L 4 g s it
T4 . DHCP Jik 55 M HEE 26250k B A RSP IR [ — A7 9o AR I Fe v RSk 4%
DHCP il 55 1 5E SCHIHB > Hahibits, T~ ekp s 4.

WA E U 2% L, ) DHCP IR 85 dis- K 42 ik it ic B U 23 C 1P ik e 2 &AM, H 2
RIUA ST BRI 4 1E

VU AT RER T TP Mokl H 2% i H 1. flan, Wil 10.100.10.2-10.100.10.254, #2114
Hk4 10.100.10.1/24, DNEFH 10.100.10.1 £ 4 DHCP VG . 35ANEAS FH M 48 4% 5 . DHCP X AT H
T IPv4 S0k G AR A AN B il AT AR T b O e A .

H A2 LINK-SELECTION (RFC 3527) #1 SUBNET-SELECTION (RFC 3011) .

B usEeE
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A 3% Secure Client JEIR .

* BOASEL - BOAIKI A4 FR . $RE TSR, Bl example.com.

K RFIEFER
ProrBEiE 51 G — s g il VPN BEIE Onss) , BRI RISt E51 5% VPN BRI (R
e “CAHSCEA” )
* IPV4 IR BEB/IPV6 KRS BEE - BN R, AR HIRBEIE. X1 1Pva R IPv6, BbF-Biyk
BEARFMEREBIMEE. WRMRAIRE, kAL TR e E T VPN 8.
FEE PR BRI, LT E S E BYREE M 4R o HE R T E R BRI MR NS . AR5 i S i
Vil 56151 3%
* IR RERE M LR - DEFE T (07 ) 51 R, SR 5 IEPEak Q) kR 1) 5 R B B iA
BFFR. HREMEE, ESWURE, 919 1.
* DNS &K IF D FEE - AR NP7 DNS. B BRI D DNS 474 .
BROEGL R, A PR DNS, HK H % B Rk B SR 4 1% DNS 153K . PR @
B 18 % 1% DNS &3R4 H1K T DNS i sk o B A 26 814 F 2%
B E RS> DNS, i FUB SRR E & ERE, RGAEETIRTEP AL Y, XL
TSR A 0 BETE AT B T 4. BT S A% FR A 28 F DNS Il 45 2 34T AT . AEIa R
BREMANTANEH, &FBZMHES SR BATR R AKEAGET 255 715,
HXER
Mt B2 Mg XS, 2 110 7T

ZH % & Secure Client 1£15

XEEHYEIE T Secure Client VPN &/ bifg [R5 4F:

S

&R > RETE > VPN > ARG . AT ARINLE SRBE SO P BN Y TSRS . ARG IERE RER PR
(Secure Client) ¥,

BEEXHTFE

BCE SO - Bl S R P e B SO S . IR R AT EANE R, ES W S
M5, #5122 0.

AR i OB SO AT AE XML XA I — A RS 240, Secure Client 8K A4-4 H '& SR e & H IAE
B SR RS H o XS AL (XML Frid) S ECEAH N 3CE LLA H 3 2 Secure Client 1)
At

T QUL LA 7 sl & S0 gndf s (— DO RCE TR SOl 224 7% o e & S
BHREFAMGE R, ESREMANBAR (Cisco Secure % /4y (435 AnyConnect) FHLIFaFE ) M) 224
& i O B A Ay

sgeE ]


http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
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. 4A K% Secure Client 1E£I5

BB E HFE
R VPN B a] $2 At e 2 T o I I B A &%, BRI A& 0 Rl VPN JEE 2 it
EI2 VPN BL & -5 PG B SO & F A 2 bR AT A 3 VPN BRI (1 1

AT AE B VPN B IE O B SO A R 1 QBT A IC B SO B O S B SO 4T OSSR
BRAE R by U S A

AR M E S RITEAE B, 620 NS, 26 122 i
B PimiRR T
Cisco fX P Secure Client VPN Jf o % Fft P B AL IR (I8 0 (1) 22 Pk o X LB 25 224>, 2t

R [ P 5 R LA P 8 S 33 DR A IR 55 o BRSSO B SO, /ET
AR SV EESR 10— 41 A 5 C .

LA Secure Client BEHUE AT RER), #8 0T LUK IX SERIRAC S 7E VPN H ' N4 AnyConnect I R 2§,

Secure Client:
* AMP B RERF - N &0 s gCE B AT (AMP) .
* DART-ili SR R 4¢ HSMILAS W5 BRI, s FEAIX S Cisco TAC HEAT #itbReHERS -
* ISE ZimRE1FME - ] OPSWAT v3 FEPAT Aoty e A VPA AR 7Y, PPAG 2ot ) & Bk
© MLRIT IR EERRR - A LML 2% ) i A 802.1X (5 2 J2) FIBLA S B iik
o PR AT - T4 Fh A B BT 2R AR S5 MR by S ER 22 4 0BT I B

« ZERIB 3N (Start Before Login) JE A Windows B % U AE HU B2 §i7 J3 31 Secure Client, 3
I P AE 22 5 21 Windows 2 BB VPN 42 11 3 32 21 Ak FE Al 1t

* Umbrella i8R £ - LA L THESPIRSH VPN B4t DNS 2424,
o MEER SR E LR NN IICER, AT IR, RIS R EA 521
W2
RGN (Add) Hoh RN i ARG R DL R T
* B PimigR (Client Module) - \F15EH11EF: Secure Client £k,

ETEHAIBLE X (Profile to download) - £ Ek A A0 75 22 4% e & SCLF et %, &
%Xt%{ﬁd@#ﬁﬁm 2, WS RS, 0122 T,

* R FREER TS B-E 3R i DA R 3o 7 m AR LU G B SO R, U A LR b 3
7 v e L SCA

LT GUIIW 2% P i Be B SR (MO EE TR SREIEREA BRI % P i 7
SCHF o AT RAM Cisco B N0 R 8 % P il B S g A o AOCTEAE R, 1S WA
WA (Cisco Secure % F ity (fUfifi AnyConnect) ) H[1) %2425 F i e & SCA- gt s —

B usEeE


https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.00086
https://software.cisco.com/download/home/286281283/type/282364313/release/4.9.00086
https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313
http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
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A 3% Secure Client JEIR .

SSLi&EFES
* SSL &4 - /& AW 46, e, W s A0 8 146 7715 Deflate 8% LZS. ZRiA
TN 225 1] SSL R4 .

K A 7 AR, (AR TR S AR B A SRR CPUAE TR . Ik, AR T
LA IR AT

* DTLS [E45 - /& 1518 H LZS A PL 20 R 4 Bdin fi AL 42 ¢ 4> (DTLS) i 4z . BRI Ol 245 H DTLS

* MTU X7\ (MTU Size) - R} YR Secure Client VPN & SSL VPN 34 #5375t K AL M A7 (MTU)
Ko BRIMEH 1406 745, ARGEHR 576 2 1462 F-75 .

* 7B DF i - J& 75 2S5 20 BRI “A0 Fr (df)” . SeiFamdblfs CBCE DF A
(Kt oy By AT A R X o R T A% 325

ERRETR
* AREF PR VPN X2 B aRRFFERER .  ALERBCE - & a0 SR T8 Ak
FREHa R, CLER e w RS Sk FE el . BOABCE R . IREREH R LA
BEE AN T R A WSR2 ) i A5 A& TKE DR R K 0.2 R S84 (1 I
I RE CLARR R Bfr) o BRIATAIRG A 20 #, A RGEH Y 15 1 600 F5.

s BRRMITEMREN... . KILERREE - JE0 50 (DPD) nififf VPN 4 XEl VPN %
S PR A W) 80 S AAAS P Y DA RO B R IO o BRINTE DU, 2 i I ORI P g Ji % %
H o DPD .8 LA B TR AR g . W, W& N FE R 7 i fE K % DPD v B [A]14%
R (R AIRE CLARD AL o BRINIAIRE R 30 75, ARGERA 5 £ 3600 5.

BREERPIHSATI - 180 AR E 2 ML B IPvA i e (LML TPV i i) 8L
EHIPv4 i (M IAL ARV IPv4 s ) 15
™ Secure Client % V7 5 3k 1) VPN BRI, Sk nf LA 7 G4 Fi IPv4 Fl/8% IPve Huhik. Wil
Sk} Secure Client HEHAX 73— IPv4 Hulik5—> 1Pv6 Hitik, W] AALE Client Bypass
Protocol PAEF3Lum M AR HC IP sk (BRA. 2. K& WML E, A ZiESs
I Skui RN i LA N 5 “ I SOB” KkiE (BE M. oRED) .
B, AR 24 M5 FOB—AS TPv4 Hihk 73 lid4s Secure Client i&E4%, H & b Uitk . 24
SR U5 ) IPve Muhbw), i RARA R st s, W L3 IPve fiaE; B2, WwREHAES
Uty SR, M2 AN P ity LU SCHE 3k 3% TPv6 it & o
SSL EFTAERF - 5 i Aehs A IR Y, R IS s AR ai e, M
e EER 2. BOAGOT, kB TR BHJG, 7T LAEESR & 1 a) 8] bg 3k
ATE B, XA BEIE TR AR A, Bl B E LR T BOR A R

* Joik - JAH SSL FHTAE AN T H . B ERREE (BRI SRR R I REE

* [BFR - JH H SSL HE B A s N AT . W EA 4 B ERAE, LAY 4-10080 28T (1

JED

sgeE ]
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B aswsaen

* B P um R AR SER - A K ARREUh VPN B i 1 6 G B KRR . R T
dndsistahit s HARMIEA PR AT 3 VT M I SR A s Bont S T U e A . 3k
PR QI P SIS (8 e ACL. 2 SCE P 48 A0 L R 1) & M 4 1 8ot H/sloE AR
o 4 0 U] LA FhIE LN ) VPN BRIE 2 AR B “ W SC” T A% i it

A

B A ACL RS TCP/UDP/ICMP/IP i L1 UL K “AF57 . “4E5 IPv4” B,
“IER IPVE” IR M 2%
HAHIZ4T Microsoft Windows H VPN % 7 i A feAE FH X L85 k RS & o

BEXEMTFTE

AR5 HH Secure Client F 1At & Per App VPN, FUVFEAEIR TR RN B) 75 70 BB E SE DhRE 1) L%
P HE SR fdnRm (Add) PLR 4SRN B 2 g

1. % RL&ZPimEM (Secure Client Attribute): Per App VPN.  fCVFIEIR BB 85N A7 S F%IE .

2. WIIERPIEHF BEXBHEMNR -

N

SRR () DO PTiE 24 i JE PR RN B € SUBTEX G BOR T LIFE MR > M RERE >

VPN > BEXEMH ) B w XS . 5SS RN Secure Client H & UBMEXT S, 55 108 T,

3. i AN (Add) H s Pk ORAr BIAL SRS, AR5 S AR TF (Save) K B Bl Ay 241 SR

HXER
BB RIS, 2110 1L

N

KR

SR
MER > FREE > VPN > LHRRE, i RN SR M sk P2 g 4B (1 A iy s ., RRERE SR ik

i

AR

\|

* PRI GRS IE BS - X LI Y8 BN B A N ISR S At S VRIS S FHALE I VPN JE R RS T8 AL 4 4
Yot FUNPGEF1E ndsibhl . HARHUE RIS S F . R, VPN W88 0E H T dhiE
B, EAE TN R RS R AT IR A s, lhn SIP SRR, T B Rk
AT G T O LI A . PR O I 4 SR (K T ACL.

* BR#I VPN &) VLAN - tBFR R “VLAN WL, S e e & 41 58ms N H 2 A2 15 A0 H 10 VLAN
e ASA BT i & Mz k2 T ik VLAN,

B usEeE |
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simbi psec 12y [

A5 FH b JeE 1 1) 4 SR 4 ie VIAN PATR AR U Il 4l ) b @ PR A AE 2 1l TP ACL 183
IR TTE. BRERUE CRBEED 48, 1% F Ry R /R I ASA L E 1 VLAN. R VFII(E
JalE A 1 #4094,

SIERETR
o 3771816 - AR A I PRI X 58 M S5 i AL SR P TP i P B e
AL, B, % 87 71,
- AR PR EIR R R - R VPSP BT IR B . BRI 3. B/ O,
SRR IR AP Vi . FeVE A I T il 22 o B A P D M R
« B KRR B4R (B0 - O P I, LUAM R BTG, Rk
Ve, B MEA 1AMty ARG s A A K B ] L P S L2 i e
.
S RABR AR IR - 5 TP T PRI R LAl B r, TSR ) B P
EBATEAE S, WRGLLER: . AN 1 AEh. B 30 40bh. S IR
S5 2 A B L P P 090 2 0 e 0

HXxER
BOE Mt %, 5 110 1L

BLAN B 1 IPSec $21Y

fENCE VPN $R4ME, A IPsec /7% (afE#H4E) o £ 5 ISAKMP #E4T IPsec 244 et i 3T,
o SR [R) A R 58 7 R AR R B I . AN AR IR 5 SN ZUAH TR

A IKE A (IKEvl 8% IKEV2) , fEAEANEI) IPsec J7 4T 4
« A% IKEv] IPsec /7% CREHdE) X4y, nlLLERE IPsec 1247 IR,  FE 5 SUFT 5 1 I Al
B IGUFSTY . ] DU SR PR — 1T, R VPN R R 2 AN, WA 24N IKEv]
IPsec H &M%
414 IKEv2 IPsec 5 ZEXT %0, W LAER: VPN H e ir 0T i 28 Ry &0y . 75 IKEv2 YRS
HATRL, X AR B 2L 40 ) S e ) e B A I T

IKEv1 1 IKEv2 IPsec J7 Z<# 44 FH 35 22 A WY (ESP). ‘B AJ LA EHAIGIE . s il i AR IR GG
ESP 4 IP HRX 27 50,

\)

AR JRATE RO TPsec FEIE A TN A1 5 43 3ok«

sgeE ]
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B = ke ipsec mEnin

AL E IKEv1 IPsec 5 R XT &

UK

FE1 KIKIEFEFTR (Objects) > 3 R EIE (Object Management), 4R i M H st £ VPN > IPsec IKevl 75
Z (IPsec IKevl Proposal).

RGN AR E 17 %, R RGoe UOBNAME. MRS g, Sl 4wiE (4D %
B () =R (W) I,
HEHERAD (F) RN IPsec IKEvL 5% (Add IPsec IKEv1 Proposals) LG5 7 % .
T F AN EFR (Name)
SRS R BHIR . % RVF 128 M.
SIE 4 iy E 4 \i5% BB (Description).
TG G AU . % FUVF 1024 ANT4F
SRS WL ESP MRy idi. BbJy S M2 ML (ESP) I k.

AT IKEVL, MEFAIGEILY . £ T Psce I HMBRBCISTIENT, (M0 HF LT VPN
o A SRR S, AR R, V5 2 s A 3 S

$I2 6 i ESP &% (ESP Hash) k3% — ki,
A RIEI) GEREYLH], T8 S 5 Yo i IR 5%

P TR TE (Save)
KB ZIRmBBIR .

G\
8

S

w N

AL & IKEv2 IPsec /57 =X &

UK

FIE 1 RIGEFITR (Objects) > XK IR (Object Management), 4R )5 M H s H13E £ VPN > IKEV2 IPsec
7% (IKEv2 IPsec Proposal).

RYK A LURTACE 5 %, B RG0E SURERIME . RIEE D20, BaTbldmss (4 . 3
B (O) MK (W) &

S8 2 YRR () RN IKEV2 IPsec 752 (Add IKEV2 IPsec Proposal) LGB 17 % .

PR3 AT RMA B (Name)
HMEXT R LR T VF 128 NF1F.

B usEeE
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i e ns I

FIB 4 Ity E 4 N5 AR (Description).

TMER RV B2 FLVF 1024 DTS

WEPERAETT P T S I UE R ESP 815 (ESP Hash) 757k, BUA| s M5k

ER U AN SCEEAE A NULL B0 1) IPSec FEiE . 1 0RA b IPSec IKEv2 £33+ NULL 1% .
X1 IKEV2, PRSI T 3R ESP 831 (ESP Hash) [T AL, A LR SE U], 15255 ik
ST A3 FH R LE B8 S0k

MR ESP ANEE Jridie W7 S MR e A B (ESP) s k.

X IKEv2, s “IEFE” (Select) LAFTTF—ANXAEHE, FEXTEHEH o] DUE P EESCRE AT e . 75
e T IPsec J7 W ARSIV EIERS, EIERAR T VPN H 3 & P sc R . A ORI
(R oE U I, V8 2 I e A FH IR 85 S0k

P T AR TE (Save)

Red s szl siz .

BB B 150 IKE SR RE

TLREI BB (IKE) 2T IPsec W25 (RiliAT S HAE, PHRIRI5 & Psec I 41L& 1)k
3 1Psec %A K (SA) HUBHIST YL, IKE PHiftl 5P MWrBL. 25 1 HYBC R A IKE XS k2
)95 4 R, ABRT R RENS 20 2 WhBEeh e Al o 765 2 I BLEIRI A, TKE Jo oAt g vt
SA, Ml TPsec. PN ECAE VT AN S AR . TKE 4RUUE — L PANR S ) T 12 i
ORI, (E SRR At (JESE) IKE MR, HIJTAG IKE PHRS. SLOems s mimie e i 5
HOT T4 42 TKE B

KT IKEvL, IKE J7 &8 AR . S mT LR 6 TR 2 AL e Sems R R 2 b —
NS SRR SR S UL . 5 TKEvE A, 78 IKEV2 J5 e, SEnr BLE— NS ik $e24
SEABEA . i TR EEARAESE 1 B Belp ra A1 gEA T i g, DA T Qs 33 IKE 5 2%, H2 5182
RIS, LAl 7 R e . AT IKEv2, SRISN GG E S giE, I
A SR A S5 B TR K

HC b S Bk A IPsec VPN I, 7522 IKE 56I& . T ENE ., 214 VPN,

Fi & IKEv1 SRER AT &

fEH] “IKEv1 5h&” (IKEv1 Policy) DTG . iR aliMiIBR IKEv] SRS 5. IXLETRIE X %407 IKEv]
BRI IE =

UK

ik XT & (Objects) > ¥t 5 &8 (Object Management) 3 M H %113 VPN > IKEv1 % B& (IKEv1
Policy).
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B == ke sz

Qe

A

SF Sk SF SR
SR R
[ IR — R 1 ] N

Qe

sggE |

ROy 2 BTG E SRS, S RS U ERE . RIS R 200, AT dREE () L
B (O) m M (W) HE.

(i) BRI () ¥ IKEVL 582 (Add IKEVL Policy) LLGIE BT 506 X % .
IS N B FR (Name). 5% oV 128 NEAT.

CAlk) ik Jr % NIt BB (Description). %% foiF 1,024 74,

FEL SR (Priority) HH# N IKE W& (K8 5GP H

A R L2 A2 DG (SA) I, A0S SRR PT 7 /N0 R T S5 LR 1) TKEE SRS o i I 7%
IPsec X SRS RFERS A — /N g ik e S48, el MH F— Mg e Xihs4. A
RAGVERE N 1 # 65,535, HCEBAE, Mobgoim. GBI 2S, BB B R R AR 4
BfE, M1 FFERRJE N 5, FFLL S s Egkss,

TEANEE kRN Tk

FE S M TIKEV1 S A F R R s FsL s VL, S e B PR T 5 S B & SCRFI Bk . 4T VPN,
NN B, IR S AR VC R 5. 6 IKEv], EFAHCE. —. A IRIED
M SEREUL R, T 2 [ ke s A5 MRS o 4 45002

TEPEAN A B S BEF (Hash) 503, TR B o2 2k

FE Y5 N IKEV1 7 248 RIS R A BV L, SRR PR T 32 5 B & SCRF I B . 4T VPN
ISP A, IR R S AT R UL L 5 . A IR IR se HE B0, 15 2 [ ploe Al kA
7= PR

% & Diffie-Hellman 48,

FF N2 i) Diffie-Hellman 41 . #0022 4k, (HFR ST 2 P ALFER 8] . PSSR 00 20 H
HVCE AR o EFREAE VPN T VRO . A ik TR s B B, 35 2 0 v S T 1
Diffie-Hellman %4 .

VB AT (SA) 1) HEEHARR (LA M HA7) o AIHEE 120 31 2,147,483,647 b2 18] (FE . BRIME
A 86400,

B FR LB, SA BIHA HAZIAE AN KSR 2 M BT Ui - 8, RRSIPEE MR
D, IKEWrri#kze 4, Hig, RS, Bk i B IPsec 242 I8 AH LU AR R FF 4 R 11
W AP0 SRR 2 A K 43 38E 77 3% (Authentication Method).

* M Z%4A (Preshared Key) - 7E 5 i RiERT B, HUL 3 91 RVFR PILE A0 S5k 2 )L 5 0F
T IKE 1]  SRARAE T Al — Pt = 3 PIRC B o — A2 5 o5 44, WJGVEEE ST IKE SA.

* JE$ (Certificate) - 240K “UF15” (Certificate) FIFE VPN 2 (1) 5 4y B4 Ty ki), 4 4A ) PKI
LRt ) CA IR2s 28 RMUECTHIESS, I HAH B AT S 30k

ERE {ESCHEFIKEVL 1 VPN Jh4hh, ik IKEv] SRR G bR M SR BIE 7 35 25 % IKEv] &
MIERB B R MERA VA . IXLSEA I EC, A0, GRS A
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management-center-device-config-74_chapter34.pdf#nameddest=unique_1349
management-center-device-config-74_chapter34.pdf#nameddest=unique_1350
management-center-device-config-74_chapter34.pdf#nameddest=unique_1350
management-center-device-config-74_chapter34.pdf#nameddest=unique_1354
management-center-device-config-74_chapter34.pdf#nameddest=unique_1354

| dgee

rE ke gnxtg [l

$B1 ALRE

IKEv1 SRIR INE 512
ft & IKEv2 SREG AT &

{fi ] “IKEv2 $iI%” (IKEv2 Policy) XEHEAR GBI . MHIBR 4R IKEV2 Mg 51X SLSR0E 6 G5
IKEV2 W I 77 (240
UK

S RKIRGEFITR (Objects) > IR EIE (Object Management), 2R M H sk g £ VPN > IKEV2 $KB%
(IKEV2 Policy).
REUKHIH 2 AT E s, I R G0E LB RIS o, ErTLigmEE (4 .
(©) S (W) g,

$®2  EPERM (T RAN IKEV2 %588 (Add IKEV2 Policy) LAGI AR 40 .

R3O A BFR (Name).
FMERT BRI U 128 DNFEFFo

LIEA S IIRNE TN ER (Description).
HEET R . 2 AVF 1024 DSF4F

LIS AL (Priority).
IKE J7 WA EOE . 5l A R W22 4 KK (SA) I, AGS A wT ff i W9 A B B o S5 AR LU AR )
IKE J5 M7 . Wiz 2 Psec WA AN SCRFAE B S — RIS I e S8, el il F—14
BRI kms e XIS, HRUEE R 1 3 65535, B, Loogollim. Wit 7B
B, O RCEARIIAR A EE, A L IFIRIRIE R S, JRLL S gkt

PTIE6  WELAK (SA) 1 HFEHAR (LU o n[HRE 120 F) 2,147,483,647 B2 2 [ (A4 BRAME
3 86400,
R RPN, SA B HAMHE AN AR [ B U o G, RESRIIRERAT PR R
), IKEW R B4 H2, RO, Kok i & IPsec 224 JCIDR )0 AT LU BT HF 2 10 PR 1)
k.

HIRT P IKE Sl 0 Sk 0 SE R M B 5% (Integrrity Algorithms) #57) «  BRAIS:B dt i E g 5,
03 R R KR EN SN bt <2
PEVTE A TKEV2 J5 ZEA% FWR AN 28 A A Sk, S Rk B PR T 32 45 W% S RS, F 1 VPN AR
AN, AR RS AR IC LI 59 . IERREAE VPN T AV I 5k . 3 RIE T
R SEREULE, T 2 5 e Al R EE B 0 BTk

LIRS EFHTEH 1B SA (T ORYEE 2 BB in# & £ (Encryption Algorithm).
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. Secure Client B EX

sggE |

FEYSE hy IKEV2 J7 GEAE W AoIn e A St R8I #E R T3 48 e & SCRF IS . X1 T VPN R
N IAMR B, AL %%Axifﬁillﬁﬁﬁﬁﬁﬁlz WFEEAE VPN ARV T A k. ARk
TSV, TS I P A IR s 3

1EFFPRF E3% (PRF Algorithm).
IKE $FEm& A F (1) B8 S A BE R L b5 8 (PRF) #5746 IKEv] ", SE3&VERI PRE HEA D IF, (H

FE IKEv2 1, AR TT R AR E A RS, EREAE VPN P VF BT J% . A RIEII 5¢
B, TEZ R E AT TR L S

£ 1%hn DH 4B (DH Group).

FHF N () Diffie-Hellman 2H . 50 RN 22 4P sy, (H 5200 22 (AL BRI [A] AN 25 A b 20 H
A VLR AR « IR BRIEAUEAE VPN P RPN . A IR 52330, 35S [ vl s B4 10
Diffie-Hellman %4 .

RdHRTE
WER BIEFA RIS, WK IKEV2 S s B FIR . WRORIERE, 7R 4 ezl B
LA ZRRH AL B, DU By A L SRS

Secure Client B EX

R

U, SnTLAAE SCR A% i, JPRIXEE A E SCHE B VPN Skt i 28 17 N2 4 ) i 4%
I, BB O A 2RI 2 B R S B 28 i

AR E SO BRI T H 8 A it SO LU SRR e A P i E X
* GUI SCAHII B
* EIbRAIE 5
I EN
o BRSO
o A SRR R A
o ASHOAL AR R A

B RACE Xz 4% P i B € XRTEANE R, 1521 B X Cisco Secure 2% /7 ¥iij o

AR “URINSCAX G A “ GRS 57 RHGHE AT DLBIE MRS B SR R BRI E A
fEHIESCPE, Sl E ] TZ R YT 1) VPN SEng . e i) DUEL S 22 4% ) e B SO 22 42 %8 ) i
| STl
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| dgee

bty |

A ST (P C & S G 4 A RS AnyConnect BEEUFT Secure Client 72 VPN @1 & e & SC 44, I
MDA 2247 P i TR — 8 500 28 ) L 0 o S 4 i FH P B2 SRR g 5B T B4 3 B SR e, At AT DR PO
BT O 29 TG S A it 4 i FH P AT

FEBIEE S XS BNy, A B A OB A A7 A P B AZ SO E I RIAS . AE QI ER (R a  INs KE 540
KOS MR MR A, BRI LSO AR SO R 2 A B AL P B DU T SO 5
I, AN EERE 2SO R R RSO

TEFB BRSO SN E I, 23 ¥ AH ORI SO T 2 BAH N H Sk (1 e 46
TEAT LU SO il U IR T

* Tk (Download) - sidi F#k 2242 ) i SO F

* IR -BUCUIE SR R

* HIER (Delete) - MIER Secure Client SCAFXS G o FEMIBRSCAEXTRING, Ao WICHHA7 Ak e I ERAR ¢
BRESCAE, 1 R IR IZAT 5

S
5 (Objects) > 3 R &I (Object Management) > VPN > %2 £ & Fif X4 (Secure Client File).

BRI SCIEI BRI S 2 TR AN 128 545
 STRERRR- el MUY LHE I, WEFESCIEI, FRYE QRIS 4 A E MR 2.
o SCRESSTLIE 5 T SRR SR BT SO A

* B R Pinf (Secure Client Image) - %78 I Cisco F A1 T 20 R 21 Secure Client
BRI, THIEFRR IR,
fasa] LUK B (R 5 B (%) Secure Client W% 5 VPN SEBSAHICIHE . 48t v DAERY SS AN 32 57 FF
(A B A i R 28 1 1 % P i R A

s L X Pig VPN BLE X4 (Secure Client VPN Profile) - Jy Z24>% ) i VPN Bt & S0 h ik £
HRAL,
A T GUI 4% 7 i ic & SO gmfds OMOZBCE THD SRAIENCE SCF. AT
fFI, HZS WAHNARAR] (Cisco Secure % /7% (U5 AnyConnect) FH/F4RFE) HIH 224>
P i L B S g A .

« REEPIHEE VPN B & X4 (Secure Client Management VPN Profile) - 7 4 4245 % )™ St
FEEE VPN BEIE 7S I & S IR A
M Cisco A F PO R 24% i VPN SRR I 3 fl & S0 megse (WM~
B, I ea g g B VPN BRIE 1 B v E G A E S

« AMP B RBEFREE & X4 (AMP Enabler Service Profile) - % & SCAH T 2242 % 7 i

AMP o FIFEFF. HiZfE V5 VPN 7 iE#23] VPN |, AMP J3 3l 28 A1 G C & S04 N
FolR 517 A 326 1) 28 3t

sgeE ]


https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313
http://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-installation-and-configuration-guides-list.html
https://software.cisco.com/download/release.html?mdfid=286281283&flowid=72322&softwareid=282364313

B xonz

sggE |

o RARECE ST T LIS I ) AR S BRGSO R PEOR SR, DRI OC % 2 HTA

A FH I T B RS 55

* ISE i % &4 H B 34 (ISE Posture Profile) - 41 5138k 22424 /i ISE 23 22 4 A%

BEHER INAC B SCAF, LRI

* NAM BR 55 BC B ST~ T M 265 15 1) 45 B4 P90 1 SC A2 i 25 T 5 RV N NAML e 2 S04
W4 AT AR 55 BC & 30 (Network Visibility Service Profile) - 224 % /7 b 9 2% ] ML R e

FRRCE SO o AT LU NVML C SO 2h 4 A 1 2 e 35 S0P

* Umbrella &5 % £ BC & STH- 1 948 F 8 G & SO 5 25 U2 json LA Umbrella

AR, MU R SRR

© W42 2 AR 55 BC B ST 75 0 W46 22 A RIS INC B SO I B PRI SO 2R .

HostScan %% 4 &1-/5 Il HostScan #1003 INLEFEILSCAFSRTY . ESCAAE RS B 80 25 U5 1) 5K
% (DAP) I Ty e i b2 B R A R L, Biats, S I BRI JC B 1
B

o REE PiRIMNERR Yn 884k €1 (Secure Client External Browser Package) - 3025 T4

* LA

AXER

SAML HL /58 55 X 4% 55 45 6 1 B 5% 470 38 3] 0 28 A S A
T8 0] LAAE T RSCAS PR A58 S A SO T ISP In 1k S
HRVELME R, B3RS N VPN ) AAA KH .

AN AT IE Y o

SO 2 A i AR

415K

B usEeE
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| dgee

weeenneies [

MREMER N EIEFR

Ih&E =K BAHEG | ERER
1
430 ACL F1 AV ACL |12 BAVEH PO RA: 7.4.1

B AR S BESE: 3T8R (Objects) > > X & & 18 (Object Management) > RADIUS
Rk %% 8540 (RADIUS Server Group) > il RADIUS 48 (Add RADIUS Server
Group) > &R T & ACL 5%l AV X ACL &3 (Merge Downloadable ACL
with Cisco AV Pair ACL)

B CLI i34

* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
after-avpair

* sh run aaa-server aaa-server ISE-Server protocol radius merge-dacl
before-avpair

Secure Client [15E X 7.4 iAE, BATLLA @ X4 i, Xt | g G E S VPN Skifie 244 &
JUN LA PR, U A A X e o S R B S -

%} CRL 1 OCSP URL [f |74 IR AE AT LACE TPv6 OCSP il CRL URL.

IPv6 S HF

IR[AI R BRI R I 4L % | 7.4 PIAE, 0T DAG) A A 3 5 B B O A A S BR R R A 5. SR,

% AT LUK X Se 40 ] T4 BRI B8, {9140 DNS JRZ-2%. HTTP 088 SSH. 7R
[ 1 [RATA] D REHR 2 FFFR R4 . 5 VRS, DNS A SZFFHis .,
BrAS I ERE: WMR > WREE>ED > KM >ENOHE

IRIAE OS2 FF AAA 7.4 aJ LU BB L 41 & RADIUS IRS: 5% .
B AE I RI E SR FTR > FMREIR > AAA BRE 2 > Radius BR % 384H

AT b AR 7.4 TSIAE T LLg B 25 Rty I 5% FEXT S BESS (PR > MREE) J, A

Sy 11 B P 408 X 5 55 A (08T Se b bR AR, S8R DUSE OB B (4 J vk O A B
PRRIRAFE -

sgeE ]



B ssemvmneics

sggE |

IhkE =K BUBRS | ERIER
il
DHCP IPv6 it 7.3 i 1] DHCPv6 A4 IREE it @b B 48 BLAE SZ R DHCPVG TR A RS

#ro 24 SLAAC ) i i) JEUMBITAEN AR AR BIRSR (IR) Bl i, sl i 2 1i)
EATIPEMEIE A T IARAE R o BUP B A D2 IR B, AN [ 207 i 7y BC b

BTG ) B -

* %% (Devices) > i& & &2 (Device Management) > 3% (Interfaces) > i i/
“REE#E 0 (Add/Edit Interfaces) > IPv6 > DHCP

* 3R (Objects) > 3T R EIE (Object Management) > DHCP IPv6 it (DHCP
IPv6 Pool)

PB4 show ipvé dhep

BFD ##)

7.3

LEZHTHIRA, BFD H 8 i FlexConfig 5 g 5 8l _L 1 THCE . FlexConfig
ANFESCHE BFD FUE . BITE, 0] DAFERBE b0 UL rh 2 gl 7 40 & BFD 3R
o AL, SIANT BFD BB .

BT A5 O ) SR BRI ¢
c &> IRFEE > H > BFD.
* 3% (Objects) > ¥ & & 38 (Object Management) > BFD #%# (BFD Template)

FHT-SRms B 1) B,
H” (New Applications) i%
RS

7.1

PREVT PR G G IN T ANPrg I, 86 A e B R IR g
i CRmg R D R

BT RS T TAERCE X &R (Objects) > 3§ &3 (Object Management)
> 18513 (Access List) > 3 & (Extended) T I s 346 4 W (1) 3 1 37

YHFMPFS:  Cisco Secure Firewall Management Center

PEEY EAL X RS B AN

7.1

GINTITEALX IR B, HI SR R AN D B o 3 AL X RIS B
A& FH T7E M H0EK B 25 00 BGP s HH SCRF T S AL H R

B S R T CE SRS A AN B O % 3T &R (Objects) > 3
R E1E (Object Management) > 1 [X 513 (Community List) > 34t [X (Extended
Community) i .

SCEFCP S Cisco Secure Firewall Management Center

ol SIS 1) 2 Ko G2 G Ik
S 5 B 1

7.1

FH A5 SRS H0 0 B pH SR TP 3 P55 5 N O REAL X A1 0] B A% T

B SR R BT IC R SRS A B pH SR (RBT I I 3F &R (Objects) > X
£ E18 (Object Management) > $RB&%I 3 (Policy List) > #t X # M (Community
Rule) T+, LI (Objects) > 3 R EIE (Object Management) > 3% F 1 [&]
(Route Map) > BGP > #t X 51|35z (Community List) L3

SCFEISF 4 Cisco Secure Firewall Management Center

B usEeE
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AR BB
18

FRER

Snort 3 JE T TE] K] ACL
SR

7.0

Snort 3 1 SRFU i £ AT TR 318 & SRS Hh RTINS TR o
SCRFIF G BB A

& RS EST

7.0

SCRRE L 22 AR AT UE B
HEAE ) PR (EHC B XT R (Objects) > PKI > iE$ ;E A (Cert Enrollment) >
CA 152 (Information) & 15— i ()8 T B 1.

YHFF G Cisco Secure Firewall Management Center

¥ EdDSA iIF 5258

7.0

AN TR HIE T PIR A - EdDSA, #HPIKNA 256.

Bria s RS FEC E 3T (Objects) > PKI > iEF i+ M (Cert Enrollment) >
A (Key) Me Tl I IR UE 5% PHIE I

SCEFF & Cisco Secure Firewall Management Center

s i B A/ B

7.0

AR HRAd ] RSA N385 42 50711 SHA-1 IEP UL JE /N T 2048 47 [ RSA %47, 3
LER A UE TS b X e BRG], ] DAZE B A R 5 ik T, (H 2, &
ANEEE RN T 2048 71 RSA 24 .

B MG RS 7ENC B &% (Devices) > iE$ (Certificates) I 118 V) Hed 4 .

XHEFS:  Cisco Secure Firewall Management Center

A IR I

6.7

H i 2 AR T BEHI AR It (5 73 B 15 2351 .

/NT 30 A3 8 TE BT AR T 2 MDS URL, AR LEAE AR T SR 30 3EAT A b
LN 8o

B AE G  ESE AR R 2 E RE (Security Intelligence) > [4& 51 R AR
(Network Lists and Feeds) B [¥1587 4% 1L i1

SCFFIF&:  Cisco Secure Firewall Management Center

A 5 0 B (esv) XA
fitt B

6.7

AELNIZ S B S AN S . — IR Z v LU 1000 M0 4.

WSS DA LU X GRAE R AN [3 % 23] (Add [Object Type]) T 4141
R HATFI S AR (Import Object) L5 .

* Al A FR (Distinguished Name) > BANXF & (Individual Objects)
© MLEXTER

* im0

* URL

* VLAN 5%

SCFFPF- 4 Cisco Secure Firewall Management Center
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The AR B | FRER
18
A 0 B2 IR0 55 | 6.6 A I B2 LU 52 1 SR o
BGAE S B4 3T8 (Objects) > TR &1 (Object Management) H1(1)3% 0
(Interface) % i A9 EEmEs & .
FFHTE:  Cisco Secure Firewall Management Center
AT S 6.6 S LK K 40 SN B4, LAECE LTI T ) 0 S A0

BIEAE I bR %E: 3TE (Objects) > 3R E I (Object Management) =8 i1 B (X
T8 (Time Zone Object).

YA Cisco Secure Firewall Management Center

PUAE AT AE U ) 42 AT
DTS A LI 1R 1K)
X5

6.6

R IR 1) R G 5 0T R I X SR 2 5 A S DUSEAE D il 2 TR 0 8 SR v
FHFE T TR AL o

LA R P PR U5 5 08 I T AT A I ) st () Y o U MR AR AR AL
R BRI DR AT o

ML A RN 5
X E TR B

6.6

FIANMZIRE: EAFHWULIE RN, T EE X G S TR 5 R ik
Tt o

BTIET A e T PR RSN SR A AEAT S A, SO T B R R SRR
FERIEI: YRS HARMES . W . H AR A VLAN FRid.

SCEFCP & Cisco Secure Firewall Management Center
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