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AR ARSI O 2 A DX ORGSRt i BRI S B R R . SE S I SR A B
L FR5E 0T s i .

4ETEY i b

ﬂfgaz 3 ,ml:_'_:l HB%O

TR A WERARGAEZE I S h R IR B T, W AAERAER R & T s ef]. EaRCHIEANER, iFahE
7 BT DR AR Sk B AR

Cisco Secure Firewall Management Center Snort 3 B2 E4575, RR7s 7.4 .



M Snort 2 iF#£Z Snort 3 |
B s=m==x

A7 LA R LI A] Ak $% -
W - AREERE M T VE SO AR RS PUNER, WJCTkgk .
© KU - B ITANE . WAV E SO0, IR 2R S i L

T—5Mt4

EFE R, R HE R, WATRES R . A, XHGR TR ek, W s TR A
FRE A E o, W AT G S8R E P . A i B B4 s B, %2 Cisco Secure
Firewall Management Center Fit & fi7 5 HH 1 305 25 i B 30 o5 1=

. Cisco Secure Firewall Management Center Snort 3 BC E 357, KR7N 7.4



L]
'
z
2
g
e
-]
g
"~
-]
&
.{
|

5 | s

kgl

Snort 3 F AR F0FIRA

* Snort 3 AN fRIEMENTT , 5527 1L
o 5 FH R DU) R 4 NAR SR, 5 37 T
o F 4 W 4 Tt e IR B, ER S5 T






.3

1og

Snort 3 A {ZREEANI]
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o NIRSFEmEMEL , 25 27 0T

o LRI HTRNAR S (1 0 £ 45, 36 28 L

o G171 5E X Snort 3 AMZ5Emg , %5 28 i

* Yw4E Snort 3 AR HME , 5529 7T

o O RIE R AT , 55 33 T

o BEPENAR KNG , 5 34 T

o HTFHAT N2 BI I UG il B E 2 34 1T

P

MNAR S S o SR LN AN S i s, TR A e A LB, DU B &
HRRH BSOS B . AR RIS AL R SRR A, R R RV R A H AR W e —
TH 4%

FEAN NAZ G IO AR o J5 R RI0) 5 380 0 00 DU FCR ) F i A e AR i CBlBHL R 1%
WD o AR (A R i) Ak B

RGP AR AR R0, A& 7] LLAI A Cisco Talos [73R 41 (Talos) FIZE46 . ¥ T IXEE5E0E, Talos
WENMZAR AR FPRES O3 HEZERD , FR A s g% B I aa B

Je

RN RGN AN LS 3 B S HAT R A FR, (A EARKECE . Biltn, Py v
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« A MNTEAGE R - mdeAT i RFFETR C 7D KbRar AR TR R .

o MR - A ol R e (P s .

F6 BES- AL S ITHINASNN BEBE 2. RO SRS 8 5N C R T2 A A I TR SR 4 .
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G N SRS B, - Ry Snort 3RRAS: T2 44 Snort 3 AR NS , 5 29 UL,

o P - IRE S N KIS LIS —AN S0 SN, 1SS WS E0H A Cisco Secure Firewal
Management Center it E5FH I SHACE 38,

© E - LR ERE > BE WS MERCE L, BB 22 1T,

< fjil - R WS EGTRAN ) Cisco Secure Firewall Management Center it 45 i 1) 22 5 24 i 5 s
A E AR, R SRS IR

W

FF#IT N R B 1EIRY 77 (2142 &l AL ) B &
Vi )4 Tl SRS ] BEAT 25 AR SIS AH DCIDR 107 in) 45 A o 4850 LA AT Allow BX Interactive Block

D7 T 25 SR B ARSI, XA, S T AE W b AN TR SRR A R BA R 2% H N2 T, AN
AR AGLIIC B S 5 LU
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| Snorts s AR
wimzsmnesnaegs ]

HERGA NSRRI, SRR, R PR RARE R ENZMU
W) eb R SRR TP Mkl H bR TP Mkl Y5 R H bR R . S8 n] DLYE AR SR Hh A AR
BN A B AN B A RUUARZS 1 TP ik

Je

Ror WM R GR A NR NS, JERHE SR EN A U C B AR G A N AR AL e AMER) S R A5 1 9 2 AT
EXUNE 3 L eN'S LR NN

TRAGIRMANR RGN B EXNR KR

Cisco i RZEFRAL L RN HEMG o MR AEHT R GAR BEIINIZ SR, 45T LAAIA] Cisco Talos 17541
(Talos) fIZe5. X TIX U5, Talos & B BN AT BE AR, IS4 0 BE B AT 4 i
Ho W LALHUIRAL I RGeS rSens, R nT LUK I B2 SCRMG LR . R 52 UG AT LAR
1 AR GAE I T RS, R SR AL bR AR A R R AN S A T A A TP AL

EEMAREHREFICR

2 i P AN U P PR AR SRS R B AR I E A AR S I, e b R B L. T
WUT I RN TR H SR S, RGH A K AENR ISR A 3l % 28 B O s
JE o

[SRNE oo fe

i3 1B 2= i A ) B B AR\ AR SR B
VB, SAE SN ) 42 T SR Hh T LA PR i — N\ 12 SR [ B O T H AR % B 5 A 10
REBRTR A, ARPESRME R 2 o R IE— (A AR SRS NS AR IS I — /NSRS o ARG TT LLREAS
[F) (P NAR S -AB S X R4k “ Air” (Allow) AT “AZ T BHIE” (Interactive Block) R (LA Az BRIA
BAE) AHIREE, (HJE, Wi H bR R8I0 PR T de L E AT, TE VLR U ) 45 e
I

fic & 377 el = 5l FL | EURAT N B 1E

TR AUEE O, U7 1) BE 63 sl M £ A8 B 63 1Y P A B AT AR 55«

W AEV; RS g s, BUEUB RN sl g AR AT R 38 25 B4 OB AR [ Cisco Secure Firewall Management Center
T R P ) U7 Tl s SRR 2 A 2R

HIE 2 R4 B E ) Allow. Interactive Block X I nteractive Block with reset.

W3 ik A,

PR A LRGN R E XN SN, s Jo DAAEHDA 507 1) 42 R0 A DG E R A A T I AR R 1

WS W EE U NSRS ORI AR A, 125 (Variable Set) F 4R ik FEAE.

FB6 LUTRTF (Save) LRAFFLI .

PR T mHRTF (Save) TR A7 I .

Cisco Secure Firewall Management Center Snort 3 B2 E4575, RR7s 7.4 .



Snort3 AR MFATBS |
B =srasnmnsumEa e

T—%#ita
BRI S AR, BB 22 L.
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{52 A AR T 38 28 N\ 15 SR B

AT OC Snort 3 R H E SR AR RINERAE . AR SEEE I AR ST AN JERS . K Snort
2 H 5 NSy Snort 3 LAKCKE HAT 7 SCHILIU (1B ZEL 38 I 2 AR SR (1945 )8 o

o PEENZIMMER , 28 37 1T

o NIZFUZEAY , 56 38 1T

o LA HTRNAR SR (1 £ 45, 36 38 L

* Snort 3 H 1) H 5 SO, 3 39 1T

o BH NS Snort 3 NRERI , 45 41 7T

o NMZHEHEAE , 28 42 00

o NAZ G P IR FAF AL JERS . 5 43 T

o WNIIAZBUNERE , 26 48 1T

* ¥ Snort 2 [ & HLEL A Snort 3, 2F 48 T

o B H o SO I 22, 25 50 1T

o B AT 1A SO R 28 n BN AR S, 5 51 1T

o & ¥ Snort 3 I A XHIN) , FF ST 0T

o MIBR o SCRO . 55 52 1T

o MBRARAL , 25 53 1T

. = e
UEEEPNES WL FRYS
AT LA LS G« A5 HE SCAS A DU A g R D5 0 DU BR A AN HAth 1

A AR B B B BB SR IR R IR S, ARGk i U VG E (1 3
LR AR (2 AL BT S W] ABCE AR s, DAL Y IBRES 2 P i B A B
L PR U DC i P A e e O 25 T UL B

T LR R I AT L R s U ) — A 74, TR gl 32 49 S S 5 R DR 285 ok T 8 . 1) e 17
WIE S8

AR I SR 2 SR ZE T A AL g, Rt AN IS mT e E,  RIAE AR R 2 70 Sk
90 285 - T R B AR PIRAS o
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Snort3 AR MFATBS |
| e

NIZHR N 28

R 2NEHENER

AR RN 28 58 F TS DR P 190 2% el £ D ) — AR 8 SR T I 2 8. M R SRR,
B Bt A 5 BRI R AR E I AR PEAR LA, IR A i A KU 48 PR BT AT 2 AR IR DL fl R
U

NES AR
o NAZHEN,  ATEH 3 A L5200 G FIBR v SCA R
o KA M, L R G A AL 25 AL N 32 30T s g 2R e B B PO A e AT O IR

R EE T IRX LSRR 1«

el 42D |SnortiD (SID) kiR AIAEH]? | ATLUSR
(GID) 48?
LS G ) 3 % 1000000 JEEL Talos 17N (Talos) ps HIR
v SCAS ) 1 {&F 1000000 Talos WM & R
(4 Rtk
IHX GID)
1000 - 2000 1000000 =5 & | B I E S = s
R
TOUALS 215 A8 ) e TR | {RT 1000000 Talos Fh1E w5 5
25 B AL . N — N
P 1000000 B 5E & | 2R 40 7 300 10 e 5 30 1) 2 & e

TCVELRAF XS Talos B3 AT AT I I A8 FE) S0, {ELIRE AT UKS EAB SOt R A S A7 D 8 SCREI o
A DB SO R U B U S A5 S PP A o (AR H i 11 2 TP Mihk) o 72 2 B,
Talos Jfr G5 AR e 4 Jedal o Jim AR AR A7 2 63 AT DL EORAF B i P 4 46 O R D RO AR St ) A

XEFETEIE LN, Talos 7ERFAERIANAR HEms o 2 BUER B RZS o K20 Hmiidd BE a8 L7 ER AR
DT CAEH, WA B AR G o TIAL AR M A e A2 A IBGHS  rh Zo i Bl A, s
PR R

P48 5 AR SRER Ry 2 55 1

LACVF Snort AL I 51 AL BRI LAEAT N MU AT 30T, 62004 JSU 5 48 2 % J5 ] TIPS VR i
WAUEE RN, A REE IS 0T . NREIEFPATIEALSS
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| Snort3 s AEemFIHS
snont3 megaExmn [

Snort3 FEYE E XM

fnr LU AR 75 U B R RSO RT URAT L exe B0 L rules 84 . JOREEAEA]
MRRREIE T, RGN H O SORMGRAAEAHRIS . B 2 SCRN 25U TR, (HAE,
I E SCRUU A AT LU PIAS B AL — 00

MR HE AR, RES eSS S (A& 61p:s1pirRev) o UEST5HI
JCERUWIT:

s GID— 2% ID. X HE N, LFHHEE GID. FAEMNIN, ZREARYE G e 7E 4 Rk
EFEA B GID. XA RSO, {E 4 2000.

* SID—Snort ID. 77 ALNE A5 4 2R GE MR AU AC B R0 o B BRI IR 375 DA A2 0 5 PR e — £
SID.

AHLFLIU Y Snort ID 5 M 1000000 TH4h,  HAFAAHFTHLNI SID 5 A 138
s Rev—fEiT 5. X THMN, BTS20 1. SHESc— & ORI, BT n—.
FE A 52 SCPRAESCA RN - T A E AR S B . B S AR U 240, S mT L e R Sk
BEE R B E 0 AL IERCALE A 58 B A S R AT ok B TP Mkl sl 11 AR

N

AR JCVAGE Snort3 A E S, A ER B RE SCRUNFERLIN SCAS F HAT classtype IOA R0 R B R
NBAT 7 BRI SRR, 335 MM IR O 28 B i

Snort 3 A A SR EIE A

FEa RS (FHR S BB USSR v R A B B S e TR Rtk R . U
DU TS D0 T R PR AU R O AR e . DO AR RER A NS5 B (PID Bl iy, A 52 ki
o BBURESE A I R LAF <4 LB P ) PIL

sd_pattern J£I5

] sd_patternIPSIELUR AL JE PIL. X445 DG R 9. RESRES . B SA
MFE b . ENRIE R (regex) TEvEW H T2 X H A Pl

sd_pattern BT AT LAN B

Bt - fiE B PDU e Heff) i MU L T B . iU A ] PORE V540
5,

o B - BAERIO TR RCE, FE AR RS R 1 PDU Hh R LGS
sd_pattern as IPS FUUEIILE Snort AT, X IHABAS B a8 A 22Kk . RN T 115208 «
sd pattern: "<pattern> "[, threshold<count> ];

4 -
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B srons e

sd pattern:"credit card",

MEEN

Snort3 AR MFATBS |

threshold 2;

TR AT TR A B B R R R A A BN, AR E AT ZEUL G ) PIR AL A4 7,
Hfs LRy A B IE R IX 2o PIT A4 BRI 58 5 Bt ik«

* credit_card—

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

* us_social—

[0-8]1\d{2}-\d{2}-\d{4}

* us_social nodashes—

[0-8]\d{8}

* Email—

[ar A TDOHSE NV (| P14\ [ A DO {1 AR (2: [ A D9 (2: [ A DI * oA 70-9)) A\ Har A 709 (2: [ A A9 * [ar A 70-9)) ?

* us_phone—

(2:\+21[-\.\s12) 2\ (2 ([2-91[0-8]1\d) \) 2[-\.\s] ([2-91\d{2}) [-\.\s] (\d{4})

PIl Name

B

credit card

\d{4}\D?\d{4}\D?\d{2}\D?\d{2}\D?\d{3,4}

us_social

[0-8]1\d{2}-\d{2}-\d{4}

us_social _nodashes

[0-81\d{8}

1 F

[a-zB70-9 1536 *H\/=2" (| }~=]+(2:\. [a~zA-Z0-9 136" ++\ /=" " {|}~]4)
R (2: [ 209 (2: [ar A 7091 ¥ [ Z0-9)) A\ ) Har B 209] (2: [ 0-9-1* [ar e 20-9]) 2

us_phone

(2:\+21[-\.\s]?2) 2\ (2 ([2-9] [0-8]\d) \) 2[-\.\s] ([2-9]1\d{2}) [-\.\s] (\d{4})

L IR LR VL RC R B A AUE H TE T . SEREAR 2 RIS 5 o ISAFTAN S [ HEL i 5 A5 i R Se e it
(ROREI s A B DR i ANIE T s SO B 7 5 SRR PIUARR S ABURR S (1 e 1 2 2 420 (LSP)
FRARAE TR, gid:13. BRINEOL R, EATEARAT RGehe i r sens 35 R A

LSP A (¥R L8 ot A7 A B, I BAT U B

* credit_card: 2

* us_social: 2

* us_social nodashes: 20

* email: 20

* us_phone: 20

RETLUEH] sd_pattern ZEVRAVE [ 5E SCRIHS SOA RN ZEHAT AT, TR Snort 3 AR 3R

Mz .
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| Snorts s AR
saEEmsmsona AEan ]

HAT A i BRI BIE 1) sd_pattern FiIU) 7= 461«
alert tcp (sid: 2000000001; sd_pattern:"[\Ww-\.]+@([\w-] +\.)+[\Ww-]{2,4}" threshold 4; msg: "email [ {ii 4")

Gt
A PR AU AS N £ 1 R SCRE U7 51
HA A BRI R

alert tcp (
msg:"SENSITIVE-DATA Email";
flow:only stream;
pkt data;
sd_pattern:"email", threshold 5;
service:http, smtp, ftp-data, imap, pop3;
sid:1000001;

)

HA A s SR

alert tcp (
msg:"SENSITIVE-DATA US phone numbers";
flow:only stream;
file data;
sd_pattern:"+23282 (0[\s\.-]1\d{2} [\s\.-]1\d{3}[\s\.-]1\d{2}[\s\.-]\d{2})", threshold
service:http, smtp, ftp-data, imap, pop3;
sid:1000002;

)

PLUR & HAT N B U e A U 52 42 Snort TIPS RN 1) B 22 7 3]«

* alert tcp ( sid:1; msg:"Credit Card"; sd_pattern:"credit _card"; )

* alert tcp ( sid:2; msg:"US Social Number"; sd_pattern:"us_social"; )

* alert tcp ( sid:3; msg:"US Social Number No Dashes"; sd_pattern:"us_social nodashes"; )
* alert tcp ( sid:4; msg:"US Phone Number"; sd_pattern:"us_phone"; )

e alert tcp ( sid:5; msg:"Email"; sd_pattern:"email"; )

Cisco Secure Firewall Management Center F1'22 43 K 5% 1 #4557 FHL2S AN S F5 A% H B Bt i

BEENRKEEHE] Snort 3 N 2N

Tm] LU A8 U E AR SR IR s Uy 3 AR T DU 7 i U R PR A5 6L, DA A R s
USRS A A U A

ST VLR > AR,

S 2 Wi NS A Snort 3 B

S AEINT, 0T LU LD F B
ok B
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Snort3 AR MFATBS |
| BTG

o EFEUIZ AT L5 i A AR IR A
© EAE NI E .

© AR U RTE .

o BRI SR .

ARPATIRLALF I TEAE S, TSI G Snort 3 AR5 , 25 29 1T .

= =

N ESIE S
AR, BT AEA AR SR T e T R TR, DL R 4 5 52 42 A A A iR I 2%
GERHUIERAE

Cisco Talos 15441 (Talos) T BN BRI S HHAREAS N AR TR 2 a0 R BRA B A o o, — 48000
AJfig 231t Security over Connectivity X A Sl 1 5 H 1M 71 Connectivity over Security BRI\ HElg A% o
Talos A7 £ {37 FH RO 58T >k B SCBR O SHEmE Hh — 2 20 2 MU DI PR RO SR o G SR A0 VL U] S 0 B AR
FEMEHEAT OB, WA 24 F T B SR 1 BR O SR (R BB R A S ey, o SR VR ) S B
O R BRIABRAE o AR R, QSRS A S T R, R0 BB AN 7 R S S

U AN, e 2 AR T 60 At SRS PR ER DA SROMGS Hh AT S U R ER A S5

NS IMEEL S Al
AN, T LR A A BT O
e

B BRGNS EANR AR, IR DU RC R I A R e o S s ol o o 2%
Iz, BB AOX I HbR, REERANRSM. iR RA L Hir, =
P OSTBVE LR RIS REN IV E BT

FE1E

BAERGRMFENR AR, RSBl Sdi e, IFEI LRI A AR .
R R AL BNEIEH bR, JF HARGE M FF H S s B B s

WA RSV A ILREAL B

AR b EHR sl BRI TR . 2L HEEER (Disable) 25N

AT SRR ARV RE ARG T AT AT N o 0 RS AR, DA 1) 32 e 6 O
REFTRES TR MR, NHBERINIEE, Al 52 BT T RENLIC .
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| Snort3 sh N RH&MANTARS

IWENZ RN RE
NI S 1.

TR KIIEFEREE > AR
PER2 RGBS 5514 1) Snort 3 BRE
'R SR s DUR B AL
« AR
o O H AR B & AR
* T T AR B O BLIE

o O AR

p kR A A w W S (R e 2 ST

FERA N HWIRIE P RHEFERRERAFE 2 —: A RA RN ERAE PR R, 3

g

~ ©

PIR5 A RTF (Save).

T—% it 4
MBI E G TS AN E S, 5B 22 UL

AR REEFIINZEH BT IE RS

wa eanae ]

Z: ] 4w Snort 3 NI 5ENE , 529

A A I L AR A A U H bR TP M hE T . RSOl , H R SRR A —E IR
Bl ReA e B, WERA ANAEEFRRG S, A RNOER] @ 2y, BTRess
b HAERARTEDF, WVFRTERAEILIR, SURE LRSS A P ) i, AT A%
W 2% ik 55 s 58 DoS Beiti, W RE R F5 B EIX XEUR N FHF, R ax W 11 7 AR X A Ol i

R AR A R ik R A A

NREHEHE

AT LU 2 2 MU e B, AR S i 5 I ) BN A R BBOR R AR ST SN s AR A
IRE o 3T LARTS 1 DA () e B o 22 T R AN S 0n] DRGS0 S . BrvfE oA

TR A 2 g B Ut B 11

WENZSHEHE
TRCE M, W MR
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Snort3 AR MFATBS |
B = e=sam

% 3 BEIAR

£ 15 AR
B AR S IR T B PN fid A ) i s B0 R B L (el “ T [Count] 4R ) sk gt

B, RSB E N BRE (Limit), KHE (Count) BEECY 10, JFHEHDER (Seconds) BEE A
60, T [F—7r 8 AA 14 BRI, R GEAE Bon A AR 10 AN SO A i 44 s 4
8 1k id s Sz A

I (L R E I RIBN, MR e BB (H “UH [Count] 3R MR MM, 0% BoR
— AR, WEE, ARSI R RS RZ T2 )G, R R TR R B
i, CKSAIUEE N B{E (Threshold), Kfit#{ (Count) W& N 10, FHK#EL (Seconds) & N 60
B, anSEE) 33 PRIl 10 IR, R AR —ANFE, RIEH “FPEL” (Seconds) Al “if
$” (Count) WHA#EE N 0. L5, ZMIUTEE: Tk 25 BN X AilUE 10 IR BT 2E 58 33
B CEE N0, Kk, Rk Sicsts — 3.

L[] BN E N TR BUESR S0 (THED . I il A U JE e SO s — i B, nieRe sk
M B MZE (Both), Kiit# (Count) BLE N 2, JFR#bEL (Seconds) BB 4 10, MIFHFTHEEE R
WK

IR 10 FPAAACREI— K, RGEASEMAE AT CORIZEBIED
© WER 10 PP A I, AR GURE R R AN CER I s U B 8 1 B D

© WA 10 BRI DY VR, RGO A AN CR IR I 2B, 2SR
INEEED

Fk, FREERER, IR E S BB 4 TP bk 5082 4% H bs TP bk v 51

& 4 H1E IPiET

1R 152 Bf
K5 F2 U5 1P b vH ST F A 56 U4
H ¥ ¥4 H b TP Hubik v S A S 4

tJe s FR0E H T SCBIRL A S BRI T B o

% 5 H{E LI/ 8 1E T

I i3t AR
218 REANERER TP bk AE RS R IN [ B A I 28 B (R 7 ) S s i K e
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| Snort3 sh N RH&MANTARS

#snon3 sy EmuigEaeE [

£ 17t A
b TR A B2 R K. G OB (SR B D BRI (limit), RFERER I E VIR | P (Source | P),

HH L (count) BEE N 10, FRIGFHEL (seconds) IKE N 10, WIRGERFILRIF s 10 FREP A &A1)
oK B € P I TET 10N F . T 10 B0 HURAE T 74030, REURIC IR i sb 4t
MTWERET 10 WAL T 40 DEIE, REUICRIF RS 10 DEE0E, SRJEAE] 10 B (¥ [a) Brid
Ja IR T

ijlaﬂf%nu )\1§$1¢|§Jﬁﬂ$ﬁﬂlﬁﬂi fﬁﬂ‘%%?@Zﬁﬁ’JI&%@?ﬁﬂ\ detection filter %%?%D}\1§
FAEMHIEEA G A .

Je

R PYONCE I EE e LT

7£ Snort 3 AN E H1{E

S S S
55
N

S
IR
$IE9

S0

FEATLIAE “ PRI S B (Rule Detail) BT H A A0 B — N B o 945 00 (045 78 5 12 00 U] PO A Al
A B

PR IR > AR,

il Snort 3 BN 1LI5 <

MG i B g, et T BERE.

st g () .

TR B L, il BE R

KB (Type) FHgl &b, 1hPes i B i B A 2.
o BEPEBRE (Limit) LUK R TR I ) B PG 2 4R ) A S
« YEPEIRME (Threshold) LAYEAGANIN 1] B Py 45 1 S8 B0k B o i 4R (1
o MEFE P (Both) LATEAEAN N 0] B P o S5 Kook 45 52 Ko 5 4R 0t — ol 4 .

MERERAR THusIRT, LS IRE BAR LRy LR 1P kit it H bR 1P Hhhik ERER TS .
75 T8 B, S AN E A B A SRS B AL

15 # FBUR, HNH TR SRR AE S 1IN 8] B By CAR 24 JA)

RdrRTF

A RFAR SRS S, TSI Snort 3 HIHIATBI(E .

T—5Htta
MBRREN WS B R T,
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https://www.youtube.com/watch?v=pharzZB1bYY

Snort3 AR MFATBS |
B zzomp essae

EEFMMENZEHHE

LA UM ERAF AL O A B EBEE, A “RNPRAN R B ML s o B E M v, B2
TIER ARG WERAE S, T LA I 4 B (8 R8T o DA 1A

W LR R > NMEREM.

2 Ml Snort 3FTE MM LI .

PBI EPEHA ORE BERRN, i EREE TR CERECE F0K BME Doz
W4 THBRAON ) EAE, I s ERECE YT SME B

HEE i RwE () .

PE®6 Ll HE LR

BT HHEE.

FIE8 ritRTE (Save).

T—%Ht 4
TRE TR G S AR E O, B 22 L.

NZREGNHIBCE
TEAT AR R TP il 5 TP 1t ik v i i e S A D) sl #5045 I A AR P o IO AL 2 iRl
S o I, S SRS 55 5 A i 1 2 B AR RAR BRI Ry 52 AR TR, D 0 2 A S Ml 55 i
FAZFAF I A A SR 0 . A Bl O S A, AR A B R B
NIR RN H] KB

ijlaﬂf%nu )\1§$1¢?ﬂ]r&ﬁﬂﬂ$ﬁﬂlﬁﬁﬁ, fﬁﬂ‘%%?@Zﬁﬂ’JI&%Bﬁﬁﬂ\ detection filter %%?%D}\1§
FHREMMEEHEGI S .

Je

®on Al LAE AR SRR B AL s i o A g A RN AR R 2 4 8 001D B EHRECE 41 (39
&> NMRHN > Snort 3 FTAMMD Jj mlHI B E

7£ Snort 3 A N =% B HH
T LA NAT SRS R 0 1 B — N R N

FiaZ |l
i DR B LA 0 5 H B (1 B s B 2% 06 52
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| Snort3 sh N RH&MANTARS

W IR HHE > AR
S22 Al Snort 3R RN L,
LRI AU AR EIRECE S T B
w4tk mag () .
LIRS LE I EIR A, S DA A IR 0 55 1 A I AR ()
o EPE IR BN R e U TP Huhik A B B A i R

© EFE BARMGE K0T HU TSR E H AR TP ik (0 s A s it

PUR6 (E ML N yIR P AT T 45
PR miliREF.

P8 (AL WARFE, WEERE =K.
FB RUHERICE S DI RTF .

T—5 it 4
IRERE W SRR S, 522 T

EE BRI H 14

sammpnszs

T et ZE A wU ERDUAT R A A F o i, el T2 A BRI 55 A3 o e e R AR e T 1) Kbl
B, DRI AT DA P AR 55 4% TP 3l R 0 S A i S . R DU 45 PR A iR 55 2

K b TP Mttt JFT o MO HoAb ML, W IR BRI 1205 TP Mk (R 300 4% 1 F o

W R R > NMEREN.

$12 fiili Snort 3FFA MM KL K.

IR 3 EPEEA IR LA R L) o

PB4 LUl BIRECE Y 10

SIS i lwmE ()

PIR6 sk H0 LI .

ST SRS SR O R 0.
P8 nidifRTFE (Save).

T—F Mt 4
B RCE NG S AR E S S, 5B 22 1L,
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Snort3 AR MFATBS |
B sroeanEs

IR R E 7%

A DA T NARE SRS R RIS DVE R o 4237 3SR R SR A 2 1Y) IS I 21— AR S
(KT RL U A (R A LA AR SR R AN R L

HB1 RUGEFER > 3.

S B0 S 5510 0 Snort 3 BRA

SR 3 L) A U TURATIN, eIV R [
S A ER T e ()
S|SB TR, BABIER.

FIE6 LR NER (Add Comment).,

SBT R

BT R IE Ry s o e (T

T—% it a
RERCE G WS RE R E S, o 22 1L,

1% Snort2 B EX M 457 Snort 3

U SRAEAS I )2 1 SCRE, A R 7E AN Snort 2 44 Snort 3 2 T vHE#% 47 B Snort 3 FRIAEIIER .
D RS KR 5 =5 (N R RO £, 5K AR i (I 7 AR A SR IUDRE D #48  Smort 3 B
AR Snort 3 4 5 A HL RN AR . IR B C40 5 1 B E SORN, 5 R BT A I 2 5
Snort 3 FUIU, LIS 7 4 5 BB A AL Snort 3 KGN 45 2250 R T (9 REHE, T AT OCLE Snort 3
RPN

* https://blog.snort.org/2020/08/how-rules-are-improving-in-snort-3.html

* https://blog.snort.org/2020/10/talos-transition-to-snort-3.html
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BT S A/ ST (19 FELR AR 45 20 BT SRS 1) Snort 3 iR (AR E & T AL .

HEMER

R E RO A A A SCAA IS ) A1 2% RS ARG A AR I AR . U G E R A A A P A DL
i, Sk A s R/ E A 2 AR Bl

XIT imap A A Ay, AT I, 3 0 e LU 4. B
* k%555 T imap.
s e —%,

AR XL A, IR Y imap.
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Snort 3 FEIZ R MLZ DT |

B 5 srons eexmesmgmmnoe

"when": {
"service'": "imap",

"role": "any"

}

nusen: {

“type": "imap"

BN ERS
OIS A XK AR SRR I 2 S, Bl 2 OIS A A . SRR AR R
N T AR, AR E T B
LUE
{
"normalizer": {

"enabled":true,
"type":"singleton",

"data": {
"ipd":{
"df":true
}
}
}
}
ZHeE R

UM A A 2 AL, T DRSS T AT IC B IX R B A SRR R s 251 (Bl R &%
Ui M VLAND BCEBCE . — 4SRRI ERR LB A —NERASLB], 808 ] LIRS R € 45 1F

[l Cisco Secure Firewall Management Center Snort 3 L &5/, KA 7.4



| Snort3 shEnEBmLs s 17
# snont3 xR sEnmE [

AL R ARSI RSB B I, RN T BRI S R
BEAN,  BRINSEAG () 40 Bk A 2 25 (1 44 B AH 7D

T2 BIR A a, S EAR SG RO A A E I, RUETEEh JSON SCArh i dA> s i 40, 55 /2 LG
PLIZRE R 26 A CAZi] ) AL A A A N (K26 AF D, A5 I EATRs 3 B8R R . S50 vl DL B BT S5
o1, BT RO B QU RS BT Bl S e R 2 AF, DUBE S ik

it
« BT BRISEBI IR 2 454 7 3
{

"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data": {
"response depth":5000
}

}

o BN LB RIERINGE ERE P 1K) 2 B Ao o

{
"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspect",
"data":{
"response depth":5000
}

]

}!

"binder": {
"type":"binder",
"enabled":true,
"rules": [

{

"use": {
"type":"http inspect"

}!

"when": {
"role":"any",
"ports":"8080",
"proto":"tcp",
"service":"http"

}

« DRI AS, HAusn T A e IR E X ER .
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Snort3 FEIBEME S |
B entumiszs

"http inspect":{
"enabled":true,
"type":"multiton",
"instances": [
{
"name":"http inspectl",
"data": {
"response_depth":5000
}

]
}I
"binder": {
"type":"binder",
"enabled":true,
"rules": [
{
"use": {
"type":"http_ inspect",
"name":"http inspectl"
}I
"when": {
"role any",
"ports":"8080",
"proto":"tcp",
"service":"http"

BAIAHmNREE
I T B (CTP) e 4x it CIP (209 i, I B IR BE & 1) 2 4niatT . e ib 4R Ak CIP 4 B AR Y
JRL 2 TR) PR AR 22 A A
CIP 224 PSR HE A T 2220 i ) -
* CIP ZaMBL - I THRITINN R, NG8Z e it T 224 .
* CIP 4 - T A8 Sk 2415 A
CIP A0 A5 I IR0 «
* CIP B 55 R i
» 14, i CIP Read. CIP Admin. CIP Infrastructure FiI CIP Write
CIP s as vl LU AT CIP %048 Be 3 -4 Forward Open i 3K 1 #) CIP 22 4048 B

LK CIP Z4xThfg, 2R CIP Rl . 1S Z A IAIFLE CIP Eodls to b i 24200 B, 45 69
P

A8
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| Snort 3 F ISR MK DT

et op siratnzesg i

S FORELE CIP i E R IRE DR

fEHIZEH]: SRR CIP 2242 7r B, AN fevrdLqt CIP il dd, 53T LT 54k
* B4 cip_safetyff) 52 LM 2% 70 BT S
o FEVT I P A h GG AN, BABHLE CIP 2242 Jf Sevr Ay SeAd Al ..

FENAR CIP 224 Thfe, S AR B0 R BT CIP Ao A R 3L 20 B4 U i 22 s o

e 52 SRAE > NIR > MR D HTERRR .
TR R R 45 73 1T S cip_safety (1) Snort 3 AR .
fERERR T, sl cip HIHLETT.

E NN Wy et 1P S S % & A WM TAZRT (B A o S N R AR BT K

fEAMB BEEE ~, Al RENESR Kix, 0 cp i “CRA” FBOA false CERILD BN true.
il E (OK).

M RTF (Save).

B cip A A gn o B Vs il PSRN, TR OGLE R SRBg > T RlES] > HREE , RE MNEBERCRIT RN ES T
fi kit $E SRIEE L.

sl MG TINRREE 551010 dRtg (4 .

7 MBS FFANREKEE B0, M BRIAMB S ITREE T H780R ik B8 QU iU i) 5 ) 5 cip_safety .
CIP Ky s UL AR J b0 m H, JEmT BLEIEE A s U Tl 22 R BHLIE CIP 2242 3T Se Vi A7 HAth CIP Zdi £«
RIEA T CIP LB AR ML E G, 162 EEEH DI UE UL 1 60 5 R b B S D AT 1 A5
FH G011 CIP 224 B4 A0, H A T WU 0 8. CHP A U A B FH B iSOR s 7 g (R 23 [3) g R MR & Pt 7B
JFH CIP 22 Wor{E Web 2 Bt F.

X £8 42 7 Sie I ok B

X W24 735k, Cisco Talos $&fik T WURAE S, T4 Snort 3 BASHKFIXT A K Snort 2 FAS 155
o

VLRSS AT A7 Snort 3 RRAS 1) SR ME-H A X S 1F) Snort 2 RiUAS .

EE ML 7 TR AG ARG

S 2R (Policies) > A& (Intrusion) > P 4& 7> # 5k B% (Network Analysis Policies).
PR 2 RidiNAP BT (NAP Mapping).
$IR3 JRITEFMET (View Mappings) i k.
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Snort3 FEIBEME S |
B cEmssmms

RGUH o A B ] Snort 2 A5 ALK ) Snort 3 945 73 # SN

FB A JLFBE (OK).

B 22 M 4% 73 T SR B

JITAT A B by BT IR 9 45 53 17 M B WT T AH SR Snort 2 FH Snort 3 FiAS o 24 851 BT (11199 28% 23 #r
Semg i, £ FRHAIEE Snort 2 JRASHN Snort 3 A

PR 25K (Policies) > A% (Intrusion) > M4k 5 #i 5k B& (Network Analysis Policies).
P2 pULEIERES.

HIE 3 H N\ &FR (Name) fl$Eik (Description).

HI 4 PR AER (Base Policy) , AR5 AT R7E (Save).

TR 00 4473 B S AT HO0 K Snort 2 REZASHT Snort 3 RRAR B .

12 o4 W 2% 53 i R B

ST LUG S0 208 23 A SR LU SCHC A7 R ] A SR

P 2 K> NME > MBS R,
P2 piilidRiE (Edit) DUESCAARR. Uil A PR i RE A SR
R OMNRKXFR: ARG 7.4.0 THR, XTSI HTHIE (NAP), A2 KA BGCE A, IR AR RDRE HE

Y PRI RBCAS R o
AR RS AU, USRI LS TR U OF 28 S ATIAE R 48 T AT s AR PRI BB 25710
&, B R R .
UEAT  CAF RIS, LA AT R A o % S Ao PDRAS 2, OF LT DL B RS 37 DUE A . IXFE
A Dy T ARG ENIR 25 BL 25 FR 0 i FEE AT i T 3RATTILAE AT LX) Snort 3 w3 25 S8R4T RS
Az, DIt AR ARSI s R, AN E, IR C
DR AR BRI NAP SO Tk, WIARBE R SRR IR “ S RT" 19 NAP BLER N
“OERFAT, MMM R R X AR . XIEH T GID A 1 EE3 IR, GID 1 A3 5
AS/G RN GHEH B Talos $EAEEM K A3 /A P 3E4E) , Prfy Fofl GID AR5 Al . X et
5 2 v fid A 1R LA DL RO o S S FRBA AN K AT BEX I B AR AT . ARG T2 &
FEUUE NN, FRs LB A SR A
AT P ARG AR, HAn Rk Fakh, WITE AL 2] R K

ER WURGIER G TSRS A RR . BT SEACSRS ARG, G A AR [T I T Snort 2 T Snort 3 ARCAS o
P SRR SR S8 FROAS TR DI 2, P LAAEAR W RSUCAS P 100 244 5 A SR i P AT BB

. Cisco Secure Firewall Management Center Snort 3 BC E 357, KR7N 7.4



| Snort3 shEnEBmLs s 17
emasmgnnELeaess ]

FIE3 ptRTE (Save).

EMKZ TR TIE LR E R

AL Snort 3 A ¥ 99 45 73 Ar s DL b, S8nT B il 2O I AR SRR A P i AT AT S SCASR I R Ao
o

L1 H 2 KEE (Policies) > AR (Intrusion) > M 4& 5 # 5k k& (Network Analysis Policies).
P2 B =ML HT RIS Y Snort 3 AR .
IR 3 A E (Search) 2 iy N\ B ZR (1R A5 45 44 R BRAT ] AH DG SUAR

RO o g A R SORTS R T AT R A 8 o
Blhn, G pop, TR £ a8 FIVE DUICAS 75 245 £ B b o b DLRC S5

AR ER
I E S 2% 0 AT SRS L B s ] 55 79 3T
mRAAEGNR ARSI, 576 1T
28 53 BT HEWE 1K) Snort 3 5E SURIARE , 58 62 L
FE o M skims , 3 72 0
XA A AT W IO A DU d IO . 2R 75 T

EHNERERE
4T LR 11 £ 3R 52024 BT A0 9 Smort 3 U 9 K B

$E1 #E %K (Policies) > AN f® (Intrusion) > M 4& 5 #75E#& (Network Analysis Policies).
WIR2 A LSBT S ¥ Snort 3 AR .
LRI A RERF N, BIFEEHIHAEE TR AR

BRIABCE WhonAE /B, B i R G & s AEAR 3 R A I

PR 4 R EH BB AHR (Copy to clipboard) BIbx, K A 25 Bo B A2 0 21 DUR — 25l iy 2T (1) B WA
« ZeA I EGABLE
c HYINBERNRE

PIES KSR A A IO ERG 2 JSON i o,  LAEAT RS n] RE TG 210 AT S«

AXEM
FIE X8 oy M st , 26 72 0
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Snort3 FEIBEME S |
B ecvmesmzn

B E X W 4& 57 1 SR B

TErT LRI B QR 25K B 72 X Snort 3 A (1 90 25 73 #7 S

T 2 KEE (Policies) > A& (Intrusion) > F£& 5> #i 5k BE (Network Analysis Policies).
TIR2 R MK HTHIE Y Snort 3 AR -
PRI il 884E ThER.
EX W EATTNY SRl

« B IR

o NEUTE | BRSO /R

© THGEERCE

o TR SR E SO

o AR RGBS

PB4 SEEFAR (View Schema) w] BN WA 1 77 L5301

1 Firewall Managemem Center Overview Analysis Policies Devices Objects Integration Deploy Q “O Eo N ) v | el

Download

Schemas s

arp_spoof_snort.hosts >
s7commplus >
port_scan_snort.ip_proto.rejects >
iec104 >
stream_tcp_snort.require_3whs >

PRSI LURME  SK T 807 30 TRBiI SOt /B e B L A s O
IR, SR UL T VRO YOI BT A BR ARG s e L DA S i R A
a) midi TETTE LU BT,

BRI SCATE T OpenAPI JSON MY, H I UERS EARBL RN A . 0] LR 2B ST AT FATAR 26 =
JSON 4 8K SLHT TP o B0 SCPE T 358 Bh A A s T LA G, 7 2% I 8 1 S B0 AT . (1) Fe VAP (e Y LR 245 H 1)

Pz
fhn, XtF arp_spoof_snort 2%, 0] LUECE EHL. BHEHS mac AT ip Huhibff . ZEA) SO B X S qE 11 LL
A

. Cisco Secure Firewall Management Center Snort 3 BC E 357, KR7N 7.4



| Snort3 shEnEBmLs s 17
arexmasizs

*mac - #R: ~([0-9A-Fa-f]{2}[:-]1){5}([0-9A-Fa-f]{2})$

*ip - #®X: ~([0-9]1{1,3}.[0-9]{1,3}.[0-9]{1,3}.[0-91{1,3}() /[0-91{1,2}){0,1})$

i'1] Firewall Management Center Overview Analysis Policies Devices Objects Integration Deploy O @ *+ @ v |t

Network Analysis
Policies
Download

Schemas v

arp_spoof_snort.hosts v [arp_spoof_snort.hosts v {
mac arp_s snort.hosts.mac string
0-94-Fa-f]{2}[ :-]}{5}([8-9A-Fa-F]{2})$

snort.hosts.ip string
([0-91{1,3}\.[0-9]{1,3}\.[0-9]{1,3}\.[0-9]{1, 3}(\/[6-9]{1,2}){0,1})§

TR IR BAE ST B2 e . VBRI, A Be 8 s R A A IO, 75 2 3 A e v R
b) sl TR ST AEAR LU A 7 ) C I RS AR A O BTSOR S Bh e B A A s
AT UL S BRSO BB R IR R, AT ST RE RS EE AT B
o) mili FHTERE LUK A 2nc & FEE—A JSON 3.
T LU e B E R AR T I R, A AR TP At . O S b ok A AR B T A (5 R
d) siili THEZHERE M FERCE G SR E.
WIB6 LH LA, LT PR
] LA PR DA Ry 207 o A A A I A
o B R XK B gk T N SRR . 152 W Cisco Secure Firewall Management Center Short 3 it & 45

(¥ MZSHREENT] —E P e ER[FTARMIBUBSRE 10U,
o GREHE O ETRE T FHHR4E (Actions) NS 1AL 7 56 0 & S

U AR ELAE B L BT IR, WIERERE DT TR . A, A A TG IR o
a) {EAERS (Inspectors) , JEJT 24 i BN B I Prda i 20 as o

BROABC B S AE 2B, Bl o R0 Sos AER 288 N A g1

Ten] RE AT S AR A TR R AT AT AR S AR R A A s

b) Ml EHIZEI SRR (Copy to clipboard) FI4%, KBRS 24 e B 52 21 5 AR .
c) g/ JSON ST IR BRI EC BORGG 21 Horb
d) BT R A A S E,  JT AN TSON A v b3 i A oA i o 246

T ] LU H] 7 51 32 A4/454R (Sample File/ Template) >k 1 i a7 s BROABC & - s Bl S0 5 TSON 7 B,
P Ui W AT 2 Snort 3 1 52 S 2% 734 S o

e) M EON A A A O B AT

Cisco Secure Firewall Management Center Snort 3 B2 E4575, RR7s 7.4 .



Snort3 FEIBEME S |
B ecvmesmzn

I UF S SOFA R EAIRT S A S N T 2RIk A A, ISR T AT S [ 9 8 A8 A R B 7E JSON S
HIPEA S B, 524 Cisco Secure Firewall Management Center Short 3 it B 15 ' Snort 3 BIE E X M 4& 21
REGEIE LE W ZHk AL .

) WEREL G HARIR A B S BCE, TR A0 7o P B on 1) 55 7 o L A LA S A
ER SHIRR A AR E AT A JSON ARifEs

g) R G B S R AY B K R B
PET N ARE MR, W bR E A bR 05 A f N B K JSON 3Cft.
R N EARET RS AN EAARAEE, ROve S E s R, DI, RS B AT ER RS
LA 5 823 D LSP 38T —#70
AT LA, BT DL i ST B AR G PR A7 1A 15 7 i A £ 2R 0 LAY JSON SC A

* BFHIEERBE (Mergeinspector overrides) - WERRATIE M B ds, AR IR ST RCE A IF
WeRATE R A, W A SO O AR A SR H A RILE T2 TR A, R HOX LA A AR 115G
BT .

- BieEERE S (Replaceinspector overrides) - Ml It 2 i i 8L i 5 40 EAR SCPEPIRRT A 2
ER GEFRULIETURE MM R P AT LA IR e i A L PO i I R R T P

UIRAE FARBL R R A s MR AR TR R, et R BB RELE SO o o NP B RIS . O TT LU R 3fAAE
BRI SCIE, BRI IR LA ST

P8 LEBEMEEH RGO, SE BN LR SR AR E
ARSI AR ES, BAERERSILES MO, Fores —MEERR AL,
AN, K FBZHBE (Overridden Configuration) 514 i 7~ 7 75 IO
i vl U AR R A 55 A M B R B 3= (Show Overrides Only) RIEHE AT F Fi 7 CL o (R A 4
ER RIGE TR RCE, SRS FTIT TSON SCAF I X A 2% B A ATAnD o B 5/282 i B I ST 75 23k
ITUEERAE, LA R RIH A fE i E .
PIRY  CAIE) (EREATAATHT RS A 2R 0 B 0 2 /T, & RS0 7w e B S A
B AT U TR A AR I AN AT A

X ERD
V7 S5 I E W BRI E . 28 76 TL
A RAEGE MR AR, 576 1T
TEW 455 T SRS DL FAR RS A ds . 3 71 T
R AASACE , 71

. Cisco Secure Firewall Management Center Snort 3 BC E 357, KR7N 7.4



| Snort3 shEnEEmL 7
sessnrrpsEnEzrE I

M ERFEITARKREUBE S E
XIF Snort 3 HAHIR S 5 T 0Hs 16T LI K 78 B8 ARG LRI 3

s, BT U R4E (Actions) P e it EARZ e (I E SCIF. A ORTEAIE B, 1620 e XM
Iy HTHNE 5 72 .

LB 2K (Policies) > AR (Intrusion) > M 4& 5 #7 5 B& (Network Analysis Policies).
PR 2 R LT A 1) Snort 3 KA .
W3 M NESR L, EITEE S LA R E NPT TR A A

BRIABCE o AE /e B, B e X B s AR 2 2 B AT I
TR LM BEERE T, sl RERER (W8 EIRDIESU A E .
RGN o R OB R A, T DAAE L p AT T ) Y

pE © BAORDCOR P B SR O BEE . WOROR B A BEE AT AR, X 7 BOR AN RIPIRAS, KRR W 2R
Ki K Talos A iz i B, REUR IR B 241 {i

o U SR BN S BRAT AT 58 SO, TRl DR ) I 70 200 R Py R 2 85 v DA 2% S B s B 0 5 e e
1P

LIS Y fAE (OK).
WUR MG JSON ARvEfFAEAT I A8, W2 BoRA i B
HIB6 i Save AL T B .

W T AT G OpenAPI ZEFHETE, T A BE by AVFERAERLE, B, RS RFESREM L (Error
saving overridden configuration) f¥)5i HH %l o #E mT LR 3806 B A e K S

AR EM
I SR8 M sk, 5 72 3
7 A IR G A 0 ) P AR ORAF T BE e 5 5 75 T
He 2 f OIC B BRI, » 56 76 T
I E S 2% AT SRS L B s ] 45 79 5T

£ N EXSmEE A (8] 1 & R IR 7RI B X

BEAT WG LB S A A s T UK AR UOR R AP I S e TR, R A S P A R DR AT IR BE
SR N B R AT (R, (RN 2R G B R DR A 2 (U ER A P

LB 2K (Policies) > AR (Intrusion) > M 4& 5 # 5 B& (Network Analysis Policies).
WIR2 2 ML T RIS 1K Snort 3 RAR .
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B zzrszznnssnz

PRI L ER L, RITERR IR GRA S s h s o
BROARCE WonAE 2B, B o A IC B s fEAS B 8 R A I

Snort3 FEIBEME S |

TR /AN EEECE (Overridden Configuration) F, it X5 (X) Kbl Pk A &% (4T o AR AT K B 2

o, FATERH (Cancel) JHFF k.
D SR AR Ao A A G B AT AT AR ORAF AU SE G, WU B J AN vg L

AXER
e i (MG B N BOARCE. , 28 76 1T
XA B AT A IR A A i O, 5 75 T

EEERBEEIRERYIR

BT DL AT B i (KA AR IR 513K

L1 2 KEE (Policies) > A& (Intrusion) > f4& 5> #r sk Bg (Network Analysis Policies).
IR 2 A ML B SN 1Y) Snort 3 AR .
P LTRSS NETREE HREUESE CE SR AL,

BT W 5 A A 2R A L A RR 510 B — M E bR, DAFE B e AT

AXER
TERI L8 I M A B EA R A . 55 71 0
R AT IR R A R O, 39 75
L SR8 AT sk, 50 72 3

RESMEERE HEIAEE

ST DUV D 7 A s RO ER DG B T A ] B e s e ot (0 T K B D e A 0 R B

BeE .

$IE1 # %K (Policies) > A& (Intrusion) > M 4& 5 #7 5 #& (Network Analysis Policies).
PIR2 Fe B ML AT SR Snort 3 AR
PRI AEWRER N, JEITEREE M E T A A4S .

W7 i (PR A A A1 LA PR 55 10 s R (L B A

R E R E AL MBI, B S5 R E R ERL T 28 F A . fE4 5 B S ECE (Overridden
Configuration) F, fiditk S EIABE (Revert to default configuration) (JEiB#isk) KR, Bk i 2% 108 o fic &

IUERSE NN
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| Ssnort3shramgmsE s
i snort3 %8 [

W AR A 2 2% I BRA L B AT AT SE O, I e A T2 R 2
$£B4 Sk E (Revert) LA P35
HIES il Save (A7 FT S L

WS ARLRAE T, W LS 5 BRGE (Cancel) 2k 5 (X) Kbx.

AXER
A5 A IR G B0 1) D SRR ORAF TR SR 5 58 75 0T
FE 2o T sims 5 72 5
XA A AT A IR A A R O, 5 75 T
FILE 28 7 TSI e Bl 56 79 1T

I&5F Snort 3 3R E&
YU Snort 3 W, LR P AT BRI AL L%
M AL (R AT IUE T A I B
IS I R SRR T UL IR B NAP AL
T NAP WA R T A S T A
o G T TR BB 0 2

o D SRS TG L O 2 RS B G, R FLAE AT 24T Snort 3 —BEHISCIFMINAP J5 4047
DU 52 S s P 2 B P

o X5 T LA PIRRAS VMO, A f 2 ST IR 24 5 FROAS (K] NAP S8R AT Snort 3 I SCAFAAT
Bk WERAEMICE G TAERA, REam M s Bl s, Smiifhasis®
AR MECE, IR R ECE .

FEREREP T, B TRATTRE NAP SO SRIBC R U 1 72 5w R FL S8 A e BN, funide 4 9 A il
SEAT A £ A5 HORS N T3 IR Snort 3 S .

PB1 BENAPRBEEEMDSE: 7EMS I 5041 Snort 3R K T T, T2 S HERA R E I I di ks
fEE

BRI & o e 2B, Bl o5 I s AR A 38 A s

P2 AN BERE T, UL RBEER G BIFRUE YT AL, B rate_filter.
RGN o B BB A 1, BT ELE SR ratefilter 6 A5 3EAT BTt (14 2 4 o

$B/3  PlAE (OK).

$B4 Sl Save (RAFHTIT B 24
B, AR DU $R4E NS B AR A5 IR SO
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Snort3 FEIBEME S |

B im snorts s

$IE5

SIE6

PR

P10
TEN
PIE12
T3
FIE14
LIE15
PIX16

LB

SIE18

TIE19

s oy BT HEIS 1Y) Snort 3 RS HH ) 3R4E T HSE L.
£ BfF N, blad BEERE M AL S OB B E K JSON 3.

R (EAEEHEENEA. AR AR, PO S A AR, R, S5 SRR AR
FEROE TS Ay LSP HHTA) )

BT DUETEOC A, A mT LA ol 0 8 38 28 48 DR A7 1) 0 55 8 i G 28 2 0 22119 JSON ST

- AHIBTBBEE (Mergeinspector overrides) - AT IR &5, LAESCpEeh i P 202 S BATIC B 4 0F
WA A, WA SCE O TR A RN AL T2 AT A2, Rk ek B 321 5
AL

- BRI BB E (Replace inspector overrides) - M7 2 i 198 2 REH LA SpRe 1 5y 25

EE TR I MR AT A A, PR AE (S B AT o A R B E

WRAE AL 5 DA A A I R AEAT AT RS R, I/ B R B E MR E X (Upload Overridden Configuration File)
B DA R IR AT LU R AR R R SCIE, ARSI IR AR S

1% NAP SR EE K BREI 77 iR 5 RS RO IR 7EVs i ¥ e us g 2 b, mich &, ARG Rk I8 0 BT PN AR SR s
FFIA) HREE -

M Default Network Analysis Policy FHzglZH, JEFE—Z BRI 4555 BT SR o

WA P AR RS, WnT DL 4REE R D P gL RS . TCIE SR RN S

M E (OK).
HHHRTF (Save) fRA7 5K .
B, ARV RIS g s b, Sl B, AR R WL AT R NAR SRS 55 1L 1) REE
H AR (Add Rule).
BUIBON R e T IR LS W w WL S G
s RGO, JFEPEE] T AL BE VT FC L RN R 1) P48 40 BT SR B o
B
HE: EEHTL SRR, i BRE IR R FRE.
VU I 126 6 L0 38 IO S SO 1%
s WR - AR RHEPE RSB B B, AR
o JEIF- il RIFET K LA BB (1 50 £ R o IR B
PRSI RE NS, 1% A B I T SRR S HER B b o FU2, T DT H] SRERIEEE Skik
PEEAN T SRS B, 1T O B LR IR B SO TR
(AT3E) Af ] RIS SRBE nI B b 7 B BRI I AL SO s

st ZBE
UR ARG N S O R DU R B o, WIS AEREE B & L P SR el WERSERMAER, Wl
T AR R TP 9 Sk AR
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| snort3 heyE R SF
arexmasiznEgRo [

5, Snort 3 P24 B AL 50T SR DA RRASTC A IR A AR R, S R B DL Rk
VEE: TR A s: [ “rate filter” ] AEFXGT 7.1 AR B R RA

B E X M 4% 5 th R E& B & 7R 1)
BCRBISCAEEL 2 ISON JrBL, I T-UEMIM{TSh Snort 3 (15 S M4 AMHT s . 46T LB HAEFIBL T 77

B i A T A O
o FLIRAE RO X A AR 0T A IS . TS O R A R AT N IDR G R DA RO, O 75
Il

* {EHIHRAE (Actions) Ny i FALZ SR AL B SCIF . TSI H O UM E8 0T Sms , 5 72 TL.

FEIEFATATIZLEIE I A, WA LU BT A PRI BRG], XS PEAR5 RRR R 735 Bh S e ol e
SCPALE I BT S B o o R IR B T BRAR IR AR A 41 FR 25 P2 S5 O s 9], AGE S A XS R %

UR AL WIRAE (Actions) P g ik AT as O &, WU 2000 M 2% 70 BT SRS 22 s Fy st —1 JSON
SCAFIF AR

LU o X AT AN R A AR L, N R AR R ST, AN PRI, B E Rl
B A ERATRYE, DRI, R AN 2o 6 BRI\ (B S A A A ] Jim 82 5 e 2 LSP BB i) — 7>

PR & 4% Fhdg 55t (K7 1«

HEKRREPEONATH “BR” HERRGINER
{

"rate filter": {
"enabled": true,
"type": "singleton",
"data": []

}

}

YEARBPBBIANREA “EBRA” HERRFIKER
{

"rate filter": {

"enabled": false,
"type": "singleton",
"data": []

}
}

LHERRMBPREONRES “ZR” BERSHINER
{

"ssh": {
"enabled": true,
"type": "multiton",
"instances": []
}
}
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EARKEPR “BOART” 4 “EBR” NERZHINERS
{

"ssh": {
"enabled": false,
"type": "multiton",

"instances": []

}l

"iecl04": {
"type": "multiton",
"enabled": false,
"instances": []

EERHNERBEREMBINME
{

"normalizer": {
"enabled": true,
"type": "singleton",
"data": {

"tcp": |
"block": true

}I

"ip6": true

}

BEZHNERPRNLONFERE (HPLHRBRENERLRNE)

{

"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [

{

"data": {
"unzip": false
bo
"name": "http_ inspect"

HEARREENRMECAL BRI ERRFF AN
\}

AR CEGEECAIE R, BTG I AR .

{
"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"use": {
"type": "http inspect"
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}I

"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"

INANETRY B E XS

N

AR LIAEGRE RS A A P SUMI N A8 R P R 4% H

{

"telnet": {
"enabled": true,
"type": "multiton",
"instances": [

{

"name": "telnet my instance",
"data": {
"encrypted traffic": true
}
}
]
}7

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": vvanyvv
. 4
"service": "telnet"
}7
"use": {
"type": "telnet",
"name": "telnet my instance"

FEEANJSON BERBEZRANTH. B BIZCALGIFNCIEFH S 51K 5]
FEFAA™ JSON 4 26 1 W /s LR 2R (73«

« BP0 (normalizer M as)

« HiEZBIBINES] (http_inspect fIfT#%)

« QIEEBI 2 61508 (Telnet fEras)

{

"normalizer": {
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"enabled": true,
"type": "singleton",
"data": {
"tcp": |
"block": true
}I
"ip6": true
}
}I
"http inspect": {
"enabled": true,
"type": "multiton",
"instances": [
{
"data": {
"unzip": false,
"xff headers": "x-forwarded-for true-client-ip x-another-forwarding-header"
}I

"name": "http_ inspect"

]
}I
"telnet": {
"enabled": true,
"type": "multiton",
"instances": [
{

"name": "telnet my instance",

"data": |
"encrypted traffic": true
}
}
1
}I
"binder": {

"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet my instance"
}
}I
{
"use": {
"type": "http_ inspect"
}I
"when": {
"role": "server",
"service": "http",
"dst nets": "10.1.1.0/24"
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\)

AR EORTTE YR RPN T B BRI S B name 1.

B & arp_spoof
lii % arp_spoof M7 fil:

arp_spoof fu A #s WA A J& PE AR ERABCE o X8R T n] DL IS 56 1) 1400 o
{

"arp spoof": {
"type": "singleton",
"data": {
"hosts": [
{
"ip": "1.1.1.1",
"mac": "ff:0f£:f1:0f£:0f£:££"
}I
{
"ip": "2.2.2.2",
"mac": "ff:0f£:£2:0f£:0f£:££"

}
]
}I
"enabled": true
}
}

fit & rate_filter
{

"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
}
] 4
"enabled": true,
"type": "singleton"
}
}

£/ % RIR G540 W 4% 53 17 SR R By B B 490 2 =2 A U

S350 W1 S RS TN PR 1 R S8 LR S e 4 55 0 5 Ry R o 95 2 U 5 S —A
FIZ%, Dk, RS RN e SCRY RN e e RE Al EAEERTRE, UM EINAN 2 A 3G 7
SR FF AT PRI R P R 2 2 A LS (R KU

76 B, BRI Cisco Talos S B KIULKS B 21X 8 1] e X7 a6 L.
R R HE:
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AT 4K telnet_parent_instance FUHMN KR EFEFRLUNGE ST AN H & LS

{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true
}I
"name": "telnet parent instance"

}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FEREE:

L I 24 70 W7 SRS R L3 e A R A SRS . Al 152 X T —A 4474 telnet_child instance [
FE X, IF sl e SCT IRE R . fe ZEAE LA SR B SRS IR E R e i, %)
T LR S R D) FR A SRS 5 SRS 0 5 R Py U BRI s B m e 2 E

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": false
}I
"name": "telnet child instance"
}
]I
"enabled": true
}I
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{
"when": {
"role": "any",
"service": "telnet",

"nets": "10.2.2.0/24"
}I
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"use": {
"type": "telnet",
"name": "telnet child instance"
}
}I
{
"when": {
"role": "any",
"service": "telnet"
}I
"use": {
"type": "telnet",
"name": "telnet parent instance"

FAREYIROEREMS
SN R B RATAT SR M B I, A% 3 e B N BT AN S B 0 v o IR RORA, I SRR N

Ja e SR -
{

"list-attribute":

{
"entryl":
"keyl":
}
}I
{
"entry2":
"key2":
}

1
}

WA ZLN valuel B0 valuel-new, W7 o St L2041 R TR:

IEfRTT%:
{

"list-attribute":

{
"entryl":
"keyl":
}
b
{
"entry2":
"key2":
}

]
}

NEMFZE:

{
"list-attribu

{

"entryl":

[

{

"valuel"

{

"value2"

[

{

"valuel-new"

{

"value2"

te":

[

{
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"keyl": "valuel-new"

)
R LUE I BRI smep K A4 alt_max command line len JBPEMIMEREEK T AFILACE . &

it

B smtp KI A A BN (GGEAD SRIRACE 1T

{
"smtp": |
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {
"decompress_zip": false,
"normalize cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL
NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VREFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",
"ignore data": false,
"max command line len": 512,
"max header line len": 1000,
"log rcptto": false,
"decompress_swf": false,
"max response line len": 512,
"b64 decode depth": -1,
"max_ auth command line len": 1000,
"log email hdrs": false,
"xlink2state": "alert",
"binary data cmds": "BDAT XEXCH50",
"auth cmds": "AUTH XAUTH X-EXPS",
"log filename": false,
"uu_decode_depth": -1,
"ignore tls data": false,
"data_cmds": "DATA",
"bitenc_decode depth": -1,
"alt max command line len": [
{
"length": 255,
"command": "ATRN"
}I

"command": "AUTH",
"length": 246

"length": 255,
"command": "BDAT"

"length": 246,
"command": "DATA"
}

] 4
"log mailfrom": false,
"decompress pdf": false,
"normalize": "none",
"email hdrs_log depth": 1464,
"valid cmds": "ATRN AUTH BDAT CHUNKING DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MAIL
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NOOP ONEX QUEU QUIT RCPT RSET SAML SEND SOML STARTTLS TICK
TIME TURN TURNME VERB VRFY X-ADAT XADR XAUTH XCIR X-DRCP X-
ERCP XEXCH50 X-EXCH50 X-EXPS XGEN XLICENSE X-LINK2STATE XQUE
XSTA XTRN XUSR",
"gp_decode_depth": -1
}
}
] 4

"enabled": true

}
WA, WHZE M alt_max _command line_len 4RI AMH AN X%

{
"length": 246,
"command": "XEXCH50"
}I
{
"length": 246,
"command": "X-EXPS"
}

R, FE 5 M S 2 i JSON W1 R s
{

"smtp": {
"type": "multiton",
"instances": [
{
"name": "smtp",
"data": {

"alt max command line len": [
{
"length": 255,
"command": "ATRN"

}l

"command": "AUTH",
"length": 246

"length": 255,
"command": "BDAT"

"length": 246,

] r

"command": "DATA"
}l
{
"length": 246,
"command": "XEXCH50"
}l
{
"length": 246,
"command": "X-EXPS"

"enabled": true
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EZHINERPERS BREWNE ST RENEERS

b0 W Qe B i 1 SR P K, DU TR AT S )7 SR R A A 0 IR . 1 Sk o
S8 SCIATA A i KT 55 SR 13 9 DRI, R v 1 Ak 2 AE QSRS T s e, s Pk 2
PE 3 AE 7ok Pl o, A I IR EE ] T 7 sk . IX R AE B ERCERYE 1 (FESCHn
SO L a2 FE TS E SO MIEPE 3 (7SR iE 30 .

N

RKRRE:

fEXH, MBS 4 FK telnet_parent instance JE X T —ANHEXSEH], AT T HE LK
i) 2 M JEPE, B normalize Ml encrypted traffic .

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": |
"normalize": true,
"encrypted traffic": false
}l
"name": "telnet parent instance"
}
]l
"enabled": true
}l

"binder": {
"enabled": true,
"type": "binder",
"rules": [
{
"when": {
"role": "any",
"service": "telnet"
}l
"use": {
"type": "telnet",
"name": "telnet parent instance"
}
}
]
}
}
FEREE:

FE oA 2% 3B SREMGS Kk S A Ay S A . FRATE i T SR ¥ encrypted traffic/miE,
WA % TR EYE ayt_attack_thresh.

{
"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"encrypted traffic": true,
"ayt attack thresh": 1
}l
"name": "telnet parent instance"
}
]l
"enabled": true
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}
}

T LIRSS JSON I, 8 EaE M2 7 i Skg Iy, A2 B ek ERCE LU 5 JF JSON.
{

"telnet": {
"type": "multiton",
"instances": [
{
"data": {
"normalize": true,
"encrypted traffic": true,

"ayt attack thresh": 1
}l
"name": "telnet parent instance"
}
]l
"enabled": true
}l
"binder": {
"enabled": true,
"type": "binder",

"rules": [
{

"when": {
"role": "any",
"service": "telnet"

}I

"use": {
"type": "telnet",
"name": "telnet parent instance"

}
}
1
}
}

SRR B BERT 52 2% 20 SR IO PEAR S B o BRIASEBI R o M BLAH R AT o A, 3k xt sl
R a AT R 50T

MBRR LG SRR T B TR B &=
5 2 LM SRR o IR 286 43 T SRS R T 7 a6, AR T LA B2 JSON.  BARFE RGN, ik H B Eas
7 % (Replaceinspector overrides)t il .

{
}

X ER
W4 28 53 HT SRS F Smort 3 5E RIARTE , 25 62 7T
WA 265 73 BT SRS LGS 2B 69 L
oA Snort 3 [ i XM 4 i sms G , 28 64 T
TE P26 53 BT SREms DU A RAG Ay, 5 71
SR AR hLE , 28710
B 45 oy Hr sk, 5 72 1T
A HAEEMRERIIER , 576 1T
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B rzomgmesnssrnsEx

s S Eo 7

W& DTSR IR I B ETFRIE
RGNS kg Iy, o B 5 H AR RIS R % E .
S5 B AT SR, R B PEAR TR TERRIN VAL RS P AR AR B S 1 5 LA R

Ji AO PR BEAT AR A B AL BE o A RS ] — A A AT, BUARZAGT A A 194 4% 20 B S k) 245
Frimi P RS, (ARG A Sl I A AR B A e .

\}

AR TP B ARAGEE VIASC, R T 2 S B B D I 206 20 W7 1N AR SR s Z0UA EL AR 78
SETITALEE CRERZ2 A 2 A B3 UM TSRS 2 DMERES .

RGN P G726 HT S0 o (S 24 5 T e, SR T 3 o 7 —
G SALE e WDAHSBITFICT, S AR (£ R
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1og

INERIALIES| 2

I AT LE S8 (EVE) T UM TLS It 2 7 i b AN ERE . & SCRFRTALIE, JF SR 2 6
FEICIREE SR IAT 8l 50 5w . EVE oA ] IR AN BH 12 s A

o D AT LR SR L 2 93 1T

AT LIS | A

I AT LR S 18 (EVE)H] T 3200 s 2 i i S 2 al MAE, e o e AT A . X TLS JER 1 L
et BRI TR, RS A BRI TR EE 4 (VDB) e EIRSOF T AR 26, JF
B 5 — A CAFRSGEATILRC . CAREUEd PEAE R VDB il al ]

N

AR JUATIEAT Snort 3 1) BB AL BB A SOREINE AT ALE S| I RE . Snort 2 BEeE, A ELAE
) e 5l CDO A SCHFIE e

i

E%}

EVE [{—LEE R RE W R :
o B0 LIE I AN EVE YRAE (45 SO ST Uiy 1 428 1 SR s 1 o

* Cisco Secure Firewall L5 1] VDB 8E4% LA 5 &5 AR N 43 TC 25 EVE Kl 21 i R st 72 .
o, BT LB e SON I AIES, DU

* K EVE ol 21 (1) Rt 5 380 FH P s SCICDB A H o
o 7 i TR N 23 e EVE Rl 30 bR i e 75 A B2 ) N EAE .
152 [ Cisco Secure Firewall Management Center ¥ £ it &7 73 I Rz R P&l — B I BC &
B 7 X K A R 25 A48 € EVE #2957
* EVE ] UK ZE I gt 5 Hh e % i Hello 24 0 11 25 7 g IR B4 E R AR RIRAR

* EVE 3R UDP BRI E R (QUIC) W IFRSURMAMI KT . 2K B %) 3 Hello £ds 1
25 %% A PR Wos 78 B FE SR I URL 7B
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AR SR PO BT EVE, 8RB s A AR TIPS VFRTIE. ERCA TIPS VFRTIERITE LR,
Sk o R I BN fRVFEE .

EB EVE 0 LIS SSL 2 G 4 E RGBT RIMRAR . #/ERGMIEREH (FIWnsir v A
AP LMK ERIE RGN . EAG R P iR E RGN, BRT M EVE UM, ik s
7 SRHE (Policies) > M 4& & I (Network Discovery) )i H E#1 (Hosts) . A A LML IP Huhit - Al
WEAE RGN FZR, E g 247 (Analysis) > £, (Hosts) > M L&BRET (Network Map), A5 IEHET
N

EP S
P ¥ EVE
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N ik ivail

KERAEE K (CURFECN A, H TCP AR B & A E LR i M 4R g I B, 2R
IMEWLT, KRERZEEFZRKTH 107 1GB iR . ‘eI feSALr Snort #% 0 s B BEBU . KR
AL, EEATT PIAE—B TR i 5 s se AN B ] T Re S 8UR 3, #lincPU S A 8
S
SFo
MR 7.2.0 TF4E (IUPR Snort 3 e 45) , %80T LM F S WA I e 5 G b4 T IS AN AR, 1X
H BT R I v FaR )

o KT REUAIMFIANRL , 26 97 1L

s NEREN AT RS, 5 97 )T

s MUE K%, o598 L

KT R ST FA %N
T LU IR GuAS I 2 RER A AN AN RO Bt 7T S BL T b s £ -

» 8553 KRR (Bypass dephant flow) - £ 7] PARLE K S 3 LLSEIEL Snort #4700l . W EFCE, ) Snort
AW EIR B ZA AT A .

* BRHIA KR (Throttle elephant flow) - & R] LIS LN FH 3 R BRI Ak SR B i i 2 Ashas
T RAT I, W PR 10%. Snort 23K 1€ (RIS 10% ¥ QoS i) AikH| B K Ba5|
e, MFERLEL T N, SRR, R TV AT G PR A GERER
HD .

\)

ER BIRZAURI IE S TAE, Snort 3 AAZIU AT I G

MNEREN HSEITHARKRRIR

M 7.2.0 JRITUR, AE Snort 3 BE4% F CFF R REN HISE1T (IAB).
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XFFIEAT 7.2.0 BUE S ARA B %, ISOAAFE AC Sels CRgit Bk TR MARRIRE (Elephant
Flow Settings) #17> FHLE SR E -

TETFRF] 7.2.0 (B ERRAD 5, WEREAMTHINE Snort 3 B4, WK AKX RIRIZE (Elephant Flow
Settings) #7311 AN & I3 BE 7 FA 851 T1& & (I ntelligent Application Bypass Settings) #5543t k26 71 742
KRG ERE, X, WREEATEIAZREERE, IBABRRETE NGRS R XK

ZHAC T
R B R T RN FIZ4T Snort 3 8¢ Snort 2 5 EE P ARAN 7.2.0 B EARCAS LA RRAS 7.1.0 B FLRRAR
1 IAB B K% B .
SR BB A&RE IAB B2 &
PP 7.0 8% | Snort 2 B4 >k B TAB B & B
7.1 H o
Snort 3 & %% 3k H 1AB BB B ¥ iE
.
FRIhL 7.2.0 Snort 2 %% >k H IAB BT & ¥ id
.
Snort3 ¥4 (7.1.0 LERRA) |2k H IAB R E FiE
.
Snort 3 Bi 4 (7.2.0 X ERRAS) | KRG AOTC BAIE F o

= 5
=N gﬁuu,
T LU TR T DU A B FHR AR, T B TR B . 7 CPU M % 00 i .

-

ER RZURIAE T A Snort AL PR TIUS JEWR « 2 AFAEIRBRIEHE R . TR B Snort £
W, PRSI ANE T I & i

PR ARG A, WNEIR BRI RRI B Mudiskh il BRRE - A5, Sl KRRES L
[t 44g (4 .

IR B R RE (), MR BB YK BALEHNS, s R B SO B RO WRECE OB, TBOH L
H AR 2 SR 2 3 LU FH 20
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Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection «

Generate elephant flow events when flow bytes exceeds | 1024 | MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation a 0

If CPU utilization exceeds ‘ 40 ‘ % in fixed time windows of ‘ 30 ‘ seconds and packet drop exceeds | 5 %
Then Bypass the flow «

) All applications including unidentified applications

®) Select Applications/Filters (1 selected)

And Throttle the remaining flows «

RIHUL T, KR HM (Elephant Flow Detection) ) ieHLAL T FIIRAS o 4T LA EEAL 5 1 R FF S 1
fif. SRR R, e E KRR

BEMCOCG, W T KRR DAL

TE RN, WL CPU RITIZE 9. (153 6 160 5 11 059 0 560 77 43 LR

MR PAD B A TE IO P, T LUGILAT BLF B

1. SR (Bypassthe flow) - Jit LM T S T 6 T ek 8 B8 0 Smort B 5. 6231 3.4

- BERINS R A ERRIER B KA (All applicationsincluding unidentified applications) - 2% it 11 7] ¢
ST N . W R BRI, T R A TG R R GREZERR D

* RN /AR AR - PR T R P S S ik H R AN ] B DR s TS SR 2 A K AR B L i
UG EAR M O EEEHR - F R BOE N A R AR T

2. BR&IA (Throttlethe flow) - 3 F 34 AT o0 it N FH 0% R B ST 2RS4 B o 1AV R, I8 AT LLUEHR N sl v
Pesfeseid Snort KA, [R) I PR IR AR R

ER CURGHEENE S, B Snort BHE AL FEFE A 4 b/ TRCE MBI, 45 B0 OB I RS0 I s R
Hilo DAL, T PRI S BB
T3 ] DA FH LA Jg i 577 40 i 4 A 2 PR A1 PR 2 T S B3 B o«
* clear efd-throttle <5-tuplefall> bypass - 4 M 20 FR il 1 K G 3 Ao B BR il 9480 Snort £ 2% .

* clear efd-throttle <5-tuplefall> - Btfir 4 A BRI R S M ER BRI, Snort ALK 4k 4L . A8 it Ay
L, RGERENE KSR

HoRIXLEa S HITEGE S, 152 (Cisco Secure Firewall Threat Defense @iy 22 %

=z
o

8% JUFl Firepower 2100 R4 A SCF KSR MPATEAE (Zeid TR HIRD -
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Inspection Engine

Inspection Engine: Snort 2

Before you upgrade, read and understand the Snort 3 configuration guide for your
version: https://www.cisco.com/go/fmc-snort3. Pay special attention to feature
limitations and migration instructions. Although upgrading to Snort 3 is designed for
minimal impact, features do not map exactly. Custom intrusion rules are not automatically
migrated during upgrade but options are available to migrate. Careful planning and
preparation can help you make sure that traffic is handled as expected.

Upgrading to Snort 3 also deploys configuration changes to affected devices. This briefly
interrupts traffic flow and inspection on all devices, including those configured for high
availability/scalability. Interface configurations determine whether traffic drops or passes
without inspection during the interruption. For details, see the Snort Restart Traffic
Behavior section in the online help.

Upgrade to Snort3 should be done during a maintenance window.

$ES i Yes,

L1

$IE2

Tt 4
e LIEEY. WHEMERE TN, 522 7.

RGUAL M E R PR SRS IO L, A S BT IE ) Snort ARCASHEZ -

EEBRAN NIZSEREEY Snort 2 L M43 Snort 3

WIRIEFERBE > AR
£ NRREE LT h, fiili 7R Snort 3 BH RS-

Firewall Management Center

o i = Overview

1’ Policies /| Access Control [ Intrusion / Intrusion Policies
Intrusion Policies Network Analysis Policies
Show Snort 3 Sync status @ Search by Intrusion Policy, Description, or Bas
Intrusion Policy Description

_Intrusion_Policy_1

L FER M R T 3k, SRR AN AR RIS 1) Snort 2 Al Snort 3 WA A [A] 25
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Intrusion Policies Network Analysis Policies

Hide Snort 3 Sync status @ Search by Intrusion Policy, Description, or Base P¢

Intrusion Policy Description

_Intrusion_Policy_1
< Snort 3 is out of sync with Snort 2. 2023-07-

BEANNBERE Snort2 NI snort3 ]

A TER AN
T®3 Sl agk.
=] 1 43 — =11k ey = =
Snort 2 £ Snort 3 [E 4 E JUIH W7~ Snort 2 3| Snort 3 1 [ IEAE S5 A BE
Snort 2 to Snort 3 Sync Summary (2]
This is a utility to synchronize Snort 2 policy configuration with Snort 3 version to start with a similar coverage.
e Snort 3 policy configuration is synched from Snort 2 version by the system when Firewall Management
Center is upgraded from pre-7.0 version.
* Before upgrading a device to Snort 3, If changes are made in Snort 2 version, you can use this utility to
have the latest synchronization from Snort 2 version to Snort 3 version so that you start with similar
coverage.
Note: After moving to Snort 3, it is recommended that you manage the Snort 3 version of the policy
independently and do not use this utility as a regular operation.
Click here to learn more.
Policy Name: _Intrusion_Policy_1
[+ Snort 3 and Snort 2 Sync Pending 2023-07-09 21:16:51 EDT
Used by: 1 Access Control Policy | 1 Device
A 1B =ET=3 VA = =Y
TR4 R ERT UITGED.

iR

miii EEFEISH, snort2Lua T HEF K0 Snort 2 %4y Snort 3.

BMEFRER W71 O sk N AR =G, A7 76 A A3 X Snort 2 LU, 17 4> HAT
AR 15 ANEFRRE R fN . 2EER B SORN, 3R 2,
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Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Summary Details

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.
Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
and Threshold setting(s) are not supported.
Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules
——
The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

ST HAT B AW N, 5 5 D IR 6,

Policy Name: _Intrusion_Policy_1
< Snort 3 is partially in sync with Snort 2. 2023-08-01 05:42:52 EDT
Used by: 1 Access Control Policy | 0 Devices (Snort 2), 1 Devices (Snort 3)

Rule Overrides

© Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to 18635 Snort 3 rules.

Rules migration skipped for 17 rules with threshold, 15 rules with suppression, as sync of Suppression
land Threshold setting(s) are not supported.

Rules migration skipped for 76 custom rules, as sync of Custom Rule setting(s) are not supported.You can
manually convert the Snort 2 custom rules to Snort 3 using the snort2Lua tool.

Download Summary Details

Overridden Advanced Custom Rules

The custom rules are not auto-converted to the Snort 3 version, as Snort 3 rules are written
differently compared to Snort 2 rules. Use one of the following options to convert the custom rules
manually:

PEE T 76 4 FUE N, AT L ME— 2D IR
< fE BREXMM ESRh, sl SN EARLCRE AR A 5O B 3 5 A2 Snort 3 FRAH S .

Overridden Advanced Custom Rules
——

Convert the rules and auto-import them to the Snort 3 version of the policy gl

OR
Download converted rules You can upload the file after you have reviewed the converted rules
R FARN G, ARG Wi o R .
© EFE WK > MR Jf il Snort 3 BTE RN .

1 i e b ) AR, KA A CIERARATIN . G5, MRIER Snort 2 H AEAT B E SO
e

2. MWAES THupIERS, LEFF 3% Snort 2 MMUFH-FAN.
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< Intrusion Policy

Al rules assigned to current intrusion policy irrespective of rule group

Back To To

)
:

Local Rules
Rule Actions v |'Y Search by CVE, SID, Reference Info, or Rule Message
> Browser (6 groups)
49,218 rules
Upload Snort 3 rules
> Server (9 groups)
) cosip Info Rule Action Assigned Groups Convert Snort 2 rules and import |

> Policy (4 groups) > O n2n (arp_spoof) unicast ARP request @ Disable (Defaul) Protocol/Buitins Convert Snort 2 rules and download

3. HilifE (OK).

Snort 2 All Rules Snort 3 All Rules

< Intrusion Policy

Al rules assigned to current intrusion policy irrespective of rule group

~ Local Rules (2 groups)

Back To Top

Rule Actions v Y search by CVE, SID, Reference Info, or Rule Message
All Snort 2 Converted Global (]

49,218 rules

_Intrusion_Policy_1_custom_rules (]

@ The custom rules were successfully imported X

> Browser (6 groups)

% SsweriSoroups] ) @iosip Info Rule Action Assigned Groups
> Policy (4 groups) > O man (arp_spoof) unicast ARP request @ Disable (Default) - | Protocol/Builtins
> Indicator (4 groups) > (O 10530 (back_orifice) Back Orifice server traffic detec... | @ Disable (Default | Protocol/Builtins

)

Alert Configuration

None B

None %

ARGURAE A TR 1) AR BN BB QB LW 4L (BT Snort 2 BER#REIE R MND

TR, P 76 4 AE SO CIER, W KBS,

< Intrusion Policy

All Rules Local Rules / _Intrusion_Policy_1_custom_rules
~ Local Rules (2 groups) Description Group created for custom rules enabled in snort 2 version
Rule Actions v ‘Y Search by CVE, SID, Reference Info, or Rule Message
All Snort 2 Converted Global [ ] ‘

Back To Top

|

_intrusion_Policy_1_custom_rules # &

| @ The custom rules were successfully imported X
Browser (6 groups)

> Server (9 groups) [J asip Info Rule Action Assigned Groups Alert Configuration
. > [ 2000:1000143 http://mischaSxyix2mrhd.onion/MZ2MMJ_2 ‘ A Alert (Default) All Snort 2 Converted... None V4
> Policy (4 groups) - J
> Indicator (4 groups) > (] 2000:1000139 CERT-In MALWARE THREAT EXCHANGE (CM... | A Alert (Default) All Snort 2 Converted... None Y]

o, T LAE B b kg #5i Snort 2 UM FF T, DIFEAIB ORI ST . R80T BLAE R 8 30

EA AN, AR5 EE A £ Snort 3 UM 2L I_E AL SO

PEE sl THEEFRMAER W, DLt %R E .
LR 2 B (R 2R 5]

"id": "00505691-15DC-0ed3-0000-004294988561",
"name": " Intrusion_ Policy_ 1",
"type": "IntrusionPolicy",
"syncStatus": {
"source": {
"id": "bdce2d6a-lebe-1lee-8e88-220032eblfb5",
"type": "IntrusionPolicy"
}I
"status": "WARN",

"description": "Migration is partially successful. Some of the rules are not copied to Snort3.",

"timestamp": 1690883954814,
"lastUser": ({
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"name": "admin"
}I
"details": [

{

"type": "Summary",
"status": "INFO",
"description": "Based on Talos rule-mapping 18639 Snort 2 rule action overrides migrated to

18635 Snort 3 rules."
}I
{
"id":
"1:1000156=alert,1:1000114=alert,1:1000160=alert,1:1000135=alert,1:1000115=alert,1:1000118=alert,
1:1000092=alert,1:1000139=alert,1:1000123=alert,1:1000159=alert,1:1000149=disabled,1:1000167=alert,

1:1000133=alert,1:1000095=alert,1:1000143=alert,1:1000106=alert,1:1000153=alert,1:1000097=alert,1:1000141=alert,

1:1000148=alert,1:1000090=alert,1:1000119=alert,1:1000112=alert,1:1000138=alert,1:1000128=alert,1:1000132=alert,

1:1000134=alert,1:1000145=disabled, 1:1000110=disabled, 1:1000107=alert,1:1000163=alert,1:1000124=alert, 1:1000125=alert,

1:1000094=alert,1:1000113=disabled, 1:1000147=alert,1:1000161=alert,1:1000105=disabled, 1:1000140=alert,1:1000111=alert,

1:1000102=alert,1:1000129=disabled, 1:1000108=alert,1:1000144=disabled, 1:1000088=alert,1:1000091=alert,1:1000131=alert,

1:1000157=alert,1:1000120=alert, 1:1000126=alert, 1:1000165=alert, 1:1000146=alert, 1:1000162=alert, 1:1000116=alert, 1:1000142=alert,

1:1000170=disabled, 1:100016%=alert, 1:1000104=alert, 1:1000099=disabled, 1:1000171=alert, 1:1000093=alert, 1:1000087=alert, 1:1000100=alert,

1:1000137=alert, 1:1000158=alert, 1:1000103=alert, 1:1000098=alert, 1:1000127=disabled, 1:1000130=alert, 1:1000164=alert, 1:100008%=alert,

1:1000109=alert,1:1000136=alert,1:1000117=alert,1:1000166=alert,1:1000168=alert",

"type": "PolicyInfo",
"description": "Corresponding Snort 2 policy overridden custom (local) rules."

"type": "AssignedDevices",
"status": "INFO",
"description": "Snort3:0 , Snort2:0"

"id": "122:6",

"type": "Threshold",
"status": "ERROR",
"description": "PSNG_TCP_FILTERED DECOY_ PORTSCAN"

"id": "122:15",

"type": "Threshold",

"status": "ERROR",

"description": "PSNG_IP_PORTSWEEP_FILTERED"
}I
{

"id": "122:1",

"type": "Threshold",

"status": "ERROR",

. Cisco Secure Firewall Management Center Snort 3 BC E 357, KR7N 7.4
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"description": "PSNG_TCP_PORTSCAN"
} ’
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Firewall Management Center

; ) ) ) Overview Analysis Policies Devices
Policies / Access Control / Intrusion / Intrusion Policies

< Policies / Intrusion / ‘ _Intrusion_Policy_1

Mode | Detection ‘ Base Policy Connectivity Over Security Disabled 4878:

Base Policy = Group Overrides = Recommendations =

75 RREHEIAMN & b, 0T DOBEE 2 g0

Secure Firewall Rule Recommendations 0 X

Security Level (Click to select)

] Accept Recommendation to Disable Rules

Increased Security- Enables additional rules that match potential vulnerabilities on
discovered hosts based on the ‘Balanced Security and Connectivity’ ruleset.

v || Add+

Protected Networks

Cancel Generate and Apply
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* URAE - FTOT BEASUOGNAE, T AR AR IR A, A A
o EBFF - S AR SR N RO, R IR B ISR .

- Recommendations = Rule Overrides = Summary

Back To Top

Recommended Rules |  Accept (C'Refresh ¢ Edit g Discard

Firepower recommends 12 rules state settings for 2 networks @ Generated on 2023-09-26 12:25:22 EDT

1E AR T, ARy, e SR S .

= Recommendations = Rule Overrides = Summary

Recommended Rules

Back To Top

C Refresh ¢ Edit X Do Not Use

Firepower recommends 12 rules state settings for 2 networks @ Generated on 2023-09-26 12:26:08 EDT

Rule Action v Y Search by CVE, SID, Reference Info, or Rule Message
12 rules Preset Filters: 0 Alertrules | 12 Block rules | 0 Disabled rules | 0 Overridden rules | New recommendations
GID:SID Info Rule Action @ Assigned Groups
> 1:56421 [1  SERVER-WEBAPP Cisco Security Manager... @ Block © Server/Web Applications B w
> 1:56422 [ SERVER-WEBAPP Cisco Security Manager... @ BElock © Server/Web Applications W
> 1:56420 [7  SERVER-WEBAPP Cisco Security Manager... @ Block © Server/Web Applications -l

PR EANOMAET AW, BAUE MR WL D R
1
2.

wPE R > THE > it

miihi Add Task.

AR ZERY TR A kR BRBZ AR .
AR AE i 2T I B
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merszx ]

New Task
Job Type Cisco Recommended Rules v
(Cisco Recommended Rules must first be configured in the selected policies)
Schedule task to run Once (® Recurring
Start On September v 26 v 2023 v | America/New York
A
Repeat Every 1 v Hours Days ® Weeks Months
Run At 10:00 v Pm v

Repeat On Sunday [ ) Monday Tuesday | | Wednesday Thursday Friday | | Saturday

Job Name Update recommendations

Policies Al Policies

_Intrusion_Policy_1

5 MiiRTE (Save).

e S A
B NE S TS A RO E O, 2R 22 UL,

MEREEN

SO A, R L B S S Y B

)

pE

AN R E T E AU EEAD IR . A s Z RSB AE AR SR PAT IR B P IR 1, S5 BoBihiUAR 1)
Cisco Secure Firewall Management Center 51 H' I fl& M0 B 00 8, 1 MB35 Sl () i 4 A1

S o

FEFBEI, BREROR T e S EUD BEER R AN 5. Jehh, BB R B S TR A 8
Snort BEFE, X PRI FEAEIL R WY E S A PR A B R, BORT A AR
e AL PRI 75 3

I 1 7F Cisco Secure Firewall Management Center ¢ Hif b, fih 88 , RJG%kF ERE.
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B BT SRR AL T R PR A T 8 T B0 AR A A T
BRI A, MR WIAE R B R i e EAN tHDLUR A 2 v b

o ERAERLETE) F4R5E LU CORC B KN 1]

* FESEHSVFIETIL N — R AR 1 T

© RESHIPPEAREAD T PR

PR 2 YU IFIEFE B B S U B

* R - MBI RBRAFR R WL AEeRE.

© JIT - pili BAFETSK (7)) DAAS LA A B E 1 c &S .

T B SF IR SLEMERS , R GE LR B AT M P S O AR B B A X LE R DAEAT R . (U,

ERTLAE T SRMIESE (=) REFEHREE A0 olidia e SRS e B, 1 O P HE AR (1 B SO T B

pEEd © YT R S ERPIRESTRE () MBS U B B B AT T RE T WTR N, RETT
AR H B R () R FECT R R E .
© MO, DX RSN, SRS BB O B o . i R
AR AR AL 2 A DX ORI SRSt o BRI L B O R B . ST SR AE e B
L FRBE 0T B s i .

PR3 niili WE
PR WER ARG L T b RBUR BB T, S ERGER R & P Bonefl. HERCREAGR, Walh®E
T B R AT A Sk R o
A LU I n i £
© HRE - RSB E T E SO MR RGN R, WTCTkgk L.
o R - BTN . R RATE SO, R A .

T—o Mt 4

TERRE ISR, W RA B R, e Ressmii . A, XIRTRLe AT A R Ao
R IO S, WUSRSE RIS e S B E P . A OGHE R BHEAN(E R, 12 Cisco Secure
Firewall Management Center Jit.'& 45 H (15 & 1ic &L 5 o 32 7
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fi 120 7T

KT INE AT ALES]

(Vi

5l 55

T uT LA I aT AR 5 15 (EVE) R OIS AR50 2 22 4 (TLS) N 1% ) i N AT AT EERE . EVE
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R AL R 24 ] Snort 3 4100 H R ANR IS IR R Ge . AL FE MU A, SR
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AR

» B IUSATE L 7.4.0 BOERRCA, I HATE BB B 02 7.4.0 SUE R RA.
* MORISHIA A BUI N B R 8 (IPS) VFRTUE, I H. Snort 3 S 51 % .

E%gﬁj:ftum$£

1. EVE Wt AU, I A AR 15 A A i T REE -

2. 4R EVE LA I A5 BRI B AR S, WAL EVE BRE 4 FHiZ a.
A A A I R R SO 23, RS K T 20 5 R L Y B LB AR A T EE A

W BT THCE B, EVE R

5. WA K TECE R BIE, EVE ARIUEATH it .

> w

7 EVE P ECE PR 1E 518

PERE R SR AT R 4 90% =l 5 i i) EVE BB A5 FE 2 BOBH 1 EvB A (Rl i o

FB IRUCEFEREE > i H.

HUR2 A EYR VT I P G S5 R ()
$EI NI RARN B FhEik i SRIRE .
HBA 00 MEAMSIEE UM mEE (A .

w wfx_automationPolicy123 #

+ @ Prefiter Rules + O Decryption — @ Securty Inteligence — O ldentiy -+ @ Access Control | @ Advanced Settings Targeted: 3 device:
Ignore the VLAN header when tracking Nq
r—— o cometons
Decryption Policy Settings
Decrypton Pl o use for ispecting sreypied Nene  Detection Enhancement Settings ’
Adspive Profies Enabled
TLS Server Identity Discovery ’ Adap - Enable profie updates Disabled
Early application detection and URL categorization Dissbled
Performance Settings ’
Prefilter Policy Settings ’ .
Prefter Policy used before access control Defaut Prefiter Policy
300
Network Analysis and Intrusion Policies ’ ue
Intrusion Policy used before Access Control rue is No Rules Active .
Default-Set 8
Default Network Analysis Polcy Balanced Security and Connecivty
Latency-Based Performance Settings ’
Threat Defense Service Policy 4 Applied from Installed Rule Update true
Threat Defense Service Rule(s) 0 Packet Handling Disabisd
Rule Handiing Enabled
Files and Malware Settings ¥4
Rule Handling - Threshold (microseconds) 512
1460 -
Before N
2
Rule Handiing - Suspension Time (seconds) 10
10485760 .
Encrypted Visibility Engine
Minimum fle size for advanced fe inspection and - Encrypted Visillty Engine Disabled

storage (bytes)
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FIRES  AE AL R, R B A AESIEE (EVE) Uil
$IR6  JoM BT EVE S HMEILRE VIl BOAOUR, AT AT BERY OB ) 1 AU B 2 P

Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings N

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «

Use EVE for Application Detection «

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score | @)

Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode @ ) — Block

|
Very Low Low Medium High Very High

| Revert to Defaults | | Cancel | m
AR BOAROLT, BHIR R B 99%, XA
* Qi EVE Kyl B0 & 0 B E AT HES R 99% 5, W EVE 238 PH R .
* 412 EVE R 23 f oA S B BB EACT 99%, W EVE A2 R EUE AT 45 i

L

PERT A YURYE EVE BB RO LR, WHEN ERR 2 ERS. AT, WHRiKEN ERS.
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Encrypted Visibility Engine (7]

About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings o

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.
= Enable Cisco Success Network.

Encrypted Visibility Engine (EVE) «©

Use EVE for Application Detection @)

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score | @)

@ Customize your threshold for blocking traffic based on the EVE scores.

O Advanced Mode C» \ — Block

\
Very Low Low Medium High Very High

| Revert to Defaults ‘ ‘ Cancel | m

WS ST SR, T AR VL. DL, T DOUBLIEYE RN RUE 21 EVE BB R
55 BB 99%.
S| (EABIT, KELEREE L) 90 %.

EE MOuEESCE, IATE U A LR SR B B EO R T 50%, LA R FEPERE

[l Cisco Secure Firewall Management Center Snort 3 L &5/, KA 7.4
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About Encrypted Visibility Engine

This encrypted visibility engine (EVE) uses machine learning to provide insights into the encrypted
sessions without decrypting them. To use this feature, you require a valid IPS license and feature
support is only for Snort 3 devices. Learn more

Recommended Settings b

= Enable automatic updates for future Cisco Vulnerability Database (VDB) releases.

= Enable Cisco Success Network.

Encrypted Visibility Engine (7]

Encrypted Visibility Engine (EVE)

Use EVE for Application Detection )

Allow EVE to assign client applications to processes.

Block Traffic Based on EVE Score | @)

Customize your threshold for blocking traffic based on the EVE scores.

Advanced Mode « — Block From | gq

0 25 50 75 100

| Revert to Defaults ‘ Cancel | m

FEI0 fLFEE (OK).

$EN

Ml RTE (Save).

T—Mtt4
HREC B . TS AR R S, 2R 22 T

&EE EVE =4

PR ZUOUCPIEERAE, THIER O > > B4 BIETE R4 AE ST EE S

FE2 MR K EVE BLE NI, W RE 7Bok B R AR L .

Cisco Secure Firewall Management Center Snort 3 Bt E15 7,

M7 7.4
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EEEH

Qr

® Showing all 10 events ($ 10) *

7]

SourcelP 172.16.77.1 X X Select...

Time

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-1014:22:25
2023-01-10 14:14:13
2023-01-10 14:14:10
2023-01-10 14:14:06
2023-01-10 14:12:40
2023-01-10 14:12:40
2023-07-10 14:12:34

2023-01-10 14:12:34

Action

@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Block
@ Allow
@ Block
© Allow

Reason

Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block
Encrypted Visibility Block

Encrypted Visibility Block

Encrypted Visibility Block

PR3 LN MEARMEER AR ) test_malware, MEFAMEBMEREE b IFES. MEANERBERE N 90
% (171 o

Qv SourcelP 172.16.77.1 X X Select

@ Showing all 10 events (§ 10) ¥

Time

2023-01-10 14:22:33
2023-01-10 14:22:28
2023-01-10 14:22:25

2023-01-10 14:14:13

b Application  URL . X
Fingerprint

Hih 2S£ HEH

ARTEAMRESAE R, S PATRR T “Snort 3 % AT RS 18”7 — S LU BEE P I A 2

T AT LR 5 5

Encrypted Visibility

Encrypted Visibility

Process Confidence Score | P
® 11s/(0303)(130213031° 90%
@ tls/(0303)(130213031° 90%
@ ts/(0303)(13021303 90%

@ 11s/(0303)(130213031° 90%

I 2023-01-10 13:25:02 EST — 2023-01-10 14:25:02 EST 1h

Encrypted Visibility

Name Confidence
test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%
test_malware Very High 90%

Encrypted Visibility Threat  Encrypted Visibility Threat
Confidence Score

[l Cisco Secure Firewall Management Center Snort 3 L &5/, KA 7.4
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s AP, ER 126 1T

BERZISEH, 127 1

o FUE AR IANLE B, B 130 1T

s KAz 5kl , 55133 0L

1L

(F AR
KGIAEF K LR TR AL o 1 TCP (IRITARBIBD B AR IS AT 1 I 4% 1 i 1
SOERE I . BRSO R, RRREHERE K T4 108 IGB M. & ATT0] fE2 75 Snort 140 it Btk
R ) . KRR TEE, R T 22 FEAL 2 ) CPU B, I SE MRl o Iy LAl 54
Vil JFF BRI E 0

KT KRG AT FAd F BB

© KZUHCE fovr B @ XANSeid 5 42 BRI X S i e i .
o BT LLIE PSR B BRI T B A v, DASR LT BEUR BN Snort 45 25, [R]IN SIS A2 54T

it .

© KRG UANECA B MR8 1 A0 e R 52 LS5 20 A P 8 2 DR 0B 25 0

S Zx 1™
k%IIILI-{/EI)IL*EE
R O S HO I B ORI, ) DLk Pegeid s R . iR Esad i, AR
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{5l 55

HIHE R

BB LA N o AR I L B K CPU M R 1 248U, SR AGAT B H 72
LA, MNMRAMG AP, RSO “ AV MNP RCE IR . X EIRE A RV RERAE S R
Sl iE oL M RS, K 2 B AR A AR A I 2 o

BT R AT AR B, TSP AT R .

2 KERITIERTE
Elephant Flow
Detected?
. Yes
Apply 10% Reduction on o m

Flow Rate

" Yes | Yes

No

Throttling ; Action - Yes
Enabled? Bypass e

No

AR ARSI £ Snort s 4 1F (PERERIED , HIMASPATEMEAE . REAL A it K
PRI i . eAh,  BRAUASS B R R I HE R IR RO (] ASE BRI, (EANRE
(7] I g iad o B At o

AR A ARGE 3 BB O I KU, T LORE S i B 1 R A 0 S Y e € . RS RT LMRSE% 1E
BASAER N RS, A IREMERE . ErT AR B MEed N, (HRIR TR (RBU) K
SERIPRE] o XA ORHADANSZ A AR N TR AT 2 B B 52 HE 1K) Snort AN, RV HEAts w5 b

c3=|
A=

FERE O, SRAEZ TGS, GINGEREZ RIEE 6 RIS A 50y, AP
PRI BEIEAE OTT AU B R 3. BEITH B 1A e A Al g & S EURE R, PRIR M S
oM EAE S HIVERE . MFOUMIER A B 0L ORISR 8 5K, A BB T AR 3 B33 6 ol AP K 2R
BRI FREAT 4L

B, AEBRAVE B WA E KIS EOkSE WebEx it (SIS T Se &30 BRI A
W B, IR, M.

* M PREEAT A B AL 7.2.0 SUE IR, JF BT OBt 7.2.0 SO mARA .

o BUB KRG I A 2 B pRHAER A . KR PIINS KGR 7S 1 N 21 O sk 21 2
DL EER: . FERXLESEH, LA EEFRE P EAERZARIER. G LU E I
WBRAT A, thon] DS ISR T3 (R R (Kl .
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BLERRIMSE

S
$IR2
$IE3

SIE4

KILEFER MG > 77 B2 .

s LGRS ) 5 R SR S5 1A ) 4R (4 .
MESR RN B Mk i SRRE -
mili KRR EBFUM HiE () .

- Firewall Ma"agfm?”f Center Overview  Analysis  Policies  Devices Objects  Integration eploy Q. € % @  hoelr v il s
[ Return to Access Control Policy Management & Sitch to Legac
i wix_automationPolicy123 # [Analyze -
» @ Prefilter Rules » (O Decryption - @ Security Inteligence -+ O Identity -+ @ Access Control | @ Advanced Settings Targeted: 3 device]
General Settings / Threat Detection s
Al active Block to bypass blocking for 00 Elephant Flow Settings 4
(seconds)
Generate Elephant Flow Events Enabled
Retry URL cache miss lookup ve
Y Intelligent Application Bypass Settings s
Yes Intelligent Application Bypass Setings or
Inspect traffc during policy apply Ye Total Apps and Fitters Configured All applications including unidenified applications

BRATEOL R, KK (Elephant Flow Detection) I3 2411 4k 10 HPRZS . BOABCE DUR AR, ANBCEERA
HAE o RCINBEE VR BRI RIRF SN E], DA AT DRI AR S8 T RS

VER NS, BB WRIRREE R T 25, R R

Elephant Flow Settings (2]

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection

Generate elephant flow events when flow bytes exceedg 1 B and flow duration exceeds|| 2 seconds
Elephant flow Remediation C» @
If CPU utilization exceeds % in fixed time windows of seconds and packet drop exceeds %

| Revert to Defaults ‘ ‘ Cancel ‘ m

JAH RERANE VI . A 2R, fn] LU PE St s BRA1Z . SEd it AR Se Vi s il i e
s Snort £ 7. PRIIZF AT ERER. HECRIECEL 10% AR, 52 CPU A A F 2 A% T He & i B{E .

PRI BEE, MR RKBHANSEL W NEPR.
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Elephant Flow Settings (2]
For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.
Elephant flow detection does not apply to encrypted traffic. Learn more
Elephant Flow Detection «
Generate elephant flow events when flow bytes exceeds 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation | [ @) | )
If CPU utilization exceedsl 1 % in fixed time windows of| | 15 beconds and packet drop exceeds| | 1 %
Then Bypass the flow @ )
Or Throttle the flow @ ]
1EER ATy By e AX ), 32 s 3 o LN o
SRR R SR VIR, )5 midr iR N AR ke .
(]

Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @

Generate elephant flow events when flow bytes exceeds | 1 MB and flow duration exceeds | 2 seconds
Elephant flow Remediation a 0

If CPU utilization exceeds 1 % in fixed time windows of | 15 seconds and packet drop exceeds | 1 %

Then Bypass the flow

@) All applications including unidentified applications

Select Applications/Filters (0 selected)

PIR8 (L MATIERR T, WRIFILER WebEx W, RILAIMEIRNIF, AR5 i RIF. XRIRE WebEx L1
AP, W RIX L WebEx MM IN A KSR, WS HR i C B 1 280kt Snort A

oif
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Add Bypassable Applications (2]
Application Filters C' Clear All Filters X _Available Applications (6) C* Selected Applications and Filters (1)
Q_ Search by name Q_ webex X Applications
v User-Created Filters All apps matching the filter WebEx L]
v Risks (Any Selected) Cisco Webex Assistant
o .y
Low 920 WebEx Connect
Medium 1370 WebEx Media
High 1641 WebEx Sharing
Very High 636 Webex Teams
ool

P ) PRE DI DL R (RBRED o XTI BT E L 10% MRS, B 2L Snort
S il 2 Ao

SE0 ABE (OK).
SEN SR (Save).

T—%Hft4
TRE TR S WS AR E O, B 22 L.

EREARRIEN

BB R E A, MR A RIS, Sed skRG TR rT DR R
B 7R AEAEIEE. KRRWERN =R,

« K&
52 BRI KK
SAGAE M KB

TR LD > EE > B B0 F—B4 e AT,
P2 /5 EEERH P, N MEXER MIIRPESE KRR UL RmZIER ST

Connection Events e oo

No Search Constraints (Edit Search)

Connections with Application Details  Table View of Connection Events

Jump to.

Intiator
4 FirstPacket LastPacket Action  Reason | Initiator 1P iuavor Responder IP

56:07 2022-08-0514:56:07  Allow ©10.1.10086 146112255155 BEUSA  Inside-400 Outside-DMZ 52733/ tcp

7 Alow £10.1.10086 146.112.255.155 MSUSA  Inside-400 Outside-DMZ 52730/ tcp

Rr HER ZEEMARE N ZRFMKRAE FOLM, EaGh il EAm wEEE i, Rk RE
FRUF, MR KR o RIEERRMAR, A ZEEHARA K ZREHXKA-
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j; Firewall Management Center S—_— e 6 WP B B | e | U s

Search
Elephant Flows
Showing only defined fields. Click to show alfields.

General Information

PR3 ARG B PRSI RE 7B KRG AR, eygtd, JFH RE 7B ZIEER
KKt

Predefined Searches

Connection Events

Expa
nstrair

Connections with Application Details Table View of Connection Events

)2 10 4 USA 1.1.20 USA i de_zor
2022-01-13 10:51:18 4 USA 1.1.20 USA ! zor 7
122 10:51:1 4 USA 1.1.20 USA ] de_zor

oo o AN AN

MLE K&k Es
{45 L 5 R AR R LA 5 BB (ACL) MU WSS, I FL%i S
ST kR R 2 S B C G
2B

T ANEA T BP0 7.4.0 BT S RCAS,  JF HLAEA OB B A A U 7.4.0 B iR hRCAS

TR KUCEFEREE > 7=

T2 AU GV R N A dREE () .

PRI M CRAKRRER BEE Mk s SRRE -

TEA il KRIRREFUMN RE () .

PSR O E RSN S H S HEIE KRS E . 5 127 T
W6 iy AMNRER AN S5 AR 2.
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Elephant Flow Settings @

@ For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.
For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection @
Generate elephant flow events when flow bytes exceeds | 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds
Elephant flow Remediation [ ON: )

If CPU utilization exceeds ‘ 40

% in fixed time windows of ‘ 30 | seconds and packet drop exceeds ‘ 5

Then Bypass the flow «

() All applications including unidentified applications

(@ Select Applications/Filters (1 selected)

And Throttle the remaining flows «Q)
Remediation Exemption Rules @ Add Rule |
Serial —— —_—
Source Networks Destination Networks Source Ports Destination Ports
Number
No Rules

BT AR, R AG THAT KRR AANUN ORCE EHL. ARG, JAIBIE T —A%Hh
“Host1_Exception” ) FHL.

Nif

Add Rule Q

Networks Ports

Q Search by name or value

Available Networks + e Source Networks Destination Networks
any any any
any-ipvd

any-ipuf

Host1_Exception

= ‘ Add to ‘

IPv4-Benchmark-Tests

Source
IPv4-Link-Local Add to
IPv4-Multicast Destination

| Enter an IP address [ Add | | Enteran P address Add

P8  niili NMENR SORMB AR GREFEZD , RN B PR F Ax.
FB®  pllmOILmR.
PR T H, B B 1SS TCP Jf4 A 80 1E24 Hito 1, K5 sl FRin.
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TEN

$IE12

Add Rule

Networks | Ports |

‘ Q_ Search by name or value

Available Ports =+ c Selected Source Ports (0)

AOL
Bittorrent
DNS_over_TCP

DNS_over_UDP

R Add to
HTTP ‘ Source ‘
HTTPS Add to
IMAP ‘ Destination ‘

Selected Destination Ports (0)

any

ProtocoIlTCP (€ v‘ Port‘ Enter a port | A

dd | Pprotocol| TCP (€ v Port| 80 | Add |

ol - |

Ml E (OK).

Elephant Flow Settings

For Snort 3 FTD devices 7.2.0 onwards, use this window to configure elephant flow.

For all Snort 2 FTD devices or Snort 3 FTD devices 7.1.0 and earlier, use the Intelligent Application Bypass settings.

Elephant flow detection does not apply to encrypted traffic. Learn more

Elephant Flow Detection [ @)

Generate elephant flow events when flow bytes exceeds ‘ 1024 ‘ MB and flow duration exceeds ‘ 10 ‘ seconds

Elephant flow Remediation ) O

If CPU utilization exceeds | 40

Then Bypass the flow [ @)

(® All applications including unidentified applications

) Select Applications/Filters (0 selected)

Remediation Exemption Rules @

% in fixed time windows of | 30

‘ seconds and packet drop exceeds ‘ 5

Add Rule

Serial

Source Networks Destination Networks
Number

1 Host1_Exception Host1_Exception

Source Ports

Destination Ports

%

"~
L1}

MR TF (Save).
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Firewall Management Center

Overview  Analysis  Policies ~ Devices  Objects Integration Deploy QO €@ % @ adminv
Bookmark This Page | Reporting | Dashboard | View Bookmarks | Search ‘ Predefined Searches
Connection Events fuichu
11 2022-12-19 10:27:20 - 2022-12-19 11:]
Expa
No Search Constraints (Edit Search)
Connections with Application Details  Table View of Connection Events X
Jump to.
- o 5 > Initiator sonderip | Responder Ingress Egress Security = Source Port = Destination Port  Application
¥ First Packet Last Packst Action | Reason initiator IP Country | ResponderiP | o) try Security Zone  Zone /1ICMP Type | /ICMP Code Protocol
v 2022-12-19 11:23:58  2022-12-1911:24:30  Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56  outside-zone56 37780 /tcp 443 (https) / tcp [ HTTP
v 2022-12-19 11:23:58 Allow 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) / tcp [ HTTP
v 2022-12-19 11:23:58 Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.6 inside-zone56 outside-zone56 37780 /tcp 443 (https) /tcp [ HTTP
v 2022-12-19 11:23:44  2022-12-19 11:23:50 Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56  outside-zone56 50056 / tcp 80 (http) / tcp CIHTTP
v 2022-12-19 11:23:44 Allow | Elephant Flow Exempted 172.16.77.1 172.16.4.5 inside-zone56  outside-zone56 50056 /tcp 80 (http) / tcp I HTTP
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