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o G ECMP X4 , 5 8 7T

s MUESMESKEE , B8

* J YouTube FiL'EH J& ACL X%, %9 1L

* 5y WebEx FLE Y ACL XJ% , %10 1L

* JJ YouTube JiC ' 5 i 784 B i sims , 56 10 L
* JJJ WebEx i B 0 I R g phy Sfemes , 28 11 00

o FREMCE , A 12 0T

o BGUEN YR , 2 12 0T

o SRmE IR W PR R HERR . 2R 14 T
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FEGE 1, 20 8 o R H i pi _E PR30 BT K RSk A AN RN 23 S LR P B b e A i) o I 4R
R TSR 5 1z, AR e 20K A ELER N S A b n 2t fEl 1k VPN RS A Jn 21 ROl i, AT
FEEIOEIE . MBS HRAh, WA IRAN W I A - R S A% ) I 2 B O 1) v AR
7 58 H 2 B .
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TR BBk vk 2 — A B BB (DIA). DIA /& Cisco Secure Firewall ) “faj{b #4
SCHLR” ThRER)— 24T DIA A H] S R EE 1 (PBR). DIA WA5FR Ay W B E% H
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NHFANOE, DR U5 i) 55102 b N RO AN, st 0
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1B EH AEOEZET R BN

Cloud
Applications

A

=
|
Internal Branch
Clients Threat Defense Headquarters
At A E AR R ?

R LS PBR KOO H5 58 N H (S AT 20 M2 4240 B o i SRVF RSO SR Lei B4R #5412 18T
LAY Cisco Secure Firewall Management Center F /- 5[l 1 fic & PBR 3k, LU o iF EAE T N H

PBR FOE&1ZM4E
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(RTT. #}3). ZEHAMOS) . PBR AT HIX Le4R bR i R s M s 4e R o 4
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iz [

LTRSS, WSR2 R EAR NI A IR

hE
f#JH DIA LA 4
o & PRI L% 23 SCH U T AR
o PRARERME, AR B . A AR
ARG, DS T ST, e & SR
o A S SRFR I B AR AR L FE
* DRIESHE I B AR, EHR AT T
* FREL PR BEROE A PIRDUAT I 2R
 emRAEE, AR ZURENS PO Y AN B A2 A R 55 T 5K

It IEAEGIES G2

AAE IS H bR 32 O W25 B it TR, E8Ia® N 2 4aia s N bt A4 AR fe
ST B TR RN, DU A3 SRS B4 A i ) LB o i o

AT EZEEKMENNEE

I3 SCHUR T KB FH T DIA 1) L8 5 Z A {4

* Z{51TH DNS BR558% - DIA ZhREH I N A I DNS IS Tk fig A S FH 5 — 41N o« A i
DNS iR A2 W% & DNS RS 23N, FEsz8ie 2 Pr5 ) DNS IR42s, BRF.O R A
BB AN ' B2 A5 AT ) DNS IR 5525

* EOM LR - Cisco Secure Firewall 18 F % LG SG R H & B A AL 12 . 0 SRR I,
EYE T HEE ISP [n) BB A IR S I O e 2. B BE A O SOV S TG B B 181 B 2 AR S e

© PIERARSS - Lo SO TR phy P A PR A N ORIBR IR 5 o T 50 F Sh BRI

 MEEARSSLE (NSG) - W26 i 55 21 4 s 5 TR e B B A it — AL o 221> M 29 i 550
ZATLUZ A NSG (#8738 BE AR Db i T~ SR Bt ey G B2 (0097 JRe i i) 1)k B 3l A i
NSG.
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FREZEEEMIEN (DIA) 135 AR E N9 ZH B E 5B |
B ooz

© WMZNIRC B AE AR DNS g5 a5, DA ORI 325 (E (K] DNS e 55 #54h 4T DNS Wi, AT SRR

JAERiN o
o JERE BT DNS 15 K2R W SCA% X AR NS, BA SV DNS Wk fid it PBR it
© WIINCE ECMP X3, LSS T 16 32 /32 ] S 5
* ECMP XAt FH B KA R 52 50 8F, Wi % I 256 4~ ECMP X 5.
o HBEE s . A0 1 s T4 ECMP X3,
* HOREE DB T IEAERCE ECMP 1) REFDLER B 25 -
« ECMP DX e i A 4 FH P4 1 0 2007 4 LV 8 o e SO A 44 K o
* BHIEYE Cisco Secure Firewall Threat Defense _[24 PBR it & )54~ ECMP [X 445 L AN 8 4.
* Cisco Secure Firewall Threat Defense ANAEHEEFERE &, BN IZAA AR PBR.
o AAGIUN 4 R REAL S I R B PBR, RN JH P 8 SCHR RE UL H 45 AN SCHF PBR.
* HPR PBR RN VR HS 19452 R % th % D IR e -2 0, JF B8 T4 RS th 38

HIHE R

o A Ve B 5 B B AT A T

o RFVFATHIE 73 Be 21 B %

 EIRM YT A INEE B o TH S DS I A%
o e T BUY S A NAT

o QU FEAS] ) 42 1 SRS

= ok 42 |1k 455 2 R R T
=1 A RENENEIETGELMNYTG)
Bob 2 &4, Ann £ fIIRGPOER. WABE K KAT W0 SN TAE. T, fih
MIHEAE F Webex 25/ 252318 T EL A YouTube Z5E AR & B 2 T 4B 4] 151,
BHaRgk?

A 2 SIE IR AT ) 28 4T) 2 2 B AL P 48 S ORI A 2 A O PR REAT P 438 o 3K RT R S 23 SCHILAA B3 T
(K37 TR, AT X R Al 553 8 3 B A7 T 5

{£F PBR &Y DIA an{a R (6] 55 2
IT B R Alice Wi Mg B ik £ 5 DIA Zi&H, LLIED MK IER .

FLAE IR RN SCVF 0 SOV AR U7 1) LI, 1 G e At o v kel e et mho o REA T W R o 3K
PR IR A) YR i S K- N Sk WR A0 S B o NI 1 O 15 (A
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html#concept_5B8D7BC78F154A34A31118D05B26D851
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-policies.html#ID-2176-00000240

| EMEEERMEN (DIA) 1557 E M5 STHIEE B2 EH R
ECT VAT AT PN T

SR T 1P H Webex Al YouTube it 5 73 B AE AN ] (10 Y 1 86 1 E o SXFERA R T it T AN 7 1) %
e, TS PR — e I B, 3w T HIPERE .

A ERIZ TR M 2% #a 1M -DIA

FEIXFP R AS R T, B 0 46 B 8 AR HAT =N R T K 70 SR AL L. ] PBR 4 45 il
DIA.

EREA, WERR im0 ST TAESE AR08 WKST BR, 143 SEHUR 8P B g bR ic ok
NGFWBR1. NGFWBR1 fI A #7442k inside, H 1921043 Bl fir 4 4 outside. outside2 Fll
outside3.

EILACE ECMP XA &R, 528 outside A1 outside2 2 11 2 [a] 1Y f1 8 1y .
B 2 EEERERGER (TER%sE

Management

‘— Center Cloud

Applications

a

YouTube

IT Administrator

Help desk Specialist
Internal

Clients Threat Defense

(WKST BR) (NGFWBR1) WebEx

................... WAN Path
Primary Path for YouTube

--------------- ) Secondary Path for YouTube

............... ) Primary Path for WebEx
Secondary Path for WebEx

ik DIA, 5 SCHURIB K88 I 1 P st mT LA i) -

1 HMANH OED Coutsidefloutside2) HEAT F1 B3 (AL AT AR N & (i1, YouTube) .
W PN ) R AR, gt 2 PR 3 58 — AN 82 11 (outsided).

2. WMEN R (BN, WebEx) it outsided £ 45k, RAZHEMs & AR wE, Ikt
outside2 £ 146k .

AR E is B 12 IS HG DIA BOSSBIin T2

PURIRAEE 36 T #E Cisco Secure Firewall Management Center H it B /N5 i 45 W 2 11 DIA 1) TAER
o
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ERAEZETEHKREN (DIA) FEH

mAE

@ Create a

REMS TR EER |

Devices >
Platform trusted DNS
Settings server
Devices > (2\/‘ Configure “(é\‘ Create an <4> Configure <g> Configure
Device ~ interface ~ ECMP zone ~ static routes ~ Policy Based
Management priority — Routing (PBR)
policies
& v
j (5
82:2? g g)zfearjzed ACL
Management objects for
applications
v
Management @ Deploy
center > menu configurations
bar to threat
defense
’ “:8 Verify traffic
Analysis > ~ flow from
Unified Events application to
the internet
TR 1t AR
1) CRTIRSCE) WCE SZA5 AT 1) DNS IRkS5 4. 1HZ 0 Bio B 32 (5 ALK DNS g5 4%
— 557 L
2 CRTER AP MBS, WS BlE#E %kd , 5 8 Ui,
3 CHrgE 4 Bl ECMP X, 1§23 B ECMP X3, 2 8 Ui,
A CHiRACME) LB WRAH . S0 RE S0 ST, 58 Il
£ KN HRCES & ACL W4, 2
* } YouTube FL'EY & ACL X%, 59 1L
* J WebEx iL & e ACL X%, %310 7T
6 9 N FRCE PBR Sl . 1520
*  YouTube FCE Y i€ ACL X%, %59 it
* 4 YouTube Jic & HEM& B HE 1 50, 25 10 1T
(7) TEBUBIA _EAERCE . WS A , 9 12 L.
\J
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mEzaEwons Bz ]

%
>

kil

8 ISF YouTube Fl WebEx ¥ fi. 12 Wil N FH &, 55 12 1L,

AL & % {S1ERY DNS AR5 &7

T EL I W N Ty e 1 R A A 5 DNS. I WP i HTSsl e i 1) 1P, AASEAS I HEAN I F Bl — 20
e Ji Ok DNS i K A2 o 5 DNS IR S5 st T SEE 2B i 1) DNS JIR454%,  Cisco Secure
Firewall Management Center f0 174 A Cisco Secure Firewall Threat Defense it & 52 17 {T:11) DNS flx %5 %% o
R, Bk S s WU 7] 32 45 AT DNS RS a8 0 . BR T I E A5 1) DNS RS- 48241, ik
ALK DNS iR 452341, DHCP i, DHCP H4kFI DHCP % F i LG 2 (1) [ 55 #5345 b %2 45 41 (¥) DNS
k5545

&R U H %2 /51T DNS IRZ5#3E 01K~ DNS BT AL E % {511 DNS AR5 .

)

IR

i AE NSRS DNS) DA AT 38 LUK A

XFTHRET IR PBR,  AAZ0C & 52 (5 AL DNS g ds . BB 0200t DNS ¥t LU SOk Al

FHiaZ |l
s RO AIE N EZ > DNS s sl ARHEAER, S04 DNS s a4 5.
* fORIES SRV H] T4 5 DNS k5545 HHE 1 6 5L
o ARORSE A BE A% AT I8 22 R 1 A 1 s A % K7 17) DNS g5 2%

$IB1 & & (Devices) > T &R E (Platform Settings), 4R & 4 45 &b 57 #8 S0 o
mili wmEE (4 Kb

=)
v
=)
[24
i)
24

1
w

®2
®3
=4

x5

i DNS.

B E SZA ST DNS R4S %, i i =51 A DNS BR %588 (Trusted DNS Servers) £+ .

NI EHLG S b kP DNS Server, 1EER A EH TR (Available Host Objects) Nl R FBOH TR, &
Jo AN (Add) B N2 Frik DNS BR %525 (Selected DNS Servers) 41 Hi .

e

DNS Server 271 H It & ) DNS JRk45 2%

RHRTE (Save). W HIIDNSHR S5 #% /s 78 Z 5 B9 DNS BR£58% (Trusted DNS Servers) GiffiH .
A SRER 9 BL (Policy Assignments), #fiff NGFWBR1 C.7E i 1%& % (Selected Devices) 51)& 1.
A E (OK) ik F .

M RTF (Save) LU A6 BB I B .
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[EREBEERMEN (DIA) SRR EMNS TNAREREER |
B ==:z00sa

o B fEOMER

Cisco Secure Firewall Threat Defense 13 i 4% DAL 56 ok A e S HLEC M 42 . DESC BRI 0 3
65535, RE T REE ISP ) B W Ak f N IO S8 2. TR BB e VAR S Gl AT 4 e . T 1 o
% i B B A BARL e E N O . M OATTHE, WESHE KB EA T Mg,
B, fE¥% outside2 Fl outside3 MIPLIEZ 4 MM BLE 9 10 F1 20, SRS K £ outside2. Wik
outside2 ZFATI ], U ER A A 21 outside3 .

FIB1 KIS & (Devices) > % & B2 (Device Management), SR J& 2w g B 95 411 % (NGFWBR1).
PR 2 i NGFWBRI #: O K EE B (Routing) 5.
$IBE3 i RSB A (Policy Based Routing).
$®4 SR BEEOMESR (Configure Interface Priority).
PS EXHEHET, SR eSS .
BT D AR S A AR RN, R AR 1 2 (3

FE6 HlHRTF (Save).

£l 32 ECMP [X i3

SEN KIRILPEIR & (Devices) > i & & (Device Management), A5 Hiff b 1% % (NGFWBRY).
B2 i NGFWBRI1 £ LK L& H (Routing) JE TR o
$IR3 nidi ECMP,
PR 4 mhiR (Add).
$IB5 £ ECMP (Add ECMP) fiEH, %\ ECMP [X 18] % Fk ECMP-WAN.
$IR6 T, i{ERTAIEO (Available Interfaces)HE Nt % 1, AR5 sidiim (Add).
T SHBE (OK).
ECMP L[R2 BB G2 () ECMP X 3.

PR 8 A RTF (Save).

o & F M E7S s H

Tn] LUK EOLt h s 1 1 Ca AT 7 5 SO 73 e 4 L% ¥ ECMP [X ik
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TEA1
PIR2
$IE3
R4
WIES
$IE6
PIRT
$IE8
$IE9
P$E10

TEN

# YouTube BEH R ACL3 % [}

FHIEZ Al
« BURH OB E SN H, EF KIS ECMP XG5 25614 ECMP X4k , 25 8
o

© WMARBRATRL O ECMP XIORHE, WG BAT A A H AR MR RS R 1 5 SCRE S % i

Mi%#%& (Devices) > & & &2 (Device Management) UL [fi ' - g 5 15 W b5 4115 % (NGFWBR1).
A& (Routing)i& i+

MW RFA R, e AR 5 ECMP XM S< 6 (1) 2 4% 2%

PO AR SN E A B, 0 RS EEH (Static Route).

MR ANEEE (Add Route) LA IIHT# B, BT IRAT I FH ) 4maE ()

MIEO (Interface) FHrFIE T, KEFEE T ALK AR K4 LA ECMP X3,

MAT M4 (Available Networks) HEH e #: H R4, 485 A0 (Add).

NG S

BNFRVAME . &P LR/ T 1 A 254 2 8] 40T

BRAFRE, S RTE (Save).

LR SN TSRS, EES RSP, hFE— ECMP X8 HATARIR B 1 025 FIHRFRE ) 75— A2 DG &
A WICERAULA R,

77 YouTube L E ¥ & ACL 3 &

FE SRS T B B FE DN RERITE B T, U i) FR A C K YouTube Uit 5 MANTR] AR HE 142 115 | 43 2 LG
M.

F$B1 KL R (Objects) > ¥ 5 &1 (Object Management) 3 M H S ik £ 18] 51 3 (AccessLists) > # & (Extended).
$I2 fidiRmiTRiF 8% (Add Extended Access List), hytAs A i B g4 U 1a) 512

$IEI 7 “PJE ACL X4 ” (Extended ACL Object) X 1HHEF, #HAXTH 14k (DIA_SocialMedia).

FEA SR (Add) LEBIESHT I T R 513

WS JLE DL T UG e 4a

1
2.
3.

TEFHRAE (Action) LLRRVF (L) JiEARITE.

A B2 A (Application) &3, 4R 7E AT AR (Available Applications) %1% 1142 YouTube.
1%#% YouTube, A5 siciiRAnEI M (Add to Rule).

MR (Add) LI HR B4 .
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[EFEBERMEN (DIA) M AR E NS ENaBEB EER |
B 5 werex @55 ® AcL 3%

5. miliR7F (Save).

77 WebEx EL &3 & ACL X35

FE SR T B e PR DI BE RO I T, U ) 1R A5C B K WebEx Uit AN [R] (87 H 1% 11 5] 5 22 BB
M.

TR KIKILFEXTER (Objects) > XF 5 E R (Object Management) J: A H sk 1k #2377 181515k (AccessLists) > 4 F& (Extended).
$®2 LRy RiAE15IK (Add Extended AccessList), i PMEE G eV 10512 .
$IE3 F “YJE ACL 44" (Extended ACL Object) S UGHES, HAST4 14 Fx (DIA_Collaboration).
FB4 R (Add) CLRTESET YT R VG I 512K
PS5 HLE LU T UG 4
1. EPHRIE (Action) LLAVF (VLD ithrdt.
2. iR (Application) #%37-1, AR JE/ERT ARZF (Available Applications) 414 H1{# 2 Webex.
1E+E Webex, X5 sidiRmIEIFN (Add to Rule).
st (Add) BUER4c Hs i #I0 4
MiHRTE (Save).

ag > w

2 o A l Y van

77 YouTube BC & R E&EY I% F SR B
el DU AR e N R, VLECAAT (F U7 a5l 51 ) Ak i YouTube Wi & (1) H 42 H1, 71
“Hms U7 (Policy Based Routing) UL [fiiHPAic ‘% PBR 5 o

YouTube it #7E outside Fl outside2 2 [WJBEAT 5 431, G S P ARk i 15 b A s, U (R 24)
outside3.

FIE1 %58 & (Devices) > IR & EIE (Device Management), 4R 5 4 WUV 1% % (NGFWBR1).

FIE2 T NGFWBRI1 £ HLE L& H (Routing) £+ .

$IE3 Ll RIEELEKH (Policy Based Routing).
“HME A B (Policy Based Routing) DU IHI i 7 C 5 PRI SREM o RS Sl s N [ 2 11 47103 L SR 284 % e 7 Il 9710 2 K
Pz gL A

SR A EFE RN, 15 SR (Add).
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o webkx B & xmunnEn [

LIS ERNKEEE K H (Add Policy Based Route) X[ iFHEH, MA OO (Ingressinterface) T4l L FRER (Inside).
R T m e A Y BAT AL B B T4 R R R

PR 6 LAERIK TR E VLA AN S A, 1 s iR (Add).
FRT A{E RINEERIRME SHEHES, AT R HRE:
a) MIEEL ACL (Match ACL) FHz%#Hik#% DIA_SocialM edia.
b) BERACE L, EMKIEE (Send To) Frs &Pkt 0420 (EgressInterfaces).
c) MIZEOHF (Interface Ordering) IR IEFIRMELR (By Priority).
WA B B BRI D . O IR, WESERBIAE T N R RE N .
Blan, (R outside2 Fl outside3 HIPLIE L 43 TN BLHLE A 10 F1 20, VS #H & 2 outside2. WA outside2 4515
AT, R R 4% A 2 outside3 .

d) 75 FTRMECAE . S BT O RIS, et R (D R INBT Y g

XA 55
1. 7E “AI #2107 (Available Interfaces) #, fithi outside Fl outside2 #1551 (1) AN b mk, KBE
FriZti O%#0.

2. SKJE, fidioutside3 BirIsEif don () b, B SRR OEO.
e) MHMRTE (Save) LS AT AL 4 f 1 T
f) HERE, RIE TR (Save) LUS A SN T K (1 T S S
FIE8 piifRTE (Save).

A o frebe | Vo van
77 WebEx Br & 7R & B i% B SR %
T Ll dR e N B, ULECARPE (s 40512 Fk tH WebEx B & 1 H 0, 7
“HME TR 7 (Policy Based Routing) U i L & PBR 5 .
G SR Bk AR, WebEx W] UL % th 21 outsided FF IR £ outside2.

FIB1 KSR & (Devices) > % & B2 (Device Management), SR J& 2w 1 BB 41 % (NGFWBR1).

$IE2 T NGFWBRI1 £ #LE L& H (Routing) i£5i+ .

$123 SRR H (Policy Based Routing).
“HmE AU 7 (Policy Based Routing) UIH] /i< 0 B (1) SR o A% o N 1 0 B R LR SR 2 2 e U i) 27 R HH
mEARNNEEREN

SR 4 RN, i AT wEE (L) EEr.

FIBE TR PR VAR R B4, 1 AR (Add).
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MERE

FE6 {F RINEERIRME RHAHED, PATLUFHR1E:
a) MITEL ACL (Match ACL) F#u%1Z %+ DIA_Collaboration.
b) TEPEACEE L, HMAIEE (Send To) Nz EFHk$EH O4% 0 (Egress Interfaces).
¢) MIEOHEF (Interface Ordering) N4 k¥ E (Order).

LR F I AR RE AR L ¥4
d) 7F FTREDAE b, FUBTA B O ROURESA. il TR (D R INBT e il O .

XA 5t
1. f£ “WTH4%10” (Available Interfaces) ', it outside3 4% 115511 R0 ) EE, BEBERERO
0.

2. SKJE, st outside2 BiI1EE o () B, LB EREROED.

e) iRTE (Save) LS AL 44 T e
f) WERE, KRG ALRTE (Save) LUS N SIS Y B H 11T e B 5 04

PRT mRTEF (Save).

AELRE

FESEIRTATICE R, K L8 BT et

PR AEE PO R, fdERE (Deploy).

WIR 2 kP EERE N E B UK NGFWBRI1 551 10 518 HE .

L3 il ERE (Deploy).

PR 4 W RGBS R IR R B, WS TEIRIE$EIR (Validation Errors) BiEGHIEE 2 (Validation War nings)
T R e, EHEESENIEAGEE, E AT “BuksiR” (Validation Errors) B¢ “IiF%# 157 (Validation
Warnings) £ .

A LLR B IA] k£

© KM - IR HANEE o R RE AN

UL WEARRG VUM R, WCIRREE.
BN, IR I

B UERY B =

HB AEF B PO, S (Analysis) > 5 —ZE 44 (Unified Events).
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WM R E

IR 2 i T 51k 28l i 4 Web [z (Web Application) FINO# 0 (Egress Interface) K [ X4, SR iz B

(Apply)-

W3 HIERHT, LT ERAE.
IR 4 1F Web 7 (Web Application) i 2% 1, i A\ FK WebEx I sii Bz F (Apply)-
HIE5 7E Web N (Web Application) i yE#% 1, AL FX YouTube Jf i R A (Apply).

1% 6 1F Cisco Secure Firewall /5 [ HJ EHL_L K AL YouTube F1 WebEXx N I & . ERANIFIZ =T, J53) Google Chrome
W %28 I S E] https:/youtube.com F1 5 AR TAESE WK ST BR1 AN A6 15K 71 ¥ https://webex.com.

HIBT AR, E AN Y R R .
1. XA AR 1) DIA:
* WebEx MW it 4% R B Fros I BC S 8 o outside3 #2111 & H .

|

Firewall Management Center

Unified Events

Web Application WebEx

X B Select

© Showing all 9 events (& 9) +

[

>
>
>
>

>

* YouTube ¥ FH i & 14 18T B s IO G & A outside AT outside2 5 M 2 [AIBEAT $1 4803517 o

Time

2023-03-29 12:54:18
2023-03-29 12:54:18
2023-03-29 12:54:18
2023-03-29 12:54:18
2023-03-29 12:54:18

Event Type

4 Connection
4 Connection
4 Connection
4 Connection

4 Connection

Firewall Management Center

Analysis / Unified Events

Q_ Web Application Youtube x X Select

@ Showing all 2,285 events (& 1,832 () 453) ¥

Time

2023-03-29 03:43:50
2023-03-29 03:43:30
2023-03-29 03:43:10
2023-03-29 03:42:50
2023-03-29 03:42:50
2023-03-29 03:42:40

Event Type

4 Connection
4 Connection
4 Connection
4 Connection
4 Connection

4 Connection

2. X R TR DIA:
WebEx W i mifi it outside2 #2110 & H, [F2h outside3 #% 10 _EAFAAEEA,

Overview Analysis Policies Devices Objects Integration

Web Application

WehEx

WebEx
WebEx
WebEx
WebEx

Overview Analysis Policies

eb Application

YouTube

YouTube
YouTube
YouTube
YouTube
YouTube

Deploy Q @

X

Iy 2023-03-29 11:57:54 EDT — 2023-03-29 12:57:54 EDT 1h

Egress Interface

Ingress Interface

inside
inside
inside
inside

inside

Devices Objects

Ingress Interface
inside
inside
inside
inside
inside

inside

outside3
outside3
outside3

outside3

outside3

Integration Deploy

Egress Interface

outside?

outside?
outside
outside
outside?

outside

W rE PR,

Q o & 0

Device

NGFWBR1
NGFWBR1
NGFWBR1
NGFWBR1
NGFWBR1
NGFWBR1

Device

NGFWBR1
NGFWBR1
NGFWBR1
NGFWBR1
NGFWBR1

admin v

ali
cise

<

F§ 2023-03-15 05:29:35 EDT — 2023-03-29 05:29:35 EDT 2w
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https://youtube.com
https://webex.com
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Firewall Management Center

Unifiat Evernits Overview Analysis Policies Devices Objects Integration Deploy Q &+ @ adminv
Q_  Web Application WebEx x X Select X || Refresh ‘
@ Showing all 2 events (& 2) ¥ Iy 2023-03-29 11:31:45 EDT — 2023-03-29 12:31:45 EDT 1h Go Live
ﬁ Time Event Type Ingress Interface Egress Interface Device
> 2023-03-29 12:29:08 4 Connection WehEx inside outside? NGFWBR1
> 2023-03-29 12:28:30 4 Connection WebEx inside outside? NGFWBR1

R W% 2 i FR na $ RN A PR HERR

WS, LT CLI W= MHER: 5 Cisco Secure Firewall Threat Defense 5% B 75 % fH AH G 1) o) 451 .

anA... CLl &%

% 3% Cisco Secure Firewall Threat Defense Lina CLI | System support diagnostic-cli

P 0 S R D B PO A28 280 0 Pp S B R 75T |« show object networ k-service
TE SN 2% IR 255 52

* show object network-service detail

P S PN AR G IR 2 M2 5 * % (NSG) | * show object id YouTube
* show object id WebEx

B UEHERX 2 Cisco Secure Firewall 1)/ 2% 4541 | show run object-group network-service

(NSG)

L5 SR TR B P DG IR 1) % pH e S show run route-map

BUERE IR E VRGNS B, Bl 1 44 FR A2 1 4) | show run inter face

Vit

IAF 25 1T () DNS R4 2% i & show dns

iff 72 i i TR H I B A2 debug policy-route

BEEFH T EEE, JUHEAE

FERREE, RO e T R SR T
GRS

15 11 R % e undebug all

HEENUE XM RSG5, WAL T a4

W EREZEEHEREN (DIA) R R RE M ZH MR E BN




| EREREEEREN (DIA) 45 AT ENS EH A0S TH
s ssimiaan

ngfwbrl# show object network-service
object network-service "ADrive" dynamic
description Online file storage and backup.
app-id 17
domain adrive.com (bid=0) ip (hitcnt=0)
object network-service "Amazon" dynamic
description Online retailer of books and most other goods.
app-id 24
domain amazon.com (bid=0) ip (hitcnt=0)
domain amazon.jobs (bid=0) ip (hitcnt=0)
domain amazon.in (bid=0) ip (hitcnt=0)

output snipped

object network-service "Logitech" dynamic

description Company develops Computer peripherals and accessories.
app-id 4671

domain logitech.com (bid=0) ip (hitcnt=0)

object network-service "Lenovo" dynamic

description Company manufactures/markets computers, software and related services.
app-id 4672

domain lenovo.com (bid=0) ip (hitcnt=0)

domain lenovo.com.cn (bid=0) ip (hitcnt=0)

domain lenovomm.com (bid=0) ip (hitcnt=0)

ngfwbrl#

A EREEMERS % (411 YouTube F1 WebEx) , i LL Ry s

ngfwbrl# show object id YouTube
object network-service "YouTube" dynamic
description A video-sharing website on which users can upload, share, and view videos.
app-id 929
domain youtubei.googleapis.com (bid=592729) ip (hitcnt=0)
domain yt3.ggpht.com (bid=709809) ip (hitcnt=102)
domain youtube.com (bid=830871) ip (hitcnt=101)
domain ytimg.com (bid=1035543) ip (hitcnt=93)
domain googlevideo.com (bid=1148165) ip (hitcnt=466)
domain youtu.be (bid=1247981) ip (hitcnt=0)
ngfwbrl# show object id WebEx
object network-service "WebEx" dynamic
description Cisco's online meeting and web conferencing application.
app-id 905
domain files-prod-us-east-2.webexcontent.com (bid=182837) ip (hitcnt=0)
domain webex.com (bid=290507) ip (hitcnt=30)
domain avatar-prod-us-east-2.webexcontent.com (bid=452667) ip (hitcnt=0)
ngfwbrl#

FLIGUE NSG 27 CUHERE B B B A8, VA DL R 4

ngfwbrl# show run object-group network-service
object-group network-service FMC NSG 292057776181
network-service-member "WebEx"

object-group network-service FMC NSG 292057776200
network-service-member "YouTube"

ngfwbrl#

FUGUES PBR OCIRIN % it I LA dy 4
ngfwbrl# show run route-map

|

route-map FMC GENERATED PBR 1678091359817 permit 5
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match ip address DIA_Collaboration
set interface outside3 outside2

|
route-map FMC GENERATED PBR 1678091359817 permit 10
match ip address DIA_SocialMedia
set adaptive-interface cost outside outside2 outside3
|

ggfwbrl#
SRR VNS E AL L SE VAR &, AT LR A2

ngfwbrl# show run interface
|
interface GigabitEthernet0/0
nameif outside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.18.128.81 255.255.192.0
policy-route cost 10
|
interface GigabitEthernet0/1
nameif inside
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.11.4 255.255.255.0
policy-route route-map FMC GENERATED PBR 1678091359817
|

interface GigabitEthernet0/2
shutdown
no nameif
no security-level
no ip address
|
interface GigabitEthernet0/3
nameif outside2
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level O
zone-member ECMP-WAN
ip address 198.19.40.4 255.255.255.0
policy-route cost 10
|
interface GigabitEthernet0/4
nameif outside3
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 198.19.30.4 255.255.255.0
policy-route cost 20
|
interface Management0/0
management-only
nameif diagnostic
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
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security-level O
no ip address
ngfwbrl#

LEOUEZ ST DNS BUE, LA i 4

ngfwbrl# show dns

DNS
DNS
DNS
DNS
DNS
DNS

Trusted
Trusted
Trusted
Trusted

enabled for
enabled for
enabled for
enabled for
Trusted Source not enabled
Trusted Source: Type: IPs Interface Idle/Timeout (sec)
DNS Server Configured: 198.19.10.100: <ifc-not-specified>
Trusted Source Configured: 198.19.10.100: <ifc-not-specified>
DNS snooping IP cache: 0 in use, 37 most used
Address Idle (sec)
ngfwbrl#

SERA G e, WAL T S

ngfwbrl# debug policy-route

debug policy-route enabled at level 1

ngfwbrl# pbr: policy based route lookup called for 198.19.11.225/58119 to 198.19.10.100/53
proto 17 sub proto 0 received on interface inside, NSGs, nsg_id=none

pbr: no route policy found; skip to normal route lookup

Source
Source
Source
Source

DHCP Server Configured
DHCP Client Learned
DHCP Relay Learned

DNS Server Configured
for Trust-any

N/A
: N/A
Hit-count

Timeout (sec) Branch (es)

output-snipped

pbr: policy based route lookup called for 198.19.11.225/61482 to 63.140.48.151/443 proto 6
sub_proto 0 received on interface inside
, NSGs, nsg_id=1

pbr: First matching rule from ACL(2)

pbr: route map FMC_GENERATED PBR 1678091359817, sequence 5, permit; proceed with policy
routing

pbr: evaluating interface outside3

pbr: policy based routing applied; egress_ifc = outside3 next hop = 198.19.30.63

ngfwbrl#

IR R 138 FH T WebEx Vi i o
K outside3 5 AT

L RO R, A BT i

ngfwbrl# undebug all

IHVER, 7F PBR ¥ H R TE N outside2 #2027, &

Resource

URL

Cisco Secure Firewall Threat Defense ki 2% i) 1

https://www.cisco.com/go/firewall-release-notes

FTAHT R 7 T Dh RE

http://www.cisco.com/go/whatsnew-fmc

Cisco.com _[¥] Secure Firewall 3= 7T

http://www.cisco.com/go/firewall

Cisco.com [ HI3CHY

http://www.cisco.com/go/firewall-docs
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https://www.cisco.com/go/firewall-release-notes
http://www.cisco.com/go/whatsnew-fmc
http://www.cisco.com/go/firewall
http://www.cisco.com/go/firewall-docs

EREEEREMEN DIA) BRARENS TNHREREER |
T

Resource URL
YouTube _I- 1] Secure Firewall #iii& https://www.youtube.com/cisco-netsec
Secure Firewall EA<hi https://secure.cisco.com/secure-firewall
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