£ Az 7S EAREETE D (DVTI) &1L 57 3244
5dubr@EE

TEAZT R, FATKIRARN DVTL AR O HR S B 3H A SE bR o A 009N 41 T st
WYL H 0 B S ER AT P4 AF o eI R B8 SR AL T A T 1 v B i R

o FULFES RS 2R TR I VPN, 2R 2 1T

o PRF, 200

o LT REIESES? , 52 100

Yyse, H3W

o WZEHHES , 23 T

o RSk, B4 T

s QRS , 24 L

o PCE LTS M VPN 1o 2w fe )y CROAR a4, B S L

o QR IE T B 15 58 VPN, 38 6 1L

o FCE O R &, B 7 0L

o OB SN ST R S, B 8 UL

o fEHC T AUERLE OSPF , 26 10 7T

o FE4Y 3T A ERLE OSPF , 25 12 7T

o FUE VS 4E RS ., 58 14 00

o FREMLE , A 17 L

* AFZ VPN BEIE i , 55 17 00

o RO R EBRCE SO VITEEL . 25 20 0T

e NE VTI#OMGB) VTI £ O 6CE ECMP X4, 5522 7t

o IOUF B FEE AR , 55 23 T

o SET B VPN BEIE MR HER: , 55 26 1T

o HoAbTRIR , 227 0T
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hE

Cisco Secure Firewall Management Center 32 FF#iF7 4 lERIBEEH: O (VT B B @ g 0. &L
A5 X S 1R N, FH R S A B 2 4% ] SRS o ZEATFH VTN, AN DA FC B 50 28 00 3 WS vy i) 1) 3R I8
LR 242 1o AN T SRR R T A S R 1 Y 4 LA 1 I S S iy e A1) R

FETLAAE VTT X454 2 [ B VPN BRI . VTI W]l IPSec P& SCA4 3% #2314 AN & 1 1) i 350
NHET VPN (R % 3R SR o VTS AL RS sl A i o M 7 8L 6 s gt oK 1 s A B
EEOMRE, PR h R

P R SRR BR DR (0l B0 A VPN ) SR ECE VT s 1% i 1) VPN,

FEH DR S AAG F SIS T I VPN IS, K AE 0 ERCE S RIS E R (DVTL), {E4) 3
ECEFRAS BRI E O (SVTI).

A VT &A1 ERHOR AT IPsec 2 IR 8h A SEIML R BE . BB & A B VPN S 1E 804
AR — T R R . 3E VT SZREZ AN IPsec A2 KL, I3 L3I 2/ 1Psec ik
EEE

Cisco Secure Firewall Threat Defense 7 4 5E T4 H1 11 (VTI) VPN FCE &g, M teEM T
Ao H{E VTI (EEREIE) LB bmER, VPN FimEaSimd &M VIT GliBhkziE) %,

FE LR AR SR AE R T VTR VPN L3 5

1 EWEE: VIS RAUCREEAR S (2RO, LT VPN BRIERECE . XA 20
H ARG VPN BEE ARG B 2% I s WU sls 1) 1) R 0

2. FELETR: EREMILEEOCT AN O SRR OO AL E . 6 TR S RRCE R N
VTIL, ARG FRCE —ADEIA& VL.

3. AHRME: VTIW ARSIy . ISR I 2 SN B AR ey R ARAT AL VPN L E .
T T e i AR 1 B DR NAT A e & .

4. FNZSEEERSCEE: VTISCREENAE MM, BlanJT i s 2 sE (OSPF), MM SEVFAE VPN £ i
ZIRIEHZAAZ et AR R o TXRE AU T LUK SR 3 206 25 A1 A AT 280D B i R 5K

5. WISPT4: SVTI L&A VTI [FiE.
6. FAEE. SVTI SZFHii ] ECMP % VPN Vit 34T 71 33945 .

HEREFESEG?

DVTI A4 5 U PC L 1) H AR S A B I 2% QAT TT A5 BH 53 LR A7 e e v R B Al o9 4 S it 8
it A 288 el N B o Ok 8 2 A B e St P o M R R Sl 1 1R 2 A B R I 4 2%
HEHE L HIREEE 2 A R AL 2 BN BT, IR SR A

B ERHEAEEED (OVT) kSN S hOmEE
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=

TIEEZEL

mng I

— KB FIHEAN R B 2 A SR, AT B ST A 2 A R W A B, LR

XL SR L R B B R R . A I T A5 BE 1 Allice $1 57 O BN BE M 2%

Bt aRp?

IFL I 100 2 TE B8 7 AR B 20 SCH LR A R SR S 2 ) TS L B 2 A i i o X7 i et 3 g,

OV, T HARMECRES BT AT sl PR BB IR — B Alice 77 28 MRERILAC B RE AR LS b

IR T 5

DM (230 FARE (D) ZEETFEREAE VPN anfa R ()8 ?

1 EPHCE: Alice SEiti DVTI HULARS B0 b, IMAE P OB TP IO E N B, SXFERL I 1L T
JITAT Ml KR R 2%

2. BIARH: Alice W EZNAE HPML (WIOSPF) , LUME HAZ)AHEK tH5 5. Jof Tahlic & kA
T, MITRIAE T 44 B

3. RIEMAC: {58 DVTL Alice Hfq o & M4 that JF L oD i 3 22 b, B n] Pl &
B3 SR o XML T IHRCIE RS, JF SCRp I 2% nl 9 e 1

IS DVTIL Alice fajf 1 MZSECE, SCBL 7P EEH], Btk 7 bk, JFSEBl 1Ak 44 1w

RE AR

FEIXFP A AR P N SE R, S B B A SR B AE A S . E T, R i R 43 S AL
FIAES AR A WKST BR, 73 SCHULE (5330 BUbBi AR A NGFWBR1. & (i) Fridh
NGFW1, FZERM %%, /£ NGFWBR1 1 NGFW1 Z [HJlCE 7 VPN il . 7620 575 5510
EEMAE A VIT#0 ERCE ECMP X3, LASZEL VPN it (10 8E 4 04 R0 538 T4l
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Management
Center

IT Administrator

cu‘g‘:)e;i"// ‘ Sy

ECMP-WAN

. inside
ah
On-prem o | >~
Employee INterna 9 C
€ orporate
lient Branch/Spoke" Headquarters/Hub C’I)ient
(WKST BR1) (NGFWBR1) (NGFW1)

_______ Primary WAN link through ISP3
_______ Secondary WAN link through ISP2

‘—_:_—_—_—_’ Primary VTl tunnel through ISP3
‘-_—_:—_::’ Secondary VTl tunnel through ISP2

153

¥

S aES
* WfRIZ 4T 12 Cisco Secure Firewall Threat Defense fiAS 6.7 ¢ B FiARAS o
o AAERH R P SR VTLL
o WIRIEE 11 3 B A ] 1P
o WORAE VTL 41 BN I 5 i) RN, AP HIE S VT i .
* i SVTI iL'E ECMP X35, LA VTI i i .

AIHE R

o P Ve B 5 BB D AT A T

o BEVFANIE S OB A

o D EIRR YT AR B o TS DS N A B
o BCE T EUY B K NAT

o QU REAS T [ 47 1 SRS
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https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/get-started-device-management.html#Cisco_Task.dita_7e8a6572-d376-4c67-aa6f-1aca9cdbc7c6
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/admin/730/management-center-admin-73/system-licenses.html#concept_5B8D7BC78F154A34A31118D05B26D851
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/routing-static.html#task_F73707B182494ECFBA02DC873F3FF8A3
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/interfaces-settings-nat.html#task_210AE84BB62745E69AC1A1BF0ACEA548
https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/730/management-center-device-config-73/access-policies.html#ID-2176-00000240

| fERszsEmbEERED (DVT) B4 THlM S foO iEeE
B EE TR VPN Bin2liniEF (FULESTRR) .

BoE & TIRAHABY VPN BinBlimiEfF (ROEStEERTN)

PLUR A FE B 56 £E Cisco Secure Firewall Management Center 24 H/ChR 5 1 3 MG & 3 T~ % i 1) VPN

(1) AR .
Devices > @ Configure VTI @ Configure
VPN > based VPN backup VTI
Site-to-site interface on
spoke node

l A
Devices > @ Configure
Device OSPF on hub
Management and spoke

nodes

}

Policy > Access @ Update rules

Control in access
control policy
for hub and
spoke nodes

Management @ Deploy

center menubar configurations
to threat

@ defense

Overview > ‘\,5 ) Verity traffic

~ flow over the
Dashboard, VPN tunnel
Analysis > 7o)

Unified Events | \.8/

S8 15t AR
B & 3T VTI [f) VPN, i1
()

o QUERIE T 2l R 8] VPN, 2 6 T
 FOE AL R R, BT 0

o BCE T SCN RIS S, 5 8 UL

| ERaASERREED (V) B s eimssomdE i




fEA B ERREED (OVTN) B TS T omiEE |
B oaTemmssiaven

PIE 15t AR
2 FEULRIGY S i LI E OSPF. 152 [0
« PEHLTT AL RECE OSPF, 2f 10 1T
« P4y 3N A FILE OSPF, 2f 12 1T
(3) BEHT AR ORI 43 S0 S R ) 428 1l SR R R R .- Updates rules in the access control
policy for hub and spoke nodes. 125 BC'E Ui [0, , 25 14 T,
o B e B R 2 Bl . Deploy configuration to threat defense. 152 [ #1035 i &'
— , 9517 1L,
(5 AT VPN BEEIOV . 250 ERZ VPN BRE IR . 55 17 7T,
(6) T4 3T i BRGS0y VT WS 15300 s ERCE %0 VTTE:H, 56 20
M ﬁ )
(7) EJ B R EER BN E . WES SRS, 2 17 U,
)
‘8 B UFE A B B (R i . 16 S R g0 UE T BRI R A R IE L 5 23 L.

g EE T Ak =8 VPN
0T DALE AN 5 2 [ T 5 T % 0 3 75 0R) VPN, B0 3L T VTI VPN, 38 IR AN 35 S B
TF BRI R E
X TFEE 4 3, nT DARC B & P as VT2 L LA E VTL#E .

$IE1 %58 & (Devices) > VPN > ifi &8 (Site To Site).

$I8 2 {EHR$NEFR (Topology Name) 7B A4 #k Corporate-VPN.

$IB3 EFETIEH (VTI) (Route Based [VTI]) fE i h AL

WA PR L R . TSR CE O R 2, 2R 7 T,

LEBS FLE S W RN E . 15 S P BLE > SO s S, 5 8 L

$E6 AU ESHT IKE. |Psec Al (Advanced) £ F

PRT mhRTE (Save).
Ak VPN #i4h Bt e .

SR8 Ll LUl i G5 % & (Devices) > 318 VPN (Site-to-site VPN), {13 i) VPN FIL Ul £ F VPN #ih.
R WA A RS AE R VPN $64h, 15 s R 3T (Refresh).
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| s R (OVTI) B 5 S5 DRI
mEdusanes [

$I29 I CorporateVPN Fi i LA B IR T FEIE . ‘&4 or NGFW1 Ffil NGFWBRL 7357, LU A FEE Al
VTHEZ GG B B TRCE MRS, ©a L rnEEFL1E (Deployment Pending), I HB%IE W A BE I oK

Firewall Management Center 8
el .,,< . : Overview Analysis Policies Devices Objects Integration  Deploy Q QO fo N 7 admin v

E==
Y Select X ‘ Refresh ‘
Topology Name VPN Type Network Topology Tunnel Status Distribution IKEvl IKEv2
v Corporate-VPN Route Based (VTI) Hub & Spoke Deployment Pending v 4 ;
Hub Spoke
Device VPN Interface VTl Interface Device VPN Interface VTl Interface
FTID NGFW1 out... (198.18 133.81)' |out... (198.48.133 81)| | | FTD  NGFWBR1 |outsr.., (198.19.30.4) “lUIS. (169.254.20.1)

T—5Mit4
EWE B LIRS VTLE R VT BEIE )G, S0 E

o T amxt VTI B 7E 5 445 2 [H I B VTt S B il . 1S B fEH00 s AL E OSPF , 56
10 JUMIAE 3235 i [ lid & OSPF , 55 12 Wi,

o JHT SCVF O AU & B U e 2 RN o 37 22 B I A R g ., B 14 0L

Ao & H 0T R B 2R i

Rebg SIS 2 S I EA RS AU, B B O A REh & REAUB .  REIUBIR 2 4 54> VPN
UNBNASAE A—TE R AU

S 0TS (Hub Nodes) #4rH, fiidi +. R SoRiingis (Add Endpoint) X iG4E
5%2Mu%amM@FﬁU%*ﬁ%NmmuWﬁ¢uo

pE 23 B AAER] 7.3 B ARAS B

$1283 S shZSEREREIED (Dynamic Virtual Tunnel Interface) N4z 41355301 + AR INFTIEIA VL.
RE0K BoR RINERIRREIED MHAHE, P S FUETE R EROA R E
* FEiEZRE! (Tunnel Type) 24 B3 72 A&7 (Dynamic).

| ERaASERREED (V) B s eimssomdE i




E A A ERBREED (DVT) B LD ZTNES5HOERE |

B e=sxnsnsn

« ZFR (Name) £ H 31 78 4 <tunnel_source interface logical name>+ dynamic_vti +<tunnel ID>. %1,

outside_dynamic vti_1.

SRS R, S (Enabled) & HEHEAL T HE R -
« 224 (X1 (Security Zone) - T L 15 AR, i FRII &R .. (New-). 7E3i%ee K

(New Security Zone) J 1 HEHT, i A Tunnel_ZonefF b ZFRIF siili#E (OK). Aixb&iE £z 11+ Tunnel_Zone
1y % A X3

* %4 1D (Template ID) < A&7 DVTI £ 0 [1HE— ID.
« B&IEIR (Tunnel Source) Z&fFE X DVTI Y 1, BIMNESL R S8 AZha. EEH R, RATAM

4 DVTI BB W (0 FEE IR . I F 378 3R #iE 32 O (Select Inter face) KiF FRIEFE .

« BRIAEUL R, IPsec BB (IPsec Tunnel Mode) 24 &l TPv4.

|P thit (1P address) AREZ&HHAS IP Hihilk, PR DVTL @AM . FATa s s IR B4 110k 24 1 i & 1
FHIP. BRI D, &S dHER IP (k4= IP) (Borrow IP[IP unnumbered]) FHz3|&5510 10 +. 165
SREIRED (Add Loopback I nterface) X iEHE

1. 7EEM (General) kI, 7E&FR (Name) Ffi A\ HUB_Tunnel_IP, Jf7EIR[E 1D (Loopback ID) Hii A
1.

2. 7E IPvAIET-Er, % IP Huhik 198.48.133.81/32.
3. AEHAE (OK) LMEAEER 1

% 1P & 4 FRE] 1(HUB_Tunne_IP) (Loopback 1[HUB_Tunnel_IP]).

M E (OK) LMRAE DVTL. REH Bon—4H K, A VII Clchtld. SE#E (OK).
B2 RS TE £ O Wk &l outside_dynamic_vti_1(198.48.133.81).

$1E 4 EEIEIR (Tunnel Source) R4 ih k% GigabitEthernet 0/0 (outside). Ah#lF% 1) 1P ik (198.18.133.81) ¥ H
AR R TR

$IB5 JRITE%RIEE (Advanced Settings) LA & BRIA B

PIE6 niiHE (OK).

NGFW1 U D e ok v 15 A

W=y

T 32T R R i

L1 £S5 (Spoke Nodes) #7071, mith +o RGUK WoR RN iw (Add Endpoint) XJ i5HE .
$IE2 Nig#& (Device) gL P LS NGFWBRL 1A HL

pat i

BB ZAE A 7.3 B mRRAS AR AT

B ERHEAEEED (OVT) kSN S hOmEE



| s R (OVTI) B 5 S5 DRI
mEsxsanes [

$IE3 A ERASELIRRETE D (Static Virtual Tunnel Interface) N4 5531 + LLAIET R4S VTI.
RGN o IRINERIREERE O SHEHE, 0P S TR BOARE
* BEIEZEA (Tunnd Type) &4 Hahi e hERZS (Static).

« ZFR (Name) £ H )1 78 4 <tunnel_source interface logical name>+ static_vti +<tunnel ID>. {5l%1,
outside_static vti_1.

« BRI R, B (Enabled) & A4 T2 R A
o N LA X8 (Security Zone) K741 1k $E Tunnel_Zone.
* B%3& ID (Tunnel ID) 25 HEHIHEFEAN 1,

« M\FZJER (Tunnel Source) 413 Hik+% GigabitEthernet0/4 (outside3). M outside 3 22 1115534 1) Nz 51 &
¢ 198.19.30.4 1 4 1L 1P Hhubik.

« BREDL R, 1Psec BEHER (I1Psec Tunnel Mode) 234 % & 4y TPv4.

* |P ik (1P address) A] LIJEFRAs TP Motk sl f5 A TP bk BT U NIRRT 10l 4 D e A8 TP, B
IEREE D, i AL ER 1P (R4S IP) (Borrow IP[IP unnumbered]) T 55301 +. 7ERMEITRED
(Add L oopback Interface) xf i HE -

1. &M (General) ETKH, E&FR (Name) Héi A\ Spoke Tunnel_IP, H#-ZR[E ID (Loopback ID) H4i
A L

2. {EIPv4AELR, i IP il 169.254.20.1/32.

3. RHRRE (OK) LAMRAEIRIEIEE

fEH 1P % & 4 IR[E] 1(Spoke_Tunnel_IP) (L oopback 1[Spoke Tunnel_IP]).
M E (OK) BLRAE SVTL. REHS R —40 R, #ik VII Chtld. sithi#E (OK).
FRAREPABSE 82 1 BB 4 outside_static_vti_1(169.254.20.1).

T4 BITSRIXE (Advanced Settings) LA B BRIA K B . DAZE AN IEHE
PIRS R HE (OK).
NGFWBRL U A D BC S A 43 3215 A
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R B 75 EE BRI O] (DVTI) R 1L 59 SEHUA S o s RO AS
B = os pmE oser

Create New VPN Topology (7]

Topology Name:*
Corporate-VPN

Policy Based (Crypto Map) (e) Route Based (VTI)
Network Topology:

Point to Point U ELGERITIGEY  Full Mes

IKE Version:* IKEv1 IKEv2

Endpoints IKE [IPsec Advanced

Hub Nodes +
Device Name VPN Interface Traffic Match Criteria
FTD NGFW1 outside_dynamic_vti_1 (198.48.133.81) Routing Policy 4 i
Spoke Nodes +
Device Name VPN Interface Traffic Match Criteria
FTD NGFWBR1 outside_static_vti_1 (169.254.20.1) Routing Policy Y i

fEHL T S LB E OSPF

FEFD ANy S P AL E OSPF, UMM VPN FRIE K I TEANS, s e iRz Mg,
PRI RSy LR K BEIE,  IFHs OSPF MA BJZ M %% .

ST EgHEROT T, 1IEPHEE (Devices) > I &R (DeviceManagement), 4XJ5 kit NGFW1 11 21 #wig (4
Elbr o
$®2  {E#ENO (Interfaces) I, H0AFZ AT AUEE AT/ DVTI #2171 1P Hihikf4 Loopback1 #17.
P®3  AULEEE (Routing).
P4 SRR T OSPF.
$IEE  krPiEFE 1 (Process 1) & kA4 LLE H] OSPF 244
$IE6  fidiEND (Interface) LR .
-}J';q% 1 ){_:T\l:—'-:l‘ +uj\\7]ﬂ (+Add) %gﬁ’I i—\‘ Add Interface Niﬁ*@o 1@6& uT?&
*« #0 (Interface) - I\ N7 £ ik$k DVTI £ 1 outside_dynamic_vti_1.
S (Point-to-point) - & HP A2 EHE LLIE i VPN BEIE 1% 4 OSPF #5 H .

Hoa 7 BT ERIAME
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et LEE oser ]

* N HRE (OK).
/30 (Interface) LK H 4 outside_dynamic_vti_1 s IH-—4T .
$£1®B8 A X (Area) LI k.
P9 sl HRN (+Add). RGH R RN (Add Area) SFIEHE. B LT B
* OSPF i#72 (OSPF Process) - XE#HERE ID 1.
* X35 ID (AreaID) - ffif# 1N 1.
HARFBATHERE.
* AT M 4E (Available Network) - ZL75 I ELIE i BE 8 15 1 N 4%, AT DA N4
« SEARIIF KL R, W T KSR
« &%R (Name) - L HUB_Tunnel_IP & Ui A % FK o
- [ (Network) - £ 4 (Host) 30, 45 #iA £ IP 198.48.133.81.
* Witk 7E (Save).
* TERI FA M4 (Available Networ k) 7Bt 4H R IX I I Al (HUB).  ZRGURE A H B IR 2655 5
(HUB_Tunne_IP). I&FXT%, SRJG mdiimn (Add) 5 H78n 2 Frik M £& (Selected Network) 5113
* {ER] M4 (Available Network) 7B 148 & X 34 A el (Corporate). & 40#4%1 i Corporate LAN
PTG RS, SR siiinn (Add) 4 R N2 Frik M 48 (Selected Network) 5155 .
* RiiFBE (OK).

A X (Area) LXK A IN—17.
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NGFW1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

. 3 Process 1 ID
Manage Virtual Routers &
OSPF Role:
Global v — BT
Internal Router v Enter Description here Advanced
Virtual Router Properties
Process 2 ID
ECMP
BFD OSPF Role
Enter Description here
OSPF
OSPFv3
EIGRP Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces: Are. Area Type Networks Options Authentication
v BGP
| 1 1 normal HUB_Tunnel_IP... false none

IPv4

FEI0 fULRTF (Save), (RAFH0TY R OSPF BCE .

EnXT s LB E OSPF

FE YA LT, THE IR E (Devices) > & & & T (DeviceManagement), 4R )5 s5 i NGFWBRI 5 55 1) 4R (#)
KI5 o
$£1# 2 774E0 (Interfaces) LI K-
o BHIEZ 7R SCICE AR 1 Tunnel 1 #2 1 TPELE (5 L

o k2 Fir AN ¥ FHAE Tunnell 1 IP #idil () Loopback1 4 H 4115 B .

P 3 ALl E (Routing).

LA it Ao MR ) OSPF.

LIRS IR 1 (Process 1) RIEHELLT FH OSPF 524 .

FIE6 L X (Area) LT,

FET L+ (FADd). RGNS ER RN (Add Area) WEHE. B L R 7B

* OSPF ##2 (OSPF Process) - i #%HEFE ID 1.
* X135 ID (AreaID) - Hif#{E N 1.
AR B FH BRI
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* AT M 4& (Available Networ k) - 78 I S o B 18 5 1 M 4%, T AT LA N4
« SERIFIMZ S, T KN
« ZFR (Name) - L Spoke Tunnel_IP B\ A 475 .
« M4& (Network) - EFEEHL (Host) IET, SR J54HIAFHL [P 169.254.20.1.
* M RTE (Save).
- {57 A% (Available Networ k) ‘5 BUIf22¢b< S i A 53 3 (Spoke). JRAEA F1HI BT I M2 01 %
(Spoke Tunnel_IP). &0 %, K5 Sididhn (Add) KL Sk M4 (Selected Network) 41/ .

* LR FA M 4% (Available Networ k) Bt 148 R X b i N 93 SZ##4 (Branch). &R4K 51 H Branch_LAN W
NG, PG, ARG AT (Add) K LS N BB IE M 48 (Selected Network) 415 .

* KilHBRE (OK).
A X (Area) LXK A1 —47.
GFWBR1

Cisco Firepower Threat Defense for VMWare

Device Routing Interfaces Inline Sets DHCP VTEP

™3 Process 1 ID
V]

Manage Virtual Routers

OSPF Role:
Global -
Internal Router

v Enter Description here Advanced
Virtual Router Properties
Process 2 ID:
ECMP
BFD DSPF Role
Enter Description here

OSPF
OSPFv3

Area Redistribution InterArea Filter Rule Summary Address Interface
RIP
Policy Based Routing OSPF Proces ArealD Area Type Networks Options Authentication

| 1 1 normal Spoke_Tunnel... false none

FIR8 mdHRTF (Save), PRAF7 ST ALK OSPF L .
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AN FE B O] (DVTI) 4L 53 AL 5 L S
B =srasnzs.

= A S iy Y Pax
B & 17 [B]32 I SR B
TEAREEZ /T, iF IR NGFW1 FI NGFWBR1 15 i E 1) VTI 2 1 5512 8 Tunnel_Zone #1381 X 35 AH

TR (Policies) > 7 [B)#= 6 (Access Control) DLy frl 42 SN o o200 Ay Lo 173 32 ST LA
YT RS, DL VR B BRIE R VPN i

» NGFW1 - 075 5 (NGFW 1) [ il 5 e
© O ST EHEE] - 7 3095 R (NGFWBRI) [R5 [ F2 i 5ms

FIB1 gm0t A (NGFW1) AC sEmg, i fiids g (4 Klbr.
WA 2k A FH 49148 S BT R D) 45
* Allow-To-Branch-Over-Tunnel

* Allow-To-Corp-Over-Tunnel

1. #i4u% Allow-To-Branch-Over-Tunnel 5%, i did wiE (4 Bz

2. {EXIE (Zones) LT K, % Tunnel_Zone JE¥ 3Lk, SRJ5 AliliiRin B#R X5 (Add Destination Zone).

n 8 Editing Rule Allow-To-Branch-Over-Tunnel NGFW1 | Default @
v

Name | [Allow-To-Branch-Over-Tunnel | n Action | € Allow B Logging

W Time Range | None

@ Intrusion Policy | None

Zones (2 Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
Q ( pp y 9
—_—
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
=| « Tunnel_Zone Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1 object
InZone1
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

+ Create Security Zone Object

Comments Cancel

3. SN A (Apply) fREAERRI

4. H4wiH Allow-To-Corp-Over-Tunne %, i fiids 4wig () Kbr.

5. 7EX1F (Zones) BELI-RH, 8% Tunnel_Zone I Lk, 4RJ5 siddiifNiniE X3 (Add Source Zone).

B ERHEAEEED (OVT) kSN S hOmEE



| fEmahERBEEED (DVTI) B L5 S i BB
mErnnzs. [

- & Editing Rule Allow-To-Corp-Over-Tunnel NGFW1 | Defaut @

Name | [Allow-To-Corp-Over-Tunnel o Action | @ Allow B Logging W Time Range | None
@ Intrusion Policy | None v B File Policy | None
»
Q Zones (2) Networks | Ports Applications Users URLs Dynamic Attributes VLAN Tags
Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2

=| &% Tunnel_Zone Collapse All Remove All = Collapse All Remove All

ZONE | v 1 object ZONE | v 1 object

3 InZone1

NET v 1 object NET v 1 object

Branch-LAN Corporate-LAN

+ Create Security Zone Object I:I -
Comments Cancel

6. ridiRZF (Apply) {RAEREI.

7. BUE NGFW1 H1 ity SRl o

8. MiifR7E (Save) LMRASE AC Helik

9. i iRE7 a4 SRR ETE (Return to Access Conrol Policy Management) DL [H] Sl 1 1

HIB 2 PigniE Sy S0 A (NGFWBRI1) AC 56B%, 5 g (4 K.
WAL Ry 7 48] G e 1) L U)o, <
* Allow-To-Branch-Over-Tunnel

* Allow-To-Cor p-Over-Tunnel

1. %% Allow-To-Branch-Over-Tunnel 5%, i fiidi 4ig () Kbz,
2. {ERX1F (Zones) LK, %R Tunnel_Zone J&¥ ik, AR5 iR iR X 13 (Add Source Zone).

| ERaASERREED (V) B s eimssomdE i
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B =srasnzs.

A
Editing Rule Allow-To-Branch-Over-Tunnel Branch Access Control | Default @
Name ‘[AIIow-To-Brancl:OvervTuEI| ‘ L Action ‘Vo Allow ‘ B Logging ON B Time Range ‘None ‘ =
@ Intrusion Policy | None | select Variable Set v B File Policy | None
< »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
—_—
\ 2. Tunnel X | Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applications: 2
(=) & Tunnel_Zone (Ro Collapse All Remove All  Collapse All Remove All
ZONE | v 1 object ZONE | v 1object
&% Tunnel_Zone InZone
NET v 1 object NET v 1 object
Corporate-LAN Branch-LAN

+ Create Security Zone Object I:I

Comments ~ Cancel Apply

3. ARZA (Apply) (A7
4. g% Allow-To-Corp-Over-Tunne %, it w48 () Kbk,
5. 7EX1F (Zones) EL-RH, 8% Tunnel_Zone IRk, #R)5 siddiiion B#R[X1% (Add Destination Zone).

Editing Rule Allow-To-Corp-Over-Tunnel Branch Access Control | Default @
v
Name |Al|ow—To—Corp—Over—Tunnel| ‘ L Action ‘eAllow B Logging ON % Time Range ‘None
@ Intrusion Policy \ None ‘ Select Variable Set v
4 »
Q Zones (2) Networks (2) Ports Applications Users URLs Dynamic Attributes VLAN Tags
_—
‘ 2. Tunnel X } Showing 1 out of 11 Selected Sources: 2 Selected Destinations and Applicati... 2
(=) & Tunnel_Zone (Routed Security Zone) Collapse All Remove All | Collapse All Remove All
ZONE | v 1object ZONE | v 1object
InZone % Tunnel_Zone
NET v 1 object NET v 1 object
Branch-LAN Corporate-LAN
+ Create Security Zone Object | | -
Comments ~ Cancel Apply

6. sdiEZF (Apply) TRAERIN
7. IF NGFWBRI ) 580

B =R ERREED (DVT) B S TS O aEE
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8. HdifR7F (Save) LMALE AC 5.

FESEITATICE G, K L8 BT et

$E (BB LIEAR T, AHlERE (Deploy). XFEH s CER IR0 B 51 2

HIE2 P BN E ) NGFWBRI1 FI NGFW1 5511 [ 5 S HE .

$IE3 LliERE (Deploy). ZfFilErE “HE” (Deploy) MEHET FRich “ E58R” (Completed).

PR 4 W RS  E rh R I R B, WSS TR IE$EIR (Validation Errors) BiEGIEE# (Validation War nings)
R ERNENT. BEEEBEREAGE, Fadi “WiliR” (Validation Errors) 58 “36iF# 2 ” (Validation

Warnings) %% .

A LA 1B I ]
o GREEE - GREETEE M LT R E S L. WUOR ARG VUNETR, WIJCTRgk e
o KM - B HMAME . WREERAVE SO, ol E i B A & .

1GER 22 VPN RRiE R R 2
XF VPN BEIE HAT LA NS E.
* fESA A IE) VPN $) EHR 38 SERS AR S
1. BEIOIE VPN BB 7 IEHOET, W PR (Overview) > 24| E#R (Dashboar ds) > i & 8]
VPN (Site-to-site VPN),

Firewall Managem,e,ng(;,em,er Overview Analysis Policies Devices Objects Integration Deploy Q 60 & 0
Y Device NGFW1 x X Select X m‘ Cance Refresh every
Node A Node B Topology Status

Tunnel Summary

NGFW1 (VPN IP: 198.18.133.81) NGFWBR1 (VPN IP: 198.19.30.4) | Corporate-VPN Active

100% Active
1 connection

Topology

o o [

ERaASERREED (V) B s eimssomdE i
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B zionzvenpiEnns

2. B RN AR RS AE NGFWL o NGFW1 5445 onEFTEER (View Full Information)
SEe

3. A EETEER (View Full Information) Kbk, REeH Bt & RS VEAE B H AL BRAF
R0 7 A o

4, SN R CLI #4815 2 (CLI Details) I <.
5 MilimAUAME (Maximize View) DL R 7 IPSec %45 KL VEANAE B IR 55 KA 6 1R HE o
6. HEETLIAEXTIEHE ) R 2300 FE T show v 4 1) CLI, LA E W4 LK VTT .

Tunnel Details

33.81/500) ) ) 198.19.30.4/500) )
69 KB (4804 B) d:  4.86 KB (4972 B)
6.07 KB (6212 B) 5.94 KB (6084 B)

IPsec Security Associations (1)

NGFW1 (VPN Interface IP: 198.18.133.81) NGFWBR1 (VPN Interface IP: 198.19.30.4)

show crypto ipsec sa peer 198.19.30.4 = show crypto ipsec sa peer 198.18.133.81
peer address: 198.19.36.4 peer address: .18.133.81
interface: butside_dynamic_vti_1_val interface: joutside_static_vti_1

Crypto map tag: outside_dynamic_vti_1_vtemplal Crypto map tag: _ vti-crypto-map-Tunnel1-0-1]

7. ik (Close) LA L “BEiEHE41{5 B (Tunnel Details) % 1]

o IER LA AL AT 5 L RUER A (Verify Routing on the Hub and Branch Nodes) - %:iF /& 75 &
£ NGFW1 Fl NGFWBR1 L IEffi3k % OSPF #Hi. 75
1. RKIREFE % (Devices) > R &EIE (Device Management).
2. FLYWIH NGFWI, i riidi 4eig (4 s,
3. Auiliig#& (Device) LI K.
4. suhEHL (General) RHHy CLI %41l R0k o< CLI 8FEHEER (CLI Troubleshoot) &
5. fEfp% (Command) 7B 4 A\ show route, 4R idi#iT (Execute).

6. A NGFWI 11 fi L, A3 1 VTIIP (169.254.20.1) 1] VPN i Al Branch LAN
(198.19.11.0/24) [f] OSPF 3k40ik tH, W NE PR,

B =R ERREED (DVT) B S TS O aEE
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CLI Troubleshoot X

>_ Command = Execute | @ Refresh | [}y Copy Device:

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.18.128.1 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.18.128.1, outside
11.11.60.0 255.255.255.0 [1/0] via 198.18.133.60, outside
169.254.20.1 255.255.255.255

connected by VPN (advertised), outside dynamic_vti 1 val
198.18.128.08 255.255.192.0 is directly connected, outside
198.18.133.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0 is directly connected, in1@
198.19.10.1 255.255.255.255 is directly connected, ini@
198.19.11.0 255.255.255.0

[110/1572] via 169.254.20.1, ©00:19:39, outside_dynamic_vti_1_val
198.19.20.0 255.255.255.0 is directly connected, in2@
198.19.20.1 255.255.255.255 is directly connected, in2@
198.19.30.0 255.255.255.0 [1/0] via 198.18.133.63, outside
198.19.40.0 255.255.255.0 [1/0] via 198.18.133.64, outside
198.48.133.81 255.255.255.255 is directly connected, Hub_Tunnel_ IP

7. % NGFWBR1 i SEELE 2 5 5,

8. #FH NGFWBRI 15l B #fiA ) VTIIP (198.48.133.81) Hil Corporate_ LAN
(198.19.10.0/24) k411 OSPF ¥, Wi FE AR,

CLI Troubleshoot x

>_ Command = Execute | @ Refresh | [} Copy Device:| [NGFWBR1 v

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

S 0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2
[1/0] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_IP
198.18.128.0 255.255.192.0 is directly connected, outside
198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0
[116/1572] via 198.48.133.81, 00:22:52, outside_static vti_1
198.19.10.100@ 255.255.255.255 [1/@] via 198.19.40.64, outside2
[1/@] via 198.19.30.63, outside3
198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255
[110/1563] via 198.48.133.81, 00:22:52, outside_static_vti 1

* BIES AR OT R B RRZRIFMEZ BRI E

%3k WKST BR LA (198.19.11.225), il SSH 14 S NGFW1 [ #1141 (198.19.10.200).
W ORIERERS DL SSH ISR EHL.

fE Az EREERED (DVTI) L5 il 5 O RB(E




fEAHAEMERED (OVT) HLH TS T omEE |
B =sxvsrrssnwmzn

&5 lwhstbr - 198.19.11.225/- Remote Desktop Connection

-

osoft Windows [Version 10.0.19042.789]
(c) 2020 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ssh administrator{@198.19.16.260

wadministrator@198.19.16.2060"s pas
[; side 5.4.0-}

=l inux in -kali2-amd64 #1 SMP Debian 5.4.8-1kalil (2020-01-06)

Pu

(64The programs included wit tw
the e t distribution for each program are described in the
individual files in /usr/share/doc/*/copyright.

7] Kali GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the extent
pmTEPermitted by applicable law.
Last login: Thu May 11 16:15:40 20623 from 198.19.10.50

FRSE—BHRIES XA TS BHERE
1. %S (Analysis) > gE—ZE 4 (Unified Events).

2. fEHIZIERARA VPN #24E (VPN Action). ANZE 3 (Encrypt Peer). &% %f (Decrypt Peer)
FINDO¥EDO (EgressInterface) 41,

3. XHi%) BFrimO/ICMP X8 (Destination Port/ICMP Code). if7ial$=#I#8 0 (Access Control
Rule). if7ial=#l5kME (Access Control Policy) fli% & (Device) T HHEF I3 N, W FE
Jr7R

1, Firewall Management Center

Overview Analysis Policies Devices Objects Integration Depoy Q @ £ @ admin~ e
Q Se X
@ Sk gall3levents(62407) & F§ 2023-07-05 03:30:44 EDT — 2023-07-05 03:32:45 EDT 2m 1s.

T Event Ty romcation | comorne | bty | Dovics VPNAction | Decryptpeer | EncryptPeer 0% | [ff
> | 2023-07-0503:31:43 [ File 57406 / t E
> 2023-07-0503:31:40 Connectio GF Decrypt 98.19.3
I e N T e e 19910139 omese. |+
> | 2023-07-0503:31:38 | & Connection 80 (nttp) / tc Microsoft ow Outbou...| Branch Access GFWB outside2

4, HAE 5N WKST BR 2| EHLK SSH &AL Zi4E, 157E Birin O/ICMP {53
(Destination Port/ICMP Code) 41|kt 7 22 (sshitep) 14T 1R, ik
outside_static_vti_1$#% 175 NGFWBR1 FHATIRE#:AE, R)57E NGFW 1 EHUTRRZ #1E,
B BTN,

EaXTRLBEER VI ED

Cisco Secure Firewall Threat Defense S84 56 T- 8% 1 1) (VTI) VPN L& & 0 b%iE . 2432 VTIJGVEEE (i
ER, VPN R E Sl & H VT &%,

B ERHEAEEED (OVT) kSN S hOmEE
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FIB1 KKk & (Devices) > 3£ 18 VPN (Site-to-site VPN) & F CUCE (4L VPN $64h, K5 Al i (£ K
bro RGUKE R “Huf VPN 404”7 (Edit VPN Topology) %

F2 {E “/p A7 (Spoke Nodes) #7rH, i NGFWBR1 5 il 4ai8 (#) Klbr. R4 BonmigL4Lis (Edit
Endpoint) X} {5 HE

LRI LEARMEHN VTI (Add Backup VTI) &4 LA NGl Bh VT BEiE . 28688 Bon “ &4 VTI” (Backup VTI) #5475,
Edit Endpoint (7]
Device:*
NGFWBR1 v
Static Virtual Tunnel Interface
outside_static_vti_1 (IP: 169.254% | 4

Tunnel Source IP is Private

Send Local Identity to Peers

Remove

Virtual Tunnel Interface:*

Tunnel Source IP is Private Edit VTI

Send Local Identity to Peers

Additional
Configuration

Route traffic to the VTI
Permit VPN traffic

» Advanced Settings

‘ :ar“:e‘ ‘ m

HIE 4 L ERBERED (Virtual Tunnd Interface) FHi413 55101 + LIS VTIL.
ARG Ron IRINEEIARR E R O X RAE, LS U A R EARC &
« B¥IE 2R (Tunnel Type) x4 F 301 78 L 88 7S (Static).

* &R (Name) & H3hIH 78 A <tunnel_source interface logical name>+ static_vti +<tunnel ID>. i1,
outside static_vti_2.

« BNEST, B (Enabled) AN T3E R A
© M\ “ A7 (Security Zone) | 7412 3% £ Tunnel_Zone,
%i& 1D (Tunnel 1D) 4 ABhIA7EH 2.

« M\BEIER (Tunnel Source) #7413 k£ GigabitEthernet0/3 (outside?). M outside 3 432 15534 () F $z 414 h
%% 198.19.40.4 11 4 HL 1P Mkl

« BRIATGOLR, | Psec RIS (IPsec Tunnel Mode) 21 4 & 4 IPv4.

ERaASERREED (V) B s eimssomdE i
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B = vnsEomme v EnEE VP i3

* IP #hit (1P address) W LJE A 1P Hutik sl il FH 1P ko Fofi Tal iU IR I 11 4 s 3 LR A 1P BEUR
TNERIEE I, 3 R fz g2 s i ik B3R E1$2 0 1 (Spoke_Tunnel_I P) (L oopback 1{Spoke_Tunnel_IP]).

Mt E (OK) LMRAE VTI. RGH BoR—4HE, il VII 2. sii#E (OK).
#4y VTL 0% & 4 outside static_vti_2(169.254.20.1).

L5 L E (OK) RED XL E .
$IB6 it RTF (Save) 1% VPN #ih.

J13F VT EOFNEEE) VT 3E O BB ECMP X1

FESF SV ) E A B RS VT 30 ERCE ECMP,  DLSBUERR JUAR M VPN It i 7 801

FE1 RKKLPR & (Devices) > R &EHE (Device Management), SR i 4 i 95 181 B % (NGFWBR1).
P2 piidi NGFWBRI 4 LUK L& (Routing) 255+ .

$IE3 Liidi ECMP.

PR 4 shiR (Add).

$IB5 (£ ECMP (Add ECMP) #ig, %A\ ECMP X8 f) %k ECMP-VTI.

HIE6 HoLH N, IE/ERTAED (Available Interfaces) HE F k4% 1 outside static_vti_1 fl outside static_vti_2, #RJ5
M (Add).

Add ECMP o X
Name
ECMP-VTI
Available Interfaces Selected Interfaces
outside outside_static_vti_1 M
inside outside_static_vti_2 M
outside2
outside3 Ad
< )

BT mdHE (OK).
ECMP T HILAE 2 W 1 ECMP [X 45,

FIE8 JUHRTF (Save).

B ERHEAEEED (OVT) kSN S hOmEE
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56 uE = Bk

wirxwafnmmE ]

18 FN4d B fx 18
I UE 2 S SR OV 2 (AR R VT BRE A B VTI fRiE 2 A O E . B3I Tiashik
.

2

o

* TEuh i (E VPN 125 E R B I IERR E AR TS
FAGUE VPN BEIE JE 75 1IE 1217, %A (Overview) > #2HI E 4R (Dashboar ds) > ik & /8 VPN
(Site-to-site VPN),
;- Firewall Management Center Overview  Analysis  Policies  Devices  Objects Integration Deploy Q@ £ @ [y admin~ e
Y Select x |[ Refresh | Refreshevery [5 minutes 1}
Tunnel Summary Node B Topology Status
NGFWBR1 (VPN IP: 198.19.30.4, Corporate-VPN Active

NGFWBR1 (VPN IP: 198.19.40.4, Corporate-VPN Active

100% Active
2 connections

Topology

Corporate-VPN 0 0

* BAER OIS SHLAS TS . _E BB

1. fKKIEF&E (Devices) > % &£ EIE (Device Management).

2. B4 NGFWI, it br .

3. A& #& (Device) LI

4. B (General) R CLI #%4Hl. R40H Bor CLI #BEHERR (CLI Troubleshoot) % I
5. 7Ef8% (Command) 7Bt i\ show interfaceip brief , &5 sidi 4T (Execute) LAETH M

Ht B DVTI G2 R 3h A& B AL D

IR M NGFWBRL E 4B VT & #0483 NGFW1 I, 2 MIH-— DVTI 4
A¥, Virtual-Access2 211,

ERaASERREED (V) B s eimssomdE i
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| R

CLI Troubleshoot

>_ Command: | [show interface ip brief ] =» Execute | @ Refresh | [[3 Copy Device

> show interface ip brief

Interface IP-Address 0K? Method Status Protocol
GigabitEtherneto/e 198.18.133.81  YES CONFIG up up
GigabitEtherneto/1 198.19.10.1 YES CONFIG up up
GigabitEtherneto/2 198.19.20.1 YES CONFIG up up
GigabitEthernete/3 unassigned YES unset administratively down up
GigabitEtherneto/3.100 unassigned YES unset down down
GigabitEthernete/3.110 unassigned YES unset down down
GigabitEtherneto/4 unassigned YES unset administratively down up
GigabitEtherneto/4.200 unassigned YES unset down down
GigabitEtherneto/4.220 unassigned YES unset down

Internal-Controle/e 127.0.1.1 YES unset up

Internal-Controle/1 unassigned YES unset up

Internal-Data@/@ unassigned YES unset down

Internal-Data@/e unassigned YES unset up

Internal-Data@/1 169.254.1.1 YES unset up

Internal-Data@/2 unassigned YES unset up

Management©/0 unassigned YES unset up

Loopback1 198.48.133. YES manual up

Virtual-Accessl 198.48.133. YES CONFIG

Virtual-Access2 198.48.133. YES CONFIG up

Virtual-Templatel 198.48.133. YES CONFIG up

Virtual-Template2 198.48.133. YES CONFIG up

6. X} NGFWBRI1 i EE L2 £ 5, DMEAEFS VITH# D Tunnel 1 Tunnel2, f F&
TRo

CLI Troubleshoot

>_ Command: | [ show interface ip brief = Execute | @ Refresh | [ Copy Device:| INGFWBR

> show interface ip brief

Interface IP-Address OK? Method Status Protocol
GigabitEtherneto/e 198.18.128.81 YES CONFIG up

GigabitEthernete/1 198.19.11.4 YES CONFIG up

GigabitEtherneto/2 unassigned YES unset administratively down
GigabitEtherneto/3 198.19.40.4 YES CONFIG up

GigabitEthernete/4 198.19.30.4 YES CONFIG up
Internal-Controle/e 127.0.1.1 YES unset up
Internal-Controle/1 unassigned YES unset up

Internal-Datae/e unassigned YES unset down

Internal-Datae/e unassigned YES unset up

Internal-Data@/1 169.254.1.1 YES unset up

Internal-Datae/2 unassigned YES unset up
Management®/0 unassigned YES unset up
Loopback1 169.254.20.1 YES manual up
Tunnell 169.254.20.1 YES CONFIG up
Tunnel2 169.254.20.1 YES CONFIG up

EAFZEMRERED (DVT) &9 a5 PO mERE

Jit
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CLI Troubleshoot

>_ Command: = Execute | @ Refresh | [} Copy Device: | [NGFWBR1

> show route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route, + - replicated route
SI - Static InterVRF, BI - BGP InterVRF
Gateway of last resort is 198.19.40.64 to network ©.0.0.0

0.0.0.0 0.0.0.0 [1/0] via 198.19.40.64, outside2

[1/0] via 198.19.30.63, outside3
169.254.20.1 255.255.255.255 is directly connected, Spoke_tunnel_ IP
198.18.128.0 255.255.192.0 is directly connected, outside

198.18.128.81 255.255.255.255 is directly connected, outside
198.19.10.0 255.255.255.0

[110/1572] via 198.48.133.81, 00:12:13, outside static_vti 2

[116/1572] via 198.48.133.81, 00:12:33, outside static vti 1
198. 100 255.255.255.255 [1/0] via 198.19.40.64, outside2

[1/@] via 198.19.30.63, outside3

198.19.11.0 255.255.255.0 is directly connected, inside
198.19.11.4 255.255.255.255 is directly connected, inside
198.19.30.0 255.255.255.0 is directly connected, outside3
198.19.30.4 255.255.255.255 is directly connected, outside3
198.19.40.0 255.255.255.0 is directly connected, outside2
198.19.40.4 255.255.255.255 is directly connected, outside2
198.48.133.81 255.255.255.255

[110/1563] via 198.48.133.81, 00:12:13, outside static_vti 2

[110/1563] via 198.48.133.81, 00:12:33, outside static vti 1

s {HTER, COFF T35 (outside static vti_1) A4 Bh (outside static vti2) VTI i@k OSPF
301 Corporate LAN (198.19.10.0/24).

< IEVERL, VT AHEY VTI 2@ OSPF k40 T DVTI F£iE 1P (198.48.133.81).

G ERRIE XA R I IR FE BN PR B B PR RS

1. EAORGIR, EIGUR RGBS IE F S R, T LOE R R g b i) 5 R B R
outside3 O M Hu R &, 5% AT Cisco Secure Firewall Threat Defense [1] outside3
e Lk R E Ak B by KB E B AL

\}

HRE OGP AT R, R R

2. {Euk AR VPN ZEHIAR T, R Coe ], W ERTR.
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Tunnel Summary Node A Node B Topology Status Last Updated
NGFW1 (VPN IP: 1 NGFWBR1 (VPN IP: 1 Corporate-VPN Active 2023-07-05 11:32:11
GFW1 (VPN IP: 198.18.133.81 1 (VPN IP: 198.19.30.4) > eV ) -07-05 11
50% Active NGFW1 (VPN IP: 198. 33.8 NGFWBR PN IP: 198. Corporate-VPN p Inactive 2023-07-05 11:48:00

1 connection

50% Inactive
1 connection

Topology

Corporate-VPN 0 1
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1. EFSH (Analysis) > E—E 4 (Unified Events).

2. fEHPEF SR MIVPN $#24E (VPN Action). fRZE3f (Encrypt Peer). % f (Decrypt
Peer) FINO#% O (Egress Interface) 4.

3. XhEr4 B#Ris O/ICMP X3 (Destination Port/ICMP Code). i/ [al4% 4] #1 M| (AccessControl
Rule). ila)#2 4 % B (Access Control Policy) M1i&#& (Device) T HlF - RA A/,
TEFTR.
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@ Showing all 102 events (5 101 A 1) + Iy 2023-07-05 10:52:50 EDT — 2023-07-05 11:52:50 EDT 1h
Time Event Type r’;j‘p‘";;:'e‘ Rot/ gzif’?‘ - flocess Contral Device VPN Action EncryptPeer  DecryptPeer | Egress Interface

> -0511:52:34 6 Connectio 3 (Port

> 7-05 11:52:12 & Connectio 443 (https) / tc Allow Outbou Branch Access

> 3-07-05 11:51:46 0 File 58273 / tcp

> -0511:51:44 6 Connectio 443 (https) / tc Allow O

> -0511:51:27 6 Connectio 443 (https) / tc Allow O

> 7-05 11:51:16 22 tcp Allow-To-Co... | Branch Access

> 7-05 11:51:15 22 tep ‘ ’ ‘ |

> 3-07-05 11:51:05 6 Connectio 80 (http) / tcp Allow Outbou Branch Access

3 -0511:50:43 6 Connectio 443 (https) / tc
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CLI ®%%

DR ERT R 2

IR AN S 3T E K <peer-I P>

PR PO BE T4 1 R

debug vti 255

PR IKEV2 iR 4%

debug crypto ikev2 protocol 255

PR IKEv2 & A3 4% debug crypto ikev2 platform 255
PR UL IKE AH9CH 4% debug crypto ike-common 255
P IPSec A Hi5% debug crypto ipsec 255

Resource URL

Cisco Secure Firewall Threat Defense hix 2% i)t 1

https://www.cisco.com/go/firewall-release-notes

JTAHT R A T D fE

http://www.cisco.com/go/whatsnew-fmc

Cisco.com _[1] Secure Firewall 3= 11

http://www.cisco.com/go/firewall

Cisco.com [ HI3CHY

http://www.cisco.com/go/firewall-docs

YouTube I} Secure Firewall #ii&

https://www.youtube.com/cisco-netsec

Secure Firewall FEAS i

https://secure.cisco.com/secure-firewall
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