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$B1 H3FEEILE (Managed Appliance) > R & TE (System Administration) > & RE&R 4414 7] (Smart SoftwareL icensing).
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SR A IRAER Web B EEAR AN S, ES AW IIREVFATUE , 55 11 0L
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TS URGIOREHN VLN B, R VLN (FE2E 2 1) .

% updateconfig>viNTD F AT AN AT AEVF AT UE TR B AL A N o A XU updatecontig ->vintd Far 41
TEAIME ., W20 updateconfig , 2 30 Ui,

R B vivo Fr A, BATRURINECE BT VLNID, WU VLN AIER,  n 8 R ook 2 4
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PE1 KIKIEFEREE > RAEE > IFAE.

P2 LhgwRERE (Edit Settings).

W3 IS VRIS B VR R HIE R TEC B R R SR AE
PB4 SRR (Submit).

EROBUANOLT, WRPREPRVERRIER . ANBERGE A5 BRSOV AT IE . A AR PEA BN A RUIR AR 1
S A7 Ak B/ P HIE

T—F Mt 4
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ESIpTIKSIN

00C % RIARIHA G, EASGEM VAL, M HIX SRR AT . SRR VG 0 IX SE T RE, I 0HE
CSSM [ 1) LEH A aliIE, FRE404% 4.

& R4 AT E

T KA REIRRE > REETE > A,

PR 2 iR E (Edit Settings).

HIE 3 BUNIE P BB R BUG AT UER N “VFrTUE HE Y 1R I IR AE

PB4 SRR (Submit).
AR AR RO AL FRVE AT E .
MNERIE R EER IHRE

P11 RKIREFERIRE > RAEIE > HReHiF .
LB 2 NIRE (Action) FHraIK P IEFEGHEM (Deregister), X5 md4 2] (Go).
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P 3 st (Submit).

Effin BRI R G EEREMLE

PIE1 RKIEFERIRE > RAEIE > e HiFq.
$IE2 MIRE (Action) NrAEh kR EHEM (Reregister), K5 5 di4E %] (Go).
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* SLRNEELYIRIR
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IR BT LA CLI T license_smart > enable reservation Fard B Ve E T . ARG
B SRS CLUS IR “ BOEEEETE” — Wi “drd: S5707
I3

FIE1 [ R AT IR AT Web 25 2% P ) R KB IR (System Administration) > & 8243k 441% A (Smart SoftwareL icensing)
NI

PR 2 P R AVFRIEF B LI,
FIE3 AdABIA (Confirm).

VFR[EFE (SLR 3¢ PLR) IR 441 Web & EEZSH R H -

T—% it a
o R EEAFPETE . ARSI, WS MR 5 11 0

o WL, 0] DLZE BIRH A B AE RN Web 25 BR g rh 25 FHVF AR P S o 3 OCTPR4IS B, 15 S 0] 4%
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AR BENT LI CLI T license_smart > request_code Al license_smart > install_authorization_code ¥ ir

M DI REVFRTIE .

FBA LR A I EA Web & BE2% 1) R ZEEIE (System Administration) > £ RE&X 44 A (Smart SoftwareL icensing)
T o

HIB2 N EM (Register).
$£1E3 Al E%KES (Copy Code) DL il kAL .
AR RTEAE CSSM ] A A SRARHS DL AR AR AR
FRB B 24 DEFREIRARGEW, fron s T B AU .
$E4 LT T—5 (Next),
FR SHIDON IR, RESBONTE R . AR RN A B R] Web B BESS 2 B AU (£E CSSM []
FURAE D o fE RN A HEE R Web 45 B8 B S SRACHD 5, IR DR TAC LA Bl S 0 B4 1B 14/
CIRTT
SIS 3] CSSM ] P AR AUCHS,  LLOR BE 45 5 5T A3 T RE IV Al Lk .
ER AU A AR RIS RN B, B R R REE T AE LR B (cisco.com) b B SCRN IR B VERT
T > PR ATIE 3557 .
HIR6 Wik LT 20K A CSSM 17 SR 2 BUA RS AL I 21 BUBE 22 A B AF A1 Web B EE2%

o YEPEE B FRE MG RLAD (Copy and Paste authorizationc code) 615, SR G B AU CHD R 3] 52 1 IR P2 AL
fih” (Copy and Paste authorization code) ST [{] SCASHEH .

s LM BRGET FEHFILED (Upload authorization code from the system) 235, 4R stk % 34 (Choose
File) DL FAEFRARHS .
HET S RERAD (Install Authorization Code).
AR BERAL S, B ETR R AR AR U VT RE TR 1) RS R

VEAJIEFIE (SLR BE PLR) O F RN 441 Web SRS yF ). 76 SLR w1, K HEE (34AT
IEBE “HMHE” RE&. MF PLR, ERMZASHELER Web 5 5 28 /b (1) BTG VP rl IE#E AR Ky “ IR B

&M (Reserved in Compliance) tR# o

)

AR LR A (Reserved in Compliance): AR R R 4 HEEF] Web 4 B2 BUE HIZ AT LE .
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EHFRIETE
A UL Fr e R B VE AT E, s S B B VTR AR B

)

AR EHRERTR E VFTE T, AN RE BB R AVFRE TR -

N

AR BT LAE CLI HE license_smart > reauthorize T H AT

S 3] CSSM [ 17 LU R AURAS, LT B SR B 4 ml ik .
ER WA AR ARSI PRGNS B, IR A RS TR ) (cisco.com) BB SCRYE BERE: PR
SEFE IR > S HT AR AT E 4.
HIE2 S CSSM |1/ FRE B RACHS

HIB3 IR e IEA Web 5 BE2S P 1) R GEEIE (System Administration) > £ GE4X 434 A (Smart SoftwareL icensing)
T

PR N BT PSR RS ERR, RJA s AT
PG LU R AR CSSM 1) RIS CRERS U 2 JERE 22 Al P AT Web 5 B 25

o P EHIFNFENEIF IS (Copy and Paste authorization code) ¥E15, 4R i B RACALRE NG 2 52 HIFTR W52
BUARHES” IR ) SCAREF

o PR GET EEFIULED (Upload authorization code from the system) #E35, #K ) i ik $% 344 (Choose
File) LA EALFBANHS .
PIR6 mith EFIEMN (Re-authorize).
$IE7 Sl E KA (Copy Code) LLE Hlf ALY .
AR TEEIAE CSSM ] A A A DR F VR IR PR

S8 NiBE (OK).
HIB9 7E CSSM [ 1/ TR I M RN 4 SR Web 55 B 28 3R I B A o
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BT AAE B RE 2 4 AT AN Web 47 BE 23 rRARRIVF RIIE TR o A OCTEA(E R, WS B AE IV AT iE T

%7 , 515 .
A B3 FTAE T B8
ST MR A 1) RL 22 A IR PF R Web 7 EE2% 7 5 H I Zh 8 (1R a2 UK AV IR
N
AR SR A AT DIAE ] CLI H license smart > return reservation ?ﬁﬁ MR VF AT IE 7R o
HIE [ R AR AT Web 25 2% P ) R G EIR (System Administration) > & 883k A (Smart SoftwareLicensing)

LT o

M “HEPE” (Action) T4 F Ik £EIR EIXES (Return code) A 5 Ml 2l (GO).
Hi E 514 ES (Copy Code) LAA HliR [l 4L H .

AR TR CSSM ] P A AT AR B AR U R VF AT E TR

AR RGP RIEER, FRaR AR O A O R R AR .
Hili#BE (OK).

7 CSSM [T s I A RELRE 22 4 S 11 A1 Web 45 PR3 35 i FR)3R AR A

R ﬁ%@ﬁﬁ%kUﬁﬂ%ﬁ%ﬁu,m%é B RE ATV R L B (cisco.com) b E7=: 77 b S T
> NI b S ) 35 B SR R R

FESS IR RERE 2 A PR Web 7 BEL 35 A FI0RA B VF PRSI R 82 22 VP Ak 301 o

B smEees


https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/
https://software.cisco.com/web/fw/softwareworkspace/smartlicensing/ssmcompiledhelps/

BRI AHETR B

BRI ALETE
T RT LAAE SR A A AT Web 5 B8 A8 FHVF T LIE TR .

N\

ER BT LAE CLI HE license smart >disable reservation T AR VAT IR P

FIE1 AT R A IR AT Web 25 FE2% P ) R KB IR (System Administration) > £ 8843k 441% AT (Smart SoftwareL icensing)
T -

HIE2 il “VEMAEA” (Registration Mode) 7B BB ZEE! (Change Type).
$IB3 E “FBIF M (Change registration mode) X 15 HE A i 4232 (Submit).

CAE R A AR Web 45 s EASHIVF AT UE TR

SRR
RO B L2 R RE A, AT LU F 5,

PR KIKEHFERRE > RAAEE > SRR EFA.
$IE2 (FEERIBEIHIAS (Smart Agent Update Status) 77, siiliSZBNE T (Update Now), Fiiifiigdt.

AR R CLI it 4 savecontig BT H RFEIE (System Administration) > B2 E#§Z (Configuration
Summary) it Web G0 PR AEAFAT B E 0, WA S PRAE R BV v AH OCHC

KA st BB % -
* B A R e A VR T
* A A REAF VR AT 2RI
* PRI
o PPAIIRIIII COPA 30T TRD FRD i g 1) B LA 2 IS )
© SRR
* MR
* JRIBRATHAL
* BRI
* I

smegers R



license_smart

B EuE

o SRS S

© BINEEAT ID AEPS

* ID U 8EIT 2RI

e E ]

* ID E 23]

o NG HUTERR I CAN5 R0 5 BRI Tv) P [ 5 8] B LA S B30T
* DIRe B B — AN s

* (MG T SLR A1 PLR]: Az i sRAVID J5 ez B AU S .
* [GE AT SLR Rl PLR]:  CVpkTh 235 LAY o

* [f0G&E AT SLR A1 PLR]: VBBl 26 BGR [FI4 A .

o [fGE T SLR]: € DhBeVF AT UE TR 24

o [BUEH T SLR]: LT %5 RE DI REVF T UL B2 A AL EAR IR

* license smart , f 16 J1

* showlicense smart , 2 24 Ti{
* cloudserviceconfig , fi 24 1T
* updateconfig , £ 30 7T

* vIninfo , %5 32 UL

o #1) vLNinfo , 45 33 7

s ik, 1700

s AEHESL , 517 5T

s Bl R REARE IR S I E G 1, 5 17 T
<ol R ERREYET . HE 17

<ol AR B A . S 18 T
s BEEVFIDIRA , 18 I

s BREVFDIRASTHE , BB 18 L

< il BCEEREMRS URL , 5 19 1T

pmd
an
cr

BiES



Eiiipa

A O

e R RE

.

s FRVEVERTIE , 55 19 1T

Bl RBVFRATE 55 20 TT

A - A RPRE MV rTUE TR 5 55 20 5T
A - BERVFRIETR L 5 21 0T

] - BBRVERTIE RS, 5 22 1T

- AERVFRIIETIER , 8 23 0T

- FE A B 3 it FE , 5523 T

.

P B BE VR AT T RE -

?E/\ ﬂtﬁﬁ A Eg “ﬁEgg” s

BB S My SFMALIR . ARPEMER, THBAM L help 1icense smart KE[YTELL
il

ARBE R 55 3 1

example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

mail.example.com > license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.
b) Activate the feature keys using license smart > requestsmart license command in the CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing

mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing mode
[Y/N] []> vy
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> commit

Please enter some comments describing your changes:
[r>

Do you want to save the current configuration for rollback? [Y]>

Bl R R B

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:

[1>
ODR1OTM5MjItOTQzOS00YjYOLWEXZTUtZTdmMmY30GNINDZmLTE1MzM3Mzgw$0AMDE zNTR8W1pCQ1l IMbGVMQOWRX
OXhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A

Product Registration is in progress. Use license smart > status command to check status of
registration.

Bl A REVFRDRES

mail.example.com > license_smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl RREVE AR

mail.example.com > license_smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.
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- STATUS - Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing status summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

Bl BEEA R URL

sl FEVFRTHIE

mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> url

1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software manager
satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig command.
Transport settings will be updated after commit.

N

AR RBCR I L ANE MR A, A RE RS B G T

mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Content Security Management Centralized Tracking Not Requested
2. Content Security Management Master ISQ Not requested

Enter the appropriate license number (s) for activation.

Separate multiple license with comma or enter range:

[1>1

Activation is in progress for following features:

Security Management Centralized Tracking

Use license smart > summary command to check status of licenses.
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mail.example.com > license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Content Security Management Centralized In Compliance
Tracking

2. Content Security Management Master ISQ In Compliance

7 - R P ATE SR PTAIE F P

"

"

EZMFUEP ’ 1§mu1f)ﬂ license smart > enable reservation %ﬁéﬁ,‘.ﬁ%«l—f%ﬂmﬁ:%ﬂ Web '&E@}E#
A R AV AT TR

mail.example.com > license_smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

[1> enable_reservation

Would you like to reserve license, then type "Y" else type "N" [Y/N] []> yes

License Reservation is enabled for the following machines:
maill.example.com

License Reservation is enabled

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
[1> request_code

The generation of the request code is initiated...

Copy the request code obtained on your Secure Email and Web Manager and paste it in the
Cisco Smart Software Manager portal to select the required license

Request code: CD-ZSMA:BD20B624E904-B7HCL9scQ-DD

Choose the operation you want to perform:
- STATUS - Show overall Smart Licensing status.
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- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web
Manager.

[1> install authorization_code

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<piid>7b654af6-9d60-46E5-a7 9= rrrerrrsrrerrerarerericteccecaces .PS/0+6</signature><udi>P:SMA, S:BE30B124E904
</udi></specificPLR>

~“D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

[1>

) - SOV R UE TR

EZIKE?WLP, @ﬂuffﬁﬁ license smart>reauthorize fﬁﬁéﬁ%ﬂﬂﬁﬂ%%ﬁﬂﬁ, gﬂ@ﬂﬁﬁ]ﬁgﬁl‘l
AT VF TR TR

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

[1> reauthorize

1. Paste via CLI

2. Import the Authorization Code from a file

How would you like to install Authorization Code?

[11>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>

<piid>6b684af8-4d20-42£5-alB9—rrerrrrrrrerrercereeresencnceiiiccaceenees ..</authorizationCode><signature>
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MEYCIDS7IZQuLvMMmiXMH2eZOwf7cy6rjgc7kxBIja</signature><udi>P:SMA,S:BD660B174E904
</udi></specificPLR>
~D

The SPECIFIC license reservation is successfully installed on your Secure Email and Web
Manager.

Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart Software
Manager portal to update the specific reservation.

Confirmation code: 1£f87b235

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web
Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

(1>

B - R VE AT UE TR

"

"

YZEZIK%WJ EF' ’ :fén_\:ﬁf uﬁﬂﬂ license smart > return reservation %ﬁﬁ/&'\ﬂﬂ” Bﬁ?ﬁi El‘]ﬁﬂfiéﬂﬂﬁﬁﬁ}ﬂ Web
L PR T DI RE R E BUK A VFATIE TR -

mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Email and Web Manager.

- CONFIRM CODE - Provide the confirmation code generated on your Secure Email and Web

Manager.

- RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Email and Web Manager.

[1> return reservation

After you return the license reservation, you cannot use any of the product features, if
the evaluation period has exceeded 90 days. After the 90 days

evaluation period, you must register your product with Cisco Smart Software Manager to
continue to use the product features. [N]> yes

The generation of the return code is initiated...

Copy the return code obtained on your Secure Email and Web Manager and paste it in the Cisco
Smart Software Manager portal.

Return Code: C97xKY-otSY8D-ertAf-v-fbEu5g-APo

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.

MEEES



- zmrmiEnE

(1>

maill.example.com>

) - ZEIVF AT UE TR

fEAp R, S wT UAE license smart > disable reservation T A AE OB A MR AT Web 45 BE 3%
AR VE R UETH R o
mail.example.com > license_smart

Choose the operation you want to perform:

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Email and Web Manager.

- REQUEST CODE - Provide the request code generated on your Secure Email and Web Manager.
- INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Email and Web Manager.

- CANCEL REQUEST CODE - Cancel the request code generated on your Secure Email and Web
Manager.

[1> disable_reservation

A request code for the specific or permanent reservation is generated on your Secure Email
and Web Manager. If you want to disable the reservation, it cancels the request code.

Do you want to disable the specific or permanent reservation? [Y/N] []> yes

License Reservation is disabled for the following machines:
maill.example.com

License Reservation is disabled

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Email and Web Manager.

[1>

B - T A s 1 T L R

EZ’KﬁU':F‘, 1§ﬁ U\'ffﬂ% license_smart > conversion_start ?ﬁ“ﬁé‘&%ﬂiﬁéﬂﬂ]&’ﬁﬁ%ﬂ Web %IEESL
Tl a M 15 (DLC) 2.

mail.example.com > license_smart

Deregister Secure Email and Web Manager from the Cisco Smart Software Manager portal to
enable the license reservation

Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW_AUTH - Renew authorization of Smart Licenses in use.
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Bl EREVF AR

- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart Licensing
[1> conversion_start

Do you want to start the process of converting your classic license keys to smart software
licensing[Y/N]? []> yes

o fhik, 241
N BREVFADIRAS . 524 T

< il RREVFRDIRSSNE . 5 24 1T

R BEVF AR AR 2L

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl R REVE AR

cloudserviceconfig

-

"

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Mail Handling In Compliance
Content Security Management Master ISQ In Compliance

ik, 2500
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maill.example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMT

maill.example.com >

s fEBEE R ER 2 RS
TERL Ry, #n LMEH cloudserviceconfig > disable i & 7E B & A MR = %5

maill.example.com> cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

maill.example.com >

Bl AR R IR TR AR L AR

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.
The appliance is not registered with the Cisco Cloud Service portal.
Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:
- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
[1> REGISTER
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Enter a registration token key to register your appliance with the Cisco Cloud Service
portal.
[1> 90a92909fc3blbe666£180621146fea3

The appliance registration is in progress.

Al MIEBEZ S5 11 B T 0 N 25 2 4 R K
ELL 7Rt & nT LIS cloudserviceconfig > deregister -7 2 AR IS5 171 7 B A M &

sma> cloudserviceconfig

Cisco Cloud Service portal list update was successful.

The Content Security Management appliance is successfully registered with the Cisco Cloud
Service portal.

Currently used Cisco Cloud Server is stage-api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
- UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

- ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

[1> DEREGISTER

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> Y

The Content Security Management appliance deregistration is in progress.

il RN TR A, DMK A R 2 MR B R R RS T

ELL R 7, S nT LUAE A cloudserviceconfig > settrs iy & KL £ 0T 75 BB 2 = kg5 a4, B
RN B S U NP N TN 8

maill.example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

maill.example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT
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toregister Success/ and failure

sma> cloudserviceconfig
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sco Cloud Service portal list update was successful.
e appliance is not registered with the Cisco Cloud Service portal.
rrently used Cisco Cloud Server is api-sse.cisco.com

oose the operation you want to perform:

REGISTER - To register the appliance with the Cisco Cloud Service portal.

SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

> AUTOREGISTER

e appliance failed to auto-register with the Cisco Cloud Service portal.

ason: A request to generate a Smart Licensing payload from Cisco Smart Software Manager
iled.

e appliance is not registered with the Cisco Cloud Service portal.

rrently used Cisco Cloud Server is api-sse.cisco.com

oose the operation you want to perform:

REGISTER - To register the appliance with the Cisco Cloud Service portal.

SETTRS - Set the Cisco Cloud Service portal to connect to the Cisco Cloud Service portal.
UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.

AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically.
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.

> AUTOREGISTER

e appliance successfully auto-registered with the Cisco Cloud Service portal.

PAUR gl rb, 5y A i AN TALOS ik 55 4 SR HAe e i 4 ] A UE 5 R 91

a> cloudserviceconfig

sco Cloud Service portal list update was successful.

e Content Security Management appliance is successfully registered with the Cisco Cloud
rvice portal.

rrently used Cisco Cloud Server is api-sse.cisco.com

oose the operation you want to perform:

UPDATEFQDNLIST - Update the Cisco Cloud Service portal list.
FETCHCERTIFICATE - Download the Cisco Talos certificate and key
ENABLE PROXY - Enable connection to Cisco Cloud Server through proxy.
> FETCHCERTIFICATE

rrent Cisco Talos certificate is valid for 172 days
you like to overwrite the existing certificate and key [Y|N] ? []> N
e Content Security Management appliance is successfully registered with the Cisco Cloud

rvice portal.
rrently used Cisco Cloud Server is api-sse.cisco.com

MEEES



5% FimiE P cloudserviceconfig .

A~ il cloudserviceconfig
CELL ORI, 0T DM A 4ok [ EAGES R .
[1> clientcertificate

Do you like to overwrite the existing certificate and key [Y|N] 2 []> Y

Paste the certificate.
Press CTRL-D on a blank line when done.

AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbh9g5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5KNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaogqIGy26CcAonFOlrJd
MIIDYzCCAkugAwIBAgIDCMvAMAOGCSgGSIb3DQEBCWUAMIGCMOswCQYDVQQGEWJV
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
UzETMBEGA1UECBMKQ2FsaWZvcmbpYTERMASGALUEBXMIU2FulEpvc2UxGzAZBgNV
BAOTEkNpc2NvIFN5c3R1bXMgSW59LIERMASGALIUECXMIU2V)dXJpdHkxGZAZBgNV
BAMTEINOYWd1IEt1leWlhc3R1ciBDQTAeFwOxOTAyMTkwMzU3MzhaFw0OyMjAOMDIw
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOafxpa/32rgXPGfjiaJU6cdA6Su
Qgugh7/bn6u8R9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
MzU3MzhaMEkxHTAbBgkghkiGOwOBCQEWDNR1c3RAY212zY28uY29tMRgwEFgYDVQQD
DASWTESTTUExXMjMONTY30DkxD3j AMBgNVBAOMBWNpc2NvMIIBIjANBgkghkiGOwORB
AQEFAAOCAQ8AMIIBCgKCAQEAYfI9pD6iCYMA2YUmzjs711J80V2Ehi18FnvDo8ELJ
cVPlrZFwzTmISwHTrQi0Ykja¥YsbeINbhog5vdmrL58Pmiky7HOROYFXcHi195ULlSa
rY6DhYNw81sKxFuG0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl /plErD15J7MY5kKNL
MpES7AmQitef0BRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIGy26CcAonFOlrJd
uT6K+grTusUEP410oDC7IrpnbBE697xzbtF817xgxUosxP+OuXcgtTX1TXcY5167S
GlyOpFkbHg8ALkdKiD4RHXkUSKdadFDKIAIgc/9g9adrUwIDAQAROXxOWGDAJBGNV
HRMEAjAAMAsSGAlUdDwWQEAwWIHgDANBgkghkiGO9wOBAQsSFAAOCAQEAOKYfizZfJgdrM
IWM73wz8u7Wtj97E6rGVgs]jO0D54 fOKF6DmgHfygPCuXns0F18nLlDa3ogslLwlIrS
d5allfj/2r6NfbNOhjKN7/5PGBtcRyMDi86aUBogahNmgCwDKTTJgoVTOO0/ /a+Ca
23gYEzrhGtZmx+hpAmHili8cnIarD50ePtcggOatfxpa/32rgXPGfjiadJU6cdA6Su
Qgugh7/bn6u8RI9EM] zudV+Rn54JZMTcJ9v/u50C1 kKohsMFMwBQOEPPL5CpM8NDx
SJGPIMP2SrgktLOR1ITgtvex8SnMurrxe61PnrUs93z1nRSXhcHGlyrQs6HIgIvMT
J1SwgurFWg==

Paste Private Key.
Press CTRL-D on a blank line when done.

ZzSWnNAdMJjtobo6dx1iMfbaWDd1lUm+PIEiBXEy52z74btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnzkeUM4qgN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKqlZbFPHbAdQGTIbCVAT1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4AVMWA2WWEAFZhIZKS
4Jw8/yWYedVT746aWRVNTwL99aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
MITIEowIBAAKCAQEAYf9pD6jCYmMA2YUmzjs711J80V2Ehi18FnvDo8E1JcVPlrZFw
NEnrtal 7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavfm7JDY/v1LxTUE2SMRA2ZX
zTmISwHTrQiOYkjaYsbe9Nbh9g5vdmrL58Pmiky7HOhOYFXcH195U1SarY6DhYNw
BHXHikhk1l+81ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/uIwuklbuy4rUybMy
£3DsaHI6Yj7jYi4allec7HTO0X60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58s1iV
Lt+psQKBgFjRVENddwgcX50aQXopYJIWa/HFnWgH7 jXgVFeR1Q9smg7L0Yk39GrxT
81sKxFuGO0XnmlmNzSSIQdIcTvgIV/iPUjQ180mwl/plErD15J7MY5kNLMpES7AmQ
itefOBRmcDmpammCCVmUx2b1A7PmepclCVs2PfaoqIlGy26CcAonFOlrJuT6K+grT
usUEP410DC7IrpnbBE697xzbtF817xgxUosxP+0OuXcgtTX1TXcY5163SGlyOpFkb
Hg8ALkdKiD4ARHXkUSKdadFDKIAIgc/9g9%9adrUwIDAQABAOIBAE+)QONqJOEMEWSVO
ENamwcjYESy3kK+rEt49AL1rS2dAunaztglS16Tr1XaMzgFJ07/JxDEnXuMQlgVL
KaTwWT4BTmvMgVMAIH6GY0+99ShMT080xVe3tnXc+m2c8nmX5dftLkcYC5yXNVDb
bvtD2BR4eupNOrvj1N5P/+sYcNc4I72AAheGfhLc4oDTMiHIESg6Dyvh7j+WIi9y
bpoU99£fFV7jcGtgl5A0UQtLUtu06dltk2WL1+m2gsX7uMkQ5ddM9vGbTRg0Ik]jRb
PVpshAK59 /RsQCUNGLIRg+SY7y18C11Z4MYWXu754KqMloK8UDarI+dKISyVskfe
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B 75 =nszems EEAEE SecureX SER B

691NQ2ECGYEASzLHTykFOA349My1iSQxIE6YsVLE8tc1Ryf/PB6900TY+vKUcmCZp
TzLPuEEbyzndAIW7FagVG5aYYFXDOkcUEOLUCCT15bTO1YIMOYCGgsHnBpqUI7yI
ZzSWnNAdMJtobo6dx1iMfbaWDd1lUm+PIEiBXEy52z74btukQUGTIODXsCgYEA3693
gH/+2ybheB8iCYQfZnZkeUM4ggN3HkRmrhTB901PLkZ0BOfstPfpEcw/v/12z3BRQ
Dyk5V1gEtnOpWbyYKglZbFPHbddQGTIbCV4T1hyEcjNbyD2SSCIv5gxF70TBR5gD
14HT3PPt4HXpgcFw70NofNSnpNm630hkW4 SBNgkCgYEAS8Y4VMWA2WWEAFZhIZKS
4Jw8/yWYe4V746aWRVNTWLI9aRK6eVTk7kCEZLG7+vgzboSORP198QXY1o/aBNhg
NEnrtal7WnKNZz96nClkagh8DBaGuoMPTbEGrEjnavim7JDY/v1LxTUE2SMRA2ZX
XEDpdHDalZZFpGDrf+wZraECgYB3cTlpe/Dng43A]i+pEUuLd]IVPpOY9Gepk2XZU
BHXHikhk1+8ibEB2K+X1QUPSCy7aGmbekc8y0vIBVObdKx+/ulwuklbuy4rUybMy
£f3DsaHI6Yj7jYid4allec7HTOX60vxc4eahBv8DvalF3Ak0LyIvdLomycVkG58siV
Lt+psQKBgFjRVENddwgcX50aQXopYJWa/HFnWgH7JXgVFeR1Q9smg7L0Yk39GrxT
Gu2acBalPQR474nW9394XgmPTJ5tYhf80nmT7IJRWYEgE2C/£1nDDea9YFoiX/yP3
fD4kLyDPgQ8utQwK7X7aK1PxdEIsXKZLcR6FoeTO0wQj31gCG2igH

"DCertificate and key are stored successfully

Bl AE WEZAMIE EIR AR SecureX B ARk P MY

EHT?WJEP, ‘d:—fuﬁ)ﬂ cloudericeconfig > enableecurecx %uu 77{:&%J:F'ﬂiu*’l' SecureX
SRS A

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SecureX - Configure Cisco SecureX / Threat Response feature on your appliance
[1> SecureX

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
Would you like to enable Cisco SecureX / Threat Response feature [Y]>

Cloud Service is not enabled.
Enter "cloudserviceconfig" for enabling Cisco Cloud service.

il AE WA AR RIS RL SecureX ol EAL B i N

updateconfig

TU\—F?@U"P ISTU\’Tfﬂ:J cloudericeconfig > disableecurecx ?un {Eﬁ%i)ﬁﬂﬂ:u%’" SecureX
AR Y. o

sma> generalconfig

Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override

- SecureX - Configure Cisco SecureX / Threat Response feature on your appliance
[1> SecureX

The Cisco SecureX / Threat Response feature is currently enabled on your appliance.
Would you like to disable Cisco SecureX / Threat Response feature [N]> Y

The Cisco SecureX / Threat Response feature is currently disabled on your appliance.
The Cisco Cloud Service is currently disabled on your appliance.

o ik, 95310

ARSI, 5531 0

s AR A IBAER Web 85 HLEE T 4% Cisco Talos TE B FIZEHTEAIEE , 5531 1T
A BCE A HEAE AN Web 4 BEAS LA N EEFT VLNID , 35 32 1t
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M E ARG H S H .

R MAHE R
ARG o AR HL .

\}

% crienTCERTIFICATE M vInNID i NI “4238” .

\}

AR vinip P AUEH T SLR 88 PLR vEM BRI 34 (RIZEA B0 FIZ 471 SLR 8 PLR 3% %)

N AR A AR Web 5 FRES R AL Cisco Talos WE-1 A1 A VEAN{E B

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.

- VLNID - Update the VLN ID.

[1> CLIENTCERTIFICATE

Paste the certificate.
Press CTRL-D on a blank line when done.

MIIDXJjCCAkagAwIBAgIEAM+eGTANBgkghkiGOwOBAQsFADB+MQOswCQYDVQQGEWJIV
UzETMBEGA1UECAWKQ2FsaWZvcmSpYTERMASGALIUEBwwIU2FuIEpvc2UxGzAZBgNV
BAOMEKNpc2NvIFN5c3R1bXMgSW53 LI ERMA8GATUECWwIU2V)dXJpdHkxFZAVBgNV

GONYIhd8209NIPIWQeVImPfTAd402EFZZQb6Mg+EvkCYajTWInUfxQLI fy3HUEDGT
ZKY=

smegers R



B 701 mE5eme i Web S52 5 LN VLNID

Paste Private Key.
Press CTRL-D on a blank line when done.
Key :

MITIEogIBAAKCAQEAttALQE31Pd+x0LaO8kpzjHBUOJVRsZnNnNbt400PRES8vXSsYS
bxU720rK9xPTdYQ1VIbJULIPVvYHIgIESOxPcWfnptUsARFTrvnsMGydI3J+5vDIgN
5YILIWIlrmNUwdF98022hEzJpZ35nUT6EePd8u0lw7MmMopSF4ySrG5imseMr6£BI

~D
Certificate and key are stored successfully

A IO A NEPEAD Web 1S LAAS IN S 8 BT VINID

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
- CLIENTCERTIFICATE - Upload the client certificate and key.

- VLNID - Update the VLN ID.

[1> VLNID

VLN : VLNESA1838283016
Do you like to overwrite the existing VLN[Y|N] ? []> n

vininfo
o ik, 33|
o fEFITEDL . 2833 1L

e ”fl: Y78 VLN Fl Cisco Talos iE-PBAITEEE , 33 70

B smEees



IR ERUVT ARG 5 (VLN) L Cisco Talos iE 5 AT 8 FE 15 E o

1R IR ARTE R
HALRA S &R AL TS R

Y

AR viningo A A AUE T TN REFCEF T A S SLR 5 PLR ¥ RE UL BE %5

il o VLN FI Cisco Talos iiF 5 R 25 50 E 40435

mail.example.com> vlninfo

VLN and Certificate details

VLN : VLNSMA1838285196

Certificate
MIIDXjCCAkagAwIBAgIEAM+eGTANBgkghkiGOwOBAQsFADB+MQswCQYDVQQGEWJV

UzETMBEGA1UECAWKQ2FsaWZvcem5pYTERMASGALUEBwwIU2FulEpvc2UxGZAZBgNYV
BAOMEKNpc2NvIFN5c3R1bXMgSW5jLIERMASGALUECWwIU2VdXJpdHkxFZAVBgNV

GONYIhd8209NIPI9WQeVImPfTd402EFZZQb6Mg+EvkCYajTWInUEfxQLI fy3HUEDGJT
ZKY=

MIIEogIBAAKCAQEAttALQE31Pd+x0LaO8kpzjHBUuoJVRsZnNbt400PRES8vXSsYS
bxU720rK9xPTdYQ1VIbJULIPVvYHIgIESOxPcWfnptUsARFTrvnsMGydI3J+5vDIgN
S5YILIWIlrmNUwdF98022hEzJpZ35nUT6EePd8u0lw7MmMopSF4ySrG5imseMr6£BI

#5Bf1 vLNinfo
o fiik, 33|
o [HFEM , 34T

« Bl WoR VLN PEAIME R, 5 34 1T

2N

78 VLN HAIE R . B0 vininfo SIS K.

| smegers R
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B s=nmn

A FH I 0
B3 SR <R
HEALIBAn . By A SR AL #EA 5

Y

735%% help vIninfo [IIJ 4 1133% ?ﬂiﬂﬂ %\E?X’ﬁ:ﬁ:mu&ﬁf% SLR E‘Z PLR H‘]@?ﬂ&%o

Al s VLN VRIS B

mail.example.com> help vlninfo

Show VLN details

Async0S 14.0 I B BERHFIF T E S
s ARSI, AR SecureX K #k H AR H s 12EH = R4S, AR Secure X KF g2 H .

o SR} SecureX AR} B N LTI O /E Web UT HHEE X, AL RAEETE > EHIRE N
AR} SecureX FRLEHZ BRI Y o W] LS A gener alconfig fis 4 AN CLI S04 T AH [ (1) 45
ks

o FEAHIAE MR SR AEVERTING, BB 2RSS IF BaEM s (RS .

s ARG, BRSSP TAPIRE . BHLTIRME, e IR SecureX
AUERE Y o 2505 T REVF AT B A BEREAT A BITE M

© R RESAYRA ), BREMELE 2R3, IS EEN e )E i = s
AR REVE IEAL TPPAE B, Bl ICVEPIT % Rds s BsiEt.

(£ A CLlI fs SHITHEIFTSH

AT AEAER G2, 0] UFE LIRS EHATAET A TS« AL FEAER
iRt

* shutdown

* reboot

* suspend

* suspendtransfers
* resume

* resumetransfers
* resetconfig

* version

B smEees



snzsems [

KAREERRE
S A YA, T IT LT A
- M EIBIRE > RGEIE > XHUER I .
iy,
o TERAATARRAF RS shutdown A4
%W&%%ﬁﬁAmmm,ﬁWﬂUAﬁ%mu%%ﬁoﬁﬁFTuiﬁﬁmu% MRS T et

LRSI EATAT IR A o S 2000 B R A TN TEIR o BRIAZEIR 9 30F8 . AsyncOS S i/F7 1EiR 1]
F) 56 B T I R 422, Z}:/\;ﬁfﬁélﬂﬂﬁm LR

EfRILEEEHIRE

PEH %, HH GUI “RKR4AEEH” (System Administration) SEHAR “RHI/E
Ja” (Shutdown/Reboot) T, B¢f#H GLI #1H] reboot T4 .

FOH A s~ TH A 8 AsyncOS, AT DL 4 ¢ P IR EL BT e B 45 o b 20 R B2 G P ) T2 46 i
NIEIR . BRINZEIR S 30 . AsyncOS FoVF#E SEIR W 10) 52 T T iR 32, Z}:/\@ﬁ%lﬂﬂﬁm
o WOTLLER B ol s, MiA S ERALLEBNS P AR AT B

FLEETEEEEKE

R A R A (FIINPAT RGded) , WL T ar ez —

RS 1% AR A
suspend o BFIERE I B MR PE IR 40 4 B s TR B e A B | £ H0RT A B e F4k
o

o B 15 16 IR S X TRAT RS«
o B NI .

o HuhHEPARIL R .

o {51k H AR

* CLIy AT Y71 o

suspendtransfers | B ALHFLE HSPE AN W0 2% 22 A WA AR 25 5 PR ER S 20 N | 26 508 )0 3h 5 FF 48
AR

Wil 2 I S A RO E IS 2 A v 6 (R Rl 1 S A1
AERRE S B AR BB, I A4

| smegers R



. CLI 7=f5l: suspend A suspendtransfers i3 %

TEAT X LAy ), R WA ANIEIR o BRIAIEIR ) 3070 . AsyncOS FuVF7E LE B 18] 5¢ e F T I
Ed:, ZJEaimt %Iﬂﬂﬂ’] B WA ISR, RS Sr R .

BB tH suspend BY suspendtransfers iy 2457 11 IS, 1553 A8 resume B resumetransfers iy

%,

T PR A I M AT S/ RIS, WA 4% S K LB T2 & (M anagement Appliance)
> R EIR (System Administration) > Xk F/E#H/E 3 (Shutdown/Reboot).
TESH:

o SCRYEHBPE 224 Ve AE LT B P ) “ P AF %% (Suspending Email Delivery)” « “WRIZ B+
1%1% (Resuming Email Delivery)” . “#/{52 82 (Suspending Receiving)” F1 “ Pk & UL (Resuming
Receiving)”

CLI /~f51: suspend FA suspendtransfers iy <

sma.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

sma.example.com>

sma.example.com> suspendtransfers

Transfers suspended.
sma.example.com>

M “BEI= (Suspended)” IKTEIRE

CLI ;=15): resume #0 resumetransfers fip <

i suspend B¥, suspenddel 745, resume fiv2 AJ Al B2 UK 2 B IEH B TIRES
7E1§ ] suspendtransfers 4> i, 1Hid resumetransfers fiv4 1% & £ 2 2 1E H 121 IRAS .

AN

sma.example.com> resume
Receiving resumed.

Mail delivery resumed.
sma.example.com>
sma.example.com> resumetransfers

Receiving resumed.
Transfers resumed.
sma.example.com>

BEREEEAL BANKE

"

"

WER Y BRI BE,  EA Oh f R E L 1)) B e T B, AT RET R B E N ) BRIA B

MEEES



Resetconfig CLI %% [

Caution 5 ' it & S 445 b5 CLI Wy T4 4%, TS TR A IS5 TS (FTP. Telnet. SSH. HTTP,
HTTPS) , FEMIBR K .

=18 TR 1
< RETARCEEE Y BOA | L wh DRG] DU S 0 BR OV BRGNS B BB
B & A E T8 % E2 8 CLI, s BRA W B g3 <5

P i) o AARVIRRHEOA B E W &EER, ESH%

* THERPTAT IR TR g A

{HE 2. {EwAs LRSS .
 fREH &AM 3. IR PHEETRIR & (Management Appliance) > R4 &8 (System
o (L R B T Administration) > it & 32 (Configuration File), X5 it E
& (Reset).

Note 7rifif)o, Wera HAKEBITELORS . WRAE B S 2 HT
BT MRARARI, R IR AR IS
* ﬂ%ﬁfﬁ@ﬂﬁiﬁﬁﬂﬁrﬁm 'Tfﬂg diagnostic > reload CLI 1 ]3] 7‘

RE Caution )1t iy 15 SR} th 25 R AC AL EAEHT RO ARAUL A AN AR T o
TR e A 2ol

Resetconfig CLI ip %

mail3.example.com> suspend

Delay (seconds, minimum 30) :

[30]1> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y
All settings have been restored to the factory default.

Diagnostic - Reload F# %

piagnostic - Reload T4 DKL E T H b I S O BIME. 14T o S HEMIBRITA I P2 1 00 T
A

U SR 22 AR Web 8 PGS REAU 4, T piagnostic - Reload T AT KR IT A DhRE R D], Hb
I HT NV ALk o

A\

AR RGO PNERRI RS, WATRES TR SRR ER.
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. Diagnostic - Reload Status f7 %

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD_STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> reload

This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed, and the license must be
reapplied. This resets network configuration to factory defaults. You might lose connection
to the device if you are connected remotely.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? Warning: This action is recommended if the device is being sanitized
before sending it for RMA. Sometimes, it may take several minutes to complete the process
because it follows the NIST Purge standard.

Do you want to continue? [N]

Diagnostic - Reload Status i5 %

Diagnostic - Reload Status ?fﬁ/&\/{:\ﬁmig/[\ Diagnostic - Reload HD/\E/J#HT’U(/L.\O

mail3.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run
- SERVICES - Service Utilities.

[1> reload status

Last Reload Status Last Updated
Successful 09 Feb 2023 09:12 (GMT)

7~ Async0S B ARE B

SB[ Web FLIT fE 2R H BB A&, il ® Ingkin Web S
P2 KIREFEBRE > EPRE > RERS.
T3 RAR TR, REE “HMAGFE” (Version Information) N &F 281 2 22240 AsyncOS WA .

AN, 0 LIAE AT IR A A version fiy
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& FIxiE IR TN

SUATHE 80 F1 90 RANBEME L, A REIZ AL TE B B AU I
U RIS A SR RENS I R B BB IR, S H A IR ) AR NS B e e

Before you begin
o A2 804 Rl I A2 FUE I (RPC) S 1 AR R 2 2 M 2% . AR5 R, WS MRS
FOREAE SCRY, R SRS e 2 (A0, B 3R A3 1% 3CA
o BRI TT LA RE VT [l i, T8 7 KBS T AR AT B i 11

o WLIhRE T B L H A R FE G A O F o — 1) TPv4 itk b3 OV AOAT 32 A B ik i) i FR R
B, MAREMH ipconfig A HELE .

o SR, S nT DU BSCRRR AP 5 A B 1 (IPMID) 2.0 FRA I B4 (K28 =7 T R
R e AR T

s ARV AT D MTEAE R, WS (CLI Z%48/H) -

L1 fITH SSH. Telnet 8 ef A7 6 i 1 U5 o] iy 24T 5410
SE2 ARG “EP R (Administrator)” U ) AUPR AR 72 5%,
L3 WAL N

remotepower

setup
PR RN E A ME R
o BCINRERIEH] TP Hukik, L ) 25 FERL Y 5K o
o PAT RLEIRI A2 B A iR P 44 R 4

X EEATE 5 F ke Uy 1] % % 1 H A AT UEAN A
$HIES i\ commit 1R 7E 5.
L6 W E, AR IS T DL A2 2 i 2% rp i .

FERT W ORI DL — B AN e S o B, R BAEAR B A sy, IF i DR 2P T AT 55 1) e 2R
SUA BT 17 T it FEAS

What to do next
CFE W FR
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B &5 swwe sz s grkn

o — /=D
£ SNMP 51z R FIE (TR
AsyncOS 37 Fi i i 5 9 48 4 BE MY (SNMP) JiUAS v v2 Al v3 HEAT RGUIRAS 5 .
¢ %&Eﬁﬁ%ﬂﬁﬂﬁ SNMP, %Eﬁ‘ﬁé\ﬁﬁﬁ*@?ﬁﬁ snmpconfig fﬁé‘\o

* MIB 1] ML M AEFREL . http://www.cisco.com/c/en/us/support/security/
content-security-management-appliance/tsd-products-support-series-home. htmI{i F £ 87 ) a] FH 3044

o WZINT 1A S 4 BAIE AT DES N84 SNMPv3, A RE R RS . (£ 5% SNMPV3 [KiE40115
B, 1S RFC 2571-2575. ) EU1%HE /0 8 AN FRFI SNMPv3 %0, 74 1] L | SNMP
RYUREIREE . E RGN SNMPV3 #0000 FFm N AT . N IRIs T % m A
Hﬁ, snmpconfig’ﬁﬁ4%é§ “iﬂ{f” ﬁt%ﬁﬁ%o

o ZEVE SNMP UL #538 BEmT :

GIRAERC E connectivityFailure SNMP [ BFI % A\ URL Jg P, 1566 URL J& 5 F8 1 H xS
1¢ o

© AT H S, TR SR (/)
© WA SCAE, V20N R IR RHL

* 15K SNMP 55 AsyncOS B & I IO SUAIAR EL, 15 2 B I 255 B 1 22 4 e 6 (KD BRI LS 1) o

f5: snmpconfig 5%

sma.example.com> snmpconfig

Current SNMP settings:

SNMP Disabled.

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1> SETUP

Do you want to enable SNMP?

[Yy>

Please choose an IP interface for SNMP requests.
1. Management (198.51.100.1: sma.example.com)
[11>

Which port shall the SNMP daemon listen on interface "Management"?
[161]>

Please select SNMPv3 authentication type:

1. MD5

2. SHA

[11> 2

Please select SNMPv3 privacy protocol:

1. DES

2. AES

[11> 2

Enter the SNMPv3 authentication passphrase.

[1>

Please enter the SNMPv3 authentication passphrase again to confirm.
[1>

Enter the SNMPv3 privacy passphrase.

[1>

B smEees
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Please enter the SNMPv3 privacy passphrase again to confirm.
[1>

Service SNMP V1/V2c requests?

[N]> Y

Enter the SNMP V1/V2c community string.

[ironport]> public

Shall SNMP V2c requests be serviced from IPv4 addresses?
[yi>

~f5: snmpconfig A5 4 .

From which IPv4 networks shall SNMP V1/V2c requests be allowed? Separate

multiple networks with commas.
[127.0.0.1/32]>
Enter the Trap target as a host name, IP address or list of IP

addresses separated by commas (IP address preferred). Enter "None" to disable traps.

[127.0.0.1]1> 203.0.113.1

Enter the Trap Community string.
[ironport]> tcomm

Enterprise Trap Status

1. CPUUtilizationExceeded Disabled
2. FIPSModeDisableFailure Enabled
3. FIPSModeEnableFailure Enabled
4. FailoverHealthy Enabled
5. FailoverUnhealthy Enabled
6. RAIDStatusChange Enabled
7. connectivityFailure Disabled
8. fanFailure Enabled
9. highTemperature Enabled
10. keyExpiration Enabled
11. linkUpDown Enabled
12. memoryUtilizationExceeded Disabled
13. powerSupplyStatusChange Enabled
14. resourceConservationMode Enabled
15. updateFailure Enabled

Do you want to change any of these settings?

[N]> Y

Do you want to disable any of these traps?

[Y]I> n

Do you want to enable any of these traps?

[Yl> y

Enter number or numbers of traps to enable. Separate multiple numbers with
commas .

[1>1,7,12

What threshold would you like to set for CPU utilization?

[95]>

What URL would you like to check for connectivity failure?
[http://downloads.ironport.com]>

What threshold would you like to set for memory utilization?
[95]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west;
Enter the System Contact string.

[snmp@localhost]> SMA.Administrator@example.com

Current SNMP settings:

Listening on interface "Management" 198.51.100.1 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 127.0.0.1/32
SNMP v1/v2 Community String: public

Trap target: 203.0.113.1

Location: Network Operations Center - west; rack #30, position 3
System Contact: SMA.Administrator@example.com

Choose the operation you want to perform:

- SETUP - Configure SNMP.

[1>

sma.example.com> commit

Please enter some comments describing your changes:

rack #30, position 3
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[1> Enable and configure SNMP
Changes committed: Fri Nov 06 18:13:16 2015 GMT
sma.example.com>

Sk T N
BN L 2EEREHIE

o KA WELEE | on page 42

o AP BRFIFIEK | on page 42

o FARFFEEI ], on page 43

o F A WA R IR 55 AT % | on page 44

o A ILREHIHT , on page 44

o B ik H AR et HAE AT B P IR | on page 44

o T RS IRE TR |, on page 45

o VR R T T I 4% 47, on page 45

* FFHAAENI £, on page 46

* KA U IRAS | on page 46

o HABH LA 4155 , on page 47

o R A 11 7%, on page 47

10 ML &l
T LAk R0 B A Bt s UM R B A &
o BEIRHAE RS IX, A R AR G A
o SRR L R REATIN REER ACRE X, AR AT G Bt
o BRAFERER CHEPRERES) , ALHG MR o E
* Web HEF
o At CHBAEFNIR 2% )
© ZARBIFRMESF
B R e NG, PG Bk LR B 2 A F
FCE A HEAE I By . B X LEIH , 152 [ oAt 24500155 , on page 47,
TEH IR G, B D LR IR A A5 B

=19 B PR FNZE 5K

TR DRAE VH R 2 0 - HiTi A2 LA BRAIATZESK o
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zisanta

PR I 2K

AsyncOS JiiA< YSAN H b2z 45 B (1) AsyncOS TRAS IR ] o AR FRAAN IR, 155
BB THR R A, e

WL Hbriese | 2RAE 2% EBEE H bR .
WR FAR A BT, THIsAT “REBCE T (System Setup Wizard) fii A\
Prdfa Be ARUH, ESHRE . ZRANEATE .,

Y H bR vess Z A | YA H bp 245 Bl s A RE g A 1) SSH BEATIEAS - At

A

Ui 22 WAAEM B W& EFTIF. BOATEOLT, Him 7EEAT “REAE®
BINSF” (System Setup Wizard) I $T

o B ARG5S (DNS) A ARERS AT A 10560 PTR 0K MibT 91 & %44 19 1
W4 o

H bR s AN BEFE 55
H

A T NN BIIE AR 2% 2 A 25 3R I . AFRIX— 5, 165
e 595 1E H bR 1 2% 3 ST W & BB | on page 44

BEAh, TEHGH & B B AR C Rl AR B A AT A

Rz
N
¥
il

H s & FRER 2 (R A U UK T TR A A R . A& i
BRMEHRIA R EREE. BREXE) MR RIARER TR % % L)
IV

] LT WERYR B4/ H bR e A B & 1250y, ard e Hbrk s B L
% 123 [ TR A O A PR I e . G SRR A5 L H AR &R, W)
DA AR B 45 A By 2], DAUCRCER /N H bR 2% _bnl H 23 1)
FEAE RS A R A 5, TS0 B2 7], on page 87.
BRI R EURAENELR, E2N (ORN LB & deiim) .

2 IR

i

—UHBEIBAT AR WA A LA b AN SRR e RATIE AT
ARG iz ROR E

FTLAKE SR 2 4 BB I Bl 45 0 B B A B A
ASCRFER S (R Bl .

HFF AT ]

TSI #0460 800GB FIRERES T 10 /M.

22|}

F & 0y T RET 22 3 /NI o BRI A

Y s S IE T P

FEYIMG AN )E, S IR DU B B i Ja SO e SCt . Ik, ST &AL, JR sk iy
TSR IS TR] o 5 S 4 i (R I TR T SRR St B 22 DSk T e, AR B
R VIRKE T 2 KRR
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B =vosmawmsamn

= HA B A AR 55 AT A 1%

B LR E AR U7 R E RSP ARESIEE R C iR ZeE RS, RE
FEARRT G K “ U5 VA& TRABIR o
A IR ) BB B S S B 2% T F PR RS R T o
BB A I RRIER 1B BN H BRI E B A TT 4R . e B A L A T, U
W& IR ORFHEAT, PIUCEIRICER T4kt (B2, IRSSAEH bR st Bkl — g
B B H AR v B A 4, 28 2 B BOLE TR
s BB 2. 5 2 BrBOTIAN, WA ERIIRSS SR M AR B AL RS AR WA H AR e #
Z ) A ORI LR M) 22 s S 2B H bR e 2%, JF HIEM H AR B IR S5 2V 5 31 8 3l 4% 0y
AR FRPRAS o IXFEAMAT LA KRR FE DRI % B IE R ZBAT I ], JF HAT — R & HAS ER
TEA AT, B n] PR S T REASEAE T, AR A R WA SRR 5 ANy, s P 1) =LA n] feba
WH “RKMENT” (unresolved).

WARE ST RIR Y, I B T AR IEAEAT, v PUE K KL B E 1% & (Management

Appliance) > & 1 iR %5 (Centralized Services) i F RGUIRAS . S8 0T LAFE R 11 0L T 23R8 &R
G IEAEREAT I

pnpeEiEdelii
)

Note  Jp SRAE AT & U IR A RANERR B, FARBC AN SR B ibE . U AUE F AR i LI %

o

IRy I RE P B BRS8N IR I, 24 B Ak n] S I I 7 B AR T
iR BUR

IEBANEIPOY IEAEREAT I Ay, ROV BT Bt AN e 4, JF BAE S5 808 0 5 R vl RECVAE ] e
BRI RS o ARG IEAEEAT (A5 43, US55 IR AT 58 4y, LA ORIA A 7T 1)
TR

Br ik Hirig & BEEMNEE IR F IR EINERE

FHIE Uil BRI AT A . B, S5 ) iy 24T 54
HI8 2 JZ4T suspendtransfers i o
PR3 SRR EBTHII.
YiE4 iz %
At

1T suspend .
LIRS SRR R I
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mysranrsnen i

FER6 IR AR B & A AT S .

EWA XFHRTSHER

BLLE A& 58 B B RN O FATAR] ) I S, ISR E B DARIE RN “ KRG (System), i
P “A5 B (Info) 4R . 152 4 PR, on page 65.

TR A B &1

PR
WIES
$IE6
PIRT
$IES8
$IE9

LIE10

SEN
$IE12

SIE13

TAT AT Sl) B 98 A7 I 3 P P 86 00 45 OO AR IS TR] AT

\}

Note i SRt Be & EAFAEAE AT IEAEREAT &Y, &R R AN STFIA .

Before you begin
© R S IR BR ALK | on page 42541 1) %5 T BR IR B K

s TEIFI Ay I REZ T, VR ORAE H AR B8 LI I AR ORI 38 B il . s B Se iefa, l
FE1% H AR B HOUA 22 5 A 46k

DU B D3 B 47 36 S B4 R i A7 St 1

EMA PR N, B\ backupconfig Jf-4% Enter .
WSRO bR e £ 2 TR AR T R A0, 1 O T A TR 4 -
BN setup FHHIN Yo

B Schedule 4% Enter #.

BN H AR 2 A B AT TP Mk,

BN B AR USRI H RS (% 20 MEFRD .

N BAR RS B AR 4

[ A O 25 1y MR LS A (1) 4271

BRI R A, N 2 DU R IR &4, SR )51% Enter .
BRI FE &, EAT L A

a) BN LU “WEBELZERSMITR]” , AR5 Enter 5.

b) LR S, SRIE T Enter B

NGB B TR IR € HIHATH AR H], 885 1% Enter .
BN IS FER TR

UEE R ORIy AR SR AT AL BN View, SRJ51% Enter 8.
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B somen

LB 5ES I HANEE T4, on page 47,

FroAa RN BY &40
~

Note  fyisft HARVI SN B IEFEBATAERT 860, WA RS & it e

Before you begin

A0 BRI ESR | on page 427 FI T E 5K .

P LU S0 S BIR R N dr AT S

$B2  AWAPER N, B\ backupcontig J% Enter .

P33 WA E AR A R E R NS, TS e 4
BN setup JFHIAN Y.

$®4 A Schedule Jf#% Enter 4.
FBS AR AT A P Mk,
PE6 MAAENLWARUR IR RS (R 20 NMERF) .
PB1T BMABRREREHRIHA AL,
P8 |BINAT IR R R
P AL “SLHIFFMR IR, AR5 Enter B
FEBI0 &R B AR
ST L BN TTAR
FEN () EEESOIE, HEaTIRRT LA Status,
P12 5ES AN EE A 4T55 , on page 47,

WEFIRTS

W LU0 B0 B S B W& 0 24T FH T
FIR2 FE SRR, #EA backupconfig 3% Enter 4.,

BT &0 RVIRES | FER R
iRl HPE View 1.
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OB AT R RIRTS | 1BRIRME
IEAEREAT IR 26 1% Status #4f .
IR IECE TER, TR AR B2 W B SRR, on page 67,

What to do next
HEXED
H &GS %4345 S, on page 47

HEXHFHEMER
#A H R AU S 2l & i fE
ARG RIEE BAE SMA Hi&
X ER
* KA IRAS | on page 46

HihZEEZFMES

N T BEEASE P (K 8 AR IR AR A A IO H 2%, I Iide e B e bt o0 B I i B e %
TH G REPAT AR el

B E LRSI E, SRR P AL E %S, on page 79, KL & AR A7 3
Iﬁéﬁ@u%Z%Mﬁéuﬁ

o PRAFHI T B0 70 T2 O AT 22 42 A8 B IG5 S A
SO A PRSP H AR B AL E, WS H BT .

AN, EBRLLRCE “4 4 H ik (Backup Logs)” HIH & H . S HAE GUI e H A& .

FEEMLFEATRE
WORGE TR B RALT, s B SR A B )%, T I E R 7
Before you begin

(R ot 44 17 2 4= 5 B e 25 40 | on page 42 15 B .

TR ORPECE SO BB A I B H/ 3200 5 R A 2T B2 TR BT LLUT 1) (AL L. TS D RAF AN AL B BCEL | on page
79,

W2 IO/ B FIsAT “REGRE S (System Setup Wizard).
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B zcemssrnnens

$IE12

T A2 A7 R BRI R 225K on page 427 %K .

IR/ FERFRAIBAT & AT . TES IR 447, on page 46H Ui ]
LR A TE K

FEIH/ /5 % 24T suspendtransfers Fil suspend 74> o

AT ZIREAY, K IH/ /5B B Ja I A AR S 2B/ #6 n/ H AR B4
PO E A TN B/ H bR

FEB/ &/ H AR £ _IZ4T resumetransfers F1 resume 74

ANELEH/ GG E AR 24 RIis AT a4,

TERT/ A H AR BE 24 5 525 (P IS AR X 20 2 4 15 24 2 ) g T i 4

a) [ILPEHF Web FHIHI] fE 2 A BB, sl ¥ I Web FL1.

b) KIKIEFEIRIZE (Management Appliance) > & 1R 5% (Centralized Services) > & £1i& & (Security
Appliances).

c) mih &R,

d) i3 I0%$E (Establish Connection) 241 .

e) Aiiiliki%EE (Test Connection).

0 RMIBEETIER.

g) MNEEZENR&SELZPIT LR DK,

BOAEHT H bR & A2 AR A R s 1T

IR E R E TR % (Management Appliance) > £ #1855 (Centralized Services) > RGIRTS (System Status), Ff#

PrEAR AL RS

ZEEHIREF LN ERE

WSR2 A PR B B R A e, I LU N R R 22 4 BRIR 55 ARG 451 22 4 B e 6
Hidli: , on page 427 A U W ERAF K26 10 B dls

i BIE DR U Ay U N 3 T
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Figure 1: RYEWRE . BAIINE

weumigz taioens i

ESEIREE T, SMA 1 J& M ESA 1-3 & WSA 1 I it £ 2 & FE R 45 . SMA 2 J& M SMAT #20k

ey Bl R 2 0 R A PR

IR, 250K SMA 2 it BN S8 1) 2 A LB A
LR SMA 2 BT & T ) F 2 e B A IR LIRSS, W HAT LR # 4

Procedure

Command or Action

Purpose

D SRA T AR A S L T3 M T AR R 2 X
 FERAMIRE Al ag b, SRR

EES Y Ui N b il 3y g B RN
THZ B M 22 A8 SO

RS AERE G MR 22 e BRI ARG 21X, F)a T
LUK EATIERS 208 I 2 48 B 4 o

RS A T 2 A PR (SMAT) HhORAF IR FC B SO I
B L EH WA (SMA2).

T2 [ N2 E ST, on page 81

B HH IR (K SMA 1 9] 1P #uhk F 5108 SMA 2 EI¥)
1P ik

a. 7& SMA 2 FKKEFEMLE (Network) > 1P 0O (IP
Interfaces) > 70 IP # 0 (Add I P Interfaces).

b. 7EFRINIP#EDO (Add IPInterface) i [, K LG
R (1) SMA 1 H [ BT A AH K TP 2 1 B i N B SCAR
B, LIE SMA 2 FEFGIEZE O,

AT RN TP N RPEAE B, WS G E 1P 451

=l

g

=

FEATTFHAATE L

Sk | Sk

=l

x5

(1]

TERN 22 A B A (SMA 2) bt FH BT 3 F I 4 v il
%o

HS L 2 M LR RS .

N
X

K P BN N BB K & a8 BB (SMA 2).

o MR B B RO PRI, MKEE NG
BN ORI IetT.
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B rzesms

Command or Action Purpose

BT | A RAE I PR . T AR R AR B DX, TEAERT | S PR D SRS . T M R A B DX
Mg BB ERCEREXIEY, REAREIENK
M2 42 Be % L8 I ANIC BT

SR8 | L, A A . TH S [ HAL F EE & 31155, on page 47,
What to do next

SERUIE RS, SMA 2 AR T 2 PRk f . K H ESA 1-3 Al WSA 1 R IL{EHEN SMA 2,
M EETR:

Figure 2: RYEWE : HELHER

ESA 1 ESA 2 ESA 3 WSA 1

TR &

TH S A A WA 21 % , on page 47

FH 25 Async0S

* THE AL P4, on page 51

o W THRAEET Y R 2% 225K, on page 51

o ERETEY S mREE AL, on page 51

o FCE T AR S5 T HT I, on page 53

s Tz i EEIPIR | on page 58

* J}2% AsyncOS, on page 50

s BFEE A MR BOHEUNER S & T3, on page 60
o FHJE )T R I, on page 61
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amiszes [

FHER AL AL IR A 2

HRF R b B Ay 2, 1S BL AL E R (AsyncOS for Email CLI 2% 45/) -

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html

) E F1+ 4R A0 5B 37 BY P 48 B2 K

SR P 2 A Ak IS T IR S5 AL I B S 1P dbhik o A SRR R R 1R B K B SR, T e 2L S
Mmdmﬁﬁmﬁﬁﬁﬁom%@%i%k%&%%ﬁﬁﬁﬁﬁﬁﬁﬁm,m%mﬂEFiHAA
R AR N LASRHUT 75 1) URL Mk

\}

Note iy L4 5 AT B AT ) 7 KBS R U) 728 A upgrades.cisco.com i 1 (510122, 25, 80. 4766) F#AL%E
T8, WG R SN BR o B/ R e A AT TR K8 R0

EEARFE: LIZSBORER
B4 1 TP AsyncOS Bt T TR (o “RUE” )

VAL g - B R HTTP BN RN 22 B IR 55 4% R 2K AsyncOS FH44 .
o R - B HNERE AR — IR, RIERHAR G N & G ARG 58 NI
NI — 5 IR # R AsyncOS 4.

TCKE A BC B T RN I 55 5E B W B, on page S3HECETFE ik, (nfig) & CLI H i ] updateconfig

T2
AR TR A
£ “HHE L (Streaming)” THEH, G IR A 2 ettt EIRER BRI N A 2 e IR GS as A4k
I N T
Figure 3: iR R B A £
e BT
Your Content Security Appliance HTTP connection through firewall
Cisco
Update Servers
W TVE SR 2 B N I 255 55 SR A 2 22 4 BT IR S5 4 K AR
ILIEF R MEIA

BT LA A TR 2 AR S8 R 3081 AsyncOS JF/EAMFE B8 GERETTH) , AZ M
FHEOFT IR S5 S AR B (RUAETT 20 o I IhRE, DN SR WGl i HTTP F 821 R 25
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smegErs |
B zerawssnsssk

AR 7] TR X AT A IR 55 2% o A SRIE R R 8B, AR5 Rl C & N 56 HTTP Mg+ ¢ “ B8
EELAR” ) ¥ AsyncOS WG BB L B4
Figure 4: 3 R12 B i /3%

Cisco

Update Servers

|

.—— e s @ HTTP connection to Internet through firewall
N N E—

— local HTTP connections

Web Server with HTTP access E

to Internet

Cisco Content Security Appliances

FEARTEREN T ik -

LB B FE TR AR R AE 225K, on page S2FIFGAE EFE T2 S, on page 537 115 & o

P2 MEAMMRS &, DR R T

PRI NHTHCATS

SR 4 [IURH Web GHIl] /2 H &, Al B g Web S

LS KIRIEFREIRIZE (Management Appliance) > R EIE (System Administration) > E#Hi& & (Update Settings)
TEMG BT, PR B w5 0 A A0 FH A b IR 4525

HIE6 KA EIRIZE (Management Appliance) > R EIE (System Administration) > R4 F4% (System Upgrade)

BT pidia ALK (Available Upgrades).
Note 7EayAATHERTF T, EnfAPAT L F#EME: 1217 updateconfig fy4>, #RJ5I81T upgrade iy 4 .

ARG L, ST M AsyncOS, on page 50,

TAEFHR AR AN R 3K
T AsyncOS THESCIR, S50y PRSI 4 rh A UL AT £ DL R BRI R 2

o R TELRL FLIER WA ) R AR A A 2 A B 0 BT R 55 % o
o B E A .
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Note [ ftfiAc, il Sules 7 B BT K8 B A A VPt TP V) b, AU ) DNS 44 BRTTTAS
S TP R TR

X THEE AsyncOS BB SCEE, 1) PR8I 4 TR b 25—/ A2 LA B 54 B IR 55 4 -
o HA M2 R 55 2% - 19171 Microsoft IS (HHKM{E ERSS) B Apache FFili IR 55 #% - I HAZ k555«
 SCHF H KRB WoniE 24 ANERF
* Ca M H
cCERCEHTES CESMRIE) sEAR C “fR” ) GH50IF
« /0405 350MB W] AL ], TR AsyncOS BB

FELEFRIR K

TEVCE A HUIRSS 285, ¥ 4 http://lupdates.ironport.com/fetch_manifest.html LL R 4% T+ 2% i) [ 4
A ENEWUR, EHRMAN BRI A B L 2RSS SRR S . R, REH R I
FFHNFR . Sl N I RWAG R ST FRA . LT WG T AsyncOS FH40, 1H7E

“HiHH BT E 7 (Edit Update Settings) ST B4 AA MR S5 25 HFEA URL (2fE CLI 4
updateconfig) .

IeAt, IR LAEA R 55 8% LB XML SCPE, R R 28 g JORE N 2 22 A i e vl T TR BRI A AR
WAL TR A . http://updates.ironport.com/fetch_manifest.htmlo SR} 782 4 W &A1 B RHIR 25 2%
NI R IR EAEAM RS A FAEETIRANEE, 1 B4 SO IEK asyncos/phoebe-my-upgrade.xml
SO IR A I 55 25 (AR H 5% o BRI R T AsyncOS TH4%, H7E “mi B d ” (Edit
Update Settings) U1 4 A XML SCAF 564 URL (B(7E CLI " f§ ] updateconfig) -
ARERETHE I TEAE B, AR MPE GESHETRECE BORU]D D sl I HER SR
PERIIE R .

EREARTEPNERER
TR AR5 28T AsyncOS GEFETIED 5 HA T RN 7 5%

 THICRAE T8N S ED 22
* ETHRERETTARI, AR L 10 #bo AESERRIR U, fEn] LUE PR Curl - C AR B3
THAA R TR

BCE TR FARS EHIE

T DAMC B JURE N B 2 B A ) R 4 g5 B (AN KRN AT AsyncOS T+&% . fltm, w]
PAZEFESE WS RHIR 55 4% 302 AN R R IE AR (R AR i iR 5585 28 R 8TH AN EEORT, 2 15 C . SR [
B AR Y F 3 BT

AsyncOS 23 7€ A BB IR 55 88 2 5 AA A0 I A 2 RS ALAF (PR S8 Ciit) AsyncOS FFRERAM)
ZTH g AsyncOS, LT3N~ AsyncOS A ify n] HI K2
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B ran=ses

S5 TTBAZE UL GBS IILL R4 sR¢E CLI # 1] updateconfig fir-4-e T FHI 3 47 B .
$45 75 T LA DS

FHRINEHILE
R T TR R R

Table 1: B2 £ REWILE

wE L RA

BEHARSEE (BS) | kP RIS 3 A M P48 IR 55 25 T2 AsyncOS TR SE AR AE A%, 1510 i DX )
ANTDREE B THIM SR R ER A e B2 JBRHIR 55 45 o

FELURS LT, S nT RE g S8 A 2% fiR 55 45«

o BB NFSHIERE IR BB S o 1S TR A% B7 % S (1 BB 1) A T+ A
BB R 2545 E , on page 55

o A AT DR AsyncOS THEWUR P BB (BRI LLNEREEH IR 55 43 &
RS TR
FEIEFEAI B R 55251, S AT N BT TR B (K R 55 2 B HEAS URL Al 1150 WR IR 55 4%
i B IGAE, R U AT T A AT 2
ARG R, WS WEETI SOk TR AL , on page STRUZRETTZMEIR, on page 51.

BHARSEE (B | PR RIS 3 A P 4 IR 4525 T 0T I TH AN IR S5 SE BT A1 Gl Bs XML UMD
TR FT BRIV B ERHIR S5 2% o S8R LA T AN SR i 6 A A ¥ 1
WERIEH], TS DR A% B3 s S (R A8 (K AT HOR BB iR 55 4% B¢ L, on page 55,

W R IEREAI SO IR ST A% T N R FIRA TS 5 XML S 58 B4, RSO IR G5 o
i o R A B 4, AsyncOS RHAE i 1 800 MR RS54 7 ZE A IiE, Ut vy
DA a4

ARG R, WS WEFTI SOk T aRALH , on page STRUZRETT ML, on page 51.

EREE:] TEPEIEAT I DR S FH B8 . 75 G, AR B SR 2 TR AR IR i) o DA 23k /N
FRA S I3 my h Fil d.
#0O B 55 T AR 45 e B 2R DATEA T IS IX R0 5B A1 AsyncOS T2 s S 4afi PR W0 2 32 11 o K Sl

FIRARRE S 1 BOATFOLT, B ik MR O]

HTTP REEBRSTEE | i RAFAE BRI SSA4301 Bl E S X 0AE, e N IR S 345 UL R A R 4
TERL WORETREABRSS &, ER T U5 AR GUI Fh A RS

UEARER R 55 4538 FH T N 3RIC “SCAF 5347 (File Analysis) P55 VEAIE B o 535S B SCIF53 B
HEAIE BAIEER (Web ) BOCPE s PEAIE RV EER. GIEPRRE D
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R AR KR R B R IR R BRS AR A ST AR 5 301K & .

wRE ik
HTTPSIEBRRSS 2% | W AR A Lip AR BRI SS 25 0F FLil B2 S B0 UE, TSR EALI N IS5 245 R LA P B R 4

TR, R HE BRSO AT GUT R R IR 55

SEACHE R S5 2338 T FRERBOCAE MR o5 VEAIS B o S35 S [ SO0 i PR A B 2K
(Web #7t) BOCHF Tl it PEANAS S ER. CHRPFR ) o

KRB KRR IME R RS RN E RS R E

AsyncOS HEHTAR S 281 H )4 1P Motk a0 A M PREER F 75 250 A TP bk 16 7™ 4% B K B SR, 1
fE “HFE” (Update Settings) UL _FATH DL R % & :

Figure 5: AR5 (BRI WERIERT URL

Update Servers {images): | The uodate servers witl be used o obdsin update images for the following services:!
- Feature Key updates
- Time zone rules
- Cisco fronfPort Aspncll upgradss

(| Cisco IronPort Update Servers

(&) | Local Update Servers (location of update imaae files)

Base Url (all services Ihttp://downloads-static.ironpor‘t.com Part: () IEED

except Time zone =
R Hite: Adownioads . example . com

IronPort AsyncoS
upgrades):

Authentication {optional):
Username: |

Password: |

Retype Password: |

Base Url (Time zone |d0wnIoads—static.ironpor‘t.com:BD
rules): format: downjoads.examole.com: 80

= Click to use different settings for AsyncOS upgrades:
AsyncOs Upgrade settings
()| Cisco IronPort Update Servers

(#) | Local Update Servers {location of update image files)

Host (Cisco IronPart |updates-static.irc-np-:r‘t.cc-m. Port: |8EI (optional)
AsyncOS upgrades): Ex. downloads. example.com
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B =r-smossmnmEns A RNERRS SRE

Figure 6: B3RS 88 (FIFR) RERIERE URL

Update Servers (list): | The URL will be used to obtain the list of available updates for the following services:
- Time Zone rules

) | Cisco IronPort Update Servers

(®) | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.f";"update—manifests.ironpor‘t.com Part: (7) I443
Lo Aupdates exampte comdmy_updates xml

Authentication {optianal):
Usernarne: |

Password: |

Retype Password: |

The LUEL will be used fo obiain the list of available updates for the following services:
- Cisco IronPort AspncDs upgrades
) | Cisco IronPort Update Servers

() | Local Update Servers (location of list of available updates file)

Full Url |htt|3:.a",-’update—manifests.ironpor‘t.com Port: -ZEZ' I443
hite Afupdates example comdmy_updates xmil

Authentication {optional):
Usernarne!: |

Password: |

Retype Password: |

Table 2: 5% F /™ 1% B3 K 455 5K Mg BO BRI R R 7S bk

by wE #75 URL/IP b3t F0im O
PRS2 (B | BEAS URL (B T I X HRIUFT AsyncOS T4 4} | http://downloads-static.ironport.com
%) (Update T IR S5 204.15.82.8
Servers 5
[images]): ¥y 1 80
FEAR URL (I XD downloads-static.ironport.com
204.15.82.8
5ty 1 80
FHL (AsyncOS FH4) updates-static.ironport.com
208.90.58.25
5t 1 80
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menegEFsnangs ]

#Bay wE 475 URL/P it Fnis O
AT ARS LY (B | T R A e A S T update-manifests.ironport.com
#) (Update 22 URL 208.90.58.5
Servers [list]): -
iy 1 443
ST BRI & I SE T 583 URL update-manifests.sco.cisco.com
Ui 11 443
ST FY: 523 URL update-manifests.ironport.com
208.90.58.5
B 11 443

| o

Important ‘4@:‘\ ‘@i‘?ﬂ? CLI L"' 1iﬂzjupdateconfig€ﬁ/‘\(\E/‘denamichost sub ﬁﬁ/‘«\@ﬂﬁﬁ%ﬁiﬁﬁurl *Dflﬁﬁ | Ejl ° EJ%%IEEE&
5.
77

M GUI ELE EFiAI A Rig &

S [{URH Web FRIHI] 22 A&, i ¥ g Web S
$IE2  RKIREREIRIEE (Management Appliance) > R4 & 38 (System Administration) > E#i& & (Update Settings).
I3  AiREEHIZE (Edit Update Settings).

Yo BT RV HT A, on page 54 U BTG B LRV ERE 7 Fh I L

$BA {FEHRSE (MG (Update Servers[images]) #5453, H5 i B M AR R 25508 A5 1 AR 25 2%

$EE e BN N AsyncOS THWUZ 1 IR S5 75 -
a) TE[F—# MR, iR ERERNIEERF AsyncOS AR EE%.
b) F5EH T F#k AsyncOS THZ AR (1 55 B

$IEB6 FEHRSE (FIFR) (Update Serverslists]) s, $82 FH T IREU AT H B H A AsyncOS THR AR KRS 45«
B R 11074 15 A B T [ <83 04 N E B9 2 A 8

WD FRC I XRURNEL L ()R

PIR8  (Ak) feE RS A RE

PR PRAIHHINT

FIR10 WUES R SRS R
WMREWARER “HHiEE” (Update Settings) TUIH, 1K IKEHFEIRIZE (Management Appliance) > R4 & 18
(System Administration) > E#1i& & (Update Settings).

| smegers R



B razEm

KL URL v et “asyncos” H kB INEI RS54 URL. 0] L2 Ik 22 5

H LB En
BRINIEWL R, 484 AsyncOS FHLINS,  HATE P 5L R AR N SURCR IR P 4448 Web ST TH S
FITE %
=48 FEL N 3R1E
EFEA KRB TFR MRS B B AR BT m N L
B FTE TR IR RTINSk
KPS R A i Rk, ARG IEPEERRIB AN (Clear the
B4 A0 T 2 A B g, | MOtTication). VR AL H] (Close).
BRI A (R B “& R 4 &g & (Management Appliance) > ARG EIR
(Administrator)” BRI D (System Administration) > 24 F4% (System

Upgrade).

FRZH: EETE

Before you begin

TS I E T IORTEDR ) P 465 225K, on page ST M2 23K

PR R 1 e K B PR 9o B 25 2K«

© BIORNT TR AR R B 2R, Bk & R AL A, H A AR BCE RASEie. TES 0T
TG 42 1) B KA A 41T, on page 88

o U RSO Rt 2 TR0 5, S AE T AR DA ] Rt 2 ) [

PIR2 R XML FCE AT ORAF B B8 oh o S AEDRAEAN T 4 TR E 5 SCPF, on page 80Z AR E 15
D R A R AR A i DAL 5 B R 0 TR (B, DR i B SO
PR3 WEREAE ] 2 2y R/MIEYIRDIRE, TR PR T BB 5.

ST E TR & (Management Appliance) > R4t & 38 (System Administration) > Bt & X4 (Configuration File),
TR TR

PR A 72 CLUBATTH N T suspendlistener it & EHEWINTRLS Y. RGN GUI AT TH S, WIWT Ry < B BB
TS HER IR BRI AL LB o

B smEees



F+4% Async0S .
SR 6 K UE T I B AT A S BR . TE S  IC E T ZOR IR 45 BOHT B, on page 53

FH 2% AsyncO0S
ATLLE AR R PRI, T L Sk PR R 28,

)

Note A3 IR 55 25 1T AN A2 KVRHIR 55 48— U B AE 58 R BRI TH2) AsyncOS I, FHCKE7E T B Sz Bl 22k .
THEOTURRY, FRiffsBos 10 £ SortbiiiEmy, BT DAk EAE T EOT IR Z B A Control-C LUR H
TR .

Before you begin

 HPERUE FA N ERE N BT UL T IS R L LIRSS SR TR . RIS BB S, LA
SCRFEIERE T % R IR B, DAMNBEE R BRI S BIE T 9050k afe
s, on page SURIHCE T4 AR 55 58T B2, on page 53,

s LTI RN, FERTIHL T HEOPIR , on page 58 UL I IAT H AT

SB[ Web FHIT 7622404 h, i & I3k Web S

T2 KA ETRIZ & (Management Appliance) > RFEEIE (System Administration) > R4 4% (System Upgrade).
HIE3 L FRIE (Upgrade Options).

WK LRI

£18 TR 3RAE

I AR R O kTR | R T #iFE &R % (Download and Install).

WERIE O N8 AN ehe i, WARGOK IR EE A FE.
TR T AdHX T # (Download only).

IR C 8 AN BRT, WA R EE S N
RGMESG G NEZER T, Wik .

TR NI T R 2Ry g% (Ingall).

SRR OR8N, BG4 2 oIk I

“ 22z (Install)” eI R 5 FEbRTTE 2L 242 (1 AsyncOS hiAs o

PERS FRAFRAGRJOAT MR RE T, AT M FITHR BRI+ AsyncOS fitAs
FE6 WIRIE e
a) PSR HTC B R A7 21 %Y configuration [ 3K.

| smegers R



B =ssaTans. mEsBEL TS

b) EPEL AT AT B S I 4

Note  J&ydifidi ] GUI (1) “Hid & SCfF” (Configuration File) T IAIEY, CLI H (1) 10adcontig fiv 2 INAHT BE il 1714 1K)
JC & A

c) U HA AL AL WA A ORI SO I A, TR N B Z ST ROE B Rk A I 5 20 B 2 S WA b
LT 4L (Proceed).
HIE8 W IE AT 20
a) E AL LR R R IR A s A R
FER M N2 T, el Bk s B A5
FRYE AT U TS AT Sl ok B 4% o
b) ERIRFFT, Mtz BIE/E (Reboot Now).
Note i /5 /5 %3 /b 20 3B Z T, G20 H TARAT IS R R v & 1 vt CBE A2 20 T HEBR L mI D
c) K10 7%hfa, W PRI B I8k

What to do next
o GNIRIRAEWT, DAE B TR AR .
o BB R LT

TEAE S 2T, T DT UG e FROX Se U B P THRE, BU4E “HES T/E (Before You Begin)” i
I IIATPEAAT, (HIEESRE “ 2% (Install)” 1L,

s RO ZEETR, ES TGN I, on page 61,
BEERETH RS, BUESMKRES T

S [IUHHT Web FHII] 762 SR, A B ki Web .

P2 KIIEFEIRI & (Management Appliance) > RFEEIE (System Administration) > R4 (System Upgrade).
P$IB3 N ALRIEIR (Upgrade Options).

IR EFE AR

= HRRZRAE
TR A BT

UWEREATIEAEAT IO N3G HESE i R8s 238, WIASE B M E0IRESH .
THICRAS B2 IR TR H &

B smEees



Aamrresn |

3 TERZIRAE

HUOH 4 R T A ] (1 BGE TR 2 (Cancel Download) 441
BN REAELEREAT PN, RGUA 2 BRI
TR R B 22 i | il i b 18] B AN BR ST 4 (Delete File) 4%4H

DU ZBERE T ORI, RAA 2 BRIk .

TR R EEEIN
SRR, L FBE
o CHF B A 8 T LT F

o OWTAEFIRIRIK P 46 22 e BE 25 88 K S R LG B0 SCRFBOBT I I . IS AL
B LR A B R 48 2 A

s BERAIE . AXFMEE, WS SR E RS | on page 79,

s TR EE LRI AT, WERERTE SRS, BIMNEE, REHUETITE. X
AR A AR 3k P PAY 5 PR 0 B A A

X F ik E 2l Async0S BIFE NI B R A

TEAT LK AsyncOS P23 PLRT A S A% AR LU T 5 B &
R BEERR B BRI AR I AB TR E TG, L ] DL B0 Y HiFs AT I SRR
HXER

o TS (1) H B B FE 00, on page 61

* Pk AsyncOS , on page 62

ATFHREZ MM EZTEEM

Y:“tFHﬂW»er;‘zéix%Lﬁﬂ% revert i AT AT IBIAVEAR Ko Beir & 2K AR T A BT G E
A . BeAh, BRI EAREE, E R EH NG E B k.

PREZAN 2532 0 Ty e s ] sl e 400 v 46 Vi T IE 210490 1 440
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. % E Async0S

i & Async0S

Before you begin
o AR BORAF RO BV AN B AT T B
o R IRUEA RS B RRCAS (R BC B SO o BE B SO AN Sy A
o BT S BIST AR, T LA S AE YR S N AU BT 1) A M e A
MR MSAE 22 A vt LR TR, TEAAHAR T IRE, DU IR A R 2 AR L e b

s LA B B IR TR S e BB SO IR I e
CESCABTH BN LA B TR O A A ORIRRETTA) o S, (0T LUK S e I 4 1 il
ot FTP HE% 30 . SATILHR AR R M7 H IEAT mas1consiq CLI AT, % 4B & LM AT B
PR I PR R B 5 I b

Note JXAEMEAEWKER L Jm 2T BIRCE ST

WA “ 2242513 /fH11513% (Safelist/Blocklist)” DifE, Wit “ %425 R/PHIESIZ (Safelist/Blocklist)” £
S B AT L.

BB 2 4 W 4% L IR i W R
SELFHB A BA ) R 2 o
R B B W% £ 11 CLL,

IBAT revert iR M, REXKINZANEGRR. — HERZIXELIR, WRIEFES LRI, Wik, 5
P2 /T, ANEIHR KR IR

AT AATHRRFE T, BEN revert fir & IF RN AR /R .
W\‘F%WJE{? revert fﬁ/ﬁ\:

Example:

m650p03.prep> revert
This command will revert the appliance to a previous version of AsyncOS.
WARNING: Reverting the appliance is extremely destructive.
The following data will be destroyed in the process:
- all configuration settings (including listeners)
- all log files
- all databases (including messages in Virus Outbreak and Policy
quarantines)
- all reporting data (including saved scheduled reports)
- all message tracking data
- all Cisco Spam Quarantine message and end-user safelist/blocklist data
Only the network settings will be preseved.
Before running this command, be sure you have:
- saved the configuration file of this appliance (with passphrases
unmasked)
- exported the Cisco Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty
Reverting the device causes an immediate reboot to take place.
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$IE8
PIE9
S0
PEN
TIE12
$IE13

TIE14

s7z5 |}

After rebooting, the appliance reinitializes itself and reboots again to the desired version.
Do you want to continue? yes

Are you sure you want to continue? yes

Available versions

1. 7.2.0-390
2. 6.7.6-020
Please select an AsyncOS version: 1
You have selected "7.2.0-390".
Reverting to "testing" preconfigure install mode.
The system will now reboot to perform the revert operation.

SRR AT TR
67 CLI B 331 B 4

B LG4 B IFAE 5 TR, LAV 4 FBEAT “URL K517 T3
756 % URL I HS, I S MST B0 XML L S0

ISR e A B BRI BT RE T AR5 % AU LB S

TR ISP 224 e 6 L FET VTR

WA

HUtE, WESLIG IR A5 A e & RAE T BT I AsyncOS RRACIERT -

Note it 32 15-20 4B 2 SEMebe S, Al TORTLIS 1 5 U il R 1 38 A

KT EH#h

Mg ST TG T . BSOS FESREBCE, WS RCETHARRSS SRR . 5 53
AXER
o WCETHBAR S5 OB BEE 5 53 0T

KT M 4% {5 4= %I 89 URL 251 5L 5B #h

o WEAIE T URL 2808 555
* URL KA H ARk s

B EEENEERERSREBRE

WA AR A AR R 545, WInT LA I CA GE 15 H T A MR AR G R AREE 52844 o IXFE, B4 09
TG B EATARBE RS 2R 1

1 BRp e A MR Web 5 BE 2% 55 OB e i 25 2045 LAERWCIRr Iy, 206k B4t FH (R0 2 15 ml {5 F
ATHUE . BN D R P A UE TS, S 200K 12 S R 1 I 45 48 (R UE S U A AT LA e 5B 15 A FRAT T
JURb 2 AR Web 5 BRES T, ARG A BTN TIEAS . EEHATICERAE, & H updateconfig >
trusted_certificates. i " (KL I A4 :
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smegErs |
B seemeseormnssas

* Add- 7F CA HRINIE$
* List- 1|t} CA " IIFTE IR
* Delete- Mk CA A HUES

{8 J1] updateconfig it Hg B ILZEI . AR 7561 s s T 40 e e B e e I

SMA> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers

Notifications component Updates Cisco Servers

Cisco AsyncOS upgrades Cisco Servers

Service (list): Update URL:

Timezone rules Cisco Servers

Support Request updates Cisco Servers

Smart License Agent Updates Cisco Servers
Notifications component Updates Cisco Servers
Cisco AsyncOS upgrades Cisco Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> trusted certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:
paste cert in PEM format (end with '.'):

MIIDxTCCAQ2gAwIBAgIIOUMAFHhzRskwDQYJKoZIhvcNAQELBQAwWCzZELMAKGALUE
BhMCSU4xCzAJBgNVBAgGTALIROMOQwwCgYDVQQOHEWNDaG4xETAPBgGNVBAOTCENBQOS53
aWxkMREwWDwWYDVQQLEwhDQUNOd21sZDEJMCEGAIUEAWwWaKi5jczIxLmR1dml 0LmNp
c2NvbGFicy5jb20wHhcNMIEXMJEIMTEONZAWWhcNM] IXMJEIMTEONZAWW ) BzMQsw
CQYDVQQGEwWJJTJELMAKGA1UECBMCVE4xDDAKBgNVBACTAONOLJERMASGALIUEChMT
QOFDTndpbGOxETAPBgNVBASTCENBQO53aWxkMSMwIQYDVQODDBogLmNzMjEUZGV2
aXQu¥Y21zY29sYWJIzLmNvbTCCASIwDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggERB
AJPPBRGQOwHV/6ZLP0Z3jdEgzVS+dzXJSyhtMsgm/XrvIvjRHOMK3r++dtUgHMz z
le/WrxPKGphjtNsvF7ss58RRg3£1QCSQPX6nfBYcI9v4AATrSdmKzYYFbBkGPeijLB
qwVyseMa3rifijv4BucxwOM32rUqq7YfcZztxZhSEtxx8rT3A/uReIm/n1ERcZDclW
+GkfRxEdY3ZLpen/2sFi0AVMVAHIKRtK7kEhmolTPQZOhOUQFNDb12ZWZZ6Nuv0I
Z6pUDNJj1l/+GoJyvSwl0gpetHxhdMtubMAAM8JQONVNkHgzOswsbN18F5at7cZ/KFI
HuvBUXKHV5pEX3hOdJxbuocCAWEAAaNdAMFswDAYDVROTBAUWAWEB/ zAdBgNVHQ4E
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Tt T |

FgQUCN1XseZ5gBjqJdtY¥v3sdCujJugnAwHwYDVROjBBgwFOAUCN1XseZ5gqBjqdtyYv
3sdCujJugnAwCwYDVROPBAQDAGGGMAOGCSGSIb3DQEBCWUAA4 IBAQBag5KXw/wX
nzJpBnKPZuO4KNcIz9/A2H1121kWNBjflalx/370dTbh3IpHI6n10CeAKESWw7uX
amlUcWxvDk3Zn+tKysCU2Q1PYSxUHXtqH3rvWZDRg1PkJUu420tnCg2£fVibulcJl
xx6E95a9D1vCarfxvuINU50076gnypTMvI+10FXCkvDgBOmMkQpgswR5151 9kmDZ i
mt8CoknJIN/iAENxM8b47262yXEcl1X6ZN/0Wa/x140S3X0C0hikyg9HpUGDg+CigE
s5CBCOLDfe8GI9kAPOTg2mVNT10xxQF1juobb6djmdB10£8kqgKs2eWsD+MEKVvNbG
ZzPGx4SUS2RZ

Do you want to check if Common Name or SAN:dNSName or both are in Fully Qualified Domain
Name (FQDN) format ? [N]> y

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

5 A B R 44 BC & R [] St ik

XFTLUNRBIE O, 0T LA AsyncOS Az s i) B A1 e B A5 R AF A -
o IR B[
< W&

T LA iR Bl b ) 2R AR P AR o b n] DLE R T I A A« B ¢ (Virtual
Gateway)” 1.,

] GUI ) “ RS BL” (System Administration) 3¢ 5. _FERAEAT “ M5 H3E” (Return Addresses) TT
[fi, BfE CLI 14 H addressconfig i 4.

BAE GUI "MESCR G A B A 1) [BE Hdl, & 7E “[MUFEHb4E” (Return Addresses) GUIHT | it 4m%E
% & (Edit Settings). X EEK—ANEEAHIEIEATE S, AR (Submit), AR5 B A AT AT
B

B2 [ SRR IR T A IS4

=18 FE R HRAE
BRI R R B OIR A AR E | KR REIR1Z % (Management Appliance) > R EIE
HF (System Administration) > 4R (Alerts).

RIS R GBI R T “ H3h30FF” (AutoSupport),
FRINTG UL, A F 5 (K B kK 32 50T ™ AT 73
RIVES . ] AR T CE .

LA Mk 18] T 5 73 o

EONEEES




B emxnnman

=18 FE R HRAE
B EZR A s, Rk ETRIE & (Management Appliance) > R4 &8

CHRE A A ) i (System Administration) > 4 (Alerts).

o TR R ST HmRER , on page 67
* “HFISH” (AutoSupport) BIE . | 25 g SR} 30 4 HF (Cisco AutoSupport), on page 68

A BRI ERNFIE WS AR AL ER , on page 67
LIS B E
THZ BRI 1R HZ

T4 LB |, on page 68
RGUEARULY] , on page 68

T AR AL W2 B AL 1L, on page 66

SR LB E M
S

o MEAFEAR . TE S AECFEAR DY, on page 68,
* RGVER . S RGTEAR VY, on page 68,
© HUREAR

EAR AT LLRAT DU

* JHE (Critical): 7 SRR RIS [ i)
o e (Warning): ifq S20F 2D WL FNT AT e i ST R SCVE [ ) el i 1

* 5 5L (Info): 7RI 7 % H1 DI e P AR i A5 S

ERIRIE
H R T HRTI N S SR A A 2 A e & b I LR, T LAAMIEHT AsyncOS IR I BBPFAR 1L RGUAR
AT AR EARMSPF IR ST T AT B R TR R Gk, RIMELE AsyncOS 777 5K R S s i
LRSS
TARMELE R GEA S AsyncOS JLZAHRIIRCE,  IX R B AR IEAT 4214 1] BE 5 FLA AR AR AN K
gﬁﬁ:

o R MBAFIE AR UE DNS MX R A sk A kAL .

o TIITHASL 49347 DNS 45 H 30 204k, Z2A474F 30 208l —wk, FrLlinst DNS H B,
AR 1L

o IR AR I 2 A

B smEees




o EAREB A TARBN AL, BT DA EA DR R s iR E . 534k, eI Az g
P PEAS BN AR ILIEAS L

o BRI B A E AR BN IALIE R AN 2 32 AR I C B SO E AT H AR BRI TR 52 0

o [AIIE - 102475 “alertconfig” " JH M T TLS SCH#FF4E SSL L& W & 1 Ji H FQDN Bk IN]: A
R4 #8E Prh R R AEAE “AIL4FK” (Common Name). “SAN: DNS 4 #%” (SAN: DNS Name)
TR FIRAAAE, LA FQDN %,

o [W3E - 4 7E “alertconfig” HE FH TLS SCHFIN]: KA IRSS4UEHK “ A3L4FK” (Common
Name). “SAN: DNS #FK” (SAN: DNS Name) 7B 540 S RS 250 FHLA . a0 BAE “ EHL
47 (Hostname) 7B HHECE T IP, WHMEH “ M DNS” (Reverse DNS) £ 5.

° [ﬂ)ﬁ - 1X¥l@'ifﬂ alertconfig CLI fﬁ/‘(\)ﬁm}:ﬂ TLS fiﬁﬁ] @ﬁﬁ&%%&lﬁ%qjﬁg “/L\\;ji“g
FK” (Common Name) B{ “SAN: DNS % #” (SAN: DNS Name) 7B & 755 45 2 44 7K o

o [AT3%k - AAEAEF atertconsig CLI v A Hl T TLS SZREJEAE SSL L& Wi o )d F T X 509 BiiF
150 P (591 -8 T 7 N

EBEERITER
=48 FERIIRIE
BE BRI ER YR By “FH " (Administrator) FIHEAE 3 (operator) Uiy il ABR 19 H

Fral DMK UGE PR TEI& & (M anagement Appliance) > R4t &8
(System Administration) > &4 (Alerts), A5 i EHFERHT
¥E (View Top Alerts) #4H .

B o S PR AR AR, B IRAE I

T SRR
FESE BERAEAE B OB K | AR 4y 447 SR ) alertconfig v 4

%

AEFH UL fe S i 4T T 0 allertconfig iy 4K B A S ECR B (0).

ATEEER

BT LA E AsyncOS Ak H A EARFT SR WA RO AL . an SR X H I BN 0, MIAS hik B
R EE; AHIR, S TCATA QEIR M ik A7 A e (I n] e 3 S5O0 A I () P R s KR AR o &
RREAEM )G, RGBTSR SRR AL CERIAIEE) 3. 38R 08 BRI R0
PR kAl B . DR, G SRR R RO S FE, MISSAE SRR 1S FbL 35 AP 75 P 155 FD.
3157 (IR B ARIEE .
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. B %l B33 # (Cisco AutoSupport)

&, TF AT REAR K. SnT DU I 3% o A AR A5 A 1) e KRS 0 Bk 181 B 2 T8) R S5 A D 0k
—A BB, B, RSB E A SR, B KA E 60 Fb, NRKEE SRR 15 R 35FD,
60 Fb. 120 Fb (FLARIRHE) I Ab4it,

B B 51 #F (Cisco AutoSupport)

T AL R R T A M S R R TR ARSI RS ARHE, mT LUK R Y A e A I A TR A ) BRI R
G U T A AR IR R A . I DIRERR A “ BB SCRE (AutoSupport)” & VR ) SCREF B S HF
BT RIAROT . AR IR ARG IEH IS T ). status 2 1F1 % H LR BT Al
] AsyncOS FRASE(E B S .

BOATFOLT, BEE NI “ RS0 (System) EAREAL “f5E” (Information) ™ FE 1 25 Jol 4 1) 4R
WA N W2 ) BRI AN BRI AS o i BSOS AR PN 0 AT 0 J) PR AR IR A1, T 4% FH e 1)

ft. B i AEH b ThfE, EIRIE R EIEIR & (Management Appliance) > R EIRESR (System
Administration Alerts), #RJa miiigm i E

BREOT, WRBHT “HsCFE” (AutoSupport), WIEEEEREIF) “ Hah>FF” (AutoSupport) i
M RIRA VB N “A5 7 (Information) 2% 71 R G4 (KRB N .

B EEAR 15 A

Table 3: T4+ 43R 157 BA

AR AR 158 B EEMH
INTERFACE.ERRORS S T LB . s
MAIL.MEASUREMENTS_FILESYSTEM A R AR (T5%) IR |

%

MAILMEASUREMENTS FILESYSTEM.CRITICAL | *4 4 43 [X ik 51| 90% 758 (1L | Critical
95%. 96%-+ 97% %) B Ki%.

SYSTEM.RAID EVENT ALERT I RAID SN R, | s
SYSTEM.RAID_EVENT_ALERT_INFO U RAID SRR 5% =H
Rp LR AR
Table 4: 24 &R 15 B
ER AR 1t AR mEH
COMMON.APP_FAILURE U4 R A S ) N %, | Critical
COMMON.KEY_EXPIRED_ALERT T e B AH B I R e

B smEees



zaeming ]

EiRAR

152 AR

COMMON.KEY EXPIRING ALERT

MIIREHYLRG EE RN AL

COMMON.KEY FINAL EXPIRING ALERT

VEDy Thiie s DR 2 K e e
TWEIARIE .

DNS.BOOTSTRAP_FAILED

M TCTEER A AR DNS RS
e &%,

COMMON.INVALID FILTER

IR B RO PEAR AL

IPBLOCKD.HOST ADDED TO ALLOWED LIST
IPBLOCKD.HOST ADDED TO BLOCKED LIST

IPBLOCKD.HOST REMOVED FROM BLOCKED
LIST

EARIH S

* {1177 SSH DOS %ili, ff
T <IP Huhik> () P
SN EBH 1E 412 (The host
at <[P address> has been
added to the blacklist
because of an SSH DOS

attack).

P F <IP Huhik> (1 ERLE
B K AN SSH iz AT
%13 (The host at <IP
address> has been
permanently added to the
ssh whitelist).

frF <IP k> [ EHLE
MBH =212 I ER (The
host at <IP address> has
been removed from the

blacklist),

PRIl SSH iR 3
7, AR RATIER IP
kb, AR P MR
BT 10 W%, W73
F] SSH FHL1E%1 % .

4 HH DA [R] TP ik 8 55 i
ThisF, % 1P Huhik <4 s hn 5
FEFHIER A

FEVFT ) SEVESIER P i,
I A (NN A p SR BRI E o

LDAP.GROUP QUERY FAILED ALERT

4 LDAP 21 A ) RIS IN i

Critical

LDAPHARD ERROR

M LDAP SEA R 2T
RS a) Ik

Critical
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-

"

smegErs |

R AR A FE

LOG.ERROR.* FRhHEIC TN, Critical

MAIL.PERRCPT.LDAP_GROUP QUERY FAILED | 414 & /MIic#F \ i LDAP 4 | Critical
PRI A3

MAIL.QUEUE.ERROR * SRS AT 15 Critical

MAIL.RES_CON_START ALERT.MEMORY 2 RAM I 2 68t 245 % 3 | Critical
TRYBE N A

MAIL.RES CON_START ALERT.QUEUE SLOW | i f: (A58 .0 jt fi &4 | Critical
PRI X

MAIL.RES CON_START ALERT.QUEUE

SN RS NN AR S
I BRI R %

Critical

MAIL.RES CON_START ALERT.WORKQ

RGN TAEBS IR it
PRI %

upN ]

Critical

MAIL.RES_CON_START ALERT

LR AHEN ORI B
I A%

Critical

MAIL.RES_CON_STOP_ALERT

FEVCAE IR “BEUTY
£” (Resource Conservation) 5

AL

Critical

MAIL.WORK QUEUE PAUSED NATURAL

ARSI 5 I Ak

Critical

MAIL.WORK_QUEUE_UNPAUSED NATURAL | >4 T # 5\ 514 5 1N %2 1% . Critical
NTP.NOT_ROOT MR A H T NTP RE NS |24
AT 0 G2 LI [R] ] 3
PERIODIC_REPORTS.DOMAIN REPORT. LESRIR S 4 A 52 % | Critical
DOMAIN FILE ERRORS .
PERIODIC_REPORTSDOMAIN REPORTFILE EMPTY | 75 5 HkS S04y 25 5 %2 1%, | Critical
PERIODIC_REPORTSDOMAIN REPORTFILE MISSING | 77: 5+ 514 BiA% SRt % %, | Critical

REPORTD.DATABASE OPEN_FAILED ALERT

T 5| BETCIEAT T o I
ik

Critical

REPORTD.AGGREGATION DISABLED ALERT

ARG A LI Kk
2 H &S H IO A
FAEATBE R, R AR
I RIREA .

%

s =t
=]

ME

NE)

BES



zaeming ]

ERBR 15t A FEEMY
REPORTD.DATABASE_DELETION_ALERT WR ARG I RIS H 3 |24
AAE, WRGE, RGEstT
Bl H AT I 2l T — Ik
IR H %
REPORTING.CLIENT.UPDATE FAILED ALERT |45 5|4 TG A A 5 K | 5
REPORTING.CLIENT.JOURNAL.FULL 45 B | T ARSI % | Critical
REPORTING.CLIENT.JOURNAL.FREE R4 B | I R RS AR T R 2
I RIS
PERIODIC_REPORTS.REPORT TASK. TEAR A 5 | v R 5 I 4 | Critical
BUILD_FAILURE_ALERT .
PERIODIC_REPORTS.REPORT TASK. IV RIER I R Critical
EMAIL_FAILURE_ALERT
PERIODIC_REPORTS.REPORT TASK. T AERY R 2 I 3 Critical
ARCHIVE_FAILURE_ALERT
SENDERBASE.ERROR 2 4b 3 SenderBase [FI1 W | | 225
HH A BRI A% o
SMAD.ICCM.ALERT_PUSH_FAILED 1E— AL ZA TN BB L |
PRI K35
SMAD.TRANSFER. TRANSFERS_STALLED 76 SMA i TovE R ER i gy | e
P (/NI Bl E
NN I ARGE
SMTPAUTH.FWD_SERVER FAILED ALERT 4 TEVE ) ) SMTP £ 455 B iF s | 4 7%
RSN K%
SMTPAUTH.LDAP_QUERY_FAILED 4 LDAP B ik, | ek
SYSTEM.HERMES_SHUTDOWN_FAILURE. T A T T RGN R | e
13 =
SYSTEM.HERMES_SHUTDOWN_FAILURE. MR RGN R Ak st
SHUTDOWN
SYSTEM.RCPTVALIDATION.UPDATE FAILED | 4 \BiiF 88 57 2 Wit % | Critical

smegers R
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B =xrsss

R AR A FE

SYSTEM.SERVICE_TUNNEL.DISABLED TEAEIT] Sy RS E IR SR i |15
BRI K%

SYSTEM.SERVICE_TUNNEL.ENABLED 2 BRI E RSB i |5
BERIN %

\n_ ca
B MKIZE
AT T E B M g BRI DR . AT X Ee ) B ] DL BT S TEe T RABCE 2 “ R
G E 'S (System Setup Wizard) it & 1 EHL44 . DNS Fli f ik & .
AATiHe LU Dhfg:

® sethostname

* DNS Eﬂﬁ (E GUI ':szjﬁﬁrf CLI ‘:P’TE)EH dnsconfig /FILE/Q’\)
* E%EH@BE (73'3 GUI EF': u&@ﬂ?ﬂ; CLI ':F"fjiiﬂa routeconfig %D setgateway /IJLU/V\)
® dnsflush

.Dé\

B ARG ENR

THLGHFAE CLITRARAF MRA ARG . BTN SRR EH 4% . sethostname iy T % & W
B/ AH FIENBASER, HEEEH commit fy4>.

sethostname 7%

oldname.example.com> sethostname
[oldname.example.com] > mail3.example.com
oldname.example.com>

AL TN AR, AU commit iy 4o JRIIFAZ ENA HSUS, RETAAE CLIT R P Wi
AR

oldname.example.com> commit

Please enter some comments describing your changes:
[1> Changed System Hostname

Changes committed: Mon Jan 04 12:00:01 2010

B ENA WoR e s T4, W FF7R: mail3.example.com>

B smEees
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nEgzzaE [

BEEARFIRE
EarLhlk GUI Hiy “45 #1244 ” (Management Appliance) > “ %% ” (Network) > “DNS” (DNS) Gl
[ EE L dnsconfig dr4, MCE N A LRI RS (DNS) W .
T mT DUBC . DL B
o g2 BT AT ELIC R () DNS IR 552530 21 B O DNS k455, DLSCEAT HIMELE ik 55 25
* ZJT1-F DNS ¥ #4 1
o {EAT S 1n] DNS A HH I 2 i 2245 455 (1 R4
* Ji5 k% DNS 2247

5 € DNS AR 5528

AsyncOS w] DI ] HIBE AR DNS g5 s« %5 H K DNS JR 55 sl 845 52 (1 FLIEE R AL DNS IR 554 F
BB DNS 55 o 3] Internet MRS as i, mTLLHR & TAHE @ R0 s HIIR 5 4% . i1 745 H] DNS It
Sran it T AN, T SO AZ I AT B (BRAEIRE ) DNS id2%) .

AN Internet [ DNS 55250, AsyncOS SZEF “45753”7 DNS 2545 Wi 24 H B I N B Ak
55 5%, ] LLFE 1AM R BRI DNS IR 4545 o

BHE “¥5 DNS” B, N 1H in-addrarpa (PTR) 4 H. #l1, G0REN “ eng” A E ) 2 S FK
K55 2% 1.2.3.4, HHFHT eng 4 HEILE 172.16 W%, NINCE “eng,16.172.in-addr.arpa” 5 5E 45

2 DNS e & 3.
ZNEZERER

XN IR DNS egsds, TR e 8 A e dl. AsyncOS 4243808 L SE gz 0 1)
DNS %585 . %1% DNS 45 2% AW, AsyncOS 2 54RMH NI e Rss 85 . WG N
R SE 1) DNS 4528482 244 H, RESLERUGIT BRI XHZ L /6201 DNS JR45 455113
HATRENUHE T . R )5 KRGS ICR BB H SR 58 — AN S B s R, ARG AR I () S5 45
AT, MRS I K e T U 1 DNS IR S5 e R SE SR A U0 . AT e A S 2 )
PrAT 1P Mk (P I B A —HF o S — MU SRS BN BN G L SR IR K I I
Ak, ALY 60 B WA — MU, WRZALEH 5 & RS 5 P & 60 Fb. Wi
BHMWALES, WM R RS RS 2SI S 157D, 238 AR AE & RS 2% 1 I
JE A5 Fbo RPN 5 R, 10 By 45 Fb.

i, BBENCE 7 P0G DNS Ikssas, LHmaaiingo, —ariitdkdl, 5—&hiinge:

Table 5: DNS BR 55 25 . 158 4% FNiB AT (8] @ 7 151

Rt | BRS5=% e (F)
%

0 1.2.34,1235]5,5

1 1236 10

2 1237 45
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B &5 ntemetivms =

AsyncOS SEARSE A 0 (R G IRSS 2 2 [IBERLIE RS . R Hdh— S H ol 0 RS2 5L, &
EH T — G MRS WAL 0 P & RS s 52 T, WME AR G200 1 RS 4% (1.2.3.6), %
Ja AR A 2 (1.2.3.7) KRS % .

AN 0 PN RS 23 AR IR SRR AR [R], 2l 1 RS 2R B I IR I, Lol 2 1R
55 2 [ 7R B A PR B K

{& FH Internet 1R PR 5553
AsyncOS DNS AT &% 5 7638 M = M BE MR LFA% 1% B s i K= R i) DNS & $#: .

\}

Note i JLIEPEKEBRIN DNS 5575 5 B4 Internet ARIRSS 25 A SLAL RSS2, W2 55 25 0 20U RE % 138 )1
AT AN TR AUIR 55 45 A B A A

[ [5] DNS Z i) 8 R+

SR 7 2 A S O R B S W RE Py RS B PR BT AT S A LT “ XA DNS i ” o it
AL, ARG AT X DNS R T LR 1P Mkl 30U A Rk . JErh ELR 0 e  EHLI
IP ik F) S i) DNS (PTR) 4k, ZJ5/2x) PTR A RE R IE W DNS (A) #idk. RJa, REHEKE
A EARERE S PTR B RARILAC . WREURALES, siE R Al e, WARSRAE
IP ik 55 =RV IR (HAT) F 94 HAHULAC . st g @ mHIBRAGE /] Tk &4k, S22 A4 HAk
2%, on page 73 IR HIE ] GNS N TE K

BROAEN 20 0o AT LA SR 28 F BT AT 0T R P o (1 S ) DNS EEHDEE IR, g “07 A R 4.
WA R B A 0 B8, MR GEA S 2K BT S 7] DNS B4k, 1 37 BIR [F] bR e I i o
DNS £4R

AN, ERREN, RERERER, Hhf “Ek5I T DNSZEA” MR . %N ERRARGE
%5301 DNS JIR5 48K AR, WA DNS 7RG MEOER 2 AT B2k, WS8R BN A A X Rl
Dlo WIARIABR R BT R, W BERZSA7AE R 45 7] i1 B DNS e B A 17 A R IR 55 45 -

5% DNS ££7F

GUI H 1B R EE TR 14481 d nsflush 74> (5 2% dnsflush iy & I 1E4I{5 B, 152 (IronPort AsyncOS
CLIZH4amM) , AT TR HRE AL ERIBO FHEER DNS ZAr P A5 5o S8nT DLIEFEAE Cx)
TP A DNS RGEHAT e A I D RE . % & L lVAERL,  JF HFBHIHE A2 A2 v] e 2 Sk g
[

B EfH A SR ERCE DNS K&

S [{UHRET Web FLIfi] R4St &b, ik B a0 Web FLifi.
P2 KA EIRIZ & (Management Appliance) > M 4% (Network) > DNS T 1HI, R )5 siii#wmiE iR E (Edit Settings) 1%
o

B smEees |
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SRR |

PUR3 WL LA LR R AR DNS [k g5 4832 15 A U9 A B DNS iRk 554%, IF 45 EBUE DNS Ik 554% -

FB A WAL A CY DNS g5 s sifi 2 AUsk DNS i d5 as, 155 A MRS 4% ID Jf s i n1T (Add Row). Xf J-RE4
MRosas 2 RRD . BN H CN DNS k55 asit, isthfae iadl. fmaiE e, 1S 15 E DNS s s,
on page 73,

PIRS EFE M T DNS R H .

PR 6 AL S Ir) DNS 24k i S48 R i P4

FIRT (k) i Al ERREE T (Clear Cache) i FR DNS 2217

PER8 RATFMIN L .

Bic & TCP/IP 1B {5 H

AT LY R 2% A EEAL AR AEER A R DG LA A 6 1hr o 40T LAAE GUI il B3R i1R & > (4% > B
U, 8ifE CLI HiliidffH routeconfig iy K FLFHA S H o

* {£ GUI & #FHS % HH, on page 75
* BHUERIAM I (GUI) |, on page 75
7£ GUI H EIBER S ER H

fEal Ll “B %% ” (Management Appliance) > “P%%” (Network) > “H” (Routing) J il
B G M B A i e o A0 T DA ek g o rf 8 BRI O

)

Note 41 ft H b WU AN A B4 TP Mdik, i f 4% H LD CIDR (AR ) ik, il
192.168.90.0/24..

S [UPRET Web FLlfi] 76 LA S BB &, s B EIH Web FLifi .

$122 1 EEIE& (Management Appliance) > 4% (Network) > B/ (Routing) 7if |, ikl R B (Add
Route). 2R % A i Hi ) 4R

PR3 H A H b P ik,
IR A MK TP Hudik.
FERE FAIFINE L

2 EAM X (GUI)

L1 sl “EH” (Routing) ULIAI_F W H AR “ERAESH” (Default Route).
W2 P OC TP Hibik,

| smegers R
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B ==30mx

T3 FAIFINE L

IA=EININTIPS

AT LAAE GUI il L “45 PR %7 (Management Appliance)> “M%%” (Network)> “#H1” (Routing)
JUH GEZ B SERAM IS (GUI ) |, on page 75) 3iAE CLI Hil il ffi 1] setgateway v K B 2R IA
K o

- s = T\
Z IR ETMY
WERFRI S FH T TLSV1.0 4K AsyncOS fRAS <1ﬁJﬁu 13.6.x) TF4¢%] AsyncOS 13.8.x S H FfiliAs,
N2 BRIAZE R TLSv1.0 315 TLSv1.1 fil TLSv1.2. BFEEAE T J5 4% % L )i A TLSv1.0 7k,

M AsyncOS 15.5 M B AT 4G, @U# ] TLSv1.1. TLSv1.2 A1 TLSv1.3 (JH T ¥ & Web /1]
PR 5k, AR TLSv1.0. TLSv1.3 BRI T2ARPIRE, B0 8 e

EEREBREMY
fn] LLIEPEHT T BL T IR S5 (845 B s
© WA EE Web JH P A
* %4> LDAP JIR%
* Updater Service

o S BTN LSS A B8R 2 X ER 7 )

\}

Note w37 il 2% % Fll 22 4= LDAP IR 55 #l54x A 8 225 (1) e 46 LA TLSvI.1 Fl TLSv1.2 Jridk. B4 Web
FH P SRS BRGNS TLSvI.1 FI TLSV1.2 J5vk, 1B &35 ) & 2 BRIAZE ] TLSVL.3 Jyid.

T A 52 P SCRI A B IR S S, AR AT AT A I A ssiconfig i ]
sslconfig T2 FITMUA B CCH 240N o AEBINAEI ssicontig A TN UG, REMAIRS 2=
LT I o

WEARGEAE A G SRR IR ST, HOA TPy JLAR IR 55 A0 R 2 B, J A P A i 254 AL
HL G SRR P P i BRI WSl o 200 A S8 ARl Y PR A TR 45 J FH — /\—Iﬁﬁlilﬁio

A I AEIET FQDN BAEf{E K, #Z M FQDN, on page 120,
A I EUETS X509 BAE IS, TEZHX.509 ik 1), on page 122.

B smEees |
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it & 22 e B8]
\§

Note 7t SRR BRI, 2e A BI U A% 2 I FH A 2 A BB 6 LT A T 82 0 9 8 £ R e Fg e T
B AXRER, WS R W Rt 8k .

TG Ay AT S S I TR A D S, 1518 ntpeonfig, settime Al settz 174> o
=48 R IR1E

B RGN A | fFORIEE “EIIZE” (Management Appliance) > “RFEEE” (System
Administration) > “BJ[Ei&E” (Time Settings)

TGS AL W 25 15 [] il (NTP) i 4545, on page 77

P X R IEFRETRIZ & (Management Appliance) > R EIE (System Administration) >
B} [X (Time Zone)

FEZ I

* &+t GMT fl#%, on page 78
o HUBTIN X SCAF, on page 78

{52 P ) 2% B (8] 3L (NTP) Bk 55 2%

A DA 0 2% I 18] 0 IS0 (NTP) iR 55 8 6 2 4 B 46 (R AR I i g 9 226 o R LA 1 S0 LB Internet [+

1k
o
ERIAAT NTP IR %5 #8 4 time.sco.cisco.coms.

U RGOCRAT T AN ES NTP g5 4%, BRI NTP iRk 55, il By KBS T IT 6 75 o o 525
Bl K A R

X E#M
* FLE RSE(A], on page 77
* FENHH X A, on page 79

() (£ MRS E#1Y (NTP) iR B ik & ZR 4t 8]

XS FE VLIRS () AR B v, R e SR I £ 5 A v A AR I B S it o T AT A R A% A R —
& NTP k5525

R LAAE CLI I nepeontig fir 4 LA NTP i 55 a3 K BE B A] o

B A REELR (System Administration) > Bf[8]i& & (Time Settings) TLfl .
P2 fhgwmERE (Edit Settings).

| smegers R
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B asovren

WIEI 7L “WIELRE )77 (Time Keeping Method) #3743, KEFE(% F M £& B (8] 118 (Use Network Time Protocol).

LR A F N NTP IRs5aettilil, X5 MdiRmingT (Add Row). %A LLAINZ A NTP k%54 .

WIS FNFIRP MR NTP RS54, 15 mi iz g and . 19357 AT A o

$IE6 b NTP Al — M0, iX4& NTP A ) N A% U5 T 1 1P Hodik.

HIB7 EFER NTP S 381E (Use NTP Authentication) & % AE LU AR I )8kt el (s 9 AR i, AT NTP %52 %
G A B

P8 AN

% GMT ¥

ST [IUHHT Web FHI0] 762 R FFIB AR, A B ki Web .

T2 KA FEIRIZ & (Management Appliance) > R EIE (System Administration) > Bf[X (Time Zone).

LB 3 iR E (Edit Settings).

T4 NREHX P RIER GMT B %, “Bf X% E” (Time Zone Setting) T S i A7E “BFIX” (Time Zone) T [ L FH
GMT i %,

LIRS £ “UFX” (Time Zone) PR IEFEIN 72 WAL IS (]2 F5AHRAS AR BB AREI (8] (GMT) (AH) 174 I [a])D) i
IR 2 /NI ANRTERCS C“-7 ) RIRAWIAY] TP LA 'S (") RORAY) LR INALE

PIR6 SIS

B EAT X 32
A 2] [ 5K /b DX P IR DX R A A B0 ACIRT, 2 B 1 £ B IR IsF X A

* HBh TP IX 30, on page 78
* FBHFIN X S, on page 79

B #h A X 30

ST [URH Web G 22 M BT, Sdi & nikIn Web 5.

T2 KA P EIRIZ & (Management Appliance) > R EIE (System Administration) > EH1& & (Update Settings) .
$IB3 kb AR XN BB BES (Enable automatic updates for Time zone rules) & EHE .

WE A By BE R Sl B ? T E RS R

PIRS PAIFIA L

B smEees



eI e el |

FANEH XM

ST I Web FHIIT] 62 B4R, A B Inakin Web .

T2 KUGEFEIRIZ & (Management Appliance) > RFEEIE (System Administration) > B Xi& & (Time Settings).
$IE3 AFERXXHES (Time Zone File Updates) 45 -

R4 WERAFAE W] I X SCPE SR, 1 i SL R EE#T (Update Now) .

“BLE 14" (Configuration File) 71

BXRUEEBHHIER B
PRAT 24 i T B TRAFFIF ANBLE W&, on page 79
FARAFHIIC & RAFFI S ANBLE W, on page 79

M AP RSB (R IR BRI | & i AR 2 a5 /LA &

HENE P EFEE N ) BRIAN A, on page 36

REMNSANEERE
A\

Note b g3 rh A4 0 B SCPF ) TGS e A FR LA

AP A IR 2 B E BB T B SO B %SO LART T AR T S (XML) #4204
.
AT LU ik 2 Fh g S e sCA

o WHR F 2 IR & RAERINKAE, DR AL E — & e PR R IR RS

o A DUKC S SO R A B AL RS, LA O FMRAT B A TC B B o 0 SR A A T 46 i LR
W, AL “IRR” B EGTRAT T B .

o AT LU P EIABCE SO, DA R RAITEIRE. OF2EHNEaS LA HEER
XML SCAFIhRE. D IX AT LA B RN S i Be 2 n] REAEE IR /N 1% CnE Rl 5% JEAT Whkes
[Z38

o ATLL NI R E SO, R IEEE S, L PR RS SRR B, X “%eid” CLI A
GUI FATHLE 6 24

o @Al LUERE FTP b ARSEANEE & SCfF, ] DUBHIC B SCPE #5300 Bk 3] CLI.

o A SCHR A XML #G,  RIIIS At — AR A E SO BT XML 45 B FIAR S SCRY 8 5
(DTD). #&AILL N4 DTD, LAE b A% XML P # SO 2 ot i T 50E . Cnf DAYE LR FAR
MRS XML BiE T H. )

| smegers R
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B ze=maxn

o Rn] DU T RGBS IN R BE . Sy — B Be g, 1 v B X R AU B 4 o

par (==Y

EIBRCE
o B MR 2 A8 /BB 3
o FERCE EE O ) ERANIKE, on page 36
o [FIER 2| LT A AR BLE , on page 82

RFFSH SaTaYECE XS
i & 81%& & (Management Appliance) > &G &I (System Administration) > Bt & 324 (Configuration
File) TUI L) “4HUMC " (Current Configuration) 743, #AJ LK 24 I & SO AR AT BIA M TS0,
P AR b OBCESE FTP/SCP AR IECE H k), Bl ik AR A 1% 245 i i Ho bk
Ri#gO<
CRlde) T8 e iz S e B i P (R 04 o Bl 1 2 2 AT 4 in 2 1) 11 A 71 3 H BUOR A7 (1) S0

%é?ﬁ%jj ookl

\}

Note 7 5 i Il & UL 4 SCAFASBE N AsyncOS 7

mENS
P A T3 PO TG S AR SRR R o N TS TR I S
IME L2,

* UEPB ALY

* RADIUS %4

* LDAP 4 5E %%
 AHLH] P R RS

* SNMP %1%

* 4hR SMTP B 47356 ik %4
* PostX N 24

* PostX s AR 2 1Y

* FTP #fE3% H 1T %565
* IPMI LAN %4

* PR S5 % URL
T LMEH] saveconfig iy AE AN AT F 0 HC B ML S AL

B smEees
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hnE B & X

mamaExe ||

WAL I RS TN B B PR 4 32 AT AR T AsyncOS FRA IR0 46 PR A BC B SCAT
JCVE AT i 11 4 IR C B SO
ToVe A MR ik, SR AR RC B A TR AL 35 B R Aic:

<?xml version="1.0" encoding="ISO-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

. your configuration information in valid XML
</config>

S5 K1) </config> bric N R FEACE AR S o X RULERL A &2 4% 45 I configuration H &[] DTD fi##fr
FNEGUE XML 75 . DTD U400 config.dtd. WIHHRTER A loadconfig dr &1, v 47 R
T IGUEAR R, WIRS I E M. " LA N DTD JGHE W4 2 AN UG & Se/F, 1 LA e,

AT ANTRES, BT LR NI E SO (e m B FR45: <config></config> Z IA]E X ]
FED S BCRARCE SO AN e HME 7 E gy, REEAE AR (L3O RS
<config></config> FrZE N .

“OEE” RIRAT W DTD E UG E T VAR THR A EE R bric. B, A& e DU MRS &
FEUEE R

<?xml version="1.0" encoding="ISO-8859-1"?>
<!DOCTYPE config SYSTEM "config.dtd">
<config>

<autosupport_enabled>0</autosu
</config>

{EE,  EAR SR LU AR AN S B UE R R -

<?xml version="1.0" encoding="ISO-8859-1"7?>

<!DOCTYPE config SYSTEM "config.dtd">

<config>
<autosupport_enabled>0</autosupport_enabled>

</config>

M7 RS LA ORI A C B SO 0 TR E AR . B, ARG AR AL
%o B ARVFINERLL RS (RGBT <config></config> FR25) -

<hostname>mail4d.example.com</hostname>

HAE, RGTLUE XML, ST E SRR AT 2, B, HCEAERRUR A
55 S R R AR P T -

<rat>
<rat_entry>
<rat address>ALL</rat_ address>
<access>RELAY</access>
</rat_entry>
</rat>

M TAZACERAE T, DA e VE, RIMEEIR R “58Hm” o
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A\
Caution |- L Syt AT T S F BRIE S P00 T35, 65 0 e 2 WA T R ZE S5 1 AR T

TIRESERORE
A ORI — AR ELE SR, 35N WERAEEFRID, WA E SO, B T RE A
DB HE, WEREE AR, IR E R AR S aE R .

i, AR U AR S AR ZEH IR T AT (W R«

<listeners></listeners>

A

Caution ;|- (Lol RGN B SCHER B4, S AT LK B O 5 GUI 8% CLI Wi P& R:, I Sebh K e & 4L
i o WHTEIEA F AR %ﬁﬂiﬁmdz*é g 1 ERERAR B BTSRRI %, 2 A 4
RS . AL, AN DTD & X DIRC S EvE, G202 ENE i & Sc k2

[P e g fin WA E T

ATmMEBETROSHEREM

R ZAX NI IC B P S T OB ST (i, H R FTPHEXHI HAETHD 5 loadconfig
e ANE L EH 14 . FTP HELRWOFERER, BRI 1ogconfig T HC B IEMI 14

Mk

XFFHERBIEEEN
XML FCE ST “9mhd” J@ ko2 “1SO-8859-17 %ﬁa\@ﬁﬂﬂ@Kﬁ”?ﬁ%%éﬂ%ﬁéf’ﬁiﬁo 4
&% i showconfig. saveconfig B mailconfig i &, CAFrh& g gl E .

<?xml version="1.0" encoding="ISO0-8859-1"7?>

EEIPNEE
HEE YT E SN AR N A 2R AR ERE BRG] BOARE . EEEZ, WERAEER
Be &
WZEPRIEREE T BUAKE, on page 36.

[ELRE L A 2 fMIAEE
AT LUK IC R [RR 2 LART S A i & .
LEATAAT F 1 T rollbackeonfig iy & e BB AN MM E 22—
WRAESFRHA IR I 4N No, KBRS YOI ST U A RlR .
HARK “HH 7 (Administrator) Tj AP 1A AT A H rollbackeonfig i 4 .

B smEees |



mExHncl &2 [

\)

Note P& s IMC BT, A2 H A0 B B4R .

N

Note  JBLubpffid (9 1) A fe LAET A7 BRAT 2500 1 2 1) 23 2 PO AL 2 D) P g2 S BB k.

e & 1R CLI i 2
A LAF i 4 mT DA A E e SCA

* showconfig

*mailconfig

* saveconfig

* loadconfig

* rollbackconfig

* resetconfig GEZKICEFEE N H ) BIAKE, on page 36)
* publishconfig

* backupconfig GHZ &0 %A M & |, on page 42)

® trailblazerconfig

showconfig. mailconfig 0 saveconfig in <

Xjﬂ:ﬁaii ? showconfig- mallconflg’%ﬂsaveconflg, E%éﬁ*%é?%%ﬁ%%&ﬁt%%ﬁ%%?%%%EﬁﬁEB#F%iﬁﬁéﬁ
BRI P R L o BRGSO HARAT S P B . MR 2, T LUK
FARFEO L. H, EM 10adconrig @& M, AE DA IRCESCIF & RN WS K TN
#H BT H DA = 50, on page 82

\)

Note /R fRff. W molilid mErliIBRCE SIS, MAKIEPREREAS K “RBTEGHEAL? 7 1%
“RET D, HASnE . A, FPIANER S ORI E R PEM A% .

showconfig ﬁﬁéﬂ@ﬁﬁﬁﬁﬂﬁﬂ Eﬂ@“??‘%o

mail3.example.com> showconfig
Do you want to include passphrases? Please be aware that a configuration without
passphrases will fail when reloaded with loadconfig.
<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">
<l--

Product: model number
Messaging Gateway Appliance (tm)

Model Number: model number

Version: version of AsyncOS installed

Serial Number: serial number

| smegers R



. loadconfig 7%

AN

loadconfig ip <

Current Time: current time and date
[The remainder of the configuration file is printed to the screen.]

] mailcontig fiy A nI Ik BRAFKE M HTFC B AR IEZS H P e 444 config.xml (1) XML #% = (1 BC & SCAF
BRI 2R A

mail3.example.com> mailconfig

Please enter the email address to which you want to send

the configuration file.

[1> administrator@example.com

Do you want to include passphrases? Please be aware that a configuration
without passphrases will fail when reloaded with loadconfig. [N]> y

The configuration file has been sent to administrator@example.com.

LA B BN savecontig i ALK RATHE—SCAF A BT RCESCHE (BSAD 7AiM R A7 2L
B H X

mail3.example.com> saveconfig
Do you want to include passphrases? Please be aware that a configuration without passphrases

will fail when reloaded with loadconfig. [N]> y
The file C650-00065B8FCEAB-31PM121-20030630T130433.xml has been saved in the configuration

directory.
mail3.example.com>

] 10adcontig fiy & WA BIICEfH B NE RN Bea . T DMEHI LA N IR 5vE 2 ndkfs B -

o i fis BBCEAE configuration H s, SRk FAE
o BECEAS B EERG 2] CLI

ARVEAER, S IR & S F, on page 81.

rollbackconfig fis <

TH 2 [ [FIER 2 LLET A B E. |, on page 82,

publishconfig i %

"

"

1 F publishconfig fir 2 M EI FHCE KA M. BEEWF:

publishconfig config master [job name ] [host list | host ip

o config_master 752 SCRFIN FEBCE, RO I RRCAS Ui W e A P 1 R A H T 52 SCREI G
BERRA U BT T http://www.cisco.com/en/US/products/ps10155/prod_release notes list.html. JH I8 7
JELTFH . KRBT job_name &M, IR ARIRC U OCHE T, oA Ut B+

KRBT host_list /& ZE R AN WSA W& 1 LA B P #bk 53R, SR RKFew, WPE AL iley
FRCE P FHL. AIER host_ip 7T LA FE 5 73 B 1) 24 341 1P Hudik o

BIGULE publishconfig T2 & 1L, 15K A smad logs SCAtF. Al LLEFMIZ (Web) > R
(Utilities) > PM4RI&FIRZS (Web Appliance Status), M %4 FL 45 GUI HfiiA KA [ S i sk 2 75
Do AE 0 TG BEAR SR UL R AN I S0l sk Vg B P 4 e e o AL, BT LU 3] “ A Py sad

MEEES


http://www.cisco.com/en/US/products/ps10155/prod_release_notes_list.html

Trailblazerconfig 475 .

5k (Publish History) B[ : MKXIEFEM 2% (Web) > L2 FF (Utilities) > & % (Publish) > 2% 7 12
& (Publish History).

Trailblazerconfig 5%
fé’;ﬂ U\'ff)zﬁ trailblazerconfig ﬁéﬁﬁ%ﬁ Web ﬁﬁi% HTTP ﬂ] HTTPS Itﬁ”ﬁ DE%EE’F’?)\*D’T?LU]@

.
ﬁ‘:ﬂjuﬁ CLI L{f)ﬂ U\‘Fﬁ%é‘\ﬁﬁﬁi/ﬂLﬁéEb help trailblazerconfige
LT

trailblazerconfig enable <https port> <http port>
trailblazerconfig disable

trailblazerconfig status

Horr:

venable" fEBRIANI I (HTTPS: 4431) FIZAT trailblazer FCE
"disable" 25 H] trailblazer Fit &

"status" fI 7T trailblazer BCE [FARAS o

| B

EEEM BRIV, B Eem i trailblazerconfig CLI e HARLERT Kk EE T IF HTTPS % H o
fifi Ok DNS JIe g5 s il LU BT 07 In) 52647 52 10 014

Trailblazerconfighp 77%13%4 E#%BL‘FI‘FH%@:
o T EAE R LR A T Ok APL S VS 2 ANIE .

o MIRSHT B BAERG BX " (Spam quarantine).  “ ¢ 4413”7 (Safelist) B “FHL11-41F 7 (Blocklist)
DUHIN, € [ 2 HAR Web FHT .

o CRZGCGREPAR R R i RFR AR A S AT i

N

7:‘E7'|‘§ ﬁj@&l&%k}a}ﬂ trailblazerconfig ’;:ILE/Q‘\Hﬂ‘, iﬁé* URL 4%@,%\%1][]@]}7]%% E](Jtrailblazerconfig
HTTPS i 15,

updatepvocert 5 %

J N ‘/JIY‘:E CLI E{:"fﬁﬂﬂ updatepvocert T 7%%%}]" 2048 {LB’J CA ﬁquJ j‘ ksf FIPS *iIJ“FE/J '&EE’/
RIS 22 4 e g6 B AR SEng . i FIRR B X .

WERE A T FIPS, 2B MIfF 2t BISEh 5. WEsrbE S IX D Re 25 H . A AsyncOS 13.0
i, 7E FIPS BN B & 2 2048 A7 UEF5 K5 FIER h Sems o i BE A0 1 R BB B IX o LI
AsyncOS A A KN R 1024 A7 FIE

| smegers R
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B sncuremssy

example.mail.com> updatepvocert

This command will recreate the PVO certificate and key of strength 2048 bits.
Also, the new certificate will be signed by a CA of strength 2048 bits.

Hermes process will restart post certificate update. No commit will be required.
Do you want to proceed with the certificate update? [Y]>

Certificate updated successfully. Hermes restart needed for the changes to be effective.
Do you want to restart hermes? []> Y

Enter the number of seconds to wait before abruptly closing connections. [30]>
Waiting for listeners to exit... Receiving suspended for euq listener, cpg listener. Waiting
for outgoing deliveries to finish... Mail delivery suspended. Receiving resumed for

euq listener, cpg listener. Mail delivery resumed.
Hermes will be up in a moment. Run the status command for hermes.

example.mail.com >

£/ CLl LfRECEE X

FB {E CLLZ b, B RIS RERS U 10 B4 1) configuration H3%. 13 XTEANME B, 1S HIIP £ LRI 0] B4
PR 2 KRR E SO E SO T TR A G E H sk, s il savecontig T BRI A E .
PR3 £ CLIZW, ] 10adconfig T MMAEAEA TR 2 TP R IIRCESCMF, B HAER SO (XML R

| CLI H,

AR, ¥4 L4 changed.config.xml () 302F, JEHRACH L

Example:

mail3.example.com>

1

oadconfig

1. Paste via CLI
2. Load from file

[11> 2

Enter the name of the file to import:

[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

EATRG R, K AR A AT ARG G — AN BT RO B S G, A2 AT L% Cul-D B4 akiim 4. ) AR
i “RGEBWEIT” (System Setup Wizard) HI T BRI ENLAL L TP HHERISRAE B (A RPRANME B, WS iz
ITRARENS. ) Ba, HIAEY.

Example:

mail3.example.com> loadconfig
1. Paste via CLI
2. Load from file

11> 1

Paste the configuration file now. Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag

</config>

Control-D is entered on a separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> commit

.

"
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BB A .

Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings

ot \po e s
= IR 7 (]
180 DL R F RO 25 T g 2 18 4l vl e 2s ia), - B 22 ml BAG I n] B i e K5 1]
o (INPRFERLEZ ) ] R 250, on page 87
o EHE R A RIBCAUNE FH S 20 , on page 88
© KT RERL A 1A B K AB A J3 BT, on page 88
o SRR SRR 23 1B 243, on page 88
o FHHL A BOAAIMEAL 25 M), on page 89
o BT ECHESE ¥ RIFCA , on page 89

(NPREPNS =) 1Eane] AT 8

X247 ESXi 5.5 F1 VMFS 5 Bl &, 150 AL 2TB LA L RGFL =SR] . 6847 ESXi 5.1 )
W, FHIh 2 TB.

)

Note  ESXi thRCFR DRSS H . MR, 1S VMWare SCRY.

FEHE IR AU e 2 S AR S 8], TSP T AR 2D R

Before you begin

406 52 P i AR W)

PR KPR A 2 A PR S
HUR2 J1 VMWare S (1055 T H o0 BT HI A 2 )
T2 [ VMWare SCR A 9% S SO FULREASE E AR 45 6L
DU M HEFEAE T 4 5¢ ESXi 5.5 ({5 B.:  http://pubs.vmware.com/vsphere-55/
index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FDODE39ES57.html
SB[ Web JHiIT] 76 % AR BBE& T, el ® INgkif Web St

SIB 4 2 EIRIRE (Management Appliance) > R E I (System Administration) > #; 2 &2 (Disk Management), J1:5
WS P 1 B ot A AR 4K
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http://pubs.vmware.com/vsphere-55/index.jsp?topic=%2Fcom.vmware.vsphere.hostclient.doc%2FGUID-81629CAB-72FA-42F0-9F86-F8FD0DE39E57.html

B =svazargnEmmn

EEMAT B EFRAER B

=8 FE R IR1E
A B LR AT PRG3R WL B TR1E % (M anagement Appliance) > R &2 (System

Administration) > #;# &2 (Disk Management).

BE BN B EosE - ., 24IC 184G, 3
204G.

ME NN ISR | KL EIRIZ & (Management Appliance) > R4 &R (System
554 W IR R 5 23 ) o b HE 4w ] | Admiinistration) > #2538 (Disk Management).
{1072 ] o

AN OB X ORI 4 | kit HE & HRIR % (Management Appliance) > S RS
i (Centralized Services) > ZGEIKZS (System Status), A EA
“HErpgs” (Centralized Services) 43

KT HEZ R HEXEMSE
)

AR g E A L AR IS B2 ) (Centralized Reporting Disk Space)” - A4 F M 25 £ s .
REH “EFUBLEHR (Centralized Email Reporting)” 8 “£E7 Web #15 (Centralized Web
Reporting)” , A AL H T8 B IR W R F S M, WITHEARAT Web 4 2 £ 1%
ol 51 SN 7 vt e S M) 1 Ll 1

o WURGR AR T Web i, HR DRt 2 ot 2 1a], WUAE 7 MO 4 s 1) 2 A, AP Web 4
T DIRER IR IR A

* fEH “IAl” (Miscellaneous) PCA/D> SR T AT A28, W SEINBRAN S 20K . 1155
DB oAl BOARLEL 2SR . 2R 89 Uit

o A ORI PSR < 9 AT R A B B DX AR AL S (R A PR AR A L, TS S I SR . R
68 25 DX Y A 2 ) 7 PRI o 25 DX 8 O B U 1]

o NPT HABBHEIRTY, Un AR DAY A3 8] 7 WO sl D B4 A R LU, s I A ot 2 i B
LB A B 30 A AT (0 2 ) Ay e R b

o WAUH I BCAUR T4 A A s ), A Rk .
© WERGER BRI BCBEE AN E, WA OR B AL AT H

MR BN B R A = B R ER

2 A R AP AR BRI 75% I, RS THIR RN 5 JON I R E AR . AR RIS BRI, &
INPRIVE )

EAEEES
88 |
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g < wmawne=E [

B ORI BIX B, 18 S 5 AR, on page 65

BIE “Hfith” BRI (8]

FA AR R SR A P s . SRR Rl . S mT LU BRI L Bt s LU SR
BELE

EEE 8
H&E etk %2 ERIEE (Management Appliance) > R & (System
Administration) > HZITH (Log Subscriptions), 2 J5:
o Ruili RN (Size) FARAE DA A R WL H 2R RS2 (I 25 W]
o BRI T R A R A H AT .
o WAE IR TR H S BN AL 0 ZE ) TR
* GRWAT, WDTERE) SO RN
EACTHORTEIN W R FENFAS S (prAes BRI > BB EHIR. MREfAA
LI ER o
(WS Wi FTP # 2% %1 /data/pub H 3%
X LESCAEAK T RE R | EEC Bl FTP U7 B 4%, 15250 1l FTP Ui % %
ZWA . )
LW TNGN ek 42 R 1B (System Administration) > # £ & I8 (Disk
Management).
B BoR 2 = B B EN

WER WAL A3 1) 7y B 4a ANV T IR Zh e ji&%ééﬁ?[ﬁ?’v% R B DI REFEIR LA S 1], (H AR T REIE
e AsR], UETT LUERE B BC A 2 1)

WP DhREA T EE 0 2 2510, 15 % BT 5 R AR % 20 I SE 2 WA R R] . 16200 (IR
B 39 wT FHRGSE 7 18], on page 87

Before you begin
o B SO 4) TC T RE e AT B BRID RE AT F Ak o 15 S R OG T RESE 7 M) B K AFLF 43 i, on page 88
S A B
o AT LAAE R B X il IS B 2 TR, v AR 25 DX rp T AT s AR A o

SR [ Web FLIT] 262 BB &, i ® Ingkin Web S

T2 EHEIRIKHF (Management Appliance) > REEIE (System Administration) > # & &2 (Disk M anagement).
PR3 mithdmiERZBEN (Edit Disk Quotas).

IR 4 {L4RIERLBFCEN (Edit Disk Quotas) Bif I, A/ BCLh BRI S MG 2 (il 5 LA T IR0 ) .
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B =esEemsa

PS5 SRR (Submit).
FIB6 sdiHEIA (Commit) FiA T .

Parlax 3* \ A

B IR MEFiERT I
DAAE, fm] DURCE R A A Web B LSS, DUIARYE RECKIELE (B> fefifide “ B sl
R HAREE .
fEHIH Web FLHI “ REEH” (System Administration) > “ L BL” (Disk Management) > “#fH
HPEHALE EL” (Edit Data Disk Management) U2 [f1] 1 [ iz F #0458 77 % B 18] (Apply Data Storage Time)
128 T K T B B A A I T

“ N H B A4 )7 (Apply Data Storage Time) 2610038 T LA N AT Aa] —Fh i 10 -

o W AGA BIACE I BAR AR R ] (B 500GB) , RG4S HAIMNEER TR R, HE R
FEIL B BCE KB AF I TR /7 (Bl “40 K7 D

o QR B B A At I ] BRI 40 0K, I HOBE S I ¥ A S5 A Ak I 1) BRR AR 34 (g, fsA7F
CAFE “41 K7 ), WIRMEER X BIRC & Bl A A7 AR BRI (ldm,  “500GB” ), REither
H SR A SR o

\}

EE%% f&ﬁﬂuﬂfﬁﬂ CLI EF‘E’:] diskquotaconfig > edit > Centralized Email Tracking ?’LJLE/%‘:F‘E/‘] Manage
data based on the storage time lﬁ‘/@, *E%?ii&’]% ml_)’ﬁ:ﬁﬁ%?‘f “7/%':!:’ FHM”'FEEE% 7 (Centralized Email
Tracking) 24 FEr .

BEEER: NWURHLZAIRIER Web % BEAR 13.6.2 fRITUG, Splunk B A f FH B AR ERERE S . Py
AT MR BR R BB A7 i AE Lucene Bl b o ST “ N FH Bk A7 4% 1 1]~ (Apply Data Storage
Time) &5, 6L 2 BB PR EREGE ¥ Splunk s R H M .

BRAE: BRSO ISPEEREA S (R 2D o BATRIAE CLI ] backupconfig fir & K HUAT % 11 1%
o ARVEAMMGER, WSHUTRIBREREH RN &0, 26 45 Ui,

\}

AR WU AU S A A PR Web B BRI EELE 2% vh R I RS (VM) 7%
AR S 28 R AU 22 AR FT Web 7 BEASIRVEANME B, 15 S0 CRUBL2 IR Web R 40l e 422 b di
) .

FHIa Z |l
TR DRI S b ISR ER BRI 55 1A R e 1

S [{UHET Web FLIf] ZEMBLEZ 5 B ¥ s, ek % LUNAR IHRR web JLffi.
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https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/virtual_appliances/Cisco_Content_Security_Virtual_Appliance_Install_Guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/content_security/virtual_appliances/Cisco_Content_Security_Virtual_Appliance_Install_Guide.pdf

gtz egEnEasrrrEsnszaeE [

TR 2 EHFERIEHFZ (Management Appliance) > RFEEIE (System Administration) > ##% 2 &2 (Disk Management).
$IE3 Al gmiBREAELE (Edit Disk Quotas).

PLIEA EFE HEARMFERES” (Centralized Email Tracking) T [¥1 57 F 44 77 %At 18] (Apply Data Storage Time), 2R JG4E45 7
FBPEIAE, DMERE RECK IR ) AAd7e “ P iBLFIRER” (Centralized Email Tracking) %4 1 .

PS5 AUliHER (Submit).
FIB6 LidifmiA (Commit) il 5.

AEBHRERENRABITRABETHSZEHE
)

Note  gifalf b5k Sop (EAHOC IR, ARG & 2T IR AF e AR LICE XS ARER, S WIE
P (KB 22 4 BE A8 RRCAS (1 Y i B BUBCHL S By i A7 OO REUIBA TR B B A A5 Lo st ]
LA 65 BERASATHL TG I R SIS TPIROUG A o 155 2 B3 ] 5 AR IS 22 4 U 46 FEOA T T ) 41 T 3k
P B AT A A B s A IR DL R

ST [ Web FLIT] 262 BB A&, sk B InkIn Web S

$E2 LB EEIZE (Management Appliance) > RGEIE (System Administration) > &4z TIAR (System Health),
$IE3 pididmiEiRE (Edit Settings).

LR 4 BUE R,

15 15t AR

CPU /444 Fil % (Overall CPU Usage) BIME: 85%

WAE TR AZ 4 (Memory Page Swapping) BRINE: 5000 7T
A BAF v B KB (Maximum Messages in Work Queue) | ZRIAE: 500 FF £

TS FAIFINE L

& /A SAML 2.0 &9 SSO

* T SSO #il SAML 2.0, on page 92
* SAML 2.0 SSO T_fE¥ii, on page 92
* SAML 2.0 FHENIHI P, on page 93

o Q] Ay 3 A 2 X L & SSO, on page 100
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. %F SS0 1 SAML 2.0

>%F SS0 F1 SAML 2.0

SR R 2 A BIE SR SAML 2.0 SSO, DU i & f ] LAt FAE
LRV e) B SRR X . filt, % E 8 Ping BHAAE I
AR (1dP) 3 HEA C R T SAML 2.0 SSO [ Rally. Salesforce Al Dropbox i)™

W OB 22 A B A L BN S F SAML 2.0 SSO 1 bz
TR ) T AT IR LE RS, i 2 S A B 25 X

SAML 2.0 SSO ) Ak 55 i3 FH 0 AH [R] 4%
SAML G4y

SAML 2.0 SSO T {1t

SAML 2.0 SSO LAE#t BntE R
Figure 7: SAML 2.0 SSO T1£3%

TEREE

1 A AR 43 B ds iz
Py 7 e S AP 125 DX

W snee

JURp e A4 B A LS SSO, on page 93

Weh Browser

@iii

Service Provider (5P)

User requestsfor a resource (for
example, EUQ)

SP redirectsto [dP with SAML
authentication request

oy

>~ =

Identity Provider (1dP)

Browser sends SAML authentication
request to |dP

o ™

|dP authenticates the user

SAML assertion

¥

5P provides access to the requested
resource

IdP redirectsto 5P with SAML
assertion

smegErs |

2L i) HefhJ5

BRI (SP) I, S R RERS kIR,

SET BB KRBT I, 2 s S i3 Jn



samL20 gpgmFRs ]

2. RS HMERE AL ] SAML B 473 B0 E 45 SRORE 17 SR B 1) 31 199 2% 30 4% o
3. PSR SAML S 473 BAiE i >R H 4k 21 5 7 R AR o
4. DO PRPRR X AT B RAE . SRR P M R A 7 BRI, R A A

Bk
5. SRR AL B SAML I 7 K HL R 3% 1] 199 44 30 U 2% .
6. o4 VA SAML Wi v v 4k B R S5 S R 7 o
7. IETE TR SRR VT AR

SAML 2.0 744 | F0 BR

* VE4Y, on page 93
* W&, on page 93
o B THLOY (R B IR SA RE S DX U TR BB, on page 93

i
S PR BRI PRSI, B R 2 Sl SAML 2.0 SSO Ji I VR P oh
iz

T K ReAE DR A A 2 i B o ERC ELIR S R HERE 3 M B 3 S IR e f — S

BT SIS R BB & (X 7 (814 PR

WA LR B IR B AR 2 X ) SSO, I AE, A B DR G PR AT B R R R RS 25 X URL
(http://<appliance_hostname>:<port>) U [ 57 S M4y 725 X o 57 B 03 v DU FH I 286 St 1 (R4 > BB PR
BX > LOIRERERRE XD Ui ) By MR 2 X

MAERR 2SR EPEE SSO

iz
L EIRIE B
TR | AR AR, BUBRAAT . 2 94 T
p VARG E S Wows ) E e o= g P R BRI WA 2 PR B IS e bR, 26 95

i

WIE3| [{EIDP L)l E S $e e UME SIS R S lC S H o | F S S AR P il o0 5 R A B f i, 2R
96 71
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B ooz

wEEIRE B
FIBA | I B LI SRR R R . RN R 2 S E IR FiCE SRR R E, 8
99 7T
LIS | 75V AT SAML Jid FH A5 45 3 3iF JaH SAML S43500E , 55 99 1T

RIER 51
© RIS IR . 594 T

s T2 2lERUET , %5 94 1t

XER SRR T
W UL A AHZVE T (1 5y SR O RE P02 15 S SO RH A 22 A BEA (KIS o LU MR RS RF I B B R 7

7N\

* Microsoft Active Directory I & 3 RHIE/R 55 (AD FS) 2.0 A 5 i ieA
* Duo Access Gateway

* Azure AD

ATZ2@EMIER
IR 5 2% 5 SO B AR e 2 TR I8 A5 B s 1 R AAE S
o INRAHEE N SAML S 36 UF 15 SRIFA T2 44, wif A G4t = s SAML W =, 153k
0 [ 2 400 Bk [ 25 F CA BIIE LA K SEIEFALH .
o W LA E G R 6 SAML Wi S5 E 74544, TSRS B AR BE P . S R BT
HEAFREIF B 2544 1 SAML W = s

FRIE
M, B IREUIEAS R pfx X, 2RO B A 0B 0 IR S5 SR BRI I, I Z00KE JLH N pem A%
o

FOUET N pex K24 pem #520, T HAT CLT #4E:
* T8I 2% OpenSSL LR, I A& TSR UE S S (pfx)e
° ié/ﬁ:ELW:HU‘Q kL pen1ﬁ§ih5?hﬂlﬂ3¢5 openssl pkcsl2 -in <certname>.pfx -nokeys -out cert.pem

* l_ﬁjkl?iﬁﬁ ki pennﬁ%iﬁg?ﬂj$A€H openssl pkcsl2 -in certname.pfx -nocerts -out key.pem

-nodes

IE%T_X*F kibk%A%ﬁﬁPﬁﬂK“44ﬁ% openssl rsa -in key.pem -out server.key
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RERATZEEEREEENRSEHEERF

Before you begin

A& i 4, on page 94.

SB[ Web G 722 M4, ik & nkin Web 5
$IE 2 HHEEIZE (Management Appliance) > RGEIE (System Administration) > SAML .
W3 18 RS IRIERET” (Service Provider) #7; T, mididRINBR 4R t#2/F (Add Service Provider).

PR A A AR S

FE 15t AR

e B S A 44 R PN T e O W - B I VRS

BB E

44 1D BN AR BRI A R — AR (ZEABI P A BB ) o RS HR AR sl
1D s 3l H 4 —> URIL.

SR ID # SR ARE 4R E SAML W & vh I HT P B R A 2
IEFBA PR E . O E S SR LR PP Iy, SR A0 LA

Wi 5 {81 URL TEG O IIE TN TERUT, B BRUEFE P oK SAML W7 5 &% 21 URL. EIXFl
TR0, 3R 1) 465 F 7 % S 4 B8 5 X F) URL
PEFBOANFTRCE . OB S O R R, T A P LA .

SPiE13 Note  FATHULZICKH .pem #5 3K o

E & SHWIETEK

WIRA BB AT SAML B IEE REATE4, AT L R R AE
a  FARUEB R G R .

b. HAR R,

c. EFZEZIFXK (Sign Request),

RE S MEME

BRI S 0 SR AR PP IC I SAML I35

a  FARUE TR G R .

b. HIAFAHE.
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B ssvperrassEnnsEReEERE

FEB it AR

BaWE AR A B AR AE A, SAML Wr 574644, 1 IEHEZ RS (Sign
Assertions).
U SR AEFE BT, LA ZURE B 7 3R SR P RPN BB % . TS PR 1
FRACRE G BN 5 DR A P B A LA, on page 96

EIEARE S L PN AR AE R .
G S R R a1 H S A e fE .

BRBARN P % NS NN G b
S PR BURE R AR R S A e A R

PS5 SRR (Submit).
$IE6 i N “SSO WHE” (SSO Settings) Bl - WIRFIIRSSHL UL ot (S ID AT 5% 7 URL) LLAAE “IR%5 it
7 (Service Provider Settings) UUIHI - B 4R ID kKo 76 S f2 IbfEp BRCE IRSS P AERE P i B I, /X Lt
TEAE R .
AR R OB AR N SO G . s S TR (Export Metadata) H(RA7 el S0k B 5 R R iy
T N TCEAE SOOI B 45 P AL RS P T A5 R

What to do next
Bo B 2 S RSB S D IRAE T . G S0 S S (R P RLE N 5 R A8 B 4518 5, on
page 96,

BRENRHEEFEENSEHMANREEREERE

FHia Z |l
iR L

KIS R PR . TS IR JBRE N AR 2 A e BB M0 BN IR S5 PR Ry, 2095
e

© CRBIR ST PAFE e Bl VR 5 R T T B SO . S 2 B DR A R A R A TG
MRS IRPERESY , 5 95 T,

TR SRR, PATLUN R
s FAMCERSRARET CEMERE) KiEgER.
© WA K B O R PR P SCVR I MOCE SO IR 5 R PR PP PR A (5 S 3 AT S

B smEees



#ADFSEENS5EREsgmesnmas [

U R BRI A E B O SAML By IR UE T SR MEAT 25 44 sl H RN SAML W5, 1A DR AR DGUE 5 In 1) 5 3 3241t
P

RGO PR R e B, IES 1
* ¥ AD FS it & 45 Rl 8 #ig & UHTIEE . 55 97 T,
« ¥ Azure AD It & N 5 RN SR AU TS . 58 98 T,

* '} Duo Access Gateway fit & 8 5 JMRHZ 2 Bl 2 EATHAS , 26 98 1L,

PR 2 90N SR PR e sk oo T b S0

T—¥ it 4

PoE B BB IR IR PP B E . WS IR S O SR (R P I BN 5 R A R BRI 5F 96
Lo

~

I ADFS BLE N5 RM £ ERIREHRITER

LUR /24 ADFS (2.0 S mihiAS ) HoE b 5 8 M B 2 AT 0 5 P s AT IR TS5 . A1 RS8R
FEANE ], 15214 Microsoft SCHY .

s TR AR R (B ) W7 0% URL VRAIA k) .

CAE CTRARTRAET > R > CRAOTRI PRSI R 13k
ID. RIS B b BRSS BRLT " BB TD I

s AURCRERRGS IR AR () BB N AR O K SAML By KiEiE K, 15 _EAL IR 55
PREFPIIESS T2 B RRAETRO » IR cer i, £E “HaEE” > “Jatk” > “4
CZA N

* WERGTARs ADFS BUE ) RX I 1 SAML W, s “r 4Ry (S AL” > “@rk” > i R
Lt cer # AN MRS FEBRT ) (B L.

AR CHGRTIEET > R > g R RS EIABCE ) SHA-1,
o NI E SO LALE w3 AL RS SPNameQualifiers  FTHIE—A F @ SCHLZR A1«

c:[Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress”] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer=

c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress",
Properties ["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =

"urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified");

o il A TR IS INACA Sle RO, LIORF IS Sk P LDAP J AT 0 A% A SRR ISRt
Rike AL, VETHIRASINAUR HA N, LR AL B M ) LDAP JE A ARt WA CR$EE
gD Kik.

| smegers R



B 5 A r mED 5 8HRs R ERTERE

1% Azure AD L E A 5 BRI R BB IR EHITIERE

LU 24 Azure AD BB 8 5 8 W & AT 1045 T i AT I S AT 55 . A OCSE RPN MUi i, 155
5% Microsoft Azure AD LAY .

< B essbe g et WIS (] URL A o4 #a oMb BE SAML Wy & K IR 45 3 06 i A R AT
o FE AL > P > ARE AR > gk > B SAML” LR R, 7E Azure 1)

AIRSSHBERT (B i) Sk ID. M fRILIE S Beas b “iziEm” WE PR “SHk ID” {HAH
Il

o MR ORISR (B ) BUE N KIZEA K SAML B4 RUET K, H/E “SAML %441

7 A MR > FrEE R > AR R > 0% > SAML & ZE 17 ) F LAk
RATET JHT2E BB RIEER) .

o FE T EAEANE ] E gy C ARV > OB ] > AREIZERN I > S sk > T s A A
W7 O b, BCEA SV A R Y.

o £ LN > OB N > AREIEN I > RIS NI T gL, PRV T SAML

b 5 ) B T o

1% Duo Access Gateway FLE A 5 BRI R 2 ERIREFHITERE

LU 724 Duo Access Gateway it & o~ 5 W &3 AT A5 T i SAT IR S AT 55 o A R SE 3LV E4n U 1,
i % Duo Security SC#Y% .

"

"

ME

NE)

< R hettrg GRa) MW S I URL R IO 3O AR 21 SAML W 35 1) e 25-de 14t g 2% 3
* {£ “Duo & HEH > N > (RN > SAML RSHAERT 7 1, ARG UER (B KIS

R ID. TEFORILE S e b I E R R “ SR DY EAH A

IR BB IRGARMLE (4 BB A KIZE OB LI SAML G005 1ER, W4E Duo Access
Gateway L HCHE G SAETRE, 15 EAERS AR FIET JH T2 G080k , E1R
H .cer #82X,

o WERTF SR SULBC B AL I (1 SAML W35, S AERC B T S A2 L ¥ 5 6 S UE U

L .cer #oX LARMRSS B bR (L&) HiEf.

* f£ “Duo FHHIH > W > R4 N HT > SAML e g5 ki ” '~ K “NameID" X 04” &+ N

AR

* f£ “Duo & HEH > WA >t > SAML IR MR K, K “LeHIIHE" WEHN

SHA-256,

* f£ “Duo FHEM” L, K “SAML HRF5IEMRPREE” S NBCESCIE, JRRECE ST

SAML M H 5 A Duo Access Gateway .

BES



wEnnazeenes rREsmeerres

ERRARZeEERE LEESMEHIEFRE

Before you begin
B R :
« CEE S MR UL S BRI EIEE. 65055 O 00wl O 5 IR A8 BBl
{ii, on page 96.
o ST B O AR B PRI A5 T A oo SO

SR [ Web FLIT] £ 2 BB A&, il ® Ingkin Web S

$IE 2 HHEEIZE (Management Appliance) > RGETE (System Administration) > SAML .

PR3 18 SRR (Identity Provider) #7; F, miidRInSH 42 4t#2F (Add I dentity Provider).
PR 4 BN TS R

FE i 8

Fic 2 S 1444 0\ B SR I TP SRR 44 o

W (TR SR B )

FAK ID SN SR 6 A R — 4B B B AERE P S 1D 6 2R 3 S
URI,

SSO URL et MR 25 SRR PP 00 0 ) 3L R % SAML B3 i 5K ) URL.

WEP RS AR SAML W S HEAT5 4, WIABZ 1Ak S O S AERE 2 1
A

BLEBEE (PSR T L)

SN IDP Je ¥ HiliBNTTEIE (Import Metadata) J 1k £ o8 o

PRSI

What to do next
JEHI SAML & i KAiE, on page 99

B F SAML 54} 563E
ST LUAEF SAML SRS AT 8008 o LR ALP HEAT SN IAE , 46 415 s BRI

| smegers R



B wmssmmemsxEs sso

FHia Z |l

IEH RIS EAEH ARSI " A1« B PEIERE 7 BEE ORI E SAML FL & SCPF. 15 S [ Wil 46 18
Bl B & PEE SSO, 55 93 T,

SIE1 SN EEIRIEE (Management Appliance) > 2 &8 (System Administration) > AP (Users).

HIE2 [0 MR FISMER S 438 E (External Authentication) 43

3 /B (Enable).

$E 4 b B AINERE 4 I8IE (Enable External Authentication) & i HE .

LIS W gk ks SAML 154 S0 5 IERAL,

PIR6 (AR (EIMNERERIIEE & FRERET B, i N SN2 WS Th 48 2R 1 8 1k 44 P
JEPEAFRIGR T S P R P RO E BV . W R SERR ST BT I “ B IR H o XTIk
Tile GNRANELE LI, WA R A FERoh A B ILE A H .

BT EAEBRGTFECR, R TOE B A e A, N SAML H e Al a e . & BLS RN T (Add
Row) LA I Z AN £ E i iff
2 WSR2 B AL R A . BT LA “RFR e 4l JE P LA SAML W T B N EAT B BRI
AXRAFAERRMTEANE R, S0 “H )7 (User) UL,

PR 8 LTI AL

by

T—%#ita
JA T SAML 415 Sk i, 48 mT LA B s 8% i BN BB m B REER, I AL

KAV
an{a] A i R e bR = X B & SSO
TRz R4 BZER
% 1 | &R AFE451F, on page 101
2 | E RS IS E H IR A A 2 A PR HE B IR S5 SR AR,
¥ on page 101
%3 |[f£ IDP L] FCE G0 U5 DTS 0 B | F SR AR P L b 5 R R e A
TR LS
£ | ERS LSRR TR E. ISR R LB B ERCE S e i)y
& WE, on page 104

5 | B BRI E X SSO. b SRR 251X i3 I SSO, on page 105
1k
pZ

B smEees


b_sma_admin_guide_15_5_1_chapter16.pdf#nameddest=unique_692

i G

B

mesd

TR HRAE

ExER

B 6| ROH B O I WL HE N4 e )

* ARSI 10 S SRR 7 e 17 2 IR R 2 B A (KSR . LU RS2SR I B 4

PR

* Microsoft Active Directory 55 & 1 5 UER S5 (AD FS) 2.0

* Ping Identity PingFederate 7.2
o B2 22 485 9.1

o SRR B S SR Z A5 e 1) R AIE TS

o WRA BB A X SAML SR I UETE KUEATAE 44, ol A B B 4R A5 % SAML I 5
TR A R AU EOK F 325 A CA FHE USSR IAA T«

o WERAY G R R PR SAML W 5 AT 4%, TP R SR R P E . R
T TR SR B TE T2 44 11 SAML Wi

Before you begin

BRARTREEEREEENRSEERERF

AT HE41F, on page 101,

ST [ Web FHIT 762 R B EEA D, i B ndkin Web Fi.

S 2 HFERIZE (Management Appliance) > RS (System Administration) > SAML .

P$IE3 E “IRSRMFLF” (Service Provider) #4r F, iR AR SZ IR M2 (Add Service Provider).
L4 BN AR R

FH L RA

P SO B i N 55 SR PP G L SO IR A K

P v

S 1D BRSSPI A R ME— 28K (FEAGI ORI o ISR Bt 3k
& 1D FH% 2 GE o —4> URTL,

Y HK ID #3 SRR3R E SAML Wi s v i HT P B R A% 2
VBN ICE . B S R R P, S ZA A

smegers R



B sennszeemperEsmsEtEr

FH ok
Wi 1% URL TES Oy I UE D) SE G, S FEAERE P A 4% SAML W 5 A% 21 URL. 7EIXFh
THOUT XS5 ) S5 1 3 S 25 DX f¥) URL.
PP BN E . BCE S O PR BURE Iy, T8 A A
SPiEP3 Note  FAEH.NZIKH] .pem #%20,
EZBHIIEIEK
WRAH AR SAML SR I UETE KIATH 4, AT LN R4
a. DABIER R G FALH .
b. HIAFATHH R
c. EFZEZIEXK (Sign Request).
REZECMENYS
TR R B A SR BRI E W N # SAML W5
a. FAERER R FALH .
b. HAFHED,
WS WA G R PR P AT SAML W S5 T4 4, IHIERRE RS (Sion
Assertions).
U ARIERRULE T, 250K S R LR P HOE O I B a5 o WS S KB
PR P ICE N 5 RN 2 2 24 B %A, on page 103,
HATETE R HNAR I EAE R .
SO PR AR R AR H R A A R
BRBEARN DA 5% N U YN ] I5 B 18 T
S P AR R AR R S A T e A R

FES AR (Submit).

W6 LT “SSO WHE” (SSO Settings) B F /s IR 5L o B (SE44 ID M5 % " URL) BLAHE “RgsHefit
1 ” (Service Provider Settings) T _ B/ A FK ID #&X. E S 3R 4R 7 L & IRSS IR P B i), 75 B X e

VEAIAE R
R AR PR RO A SO

st S th TTEHE (Export Metadata) FOR1F yCHUdl S . 2 B r 4R LRy S vy

1 N TCHE S IR 25 P L RE PP PR A 15 R

B smEees



BahREEFEE SERNsessrigEs [

What to do next

P B S I I B AR T SRR T o TH S B S SRR P L O B SRR A A B A
{5, on page 103,

BERREEFEENSERARTEEERREEE

Before you begin

L
© RS M B BCE N IR SRR . TS DR ERE 2 2 AR BB A OB ARk 5 1R, on page
101,

* BRGNS AR oo B AN B ool SO TSI R A A A PR I
R S5 FEBEFR I, on page 101

ST SRR E T, BT R B
© FHIE MR RIS MPrfE R,
o USRS Oy SR ARR P S VR I TR SO BRSSP PP VR AR R, W RIS
U A B G B 46 SAML B B0 F 1 SR MEAT 244 sl RN SAML Wi 5, B A DRoFE AT DGE T n 1 5 43 S 41t
FEFFH
17 KRG B R AR PR s U], 13
* J AD FS 2.0 Fie & b 55 BURFA 25 2 A8 B 5 JEAT 845, on page 103
* ¥ PingFederate 7.2 it &4 55 ORI N 7 22 428 PR A TE A5, on page 104
o (RIS 44 AsyncOS I R RE)  http://www.cisco.com/c/en/us/support/security/web-security-appliance/
products-user-guide-list. htmI" [} 4§12 & B B A MR B2 F 0

TR 2 90N SR PR u o SR o T 4 S

What to do next
BB R B SRR PR R . TS A RN A e A B e EICE B O BRI FR P I B, on page
104,

BFADFS20 i ENERRNAREEBEEHITIEE

DL 2K AD FS 2.0 B & 8 558 1% & BTG BT e BEPAT I R AT 55 . A ORSE3ERIVELN 1 Ui ],
12 % Microsoft 314 .

© RSB RE CBERR D) W5 W 2% URL 50k sh ks

| smegers R


http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-user-guide-list.html

B sringrederate 12 BB H 5ERAE RS BREEER

s AE CHYTTEET > BRRATT > CHRGTRRIRTE MR RSS SRR (B sk
ID. W RILIE S Bt b “ RS PROERE " BEE P ISR ID (AR

* MR CR RS R (B BN AOX CEA I SAML S ibiis sk , i LA osHe
PREFHRES CHTELFHIAETER) , ISR cert s, £ “HPARTTEME” > “BwIL” > “4&
%7 F bk,

* WERTHRIHS ADFS BB N JAZ NI I SAMLIWT &, 15 AE “rh4kr fEdE” > <@k > “Inw” '+
At cer B MRS FRARE P (B /D EF .

AR PRI > R > Mg MR R AR BE N SHA-1,

* i e P IR DU AN AU e R0, DAK S S FR) LDAP J& 1A 4 A% H A SR Rl
KL,

o IR0 A T SN LALE I N AL BR SPNameQualifiers  FIHIE—A & U 7R«

c: [Type == "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"] =>
issue (Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier", Issuer
c.Issuer, OriginallIssuer = c.OriginallIssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:1.1l:nameid-format:emailAddress", Properties
["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =
"https://<appliance-hostname>:83") ;

1% PingFederate 72 BLE A S BRIABRREEHREERE
DL /2% PingFederate 7.2 & 0 5 % 24 1045 P f AT I AT 55« A OSSR TR Ui, 162
Ping FRiHSCRY .
CBIZE R (KD KIS T 238 URL B I0 ks & HP (1 280t o
o fE “SPIEFE” > “CHHMER” > “HAEIKERISER ID (GEFE ID)” T, MIANIZE R (i) s
W ID. AR S Yot b BB WA “SEER ID” {HAH
s IR EHIEE R (RE) BEANRIX DB SAML B IEE K, 15 8H8E # iES5_EAL 3]
CEEMIGIE” W4y ( “SPIERE” > “AEIEY > “BZIGIET > “BRIUFIER” ) .
o U1 TRIK PingFederate it & 4 & 36005 () SAML W 35, g8/ (R4 HIED bAE5] “%
ZIGAE” By C “SP IR > “AEIE” > “ARIGUET > “HEPFE XML INFERE” ) .
o g @M E LR 12X LDAP JEPE-ispEsthhl ¢ “JBrE S Ak > Bkl ) .

ARRMANALR2EERE RESGHREREFRE
Before you begin

R«

s URCE S MR LS B RGEAE . S 0K S 0 R IR PRI E A 5 R A A e Bk
£-I015, on page 103,

o R T AR SRR u B TR AR A R BT A e S

S 1 [URET Web FLifi] 76 A B &0, ik B nakIn Web FLifi.
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HI22 EFEIRIZE (Management Appliance) > R4 EIE (System Administration) > SAML .
SIB3 SR (Identity Provider) #70 F, RN S22 (Add Identity Provider).
WA AN TR S

FE 15 FA

e BSR4 P BN\ 5 O R R P E B S I A K

BB WA (TIIRCE S MRt F i E)

SEAK ID BN PR 4 R ME— 2 PR S S (IR SEAA D Fo A 5 3
URI.

SSO URL 552 IR S5 S (AR PP o 20 ) L A3 SAML B 43 Bk 175 K 1Y) URL.

EFS R G PR PR SAML W 5 2E 172840, W20 EA% B S (IR RE > (1
EE AT

FLEBE CPAS IR ol

S N\ IDP JoHd M-S NTTHIRE (Import Metadata) H-iE 7o SCrF.

TS FAIFINE L

What to do next
kb SR 25 X A I SSO, on page 105

AR ER iR X B A SSO

Before you begin
R :
« CACE EEIR & (Management Appliance) > R E 2 (System Administration) > SAML 71 _L 1)
P B

o A PSR AERR B IX o 155 B B MR ARG 25 X

SB[ Web FHIT 762244 h, i & 3 Web FHfT

HIR 2 RKIEFFETRIZ & (Management Appliance) > £ F1 R 55 (Centralized Services) > Bt B4R S X (Spam Quar antine).
LB 3 i dmEIRE (Edit Settings) Jf-n MRS E] “ B BEEIX U7 (End-User Quarantine Access) 77

A RO R RREX TR .

HBS KR P S0 KA 7% E N SAML2.0.

P (R R RN, 2 BoR IR IE S
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. 7£ AsyncO0S APl B BRI N AR £ EIE LB E OpenlD Connect 1.0

TR SIS

What to do next
BT 10 B B AR ML RN 25 e 2 HH

7£ AsyncOS APl Y B Rl A A &= £ 52 LB & OpenlD Connect
1.0

« WA, 28106 7T

« TAEGFEE , 25 106 11

s RBITT IR RR, H 107 1T
 HIERSRAT 2B 107 BT

o (EBE4S L E OpenID Connect , 2 108 TL

 {fi ] CLI ¥ % %% Ll & OpenID Connect , % 109 11

B
JRF N 2 2 A B 4 SCRE S 0 F SR IEFE S (IDP) A1 OpenlD Connect 1.0 5 473 5 31E i 3 FH 5 % 7
R, DME S A il I AsyncOS APL HEAT o484, HAT, %K Be& {1 Microsoft AD FS
34T T OpenlID Connect TAIE .

I]fum%E

FELLT TAEGRE S, AD FS S HIE S iR BtRe /Y, AME IR B2 7 o, e i
VEGEI PR o

TR

1. ELLUF TAERFEF, ADFSS# /S 3t ie s, ﬂ‘*ﬁfﬂﬁﬁf?zﬂﬂiﬁﬂ’ﬁg)jlﬂﬁ, [z &
FEBRIEIRALFR P, S IAE % 4 _LTiC & OpenID Connect , 55 108 71,

2. [RGB WA AR DR 1 P E R EL OpenID Connect it & 7C 04 AT i 1) 254, LUELS
RV )

3. {EAE AD FS X AN HEAT S 43 Bk S AR ) o A7 SRAR 0] 17 1) 4 L EAT £ 43 B0 UE AN
FWCRITEANE R, TS S O e R B R P el By S AR SR

4. Rt APLERE V5[] 4 i — R AR BB % o
5. BASATHMNE 2 DRR S PIEKLUE APT RS )
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6. BN RPN (&R E . 2D HATRIE.
7. BRI AR O WA RN 2 BE T A B, UG ) AsyncOS AP,
8. W24 AsyncOS API i SR AT " M V. o

{5377 18] 2 hE
PATR A2 757 ) 4 hot ) g =X
FRRR
alg:RSA256
typ:JWT
[++]
kS
claim:aud: CiscoEmailAPICaller
claim:iss:http://adfsserver/adfs/services/trust
claim:iat: 1594712147
claim:exp: 1594712807
claim: CustomOrgldentifier: MyCustomOrgld
claim:LastName: Fernandes
claim:FirstName: Erik
claim:Email: http://erik.fernandes@customorg.com
claim:Role: LogCollector
claim:Role: ReadOnly
[++..]
WA AR B LR 55884 (1 U7 1) & i«
* RSA256
* RSA384

* RSA512

ATHE R 1

FEALH] OpenID Connect it B35 # 2 Hil» A DRI06 AL LA B AT S 55 1F
© B SRS AL SV AT 1 S AP AR
o SR LAAE P B 0 S5 UEAR (R P 0B AT B 0 B AR R ] R
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http://adfsserver/adfs/services/trust
http://erik.fernandes@customorg.com

B =25 5= openid Connect

o WA N LLE I HTTP 828 5 B uE S R,  BUESREL OpenID Connect 7T AU Bt -

7£1% & LB & OpenlD Connect

FHiaZ |l

B DRAEAT A3 AR 451
© SGOPIAESR SRS PP AU KA 00T 1) 4 CRE T I B Oy A P IR P BEED
« ViR S R, DUE VRS & AT BT I 3R B A

$IE1 A RGEEIR (System Administration) > Openl D Connect.

P®2 SihidwiEIRE (Edit Settings)
T3 PN NRTIR TR S

PLEC ' OpenID Connect:

OpenlID Connect 5§

1t AR

SR AR e s URL

% N 13K H OpenID Connect Bt 2 JCH4# (1) & r $ 1L FE) 7 URL . iZoc it H 1 5600F
U ] 4 Lo

PLUR A2 S 3L FE > URL 17~ - https://example.com/adfs/.well-known/
openid-configuration

o

&

NV T A WL 28 7 TR o
AR ERUEUT I AR, (205 U 1) 4 R A8 R P EAH DL .
DL A& AR WA (7481 - http://example.com/adfs/services/trust

AN

i N WA 0155 5 1) A RBLFRY 52 A 75 BH AR DG B ) 52 ARAEL o
ER WP Z A ZAME, W A RINIT (Add Row).

LR

BT R A AARR, 2P s TSR AR T AT
LR RO .

SRR 2B % A 11
L3 i)

B NAE S O S R IR 5545 T SCHRIFT P LA £, SR SR BE 2% 7 BC B A0S A
A, DUEBRES AN

AR WURERINEZA A OEHC S, 35 AR T (Add Row).

TR 4 AN

T—F Mt 4

7 1) A AL ZE AsyncOS APT 1 FH I BUR AR L, &% AP K.
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http://example.com/adfs/services/trust

f£FA CLI 38 % LB & OpentD Connect [

LURA2AEH] APL ¥ “FRBURE” 0k P K75 ]2 R T AsynOS API (K175 41«

curl --location --request
GET 'https://sma.com/sma/api/v2.0/config/logs/subscriptions?retrievalMethod=manual’

--header 'Authorization: Bearer <add access token here>’

{§F CLI 7£1% % L BZ & OpenlD Connect
¥ ] oidcconfig iy & PHAT LA T AT55:
* 7& AsyncOS API B 5¢_EBLE OpenID Connect.
o JIBR 44 0 9% F ) OpenID Connect fit & 1 &

o i IS DU, on page 109
* WEHIED, on page 110
* W HEE, on page 110

{E 4R DT

I PR 3 A b B 3 B AR B e ) AT DA e i Y B0 BT ) R 7 1) 471 3K

=8 TR HRAE

N ENIAYNESS S IS S SRR, ARG NE A B AT “ o7 S
B PP L TR AN B B B IR K .
TeRATKT “IRWEJE” (My Favorites) 5 4.

XSO P AT MR PR B E (My Favorites) > &I BIET G UL (View
All My Favorites), F4% 3t (1) -4 s W e o

i SOOI TR A AR U] | KGR R E RO R (My Favorites) > EEHAIET A UK (View
All My Favorites), #8 i i ol 224 45 K SCRCK (1 2 5K o

Tl e i e MR FE IR BT SR (My Favorites) > BEG AR (View All
My Favorites), 2R i MR8 i 25

B 0T T MBS A b A BT P 32 B A S (My Fawvor ites) SicFRact £ BT .

IR [A12) 3 St TR PRATARN A e B o o LTI 8 3R [21 2l = — T3 (Returntoprevious
page).
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A= A=Al
ER2EHRE FRENEEAR
M AR B TE (K 7 T LR PELL N IS, P ORI 42 A PR A% B AT AR e
< WEE OMT GUIAD
o BFSRTUR OS5 SR If T
o AR5 U BR A TR R CRT P AR 3E 302wl P 2R Wb 4535 BT F)—3 3 Hif )5 FED
o RS U bbb ] WL ATHL

DI IR T f

TR IR LRI, THKIKIEFHEIR (Options) > AL (Preferences).  ( “XEI” (Options) = A7
T GUI G A B ) SERINRA I Bt s . AT 20l o,

Je

Tip  BR[ABIEAEDT 0] “ BRI (Preferences) U I B 25 & O DU, 1 50 o5 UL JEE ¥ AR B B £ — T
(Return to previous page) 4% .

ETINED S E RO P
L2 AN S YT 0P T WA P 7 5 (Options) 3 Wi i % 5

Jik
Ry
&3
Imfg

s R MEE SRS 5 B 111 0T

o Hd% Web AEHITE LA, 5 110 B

mfZE Web (£ 1R 247
“RERINRAAHT” TN T MRS SR AR AT e B ARt AR PR AT et
AT Web FTHT MO B A DD ST S SOR  ETTR SL S S0 0 P T AR AT ) T 3%
ot LA 1 LA

HE I Web FHIT] 7E 22 BB AR, Al B makin Web .

S 2 KIRGEREIRIZ & (Management Appliance) > R4 EIE (System Administration) > E#iZ & (General Settings).
PR3 rihidwiEIRE (Edit Settings).

F4 kb AP (Usage Analytics) 5Bt (B (Enable) 5 %4E .

WIS SIS

B smEees



uzmarEazs [

U W 4% S R
Jy T Web U SLIUEAT AL, IBARHE UG Internet Explorer MBI 1.

\)

Note i) FHULTh REIB TS RN AL, ST LUZEHI Bk Th e

ST [ICBHT Web FHIT] 2 BB &R, A B makin web S

LTI 2 KA FEIRIZ & (Management Appliance) > R EIE (System Administration) > B #Mi& & (General Settings).
L3 AidmERE (Edit Settings).

T4 L “F % IE RN (Override IE Compatibility Mode) 7B T /B A (Enable) EIiEAE.
PRSI L.

ERMEHRET LEAMRSRE

EIELﬁ%ﬁﬁ CLI qﬂﬂ@ diagnostic > services ﬁiﬁﬁ4>5ﬁz
o R B LR RIS, AN TR B .
s BE A ARG PR .

. EERERS RS
FE N HFIZRGIH, services My T AA VL& BRI & R S5 1R

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

- API_SERVER - API Server

[1> reporting

Choose the operation you want to perform:

- RESTART - Restart the service
- STATUS - View status of the service

| smegers R
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[]> status

Reporting has been up for 28d 20h 45m 35s.

T EEHRHERERAR S5
FE N HFIZRGI, services T4 T HHT R sl e FR FHRTHECF BRER R 55

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
- RELOAD STATUS - Display status of last reload run

- SERVICES - Service Utilities.

[1> services

Choose one of the following services:

- REPORTING - Reporting associated services
- TRACKING - Tracking associated services

- EUQWEB - End User Quarantine GUI

- WEBUI - Web GUI

- API_SERVER - API Server

[1> tracking

Choose the operation you want to perform:
- RESTART - Restart the service

- STATUS - View status of the service
[1> restart

EIEIER M A TR

B2 AR IR SR ARUE MU U ORI I R Sk e A5, DA I Rk . 50T BLA %
S B IO A AR B2 A5 AR A LR -

* RGIK - BR HAZEARIEBAUNII TSR . ISR RGEFIE.
 FE XN - S mT LA RE SCRAFAREBATA N SRR, SR 5K FE AR S ABE#

\}

AR RURC R AE TN, ST DU RS AR s E E AN, R A P

A LLYE GUI " F W48 (Network) > iES (Certificates) > 4wi45iE B M & ##4 (Edit Certificate
Authorities) Bt [, B¢7E CLI A certconfig > certauthority 4.

7EM 4% (Network) > iE$5 (Certificates) > #R481E P M A& #1144 (Edit Certificate Authorities) Ui, #n]
PAFRAT LA N AT 45
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o EHREMHRGAR . Bl LS EUZEE RS0 E£ . A TEAE R, WS R 800
RAAHIR , 5113 T,

 WEFR A A E SGIEBAUANISNL . BEmT LUR B A B A&, SRR ASCA S
FAINE AREHGER, WSS HESGEBMANIEE , 5 113 5T,

o FPHHUERMENAFL . 0] DR WU RFFNRELH & XHE T R ARS8
HAE. ARTAELR, ESH FHIEEMENSIEL , 5 114 18
7EM 4% (Network) > iE4 (Certificates) > BEIEZEERIEHE (Manage Trusted Root Certificates) i
I, AT DT EU R A5
s BHEUEHHEXMRGSNEL. ARHEMNER, ESH CnEaEmRuEs , 5 114 i

o WERILAE FE . BT LR C RN B AFP. AXRENEE, ES 0 MR E < Xk,
15 T

ZHARSER M A TR
T R GAE U SR TR B EIHER, (HZ, BT USRI sAE s30T LLAEH
B NI SRV e A8 A1 R B I R A LAAE
it

L BIRE EL:y]

SR 4 (Network) > 3ESH (Certificates) Ui .

TE “UEPMUKHIR " (Certificate Authorities) 75, sith
4REEI%E (Edit Settings).

X “RYHIFK” (System List) siii25F (Disable) 1.
FEATTFHAIATE L

—

Sk | F
| s

N

Sk | Sk
S8 | 8
w

F-

SFABESGER MAE 53

Ses T LAQUEEATUR LEBATR UM 1152 XU, FRHEAIR G AU A, SO AU PEMA R, FLALHESE
T LB 45 15 R AOUE PR B 1015

HIE1 Al 4% (Network) > iE$ (Certificates).
P2 fUlgwRERE (Edit Settings).

$IB3 EPBA (Enable) Fikil .

P A 1F [ x LHRT %S (ChooseFile).
WS WERENEBITERAME, AR5 SHRE (OK).
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W6 [A[IE]EF “FQDNKHIE” (FQDN Validation) & EEHE, LU A VFMEAE I OCAS il 5P AA 4R “ A% FK” (Common
Name). “SAN: DNS ZF#K” (SAN: DNS Name) 7B E ¥ J& 154 FQDN #% 3,

PR AR (Submit).
AR OFIHEXT CA FAPUTLL NI &
o I a]
« HH
* J74E CA bRid I A “True”
« MRS T HUEBAUR UL, W2 AFEARIE AR LA o

SR M A W55
S PR RGP (A AR B oSSBT 10 i XA

\)

AR LR A SRS A axt SCF, JF RGBS I s BRAE B AU, AR JEREZ SRR
€ AR T A B

$B1 LM% (Network) > iEH (Certificates).
PR 2 fihdwiERE (Edit Settings).
“Yni e E” (Bdit Settings) K541 H A SCUE B AUDEMZ S ATARIE T
FIE3 SEHUEB AR
$1B4 5iSH (Export) DL HHES.

BREERIESR

H£IE1 Al M 4g (Network) > iiE$ (Certificates).
$182 S EEZ(EERIEP (Manage Trusted Root Certificates).

CEPLRZAFATARIUE T (Manage Trusted Root Certificates) 4351 H H & R RMHZ (5 AT HIMAE 15 .

$IE3 hBEIS51E (Override Trust) HikHE LI 5 51T
PR 4 TR (Submit).
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1E “EHZFEMUET” (Manage Trusted Root Certificates) G, Lty “ NEET” (Download Certificate)
PAR BUE 5 IR LAt BUA v 50

MIRR B & XGEH

HIE1 ST (Network) > 3E# (Certificates).
$IE2 A EESFEERIES (Manage Trusted Root Certificates).

“EHZ{EATARIET” (Manage Trusted Root Certificates) <41 H H & XUE15 .

T3 sililiiRR (Delete) LUMIER 1 5€ X525 EHUET .
TRA pUIHER (Submit).

Bc & CRL R

FEAEP AR R, JRHZ A lEPEAT Web &7 BE 38 20k 25 4 AE 15 AT #13% (CRL) B CAETIE 1551
R, DARAER L FAES R S8 2 I 55 & EOR B BEAIR o hicAs, SR AR EAT Web
B BLAS R B RV TR N RS . BT LT R AR

HXER
« {fif] GUI K E CRL IV , %5 115 7L
* fil®E CRL JRAIA RS , 55 116 1L

o {§iFH CLI KECE CRLUE , %5117 W

{1 GUI kAL E CRL IR
ST B CRL A E 1 2 RS F K 5 ORI 105042, SPT DL I, BB RIMIR CRL Ui
SEALE CRL U, WHTLL T 5%:

$E1 M4 (Network) > CRL & (CRL Sources).
$H1®2 A0 CRL iR (Add CRL Source) LA IIHT K CRL Y

ARGk BRI CRL GER BEE%5I%R) iR (Add CRL [Certificate Revocation Lists] Source) % 1.

T3 WA TRPRBN RS, R R Web & LS EVRIN CRL ¥4

S 1% AR
CRL X% i\ CRL I 2R
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S 158 AR

CRL %= i\ CRL JESCPE28HY, s m] DLIEFE ASN.T (P EER 82 1) 1]
PEM ([SRARESRMEAE) CRL SCAFERAY,

M T# CRL XY E I URL Hy N URL E K SCOFr 208, H b 4.

#1141 https://crl.example.com/certs.crl

= F IR AT R E R ASEBNIR URL (AT | S\ URL 154 SCPFI RN, 46 S0rE4 . b EBO I B
%)
BRAiTXI8 CRL XH-BEhEH N T3 CRL YR SCAEIRTERI

EH B CRL XY XI B 31 E # (Enable Scheduled auto update of
CRL file) LU i S #i. BT Lk “f 17 (Daily). “43

J87” (Weekly) B¢ “4 F1” (Monthly) i35, FF45 52 28T T 2 I 1)
(24 /NISFHRD o

MR Aadimig CRL & (Test CRL Source) LR CRL Y5 S04 2 45 50 30 i T

ER ORAEAEEE PN CRL WP, sl gz, &2k CRL
YA R

TR A SN S

T—o Mt 4
#30] DLSE B FIIER CRL U5
« EFF CRL Y6, )5 B H (Update) LLF5)) 58 CRL ¥,

« JEPFCRLYE, SRJ5 iR B FR CAMIER CRLYE . i EBRETE CRL & (Clear All CRL Sources)
AR BT CRL Y% .

BcE CRLIFMIZEHRE
f&rI Ly CRL VERC B4 R BCE, Wi e I EgE ] LU R 8K CRL k.
* A3l SMTP TLS
* 35 SMT TLS
k2]

FON CRL JRPCE 4 /i B, AT LU PR

$£B1 LM% (Network) > CRL & (CRL Sources).
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e cuskmE chLiE |

I8 2 fECRL j& (CRL Sources) % I11#] CRL iR £ FHi& & (Global Settingsfor CRL Sources) #4rH it #iE1& & (Edit
Settings).

SIE 3 P EIUY e AN SR AE LS s 4R g i 2 101
« X\ SMTP TLS#1T CRL #a#s
ik SMTP TLS#1T CRL 4%
* Xf Web RE#HT CRL 14&E

W £ & E (Global Settings) & HEAHE LA F T A7 3£ 10
PB4 SN

£ /A CLI >kE. & CRL i

1§ﬂ U\'fjiiﬂa certconfig > CRL %ﬁéﬁﬂ'fﬁﬂg CLI %Hdﬁ CRL ﬁo
FEPAT i I, T LLRAT T R e B 14 -

Fae H&
o NI CRL W
EDIT &MU CRL P
DELETE MIB% CRL Y5
PRINT BRI CRL s
Bk T3 8B CRL ¥
SETUP Ml & CRLYEM 4 JR e . SsmT DL LA R R e
oAk H CRL 6
* AUl SMTP TLS
« i3l SMT TLS
o L% T

w1
AT LMl seTup v RN Web St )8 ] CRL &y, Wi FHFT7R:

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL
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Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

[1> setup

Do you want to enable CRL check for inbound SMTP TLS? [N]> n
Do you want to enable CRL check for outbound SMTP TLS? [N]> n
Do you want to enable CRL check for Web Interface? [N]> y

Certificate Revocation List Summary
Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Enabled

There are currently 1 CRL sources configured.
T 2:
A LUME A prInt T2 K LA CRL JE, W N HIFTR:

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> CRL

Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
- NEW - Create a new CRL source

- EDIT - Modify a CRL source

- DELETE - Remove a CRL source

- PRINT - Display all CRL sources

- UPDATE - Manually update a CRL file

- SETUP - Change global settings

[]> PRINT

Currently configured CRL sources (disabled sources are marked with *):
1. crllée: http://crl.example.com/certs.crl.pem

Certificate Revocation List Summary

Inbound SMTP TLS: Disabled

Outbound SMTP TLS: Disabled

Web Interface: Disabled

There are currently 1 CRL sources configured.

Choose the operation you want to perform:
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NEW - Create a new CRL source

EDIT - Modify a CRL source

DELETE - Remove a CRL source

PRINT - Display all CRL sources
UPDATE - Manually update a CRL file
SETUP - Change global settings

AR X 6 & E Rk 2 (IDN) 8R4

JERHE AR AR Web 5 R &% AT DAL 12 B A1 bk £ 5% TDN S e«
HHT, SRR G SCHF LR 5 1) IDN

BB TGS BIME . ZOK/RE. 235 G, RNt DREeih. S5, DR
PERRAIE . HE AR TR SORERE . BUREAHE . BRI JEndiE. 2R, B EE. Ok
Mk fLRJEE. TRAME. SEWAE. BEWE, JE. FHAHRE. FEENEEE.

BRUNAINE NS 5 il Wil Hik. . Dol sl WWPEEE. SRME. T30,
Wy Wil PR ARG o e i .

HXER
o BITR4AEIDN, #5119 7T
o AAE VRl 4 B RT Web 5 81 2% Hh (B IDN BREAT G & K ThAE . 26 119 1L

A2 %14+ IDN
FEAS ] [ Bk a4 (IDN) THREZ /7, Wl O 2 LU R AT 4
o T A NIBAE#B 6254 ) UTF-8 %fi ) IDN
Bt: (] WS 0 5GA IR A (1) MTA 285 4F IDN,  FFZEA CR I A b R ] UTF-8 #% 2.
o TR I PEAR A 25 4 UTF-8 4t (6 TDN,  FF HL H bR IR 55 4% 04 J5UH B 1 132 52 71152 #F IDN
e 35520 8 M2 R 5% B F 1 MTA 2620557 #57 L UTF-8 1% 245 ) IDN A3 .
* fEPTTIE K DNS Al 28 H] Punycode 4% A CKAC E IDN
Bihn: 764 IDN FE MX ids%Hf, DNS idsgH (134 0% ) Punycode £ 34.

A ERRZ & B FHb4FI Web 1225+ {F A IDN 133 1TEC E I Th &E
ST IRRRAS, s HREAE R 2 A I E AT Web 7 2% vh 1] IDN S8k il & LA R T g
* SMTP HHEERE:
* NN e 4R IDN 5,
* i H] IDN 383 i 50 A SMTP % 1 .

EHERES
|



[l roon

* DNSECEIZE: 1] IDN 7 naidits DNS Hk 554 .
cIREREIRE: ARG IDN £ (HP 4. IR hERED .
s BREFIREFECEIRE: O MBLRIRES ¥ IDN £l (P 4. IRk A
c K. RENRAREXRERE:
« BA T RS IEAEAR SR (B RES 13 fE ) H AL IDN s
A R REATE bz S R A B AT p A e U A R 2 HLA 5 IDN SR s
BEEPMBAERLIERS . A 2L JE A DLP MR {F4RAE 2248 A5 IDN SRl ft: .

- SREME IR S XECE IR E
o ORI kB AT AT e bz R A B IDN B E A
* Kt IDN SR A F bk 780 21 22 42 51| AR E S RS0 o

* REMPREA - S0 KN NONE M 30FF IDN. BEBr BoAS SCRF A B 63 56 TEAR 5

FQDN

SEALE IR A, (FQDN) A2 HLIE )1 5 VLR DL e Bk 44 . 4 F X 509 UETS, FQDN HiiF £
B UFZ R 1) R ] 3 A FR I A LA TR B (CN) BLA AL ANSName (SAN:dNSName)
subjectAltName # 4 . AsyncOS 23 /EHF-BE ISR A% LA LA BRI SAN:dNSName 1)1+ .

5 Uf Al SAN:dNSName 4 FK. 3% FQDN {7~ 4445 example.com, *.example.com.
FQDN & Fibr i 45 :

« AEPHH N AFAE CN 58 SAN:dNSName, FfH. AsyncOS B SRATAT]—AMIEH#S 5454 FQDN.

* CN il SAN:dNSName #8A477EFUE1S, FFH AsyncOS K3 #7745 FQDN.
EINORAR

o SPEHIEBEAE , 2 121 1

* B CARAE, 512170

o WAUEPIAE , 2 122 1L

FEPATI NS SN BEEAE TS, JERR 22 4 1R Web &5 B 3% 2578 5 F FQDN S6IE 5 0l LA AE IR
55 25 RN SEAIE A5 56 S [DAIE T3 4047 FQDN BiE . B A VR4 1) H & il sk e e SR A A HIT Web
EPEZS system.current 5% gui.current H & SO HATIRES . (HA2: JERHZAHBAFI Web & B2 AN ARUF

FABAEAAFR (CN) HEA AR Y A4 1 % ] AR R

B smEees
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srasiE ]

AsyncOS $EALIM FH B B k0 SSL BCE R T A ks (Bl TLS) 1 FQDN %iF. {4 FQDN R4

WIRFE A .
o ] GUI S0 AEX S5 UE 15, 2 121 7T
o {# ] CLI S uEX45E1S , 28 121 7L

£ GUI 18 IEXS FiEH

T i RSEEIE (System Administration) > SSL BL & (SSL Configuration) T fij

P2 fgRERE (Edit Settings).
PR3 LB AEUE T FQDN KHiES1 H 1) B A (Enable) ZIEHE.
L4 LGHRR (Submit).

{8 CLI 38 E X ZiE$
b ssleonfig 4 A HEXT X ZEIEH AT R E

FHiaZ |l

prompt> sslconfig

Disabling SSLv3 is recommended for best security.
Note that the SSL/TLS service on remote servers may require that the
So to avoid communications errors, always select a contiguous set

selected TLS versions be sequential.

of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:
- VERSIONS - Enable or disable SSL/TLS versions

- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater and LDAP.

BEX CA ¥t

06 B AE AR MU SN &, &a DUl AsyncOS $44T FQDN $:iiF. #0200 F 30 5 H 56

1k,

HF£IE1 i\ fird CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

Enter in the command-line interface the CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT command

PER2 FANZ PSR4
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B ssirswin

Enter the name of the file on machine "appliance" to import:
[1> filename.pem

PR3 ML S EA A FQDN,

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

& UE P I UE

TEH A UET TN, AT LU T AsyncOS $44T FQDN Bl . #8420 F-3)) J3 FH S IE «

$£I8 1 % A\ CERTCONFIG > CERTIFICATE > SETUP %74 »

Prompt> CERTCONFIG > CERTIFICATE > SETUP >

PER2 W RS, WA .

Do you want to add an intermediate certificate? [N]>

$E3 W ER A FQDN, NHiA .

Do you want to check if Common Name is in Fully Qualified Domain Name (FQDN) format ? [N]> y

X.509 iFH

X.509 & 5E A FUE PR 20 [ e sELAS B (ITU) Arifk . X.509 E 54 FH 50 745 44 5 5 0 o e 31
B,

X.509 A MUV A BRVEE 2 6 S5 UE TOAN AL 7 22 A P AR ) 25 42 S0 ol 51 Hh 28 (EC).

LER N EAGE IR, 224 MR Web 45 3 3% 26 UE AT X509 BiiE o Tl SR IR 55 2% 6 4540 15
A R T X509 B64iF, )22 s A1 Web 27 BE 28 2 AT RHEEIE P 1 X.509 B0 3F . VE40 0 H &
S ST DR AR A F0 Web 7 HE48 system.current H & SO AT ERER

X ERm
o XPEFIEPEE , 5 122 0L
* HEX CAUERRAE , 55 124 7T
« WAAIETEAE, 55124 1T

Xt EE 3 iE

AsyncOS #4it T —Fhi@ HIFCE, F 175 TLS 345 W2 SSLAC B F MY LA T MR 25 (PR S5k 5 11 X.509
BE

« Huh SMTP

B smEees
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* LDAP
© OB
* TLS %4}
© RGH SRS
* BREVF AT IS5 4%
© LR e
© LA RIS 4
(R, A ZiTH i3l SMTP. LDAP. SEUBTRE P AL T TLS [ T3 i A A5 E-F (1 X500 Bk«

BRANTEDLT, KXt R H GRS % BIBEVFRT RS 25« 20 A R4S A 3t Fie s R 22 4 IR 45 AT e B 45 4%
HIXEE B AT X.509 B6iE

TSR LS H] Web St i sl CLI SR ECE N AFIEFS 1) X.509 Kk .
HXEmD
* A0 GUI BAERAFUETS , 28 123 1
] CLI $ubxf45uE+s , 5% 123 01

£/ GUI 3&iE X Z5iE B

TEB1 SNERFKEIR (System Administration) > SSL & (SSL Configuration).
RYK R “SSLALHE” (SSL Configuration) BT [«
$®2 NHRIEIRE (Edit Settings).

HIE 3 PR ZIEF X509 I83E (Peer Certificate X509 Validation) 1)t i1 /2 F (Enable) EiEHE.
HE A4 SRS (Submit) FFEAfIA B B

£ F CLI 3 E X e H
ﬁTklfﬁfﬁ sslconfig ﬁﬁ ﬂé%%ﬂEXT ﬂET3o

mail.example.com> sslconfig
Disabling SSLv3 is recommended for best security.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions
be sequential. So to avoid

communications errors, always select a contiguous set of versions for each service. For
example, do not enable TLS 1.0
and 1.2, while leaving TLS 1.1 disabled.

Choose the operation you want to perform:
- VERSIONS - Enable or disable SSL/TLS versions

| smegers R
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- PEER CERT_FQDN - Validate peer certificate FQDN compliance for Alert Over TLS, updater
and LDAP.
- PEER CERT_X509 - Validate peer certificate X509 compliance for Alert Over TLS, updater
and LDAP.

HEX CA IEF I
A H L CAET SN AR Web B BEZRI,  AsyncOS ANEHAT X.509 BiiF

%1 4 CLI "F%i A\ CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT fiT %

o

mail.example.com> CERTCONFIG > CERTAUTHORITY > CUSTOM > IMPORT

e T NS YN E IR

mail.example.com> Enter the name of the file on machine "appliance" to import:
[1> filename.pem

S ABATAE AT RAIE

A Y Y ~ A\

W& UEH 36
LEB AU SN BRI AEFT Web B BEERR, AsyncOS £3H4T X.500 54lF . W0 F-3) 5 5%
i

181 {F CLI F%i )\ CERTCONFIG > CERTIFICATE > SETUP fil %o

mail.example.com> CERTCONFIG > CERTIFICATE > SETUP

P2 WL AR B PR T, 216, HTTPS 4B [ A1 LDAP, iHHIA Y.

Do you want to use one certificate/key for receiving, delivery, HTTPS management access, and LDAPS?

AsyncOS 24 S BB UE AT X.509 Kiik.

B—F4
-
W B —F 15 (SPoG) Lhfg, ] LAY; ) BN JERF 22 A A F Web 5 B g8 E 1 JERFZ A 14 F1T Web
ERLZRTEANGE B . AR 2 & DR AR FN Web 55 #2810 £ % 82 81 1 RF 22 4 i AT Web
EHAR W AS. ETUAE A B LR B RN 2 A IR R Web 45 BRSSO A . BRER . PR E
Ho H2, ZEHATIEAE, B0l 5 R A IPEFT Web & BEAS  ay AT Sk B G E .

HEETIE
WOR T AT R A A Web 7 18 YA WA AR 7] o

B smEees



spoG EmBERZ 2uptR web 2322 I

S DR AR Web 7 a8 08 5 R R8I eRAm B b2l ] smaapplianceconfig

o

—H A THRCE, Sl DIE BB D A B R 2 A MR Web &5 BEES VR4S B, TS
SPoG 215 -3 M RL 24 H F IS4 A Web A4 BRELIREAIE ., 45 130 7T

\)

ER E)H A SPoG i, [AJE &Sk B NGUI I FTE H P IS 1K AR5 080, RSS2 2 B B8 i sk
B IR . P T B ok .

Ak, iR DR AR Web B BEERNINE] SPoG B\ SPoG HHIER, W& 248y IF 2% 2 7] —
JRF 2 A RAEFT Web B BEZS 1) NGUI, K2 11 IWT S0AE 12840 i g vy .

\)

AR JEPTAIER M SPoG BUE Y, I B B4y B UEAH OC (1 e E H A [ o

Bihn, RIS SR LAANH G O B E ) 5 403 8 S AE B R A AR Web 85 BESS s (040 Bh Rl 4
BT Web 7 BLES Lt N BEATAH R AN S 0 I Uk i &, DMI M R R FT Web & BE2S U7
i) 4 B JE R 22 A WS E RN Web 4 HE2S

114 1] smaapplianceconfig #iy4, #m LL:
* SPoG WS I BB 22 AN AF A Web &V BEZS , 55 125 1T
* SPoG 48 JEBF 22 AW PF A Web B ERES . 5 126 1L
* SPoG MR JE AR 22 A HE A1 Web 5 H1LES . 55 128 0T
R A H IR AT AT Web B BE2E B SPoG JH RS , 28 129 T
* SPoG 5 2L MR A HLF IE AT Web 35 HLAR 0 VELI(E B, 26 130 1T

SPoG RN E R L £ HM4-F0 Web EIE2S

LUR 7R s 7 AnHer 8 in JERE 22 4 B A1 Web 57 BE 25

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[]> ADD

Enter the IP address or hostname of an appliance to transfer data with.
(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)
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[1> vm21lsma0062.cs21

Enter a name to identify this appliance

[1> SMA0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>

Would you like to use a custom ssh port to connect to this appliance? [N]>

Enter the login credentials for an administrator or an operator account on the appliance.
This will be used to obtain an SSH key for file transfers.

Username:

[1> admin

Passphrase:

[1>

Appliance 10.10.3.62 added.

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0062 Yes Disabled Disabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> added vm21sma0062.cs21

Changes committed: Tue Apr 27 10:28:01 2021 GMT
vm21sma0061.cs21> smaapplianceconfig

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled
3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

SPoG #w3E Bl = £ {451 Web E IR %

"

"

LAR 79 Sz 1 o G 4 A By SR 22 4 S AE AT Weeb 7 BRI S AL

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 SMA0O62 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> EDIT

Enter the name or number of the appliance you wish to edit.

MEEES
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(1> 3

Enter the IP address or hostname of an appliance to transfer data with.

(A hostname may be entered in this field, however it will be immediately
resolved to an IP address when the form is submitted.)

[10.10.3.62]>

Enter a name to identify this appliance

[SMAQ062]> Tracking SMAQ0062

File transfer access via SSH is required to transfer reporting data, message logs, and
quarantine safelist/blocklist data from appliances

Would you like to configure file transfer access for this appliance? [Y]>
Would you like to use a custom ssh port to connect to this appliance? [N]>
Appliance 10.10.3.62 was edited

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Enabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.

[]> SERVICES

Enter the name or number of the appliance you wish to configure.

[1>1

Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [Y]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMA63" at address 10.10.3.63:

Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

3 10.10.3.62 Tracking SMA(0062 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> services

Enter the name or number of the appliance you wish to configure.
[1> 3

Services for appliance "Tracking SMA0062" at address 10.10.3.62:
Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled
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Would you like Email Reporting to be enabled on this appliance? [Y
Would you like Email Tracking to be enabled on this appliance? [Y]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "Tracking SMA0062" at address 10.10.3.62:
Email Reporting service: Disabled

Email Tracking service: Enabled

Spam Quarantines service: Disabled

Enter the name or number of the appliance you wish to configure.

[1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
2 10.10.3.165 SMA165 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:

[1> use vm21lsma0062.cs21 for tracking

Changes committed: Tue Apr 27 10:32:32 2021 GMT

SPoG R BEl = =50 Web EIE=F

LAR 7 s 7 g B JERE 22 4 ST Web 45 BELAS .

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled

3 10.10.3.62 Tracking SMA0062 Yes Disabled Enabled Disabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> DELETE

Enter the name or number of the appliance you wish to delete.

[1> 3

Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.165 SMAL165 Yes Enabled Enabled Disabled

2 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
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(>

vm21lsma0061l.cs21> commit

Please enter some comments describing your changes:
[1> deleting Tracking SMA0062

Changes committed: Tue Apr 27 10:37:12 2021 GMT
vm21lsma0061l.cs21>

Rl & B F 451 Web EI28% FRY SPoG B HARS

LA 7n B 7 1 e 76 JORE 22 4x AT Web 57 B & E S IR S5

vm21lsma0061.cs21> smaapplianceconfig
Security Appliances:

Management

# IP Name Authenticated Email Email Spam
Reporting Tracking Quarantines

1 10.10.3.62 SMAOO62 Yes Disabled Disabled Disabled
2 10.10.3.165 SMA1l65 Yes Enabled Enabled Disabled

3 10.10.3.63 SMA63 Yes Disabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
[1> SERVICES

Enter the name or number of the appliance you wish to configure.
[1>1

Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Disabled

Email Tracking service: Disabled

Spam Quarantines service: Disabled

Would you like Email Reporting to be enabled on this appliance? [N
Would you like Email Tracking to be enabled on this appliance? [N]
Would you like Spam Quarantines to be enabled on this appliance? [
Services for appliance "SMAOO62" at address 10.10.3.62:

Email Reporting service: Enabled

Email Tracking service: Enabled

Spam Quarantines service: Enabled

Enter the name or number of the appliance you wish to configure.

(1>

Security Appliances:

Management

# IP Name Authenticated Email Email Spam

Reporting Tracking Quarantines

1 10.10.3.63 SMA63 Yes Disabled Enabled Enabled

2 10.10.3.165 SMAl65 Yes Enabled Enabled Disabled
3 10.10.3.62 SMA0O62 Yes Enabled Enabled Enabled
Choose the operation you want to perform:

- ADD - Add a new appliance.

- EDIT - Edit an appliance.

- DELETE - Remove an appliance.

- SERVICES - Configure the centralized services for an appliance.
(1>

vm21lsma0061.cs21> commit

Please enter some comments describing your changes:
[1> anabled services on vm2lsma0062.cs21

Changes committed: Tue Apr 27 10:29:17 2021 GMT
vm21lsma0061l.cs21>
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SPoG EEFEERI LT LB FHMEFN Web EER[AIFHEE
B ERBI &I EE R, Wi
o SRHLE I ERFZE A IR Web 5 25U 25 R 25 X BT 1T
* NEFE SMA (View SMA) T 7413 1k £ 40 Bh MR 4 IR AFF1 Web & B4 .
WAE, BnTLATE & BAR 5 ik 4l Bh RE 22 A AR Web 457 BRIV (1) 5004

7EA% H] smaapplianceconfig iy 2 111 services Fin & i H G, AT LATE “¥RER” (Tracking) F1 “
27 (Monitoring) UL [l 75 5 AH [F] 4 25
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