EIBWELEEIRE

AT BT

o KTAEPEEE P, on page 1

o T8 IERA I BC & R AT TV, on page 2

o ff FH 20 DASE A HE Y 26 22 42 %, on page 2
* WG IFEC E B, on page 5

o WE AT RO AT, on page 15

o WG B R AT B W 2% 22 42 B £, on page 15

o BE RATENFPIRAS P 290 5% , on page 21

s A gE B, 5 21 L

« AEMK AW RRE, 25 W

o HERFETH URL 285425081 , on page 28

o N AT S T YE (AVC) 8T, on page 29
* f# ] CLI 1§ WBRS Fl AVC #4fs , 2% 29 1t
o R C L PR ) AL T B AR ER L on page 30

AT&EPBESE

B P C A B AV AN URE 22 AR AT Web 5 3128 VA 1) AHOG I 2% 22 A W a IAIBC S, DA

ST TR AR 2 B b PR B BB, WAL
e

o TFRAIE 23 AT 3K 0 204 St 95— SFE S o
AT PRy 2 0] P 2 e A R R AT
o fFH ERE

o AP I 2% 2 A e I B SO (R “ m X KA (Advanced File Publishing)” )
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EEMERLEE |
B #zcnumsssss

HWEERMNBELR R A ZE

M\ 22 AT AN W) U B B2 AATIC EAT PR AN AU RE s SRR A AT AR B . AT LB EA

RELE R BE,
BE B
EMEE At LR “ ML 22 8 BEES (Web Security | RATERCHE .

Manager)” 31N WoR (LD RE, H1INHIEAT H € L URL
ESIP

Blah: EREHFAS ‘L4 ERER” L4TM) BE.

EFF DI RO T E B, B 5 HEAM L 24
AsyncOS JRAAHX Y o

FHCE TG E N 2 DR IC K HARAE
W2 g FICE, AR . i,
“SOCKS 5% (SOCKS Policies)” AJ il it
FREITHCE, {1 “SOCKS X
(SOCKS Proxy)” W%l i Je7E W45 A 15
HhHERE .

EE: WIAHES S M ek g Lo g S BRSO
R45512 (ISE) %K. Cisco G 17 Ik 5121 & I0iE M
Cisco 224 MR AFFN Y T4 8T W & R Al

A T KA o

AT AR BRFRHE (FIPS) B, M 4/4% & . DNS.
W 2% R 2 AF A B (WCCP) _EJifACH 4 . UEP5.
MREAB S, IR E (FIa NTP) « L4 fiE IR yE ey
(LATM) ¢ R B4 38 UF 5 5E ] EHL4

FEFEAE W &% 2 Ao 6 1 ELIRINC B L

S RN 4522 4 ¥ % AsyncOS H ' #5
5]

ERERBEUETEENERER

LA BRI AR ERCERRA, DI DU PR 2 2 bt R T RCE A SR
FHMEATEE AL Ed 7 EEE, R LR R — A e SOANR] ) SR TG

BB ) TREFNA 45 A A IEAE A H] AsyncOS 11.7 2% 22 4 e e o S8 AT SSRGS SR 14 TX L8 141 A &
XRTE e o EIXFMG B0, BnT DR RS 117 PRI FRCE L, IER AT RS E

AR SIS ECE, T ETR
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| gEREzsgs

Cisco Security
Management

Appliance

|

<

Configuration
, Master 11.5

Sub Configuration Sub Configuration
Master & Master B
[Engineering) (Engineering)

| l

£l ]
Palicy Palicy
Configuration A1 Caonfiguration B1

REFTREUSHEENEZRZEIRE
NP T R AG ARTC BN R E A B

=

Baa
Ly

Sub Configuration
Master C (Sales)

|

£

Paolicy
Configuration C1

EREREuErEEnsz2igs [

BT SRR A 2 A B i (R
"EL P A SRS AR A B 2 1 e R R AV
ML HE

T | HHRRE a3 BEER
95120 | R R RN — 2 A A 2 )
=20, on page 4.
W20 | e EH T A M 2R A TERCE | — T2 PG A A B RROAR,
A o on page 5.
AW 3 EPTH HisM g 2 4ves b, JaHIFRC | S 24 st |—

grngeeE® [



B sxerpimensEzissn

EEMERLEE |

TR | HHERME wE BZER
4w | (AN WA G M LR IR | AR | AN INES 2 s T30 B AT
1BAT, FFAT LR AR DT M 2% 22 4 M, HZ0H ORI S A%
P IBC B, AT LS i 4 4 7% AsyncOSHI P R R i) “ IR Ar
A& G B S A bR e 4 i B A MR AABE” -
FHECE RN E L .
550 | H IR E L PR E . ZREMRE | IHSE RS Bk& gD
L& 2L, on page 5.
IR 6 | VI ERE REMRE | EZ MG I E ERCE, on
page 5.
W T | (AR EE T ERE GREFHEE ESRACE T ERCE, on page 8
H8A| (AR EHFEREMANEILE | LREHRE TGS G5 EREE NS
., on page 9
IR 9 K4t AT g ORI R L CREMRE [ TESK TR M2 2 is 5
'E R, on page 6.
HR | EERED P ANETZESNE . B | 2SS |ESH IEZ KA RE , onpage
10 5E SCURL R A/ 28 A RERGEAT 51142 9
W | IR S M e vk F RIS | 22 RS | ES WO - 2ub)n IR, on
11 h o3 BE B0 1) FEBCE B H I Dy Re L page 13,
B o
12 | fEWE T AN ERE IS T AN | 22 HEe | S0 kA ERLE , on page 15,
w REZ 5, Mg R RATICE .
%13 | A ATRER URL AR SR At %, | i Bt | fE& A1 3 URL 2RI 45097, on
7 DASEAE AT 1) A2 10 B page 28

AXEHEERENEZTEEMN

|

Important

RO ERCERCAR 11.7 S A .

THRBIRRA G, ZRYIAGAHT I B RCE NI FRE S ARE . WERECAERTRA (i,

FETF R AysncOS 12.0 M S iRAZ /T, T RET B4 FACE WE . ERCERA10.0 A FpRA

9.1) MIERCE, WLk E ZHIZH I ERE (Flm, 11.5) .

1T M B R R AR

B W R PR

CRAEINR” K N RS Th T o S AA UHRS I 5% 22 4 e B AH I Y
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VL IEL T |

\)

Note  7pdk: i BRI AN RIER 22l % b, WA “ M4 (Network)” > “ G432 584IF (Authentication)” 1
1) BT AT AT AL PR A AN T % YO [ P A ME— 11, Bl [ 44 A0 ) 16 A [

MEEERAMEREZRA
GAEMEA R A EEE, DU AR IS AT AR AsyncOS for Web Security (32 #F
ANRIITIRE) (R W28 22 4 e
B BRCE S Z T D AR E M2 224 AsyncOS TiA R ICE .
LA E RS T B RO 1 TSR AsyncOS 2% 22 A, T S AT LR WYk ) “ e PR e

http://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html.

)

Note il 5 i A [0 15 90 2% 22 4= B 4% L 1% AsyncOS FRASAHUCHD, s AR FERT G & IR 48 20 4 e 45
HRI R E S B RCE R R B ANUCEC, ) SRR Y 25 2 A R AT IR 1) O AN T RE A R M, B
i “ ML ZARE” (Web Appliance Status) VE4I5E S DU AR AT 2= 57, AT §E A A2 IX PRI .
TEIXRHE LT, L F B L & g IR E .

AR EEEE IEAEYTREEE

$B1 (B EMHIEL L, KIREREIRIZE (Management Appliance) > £ 91§ %5 (Centralized Services) > M4 (Web)
>ERELEETREE (Centralized Configuration Manager).

P& 2 it EA (Enable).
P33 WREBEET “RERERNS” HEa HEPIRESHE, WAGREHETINL AR5 MTiES (Accept).
SR 4 RATIMINE L.

L) L\ 3 [ = =] 3 | =]
Mg HEEERE
* WIUHAL R E , on page 5
o MW 434 S NBEE , on page 10
 MUEEORATICE , on page 9
MG EBLE
WE: WG FERCES, “YIant” @A . Mk, EMEHECE SR ATIAE | on page 91
A b — R s E L
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EEMERLEE |
B srsmszenesimesy

P ERAEHRA E, RKIKIEFEMLE (Web) > LRFEFF (Utilities) > £ELE (Configuration Masters).
FIR2 £ “IEI” (Options) #1155 408A 4K (Initialize).
SEI 7E “WIHERCE " (Initialize Configuration Master) [ L

o USRI A DURTRRA BT L, O ELAS SR AR R ) 10 1 i B R R BT AR, I+
E4IEEF (Copy Configuration Master). %R ik il LLAILA () F i E i SN E
o I, IEEREABOANRE (Use default settings).

LA YA (Initialize).
TR EIAEATH .

PSRN ERERAES EIRn i K.

XTRMER2IRES EFEEXIK

ARTME 5 ML RRAHETERE R, 2 e 2] 80 RS RCA, on page 5.
V6 N 00 1 23 P ) o ] PP R B R T LA D«

LIES ERUTERF

T AN W 2% 2 U N A2 2 A BV | VNN WA 208 22 A e DR S0 2 C ERRAS IR, on page
6

R[S B T 5 2% 2 4 e s ORI, on page 7

AR B % PR P B QIR I B FER A BIZE A ORI T ME 2, on page 8

Id“j"]pr]éé§3§:222151i§%3q:4§? ti EEEEEEigiHﬁi;dKE;EIEE
WA W ARSI LA A HR A W 4% e A e %, AT BL R .

Before you begin

s PGS A AL LA IER ERCERRAS . TS5 658 EAE T K B E R, on page 5

o FERBFT SIS IN B 22 4 PR A (K P 4% 22 A ity B R T LA S8 A H A 3 i 0
o PRSI

diffie-hellman-groupl-shal,diffie-hellman-groupl4-shal

* Cipher Algorithms:

3des-cbc,blowfish-cbc

%Eﬁﬁﬁ@, 1%37{:%2%?%&%J:% CLI 'T"fﬁﬁﬁ sshconfig > sshd /I%é\o
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HIE1 AR SEIREA L, KL FEIRIRE (Management Appliance) > £ /1R %% (Centralized Services) > £ 2% &
(Security Appliances).

PIR2 il I (Add Web Appliance).

T3 AF “W&EAFR (Appliance Name)” Fil “IP Huhik (IP Address)” SUAT-B, BN L4544 RN &5 22 4 % 4648 #L e 1
(1) 1P Hhhk B o] fig b AL .

Note {1 fifr “IP Huhl (IP Address)” SUAFB 4N DNS 4K, W SH232 (Submit) f&, %4 FRB LB fiF AT
1P Mkt
L4 C“HEPIIES P (Centralized Configuration Manager) At 45 L PG IEFE
$EES B IiEE (Establish Connection).
$IB6  EELERA LA AR P BRI 4, SR)5 ST IL%ERE (Establish Connection).
Note %y N\ G SATIE, DMENE SCOHEHIIIAIL SSH B M L 25 BER AL BT FE B 45 o B ITIEASAFAGLE
ARG & L.
W1 SRR 7 BRI R
LIRS AP B R A L WA FEECE ROA
Note  fyi LML & T 4 & FRAS I L R 23 L I 2488 22 A 4 1 P4, WIS AE R gk 7R 5 Web 241 2% KK
(1) e ERRAS

TR RAIFIAE .

HE0 X TEENHEH “EPREEH” (Centralized Configuration Management) {5 4 2% 22 4 4, I H A ik
YEFEFF o

BERESNELEREXHK
TR A 2% 22 A VA S IN B 22 A PRV A, DU AT LU P DA R P DR D0 5% 2242 B 4% 55 T2 I B i
AR KK
Before you begin

B ARSI, T RRIE 5 A P 48 2 B IR IR R ERCA . TS B A8 P ) 3 0 B PBUAS,
on page 5o

PR A RE RS L, IRUGEFEM L% (Web) > L2 F (Utilities) > £ECE (Configuration Masters).

Note it Qi Bl “C4EH” (Disabled), 1 LA sl B4 (Web) > SEFFEF (Utilities) > & 2Bk 55 & 7w (Security
Services Display) ¥ 2L /a . AR5 i 4w B7R% B (Edit Display Settings). % Hi% 1 & 1) 5 HE W] i 1]
B HREAMER, S0 )EHERATEE , on page 14,

$IR2 iR Ei1&& (Security Appliances).
PRI Sd NN 22w,

| grngeeE® [



EERERLRE |
B e=7:m=

PB4 EFERERNITHICE.
B LIfEWeb > SCRTE R > EECE 01l A F TRCE AR E

PRSI

RETFERE

S E G L, KRN (Web) > SZRIFERF (Utilities) > EBLE (Configuration Masters).

AR WURENCE R “ D457 (Disabled), LA B4 (Web) > SERIAEF (Utilities) > R 2 BRSS &5 (Security
Services Display) % H. 5 F, 2R )5 mii4wiE R /R1& & (Edit Display Settings). %1% =l & 1 &% AHE v] 5
B HRIFME L, WS B HERAMMIIEE » 3 14 T,

P$IB2 £ “HrEEME” (New Configuration Master) JUI 1, A1 ETEE (New).
LEE3 A FEERME - ZFR (FlU, 115 new) .
AR AU S TR BUA N R B FRIZTT k.

LA TR IR AL E A
LIS X T “EPERCE K (Select Configuration Source), i M FHr5IEPIERFE D FACE .
HIE6 SRR (Submit) FEAfA K.

AREFIIRPEERKWERE

FiaZ |l

IR PEGARAIN, W ILEREE & A W 2% 2 4 e (R IR B B RRAS 335 2 [ ff s 441 1) S B RROAS
I

R O 2 2 A R N B 2 A BB 2%, W] AR DL R AR 27 W 2% 22 A i a6 113 R AR 5K
FlE B RCA

P ELAEHRA L, KIKIEEEMLE (Web) > SLATERF (Utilities) > EELE (Configuration Masters).

AR O WMRFRELRN “CEEH” (Disabled), W LLgi; M4 (Web) > KATZFF (Utilities) > RE PR & 7R (Security
Services Display) K Ho i, 2R 5 i 4miB B 7RIR E (Edit Display Settings). 3% % 1 fic & 1) =B HE W] i3
B AXRVELMELR, WS EHERMTIEE , 5 14 1L,

$IE2 LR £i%% (Security Appliances).

B zERgzeiLs



| gEmEeegs
mprins [

“r A Y5447 (Security Appliances) Ui 5 & & & (Management Appliances) > & #1 R %% (Centralized Services) >
L% % (Security Appliances) GLIHIAH[F] o 4 5 O [a) LS 0 09 2% 22 A B g FOCTRIK ERCE, W LAAE S5 Mg 24
AR L F AsyncOS A .

MiFkFEBCE

WURBEAERCE 7 NS, B 8 SUPRCE Ty ERCE, WAL AR IR E

PEB AR AEHERS L, KIIEFEMLE (Web) > SLATEF (Utilities) > EELE (Configuration Masters).

AR WRERCE SR “C4EH” (Disabled), 1T LA Mg (Web) > KRR (Utilities) > & £ BR %% & 7~ (Security
Services Display) ¥ Hd I, SR )5 i didwiE R/~ i& & (Edit Display Settings). & HH 1% e 2 1 S EAHE W] )5
B HXRIFMELR, HSMEHERAMMIIGRE , 5 14 10

P2 fUh P T AR AR AR .
ER BICMBR S 4 A i A ORIR I

T3 FAIFINE L

EFEFERBEAEHNEE

FEBCE T ERCE I, AR BT i O B2 B I B B

TR A2 2EHRE L, RIKIEFEMLE (Web) > SER2F (Utilities) > £ECE (Configuration Masters).
FIB2 AELRCE K FTECE A L 4RAE (Edit). SEF A B A Bt SR E LA AR
W3 WHINEN .

FERERATE UG, T AR B ERCE R RAIZR AAREE O SOy Bk R B RRA

AEEAHRRE
PR B R B
7 LR T LB R
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B rasimasa

EEMERLEE |

LIES

TR R R

18 M ELRT A 22 45 B AsyncOS WL AR BE4T F+2)
il

S R o A5 Y AT 3 i RAS A2 21
{1 = WA RAT AR BT RRCAS o

FANIHMRA . 1EZ 5 M FBCE S A, on page 10.

CARE T — M Zedig, RN T
2 6 W 4 22 A s R A R G

R ORAF OB E S AR I S 22 A PN B T E .

FERS A ] BT AR A B M 2% 22 42 0 %6 on page
2MF, AIRECORAF T IRRC E ST

LIN, HS S22V R ANWCE. , on page
10,

BR RS AR BE

WS R TR E I E M4 22 4T fE, onpage 1.

W ARAE P45 2 A et L SRS B URL
I 5 B

A2 A PRV LA Y ) T B L B R A
TH 2 AT TS G B M 4% 22 4 D) RE, onpage 11

NIBEEESA
s AT DIKEBLA 10 IR TR BTG . R SRR A

PR RS L, RIRIEFEMLE (Web) > SERFERF (Utilities) > EECE (Configuration Masters).
$IR2 {r “IEW” (Options) FH, midiSANEE (Import Configuration).

I3 N TR IRECE KIR (Select Configuration Source), iF MR PR D TR E .

PB4 EPE GO E PRI I A ST
PS5 piidiSA (Import).

What to do next
T HE L 7

MNHEREREPIANKE
I AR e % 5 A A M IEAEIB AT IORCE, T DI A B R A B B AR

ol IR H U T

Before you begin

BRI IC B SCPE A ERC BRI AR A . TS B2 A 0 1 MC B WA, on page 5.
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Caution

\)

RIS L FE M 4 e R A RATTCE, BT DARYE B O S 00E 5 N2 0 28 T SR A%
FEICE SO T N T OB 58 A 7 5 T B OCIR R . kAL,
Services Display) UL 1) 2243 il 55 v B B E 8 55 AN B & VLAL .

RS IR (Security

Note

I A 2 AN G E SO I ) URL R b 22 448 TR & BT ) URL RAAEREIH, ekt 2k

e

P N 2 AV AR E S
S1B2 A b, KIKEPEM % (Web) > SERIFERF (Utilities) > EBLE (Configuration Masters).
W3 L “IELL” (Options) #H, MiliSAEE (Import Configuration).
WA M “IEFENCE” (Select Configuration) N74E T, EHMEHECE X4 (Web Configuration File).

WIS 76 CHERCEERVAE” (New Master Defaults) 4, il 5T (Browse) Jf M W £ 22 4> e 2 ik £ 80 I & S0
PE6 S AXH (Import File).
FET SN (Import).

BERGEFTEEPRENEREIEE

T AE ERCE PR LU DIRE,

HARIR T RRCA

* S/ E SO
* Saa$S #elig
o R SRS
o P p SRS
* Vj i) SRS
ol 2 TS o i

Note 43 5 SCIR 2% Ut 43 L SRS
WA P 4 2 A v R A TR

LRI T YL E

o AT B PR

o BRM 24

o R
(Outbound Malware
Scanning)

* HhERAE R B

* SOCKS 3%
* [15E X URLZS

- S S L
KL
 STRE

N

* L4jif thi %

FEHBA A PR RIIIREN R E, IEKIGER ML (Web) > £BCE (Configuration Master) <
JRAS> > <DjfhE> .
BRAE B AL E DI RER R E T SMA [ 22 5%, on page 129 BRI JLIAE, 78 2 e 5 H A D) R
UL 5 (e M 4% 22 v % LRCEAH R TR DEAAHE . A OCUEI, 1S M 4t e i s e ),

grngeeE® [




EEMERLEE |
B cirsrmanemsET SMANES

B 5 R ECE AN NI AsyncOS FRA TR CRUBHN 4% 22 4 152 45 AsyncOS I R EE ) o dn 752,
T A () AT U o 1 5 TS ) X 42 A e oS (P A R C s e B 1) L RCAR, on page S

IR 28 22 4= ] = 8 B 1T AR 340 7T Mhittps://www.cisco.com/c/en/us/support/security/web-security-appliance/
products-user-guide-list. htmIZRHL »

EFBREPREVEMNFET SMAESR
FEERCE P RCEDIREN , THERLL T S ELRAE M8 2 4l % 1 B A R DhRE (1 22 5%

Table . IgEECE: THRESMERLREZBNES

THRESK ST FHER

P Yi6e, Fenbe AN RA R 38 | T 00 E R E I REI T e, A OAE A BRI “ IS (Web)> “SEHFE
Lt J¥” (Utilities) > “ ‘%4 /R %5 27 ” (Security Services Display) i HHIRE. 1< TEA
HE, IES MRS FH Zh6E , on page 13,

S U E ST * TSP OCTAE AT B ]S AR E B SO, on page 13,
© FEAS N B B 5 /UM BC B SCAEIN, W SR RAT By S0 R AU HLSCHRFE T IR
T (VIR 2% 22 4o CUNIONFE e, IS R IR A A P sl A .

AP JURE S 0 55 5 18 (ISE) W3] | 945 T0 Bl A W 45 22 A e 6 0T — IR e B4R (SGT) 15 L. A B # A 55 ISE ik
P 9 SRS S5 FLAKIEAS .

BE T SGT 43R, 1 IEFEMEE (Web) > L2 FF (Utilities) > F4&1& &K 7S (Web
ApplianceStatus), siilidt 1% F 2 ISE RS54 1M 2% 22 A 4%, ARG mU RIFT AR
(Refresh Data) . Hi4f iy 20t Hopth i £ S AP TR

B WS B — R AR NG — 8T WSA EH: 21 ISE k452 (IX )2 ISE
FIATE ) o« AEFFEARNFEIEMZ & ISE R4 2%

“5 1) M ” (Access Policies)> “Z | ££ “ SRS % 51 5 X7 (Policy Member Definition) ¥4 HECE “ & 43/ 5 i & SC
41”7 (Edit Group) 7 (1dentities /Identification Profiles) Fl “ 7 ” (Users) i£ i}, anf& 4l HAME H
eSS, WILLR A& -

MISLE “Ynidl” (Edit Group) T R4, H 4 I R 500 WUCALHI4E 9.
REAERTFTLL, nTUAE “Hx” (Directory) # 2 7B N %4l i 3w hn
(Add) #&4l, FIHISME] “ZA4L” (Authorized Groups) 413

7 W] iM% (Access Policies) > M 4445
PR RE (Web
Reputation and Anti-Malware Settings)

SaaS el HAEAFRE BN T S0 30k AU S 03 I H 2 S O R I 2 22 v ek, 5
BYBAUEIETI “ 4B W SO0 R D RE A B SaaS S (Prompt SaaS users who

have been discovered by transparent user identification)” 4 7] .
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| gEmEeegs
sFrxmEtERspmangcemer |

XFEFREFERSHARHEE X HRIRTR
TE LA B LA S0/ G & SR, AT DR B HAGE T e e . Blin, s T —
BUSE WS, IR IR NG WS e B & ORI A 2% 2 A £ T B RSS20 1)
TEHUINE A0, SR JE W AR ST T 3has n sk ng .
SERATSS I Fh e ARG W E L B AR E SO, ARG 51 X S G 4 U B
A TRNE . M IR RATECE R, K 0 shMIBR AR 51 e AT B AR 0 e B SR 3k
Mo A, A TFBh B EA T B B e IXSEFr B —AS “Il s 1SR S & St
{F 7 v e — Bkl s 8 EAT —ANAE S A T AN [R) AR BR A SR Bl B 40/ i B S i, 4 4E
— A BN BRI SV S SRR (default allow with auth) ¥ & RIS, 765 — Al S B A
“BRINIEAL” (default deny) ¢ B IR . DR, 180K 75 AR BRI BB LB 328 45 1) S 4 A i 2
SO RS SEBR FARRIEE H R BRI SRR

MR —BUM IS R Th RE

TERATERCE /T, WO RATZ B, 00 ORAE R A o K 2 UG 1 128 e FH I & T
(R T HE o
MG, HPAT LA PRI

* LA S I DIRE , on page 13

* JHHEERATIYIHE | on page 14

)

Note  fyJfL o4 il — L E SMEC T 2 AR AN R ThBE M4 e A B, MBI 15 04 AT, FREERR IR
ATHTAT LA #AE

PLAL S R RO Th E
A I8 4 B e PRI D A 15 S L 2 e 6 0 A P O DD REDC L.
N

Note i 04 [l — F:BCE M BC T 2 AN FIAIF ThBE A 48 2e A4, NSO 5 5 B4 R AT, IFERRIRR
ATHTRAT A 2

BB A EHR S b, RKEREMLE (Web) > KRR (Utilities) > M4EIZ&IK7S (Web Appliance Status).

IR 2 pih B R EE R AT B 4 R A I AR

IR 3 KPR 2RSS (Security Services) %

PR 4 BRI CJE D Rer Dhfg B P4 T3 2 RaESs HACE 9.

$IE5 HLEARS (Services) FIH (KT
M 4818 % AR 5 (Web Appliance Service) 7 HIRFZ BB R REEEIRFZ L? (IsService Displayed on Management
Appliance?) 51| V1% .
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EERERLRE |
B =rz=ssame

s B =
« CAUURURACE = e C 4k

* NJA=AIEH]. Bilhn, FTRETCIAMEH] ERCE IR AT E, (HR R ML, T LIaF e PR
&

78N o

P B ANV RC R LLAL (SO B

What to do next
WRIEININREN A H/ O AR EANILEL, EHUT L R EZ —:
o BMCERCE A CIE . TES IS HE R AN DIRE , on page 14,
o FEM S et bR B D RE . SEEe T Bes i 2 N Dhig. A OCHRIRemIfE &, i
Z:w) i T RN 25 22 4 % %5 1 AsyncOS H 7 $8F) o
BREZEXHEIINEE
Jid A AT A2 e e A FL R B I D fg .

Before you begin

T 52 2008 FIANZE HIWRLE ThRE . 152 14 LEAUR T DI BE | on page 13,

B ERAEHRG L, KGEREMLE (Web) > KAEF (Utilities) > R2 RS TR (Security Services Display).
PR 2 riihdwmERE (Edit Settings).
“Ywt 2 445 o R (Edit Security Services Display) Ui 41 H T 4 100 & A LK T fig .
INREs2IAM “N/A” FomiZ I REAE I 0 B AR A AN A
Note |2 (REEAME N INAESIH, PEOAEUE O I EARER,  DUELE W2 A1 2% AT AT FLE 1) shems 25 7
R AR A, K 2 R A B1)12% D9 285 42 4 1 2% HR IR ] SRS o
FIB3  (Ak) B A ERCE . e U AN I, 1S AR RE H  ECE | on page 15,
T4 U TR R ERCE, 358 ZH H AR ek b s B b < FIEHE.
FELL ) e AR R BRI () RS I R A I R T )
o FEWIRE, WRATH “HR” (Forward) B, NACEISATIIREM AN AT H
« HTTPS fREE. SERLE RSN, 2408 H HTTPS /R HE,
o FIRACERAL. W B AR G b SR, D) L AR BE AL LSBT M % 2 A A% T

SRS ST (Submit). A x4 AR S5 B K S IS RO I 4% 2 A 04 LIRSS, ) GUIDHE S8R 5 (0 45
S WA e ZERACTE N, i A 4REE (Continue) .

FIR6 EREMFE T (Security Services Display) Uiifi L, k=2 (Yes) i BUAERLE P IO REAN LIS -

TBT HAEIE S

B zERgzeiLs
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What to do next
o IO UFIRAE CLE 0 ROR R AT BI04 1A o T BAE F IT Dhig . 1S 3 LL O FH I DI RE | on page
13,

* FEERCEHAMOBR A AN ML et b, B0 TR ZhRE S o ERCE S Al R — 2.

PRARERMERSE

T DLUEFEA W AR I ERCE
B, ZUR 2D ERCE.

)

Note >y biAN LC AN, KA GUI BRI AT X e g, GLHRAHX ¥ “ EWC# (Configuration
Master)” ZEI o A% 2 00 B R R AT VRS MR 1 BT 20 0 281 2% e 3 I B2 1 1 4 22 4 8t
FAREFIHIN ORI

P AR AEHRE L, KIKEFEML (Web) > LATRFF (Utilities) > REBRS B 7R~ (Security Services Display).
$1B2 ihigRiEIRE (Edit Settings).

WIR3 IO I P R AT HT R 3210 I SR HE

PR 4 SIS

WEHERSEX LT

MRBH ARG BCE N ERCE, WE CBCE B kA
N, TESEREL T B R R, IR SRR 1G] T O A B L RA

o AR YRS B A AR L PE, on page 5
* WG R E , on page 5
o RTH & 2 A 45 5 F L E OCHE, on page 6

BEEATEMNELZERE

* RATERE , on page 15
o A R OO R AT g R ATIL L, on page 19

EZhERE
EERCE P IR A BCE ST, TR ST R A 215 FE B0 E DGR I 28 22 %
o fERATERLE Z W, on page 16

| grngeeE® [
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B =xnxmuEzn

« WLHIRATFERCE , on page 17
* MG &AT R E , on page 18
o AT A 47 ST R AT 3EBCEL, on page 19

ERMEREZA
SR A A 5 R T I O 5 2B e I A
A BT B O BB (5, VP B2 LW IO B R AT 77 om page 2.

FITA R AR
© FARIE% 2241 LK AsyncOS JRASNY 5 FRCERMCAH IR, 80 fE 75 SMA HeA I fE 2 i

o (IXPRE TR L ZIEA ] B LASE A PR 2% 22 42 1046, on page 2P RIS

o BRI A R LA A T T I D A VTR R/ TR 52 4 46 0 S A
SEERE, FEUATEM TR E S, WS TR , on page 13, ST, 200
FIBER AT SN , on page 14 IR R ARAE FLRR UG 1t RSN B R AT, IR 20 90 s
e

U RAE 3 B3 [F]— FEC B AN R M 222 B g BRI T AN D fg, U0 250 BOfl i) 5 £ V0o AT
FFAEAE R R AT TS0 ik A s FH DI e o
BERUNAE RATRE B A EAILES, 120 AR AT Lk sk, on page 21,

o FERATZHINEE G H AR P26 2 2B ORAFHC B SO DUSEAE AT PR E B B e e i ] DA SR
DIARCE. AXREAGEE, WS (ORMS 2 2B% AsyncOS HIJHERD o

© MRAEM L 2 EVEM SR, TRES BN R, WA %248 B K AT
Le o, M PEACHE S . EIRREREIN, Balles— 4.
A 208 AR T Bl o B I e T R 8 2 4 IR 55
o FEREARAT S OB AT 2 3/ VU IC B SCAE I, AT e 2 P e AU B EAT B S
R Bk A L
 WURAE HbRM 222 sk ERET AsyncOS, W g 7 2R AN R ) A0 B 5 B AH S

o UGN SR B R AT B M 2 2 A A W R IR R COE IR P S RO A L B ) A,
{HEAE S AR EE B SO BY SaaS SRmg 1 IERE “IEIH A S -
o XSO ARIECE SCPE, GBI PR (Transparent User Identification) CUAAH], Uk
Hh CTEE B KGAE” (Require Authentication) 30 .

o X+ SaaS Mg, “IEWIH U7 (Transparent User Identification) ST 2225 H], SUohig
BRNEI “UR 242 R SaaS H P AT ACBE Sy JIE” (Always prompt SaaS users for proxy
authentication),
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o Mgz A Bl ) 2N JFAR N RSA IR 554 O B (K 9 4% 22 422 I AT AN DLP SR I, 22 44
BB R AL LT R AR 7 -

“HEREB<RA>SBHRENRZREREZBTRE HAIARRRS I ZHIFKE XK M EZIZE EB—1 K
ENLEREIRE. TEHEEER: “<WARKLIE>” . XATRERTHESETRENLZ LR
FREFEENREAEMR. HEEHEEHMEZEIRT (Web ApplianceStatus) T3 H A 3x 15 B B F
FZ B R ITH R HERR B AN E . HAEREEHEARIE? 7

WURYRE GRS KA, WIFFARA RSA RS & H L 1) W 2% 22 4 Va8 K U B AT DLP S, (HIX 4L SR
ReWeZE M o W RRBCE SN DLP Rk 554%, M2 24 #5 i) “4hE DLP” (External DLP) JUH A4 2

TN KA R TR

MREREDSMNARINEEXHERHNARERD: | MMERLLIEE EHERARAEEXHTIARERT
5

{8 ] Kerberos 18 F] NTLMSSP 8i A

1§ ] Kerberos ¢ NTLMSSP 1§ [} NTLMSSP

1§ F| Kerberos B{ NTLMSSP B¢ Basic i ] NTLMSSP 8t 4«

WERBEANE S Oy I 7 MR RE R 2 U4 4% 2 e T ERCE SRR, IR A4 e
P RIBCE . W R 2R A ERCE A 74, 558 B KR

\}

Note Agifrlmf L T WA R . INEREUR AT EACE :
G DR B SE Zghe bl 8
o [A RGN R L2 AT A

RIEmERE
Before you begin

T B AE BAT ERCE 21T, on page 167 [ FE ELELRAE o

HB RS L, HERMY% (Web) > SERIEF (Utilities) > & 2 M 4818 % (Publish to Web Appliances).
HE2 IR A A EE (Publish Configuration Now).
T3 “KRGALRATENZFR” (System-generated job name) ZEBRINE UL N AT EAHURA:, i EHA B E IEL 42 Fir
(AR 80 MFFF) &
IR A IEPERA) ERE .
Note 4 SRLIC Y TR i WROAS I 2 10 o5 0 2 T D9 6% 22 A2 IR AR, W fE N8R o 55 Web 24 B £ IR
T F R E A

| grngeeE® [
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LIRS LRI R E R MBI IS 2. R “ i DBl % (All assigned appliances)” , L E A AT £ 4 B2
ZENE AR
i3
P “AERNRPIEF " (Selectappliances in list) LLE 7R /0 BC2h EHC B I A4 51K . PR EDR I E AR AT B 1545 o
$IR6 ik (Publish).

“IEAEJRAR” (Publish in Progress) BT (KI£L (4 BE 8 4 A SUARZE IR AE KA I IR) HY Bt o 2R 55— ARV M B IR AR K
A, WS SRR A L — AL 58 S AT

Note (EZEHEAT IRV PRGNS FLE 2 I BILAE M 48 (Web) > SEFFEFF (Utilities) > & % % W 4&i& & (Publish to Web
Appliances) T F. A& E (Check Progress) ijjin] “ 175k Ai” (Publish in Progress) 7 Ifi .

What to do next
K& U tR R AT el WES R AR KA DI id 3K, on page 21. RFERHICRAKRTERKAMAIITIHE .

HWRAMEEE
Before you begin

VS AT AT LS Z 0T, on page 167 HEZLERAIE B

P ERAEHRA L, LM (Web) > KHTEF (Utilities) > £ 2| W45 % (Publish to Web Appliances).

B2 fHRHMELW (Schedulea Job).

SE3 “AG L RAITENLZFR” (System-generated job name) fEERIANE UL N AL TR AUIRA:, 8l B E L4

CANEETE 80 NMHFF)

T4 N B AT EECE I H BRI A

PEBS ERE R TERE

WIR6 LRI LS R AR I M k. R “ I Bl % (All assigned appliances)” , KL & AT £ 7 B3
ZERLE T WA
o
PR “AERNRPIER " (Selectappliances in list) LLE /R /0 BCZs £ RC B I A4 51K« P EDR AL & AT B 1545 o

P|T HdiRRE (Submit).

$IE8 1MLk (Web) > EAEFF (Utilities) > A7 M 4&1% & (Publish to Web Appliances) TUjH F 2 A L HF 81 £
LR O, W R AR RO AR L, T st N R B AR O ff A S B iz

PR EARERR IO A COIERmE (B, EHPITD , DMELE 2 H I R ATIS [ )5 EAT RS AT, W DR 78 R A

Note 1 SR A7E 2 HE IR ML A AW BT S0 BT H R e o, WUl ZCET 2 HEA o
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What to do next
KA A R R AT SE S o 15 S ) 2 KA D 205k, on page 21. R0k AR e RATIMINH .

EAGSTRAXHERE
“

Note 2 i /i i A i T2 i , on page 167 11T 455 sk FIf .

ZAREHERAARMA LN CLI A4, T 300 B R AT B e ) fig
publishconfig config_master [--job_name ] [--host_list | host_ip ]

Hrp config_master 252 SCRFI ERCE RO . IEORBEF LTI . BT job_name & TTIER, R
FRE LI, RGP ERE .

host_list LEIGE B A A 119 2% 22 4 Ve 1) ERL A4 B TP Mk 3103, R AT 2170 e 21 32 Be B BT A B 8L
CHRARARE) o 1L host_ip AT LI A 520 F i 24> 4L 1P btk

FLIGAIE publishconfig iy 2 75, 1K 2 smad_logs 3. 6] ISR RIZ% (Web) > FIZF
(Utilities) > M4ZIZ & IKZS (Web Appliance Status), M7 438 BB GUI HfTA K AT 7 S s 8 75 ik
Thyo 7 G T THTE PEAR BESRIIL KA g Sl VR R I8 1 %o A, BRI DAL 2] “ KA Iy stad
k7 (Publish History) TL[HI: K IIEPEM 4G (Web) > SERFEF (Utilities) > &4 %5 (Publish) > &% A £id
5 (Publish Higtory).

FERERAXHAmTEAMEE
AT TR R SCA A AT AR IS ST 2R 458 o) FE 7 I 5% 22 4 U 26 HEIR AR (1) XML TiC 501
A AT R S O R ATRC B B I R, E S B IERTC & R A7 |, on page 2.
BEPAT SO KA, WEHRAT LT 44
o MR AT SLRURATELE, on page 19
RO KA TG KA, on page 20

SRR TAEHRE

Before you begin

o TR FEORE AT 0 O WROAS 5 48 R A B 5 B AsyncOS JRAGE AR 1H S AT BA R LAY
AN
http:/Awww.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list html.

s A HIRM S vt b, B s EIIAA RS &0 8] — ML E SO A OSHEAIE
B, ES0H CURHN %413 4% AsyncOS H T H8R) ©

TR AR LA PR A B B ST
A RIRAF A F L8 2 At (B E SO, S0 BRI LS 244 AsyncOS HIF HEFI) o

| grngeeE® [
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B =axuss. wezs

B2 (LA T, ML (Web) > SRR (Utilities) > % 755 W 4815 %& (Publish to Web Appliances).

HIE3 i ZEN% A ELE (Publish Configuration Now).

LA “RGEERVENAFK” (System-generated job name) 7EER NG L F AL FIEHUIRES, B ERMAENL A RR ORI
80 MFFT) .

L5 X TEAMAERE (Configuration Master to Publish), ik &%k 3041 (Advanced file options).

FIB6 ki 5T (Browse) LLEFA LT 1 P RAE 130

ST N “MILBE%” (Web Appliances) 1R, EPEFEFIR FIEIF L F (Select appliancesin list) 2t 9 B 48 £ ELE HY
FTB &% (All assigned to Master), #RJq kRIS ELRE L & SO R AT B B4

PR 8 rithi% % (Publish).

SR GEAT: HEA®
Before you begin

o WOUESERE R AT P C B WA 5 48 R A B IR 5 1) AsyncOS JRAE R eSS 1S AN T EL R AL
HEAMERE R«
http://swww.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list html.

s R HAM g 22w b, Mg ek ERIA NI E &0 3] —ANECE . AR E
B, 520 ORI 2220 AsyncOS HFHRES) -

PR AP LR L PR IC B ST
A RARAEA B W28 22 B I B SR, S0 R4 224 1% AsyncOS FH 419D

HIR2 EuaFHKE R, EEME (Web) > SEHTEF (Utilities) > & % 2| M 4&i% % (Publish to Web Appliances).

PR3 N RHHE (Schedulea Job).

IR 4 R4 B AE B FR (System-gener ated job name) 7EERINT UL F AT RS, s i AENL A2 FR (AN 80
MR o

WIS N TR AL 1 IR ]

$IB6 X TELXHGRELE (Configuration Master to Publish), 15k ER IR (Advanced file options), X Jn il
YT (Browse), LUEFEAE A 1 P RA7 L E S

ST N “MEK4” (Web Appliances) N 43R H, HEHFIEFIFT D ILIFIRE (Sdect appliancesin list) S Bes £ AL EAY
ERE%%& (All assigned to Master), 4R Jq i B 4 B0R L B S A A B 1 45

$IR8 ik (Publish).
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saxnrlnrsaneics

EF R MIEWRPRASFNL EIEF

255

TR HRAE

C 2 HHH R R A R AAT R 41 3%

WIKIEPE M £ (Web) > SRR (Utilities) > & 2 MR &
(Publish to Web Appliances), &5 & EFE/EA (Pending
Jobs) #1453

KRG B R e A AT E SR

RIRIEFEMLE (Web) > SCRHIER (Utilities) > MR EIRTS
(Web Appliance Status), ARG mEAMIEE (Last
Published Configuration) & 5.

AT IEAEREAT (K R AT RS

ML FEM 4% (Web) > SEAFZIF (Utilities) > A BIMZiR &
(Publish to Web Appliances), %X /5 &%& &%t E (Publishing
Progress) 47 .

AT AL B 45 () A BAT A e A
(RAPIE ST

THS A KA Lk

EERMHEILR

B BAN I3 AT AT R TR A AE A AT AL T R A A R, BRIERC Bl RE S H AR e bR

T REZ 1] AN L AL o

PR A 2E RS L, RPEmEg (Web) > SSHIZF (Utilities) > 2% /1 £i2% (Publish History).

P2 WEERTREML AT E R, s “IRsFr”

PR3 AETLHEL:
o BAAE R TARL R B o2 B IRPIRAS TR &

(Job Name) F1|H [F)F B AT 55 2 FK o

il RIS R (Details) %

BEIPRE HIL W48 152 46 RATTVEAIMS KL (Web Appliance Publish Details) J2[f -

o« AR TARL A AR o2 B I HARTEANE S

T R B AR

BEISEE B 28 (Web) > SEFFEF (Utilities) > M4Z I &K% (Web Appliance Status) 7

E L ALREIE

T UL A 2 2 PR (SMA) AN THRZ AN M4 2 4 e (WSA). BOERTLIYBER WSA

AR AT T2

© JML R W ERET I, %22 1

o RPN WSA T, 23 10
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s MR T, 5 24 0T

HMNERERFREEPHAREE
THIICU NI, ghSfE b e A I LI E ST TS .

© SRR TR A, 5 22 T
o BEPTHRIRSSA MBI EE T Web 224t , 55 22 I

BR&ESRARER
Fria 2 AT

 FEJR AR THE B AT, WG BITAT P 48 2 A B a6 T i R AL TUY T 4%
o BBIAEREAS R BRI RRATE M 4 2 a ik BRI 2.

\)

AR SAE CLI R R TI, WA

applianceconfig > services > [...] > BAHESTH > v

o TR DRAE 2 A BV A 2 AT N R D RE R

P e EHRE b, ERERIRE N, ASEKKEREPRS > EPAREESE.
PR 2 iR E (Edit Settings).

$E3 ETHER.

PB4 SN

B ARIR S RINBI G/ HEE Web R218&

FEL A B R AR P T UE PG e, AU AE RS WSA LA ISR T, KT i
W 2 22 LGN IN BT BEAR 45K

BB g EHRE L, EREERE N, ASERERRS > R2RE.
LB 2 WRE AN L e g, B IS T BN AR rh 0 BN I oAt 152 45
a) AURINM4Ri& % (Add Web Appliance).
b) E “WA4FR (Appliance Name)” Fl “IP il (IP Address)” SCA T By, Bl N & 4 FR R 2% 22 45 B 4% 5 B 1
(%) TP Hhuhik.

IR WU “IP bt SCART B DNS ZFK, (HE B AGER R N, AR AT TP Mk

B zERgzeiLs
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c) WHVIETERHAR.
d) A IL%EE (Establish Connection).
¢) MEALEM A D NEE K AP 204, AR5 A% (Establish Connection).

AR OMANGTITUE, DB SRR AL SSH B M 2 A B S AL BE PR R A . B ITIE AR A7 1k
TEZ AR b
SRR DU AR L7 WoR B
f) s “MNKIERE” (Test Connection).
] i et L7 IR A AL
g) M3 (Submit).
XA RS IN B FE T P 2% 22 R & HI L T AR WSA R UL, [ 8 A T 9 B
P 3 BAECIRIMBFTE R &SR WSA L5 HIAE a5 3.
a) i RG AT, FIITF “Oif N4 2 &% E” (Edit Web Security Appliance Settings) 51 [fll »

b) fE “WSA s ML FEEP ALK,
¢) midifR3 (Submit).

XA B A AR T BRI RS WSA R ILRLT
PR WA

T—%#ita
A RV FEE WA RN B & MG AT E WA S IR MTEA 5 R, ISR TR INFEE 4

E4EF T & WSA 7+

PR ARLERRL L, RN, REKIEEIRER > £SHAR.
A0 B Al R THR PR RATAR ¥4 LA S TR
PIE2 i “EFTHHR” (Centralized Upgrade) TUIHI L[\ AR %% (Upgrade Appliances) #4411 .
HIH R THR I T A6 WSA.
PR3 WA R D ARRATTH WAE, RTINS M 2% 2 2%
PB4 LT HES (Download Wizard) 8T #H %% @5 (Download and Install Wizard).
“CREE T T TIE R N B ITIE WSA TR AL BRERAEAUAE R B - ) DU R IR )RR S

PR shRE R G
CONEOM R T W TR R NI ORAIAEITIE WSA BT R T ke e n, R ARG BB
E

I grngeeE® [
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B srzzns

PEBS REK R CEBIN I “SRIGHH” (Fetch Upgrades) JUIT ;A FTie WSASREUIT A 7l A4 C “ Do kBT
FFH4%” (Completed Fetching Available Upgrades) .7~ 7E WSA JEFEFIRZS (Status) 41D J&, miii F—3 (Next) 4k

L6 “TIHTIH” (Available Upgrades) LI 71 BN ITIE WSA [ FTE ] TR IOAS s e 22 v LUIE RS LN AR 3EAT LG
5, ARG mii T —3 (Next)o

LT MM “THHRIER” (Upgrade Selection) TR 23 A BEAN WSA LT IE T A A TESIZR ;s 15 BB WSA & 75 1)
THRhRA, S5 ridi T —% (Next).

$IE8 “HHE” (Summary) TUHIZI AN ITE WSA RITHERA M ESG B A T—3 (Next) 4k4L1 T

P9 TR PR EG, PIUNERRE, “# %7 (Review) TP FE MR WSA I FHARATIK . BT
# (Summary) B APR38R ik WSA.

“EEhTIZL” (Centralized Upgrade) 5T [H 7R B Wlos N BCIRASAS B

T—9#ita

* T#[m5 (Download Wizard) - U1 5 AE MEFR P T 4R I s e ft, 9 NGy, M FEm 4
(Web) > SL TR (Utilities) > & F4R (Centralized Upgrade), il s o 3] W 2% B 117 (1) Rl 7 1T
TR, AT RURIEE “4EhTH44” (Centralized Upgrade) T [fi .

FRETE ] TR HIFEE WSA FIZR 24,  “HEHTFHE” (Centralized Upgrade) BT 1 55 —#B4> LAE
S E R TSI T WSA. (AT DL S RN 4 H 5530 BoR B i f 4L, iz
WSA FfiH kRN & T AL )

ATAT i, AT LLERR AR TP — AN E AN WSA, ARGl “23m S (Install Wizard),
DLIFFIRTEREANITIE WSA E22de O F 3N 78 WSA boglisede)n, W EBb 8l
%o BHRMHILN SHER, ESRMEH 2SN S, 24 7,

s T#f1&%ES (Download and Install Wizard) - 2 S AE ILFE F TFAAIN s b4, 24 R 358k
B, S BSIFFETI R EEs; AXRIRETFNGEE, WSR2 T, 5524 00 (AP 2 7F
W) o wHSENIE, EHTE S WSA.

[EH%=%ES

“ZdEm 3”7 (Install Wizard) FFER I, Toiese BN R 230 FE R —304), R EER— Ak
AL O N VAR R T ORI WSA J5 fiih “4ETP T4 (Centralized Upgrade) VT I
[zl 7 5, TR LN D IRk a s,

PR R 2w R TR
a) fE “4EH T+ (Centralized Upgrade) VLA “ H AT C F 2 AsyncOS fRA I M 48 &7 S E BT i 1 WSA
(M 4% (Web) > SLHTZF (Utilities) > EEFR A4 (Centralized Upgrade)) .
b) MHiREES (Ingall Wizard).

T2 RS TR (Upgrade Preparation) TUIHI [, X F4E/MFrik WSA:

B zERgzeiLs
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o WHRELE WSA RIS &0 EIARE B R G e H b, EAEARZ G YR EREFEREB R

s MR CETRFHBECE L, B UAREREX ST REROAS, DAESOEA T BT S E 4.
R, AGEH A Load Configuration 42K 55T n#k 5 kit A 4 1Y £ 40 SC k.

s MR O AERGFERECEIRI, &) 8 RS S 2= 8 7 B i — A Ak Sl E
SRS S Tl WA A3 AR AN bk . ANk 2 T8 FE S 0 B

P33 i T3 (Next).

PRA “THRAHE” (Upgrade Summary) GURPKEH HI AR FTiE WSA ITHEHERAS B midi T—3 (Next) 4k 3.

BB N RINME ARG, PIUEBSIRE,  “HZ” (Review) TLHME L AL WSA [ 23R HR . 0] DL
TP BORERR IR . ST FFIAR%E (Begin Install), BLITUA4 12 B4, 2255 3 A5 T 1% WSA.

ek Bl “EErp TR (Centralized Upgrade) LT, b 0L 7R 4R H o

R AseRUE, B ERTE SRS WSA.

T—%#ita

A

AR o3, BT TR Z B WSA TS IT 226/ . lell, WSAMARKEE > &
FEHR I A ORI THFIRA R  “ e . HREEAE R, ES ) (ERM 4
WA IR TP “THEAE T AsyncOS il 4R ss 4 .

EEMBRERFNRT
* BRI TIRE » 213 1T
« A MG RIS L, 525 0t
* AH S A M LR ANIRE . 525 0
* W& RAIRATEAEE 5 26 1T

EEMFZ R FEVRTEHE
4 > SEFRTEFF > FLR IR SRS B DR B0 54 TP Y #1018 24 502 20 2

I EE I EIRAS” (Web Appliance Status) UL 7R EEFL (1) W 48 22 2 4 3R, BAR & AFR. TP M
HEy AsyncOS WA, BRRARMECE R E HP S B ARRFIRCE A i B AR FH 1) 2 4 i s
BONERE ) B8 A B RS TR 7 AT I 75 8T RO R 5 15 o

EERAMBLERFHNRT

“WAIRA” (Appliance Status) T §2 AR 5 IE B B A PRSI TEAIRL I o

| grngeeE® [
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HAE MBI IRA” (Web Appliance Status) UL 2 & & BE A P28 22 25 VRGN S, 15 i

ESE
RS BT IER MM 2 2 & 1 IUE B HWRAMMECE .. KA Edsk. IR IR
ot

Note LUy SC AR HR I THENIA 2 BBl .

Note 1S Iof s e Ve RIS FT B2 IO LRI 97 522 i B 4 L MRS RIEIE 0 5
RBP4 R PR IR, R “N/A”

Mg FIRSIFEAER

WG GTTHT b (1)K 22 K0 ST Eh ) % 22 4 B A A

* RGUREMEE GEFIZBITHIE, &&HSHTIS . AsyncOS WA, 4 H . AsyncOS %3¢
H 1A ] LA LA

* BB KA sk ChAn B/ VRNV A AR, BoERRCA . R An g RAHT

o SEHPREIRES, BHE IR SR R ) i )

o ML REAT I DERIRE (IR E OH . IR HRS)

o FEEFE PR BT 1Al I 4R 5 | S R A

o Mg B “ AnyConnect %42 3] (AnyConnect Secure Mobility)” # &

o B a2 A VA TE R R SR 0 IR 55 51 4 (ISE) k5545

o Mg AR B B E (R AABURACEE ) HTTP 35 1)
s SRR R ORSAS. T75. SURINUY: 2 SCRREWH P S0 U300 LA R S 4y
USANN O SR < WA K D)

2

Tip  “WZKBEAIRA” (Web Appliance Status) U AJ BT B LM 8k, A 4 S MW 2% 22 4 4% vh el K 7
(FFC & B . SN BRI B, 1% A RIETEE (Refresh Data) B4%. U b (6 IS ) oKy 1) 46545 %0
35 S Wl S8 (R (]

# Web 57 H B RTINS E R

fEB# b, PR (Monitoring) > REEEITIRIR (System Health) LU IE R G0IRE . 1% 0T 5 ¥
2 A I PRSI E

\}

AR P AV BRI R SE T TRBLE IR U AsyncOS 14.0 K S A AT .

B zERgzeiLs |
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# Web 521 B R GRS I TIRORIZ HI AR .
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* WBRS - il BB JE AR 22 A AF A Web 4 BL4% LK) WBRS % .
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maill.example.com> wsa_updatesconfig

Choose the operation you want to perform:

- WBRS - force an update of WBRS data on this appliance.

- AVC - force an update of AVC data on this appliance.

- BOTH - force an update for WBRS and AVC on this appliance
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