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* $TJT ASDM Jfi%#¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.
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Web Security Profile Editor .

WIB 2 FT TS 1) N 2% 22 A5 7 v B0 SC A

WIR3 i ML ORI Preferences.

S 1% 4 1%+ Enable Trusted Network Detection.

1B 5 {F https FBOT, MABEN 2RSS 251 URL, SRS fidi Add. URL n] G d& s bk o fl S
Ui A SIS S R B AR IS5 2% o ARGV, M KNIE IR S5 SR b 1K) SHA-256 IS Al 1H
7t Certificate hash HEH i A\ %I sl Set.

R MBS EERS RANSE SR

PYR6 DRAF ML 22 A% ) i L B AT

ANMERA R 2EFERR M KN

W SOEPEAMIE T 2 A EAER I MR, JF HAEM A AREE (Bt JERE R Mg 2y
YU s n Z50H B A ABRLS TN 3 5T 90 4 4 1) Exceptions AR HH A ACHRLB 2R 4713

AL E SR WIEFRER R BN A XTI BRI MR T2 NIE

FiaZ /i
i Windows J¢HIRTE FHak g 8% , 45 20 7T

UK
T AL R ik — i 3l W 4 e A B S s

* $7FF ASDM H1%£+¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

B EERszs



| EER%z:

TIE2
$IE3

FIE4

BB SR IIEFSAN RSB AXT BRI ENELTEKE .

* 7£ Windows HLHA T, ¢ Start > All Programs > Cisco > Cisco AnyConnect Profile Editor >
Web Security Profile Editor .

FT B G BRI ) 2% 22 4 P o TG B S A
A il Authentication.

7E Proxy Authentication License Key =Bt H, %A\ 57E Cisco ScanCenter H I [ A A %50 4%

BB S A B VR TR EH . SRR P A 3oet R AT B SR UE, RSB A F
S, M F Y Cisco ScanCenter BY, Active Directory 2% F ' BEAT G4 56A1E, 18 4 AN S G 2 1)

HEH ZFCEBRAA T . WA A, Mg A DL EEAR ST .

I\ Service Password. %24 [P ERIN B0 /& websecurity. 145 7E € HllC & SCAFIS TE SO 258 . %5

RS PR T (aze A-Zy 0-9) FILU R TAF, DO HAB - T §E4% Windows i 441
FER AN FAF BT XML AR E X .

~@HSE - A=), .2/

fEHI BRI, A B DU A P AT LU 1 2 22 2 iR S5 . ol 7 HAT L DO, I #8
A AAEA SR AL A - 00 T R B 2% 22 4 e g5

BAREAS HTTP 355K AES A QR R 55 4% Ak 3 A S AR = W 45 2 428 Active Directory 415 5. 1
AR SO PP SR A8 52 5 473 1 T A 2 P O e e R o

iR TR 1R I 7 44 e I ALE DR B IR 454 AR R, B I P BRI B IR T
I RANEAME ] Active Directory, iEBEFILE 7,

a) i Enable Enterprise Domains. 743 H, fiidi All Domains. *4i%#% All Domains £ H.
TR I, WP UCECH BT E s, IF B H P S A R 53 5 015 D R B R = P 4 22
AR HEDUEH T R 2 A A .

b) m#&, riidi Specify Individual Domains.

Pl NetBIOS #& Uy ANk 44, X5 55 Add. BIU0, example.cisco.com H) NetBIOS #\J&
cisco. flH DNS #2X, EANLEHK AL abe.def.com.

WAL Enterprise Domain name 7B 17 @ 3844, Bz W46 22 42500 241 6 3% ¥ Active Directory
H s M2%iZH 7 0 Active Directory 2H, 451245 BB REANE SR A 1% BHHGACHE,

¢) fF Use %%, #ili Group Include List 5, Group Exclude List, LL7E 2% 5| Rl = W 2% 24247
FEACEL HTTP 353K A 15 siHEBR 405 B o AT LA BEVCHC [ 7 755 AT T 455 HR

Group Include List. % Group Include List 2 J5, 14 /0Fl = M4 4428} Active Directory 2144
PR N2 Group Include List H'o X U820 A4 FRAGHE HTTP 153K K15 21 BURE 2 9 26 22 A F AR
Goak e WA SRR AR IR R KR F P 2R 5 v HTTP 3 KA T3 g .
B BEATAR G Sy, KAl BRI PRI HTTP i KT 98

Group Exclude List. % R} 2 M 4% 22 4251 Active Directory 204 BRI # Group Exclude List. 1X
LI A AR ILFIHTTP G K BB 4 2 AR IR 5 2% . W H ' )8 T Group Exclude List
AN, R BIRA S RIL BRI SS 35, IR IR LA A e A 5y sl D AR — 2 3R
I SERUDGE ] ) HTTP 38 SR EATIEUE, 4N %A Active Directory SRR 2 9 2% 224
AP 8 O R 0 H P AT E X
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FBT N RMANERIT BV B EXEEARE, 0 AREHRAREIRS 210 3w XA
a) fEFIRT, sSili Computer Name I L TH ML A FR. 50, sl Local User T F A< b
14, B#, i Custom Name, RJSHAGESIH 4. AT AR AR E Lo AR A
FAFER, WS TP Huhik ok BRI IR S5 4% . b 2 8 TP #ubik - TAE AT Cisco
ScanCenter it i H,  LARGIK A & HIH P (1) HTTP Ji .
b) 7t Authentication Group FE ', HiAH % 256 N R A AR EHIA AR, ARG sl Add.

4 HTTP iR AGE BT S G I, W AUE WA AR CRIE, JF HA AR ST 25 AT N 1
A, NHRE L5 AL A PR OCER AR HTTP SR BEAT I 98 RAEF A 55 EoR 52 SOx)
JO2 R E AL, RERRGE BRAOA T HTTP 3R 2T g

U RN E TR A4 TR G B E B 4L, R AR H AR 55 25 BRI T HTTP iR 2 AT 38
IR 8 (RAF ML 2 A5 7 i e AT

SRMBREEIRE

WA 2% 22 4 7 i G SO (K] Advanced TRTAR 75 2 I0BCE, BT RT3 BY ABRHE ™ s SCRE T RENTEEAT
BEFERR . S AN S AR K BE L, BRARZE 7 i SO Rp N B3 W 2R B B e AT

LERC B SOG4 1) Advanced THIBR T, FAATLL FAT4
* Jic'E KDF fiWro i, 5 14 50
o TR S VAT RTITUT A NGB L B 15 T
o TR B N/ R R R AR I ), 56 15 T
* DNS &4k, 28 16 i1
s PBCE , 2 16 1T

o BHILAT RV E , S 16 T

Bc & KDF {iiffrim O

WAIZ KB REFFHESE (KDF) £ 4808 2 AN Wi 10 A H R 11 0K DT AT 342 K8 30 5 4% & 1) KDF
TT oG o 284193 I 55 70 M i 31 KD At W s 11 ) BT A7 9 o

FHia Z |l
ANNZ S B, BRARR T 5 SR B SR A

UK

SR LU T IEZ — A B I 48 22 A0 B SO Ghi 4 4% -
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* ¥JFF ASDM Jf-i%£ F¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* 7 Windows FLAUBEC N, £+ Start > All Programs > Cisco > Cisco AnyConnect Profile Editor >
Web Security Profile Editor.

HIB2 ST I Y4 0 X 4% 22 4 25 7 it e SCAF

HIB 3 7E Web Security 4 % k% & Advanced.

#1124 ¥ KDF Listen Port 7Bt 45 2 KDF il 1.
WIS PRAT WL 2 A5 i SO

O anfal fou T & N 42
R 53045 3 11 A2 P9 24 -1 55007 M Ay Connect GUI 2L 17 2 56 FAl S FHAR P41 P A A IR RE I
Ho
T4 Z A

3

AN B, BRARR T 5 SR B R A

UK

SR LU T IEZ — A B I 45 22 A0 BSOS 4 4% -

* $T7F ASDM Jf-i% $ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.

* 7 Windows FLAUBE R, £+ Start > All Programs > Cisco > Cisco AnyConnect Profile Editor >
Web Security Profile Editor .

PR 2 EPEE I N 22 % P e B SO, SRS s Edit. 75 Web Security 4 % ks H £ Advanced.
PR3 GRS BER O 7.
IR A ORAF L2 4% P o e S

iR T ST e 1 ERAE 5300, A 25 EHT JE 311 45 22 4% il %5 FH AnyConnect GUI 214

e B B R/ E I RY & £ B (8]

SRR N R A A PT DA R R 4 2 4 Ak U 1) EL IR i (R IR ORISR o W R AR B
A, WAEFIERIAE N 4 F0 o Bt BT mT DU AR DT 7] A SR (K2 IR S5, 1 AN e S5 45 A7
I
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B ons=sx
UK
SR M EUT AL R B M 48 2 A0 B S Gi 4 4% -
* 1 7F ASDM J-i%£$¢ Configuration > Remote Access VPN > Network (Client) Access > AnyConnect
Client Profile.
* 7F Windows HLHLI0 , #L$% Start > All Programs > Cisco > Cisco AnyConnect Profile Editor >
Web Security Profile Editor .
PR 2 ATIF YA W 26 2242 %5 ) i L B SCAT
HIE 3 7E Web Security # % # 1 i ili Advanced.
$IB 4 4 Connection Timeout 7-E .
IR RAF ML 2% ) e B A
DNS &%
W B S AT B A% 1) Advanced TR 5 LA T8 PR A R 55 2 BRI 7B IR S8 3CE 40 DNS
RN E T R
57
ANZHE LB E, BRARE iSRG R X A
IR E
Debug Level J&—/N Al L& 7 B
il
ANZHE IR, BRARE iSRG R R X A
FRIEF R FRE

TR SR 51K, 1E4E Fail Close LATETGIE 5 SR 2 M 46 22 A AR MR 45 25 gt S 34 422 BEL
. W, EF% Fail Open DL RV &
/- When a captive portal is detected ¥|& ", L+ Fail Open DL7ETGVE S R & M 45 22 AN B IR 554

)

R WOR AL ACH R A AMIC E N AR R K 2] bk, ) Fail Close A2 BH 1 .
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H th A] T ) B M 4% & 12 10

T HH R0

SHAN AN E R 2T FIREEXH
MASA S ISR (10 199 265 2 4 2 P S G SC A R L T 38 24 0 4 5

UK

HIE1 7 ASDM, JFikFFECE > mIZEN VPN > MK (F Fin) A > AnyConnect % P im e & 304 .

IR 2 PR LI M 2% % P G B OCME, SRS Rids Export.

FIB 3 B A SO URAT SO . Y Local Path B S 44, DU GBSO 44 RARAT N 45 42
A i G SO

L4 S5 Export.

ASDM R[5 HH W 28 22 4 2 1 i e B SCAF B SO £11ename . wspo

S DART {H4B B AE L AW & = &8 FimB & X

1T 212 W AnyConnect it 75 T H (DART) 00 K016 21 ARHR 7 e ds, 5 3% [7] DART #4661l —
R ILE ML 274 Pl & A (filename.wsp B filename.xml) B SCHEA . BREE IR
25 TCV R U TR R AR

TC S G s (K T RS W] ) AR 1) R 48 2 e B S — AN AR FR A, SeE 44k
filename.wso, ; H—PHLICARRA, X424 filename xml.

i JERHE IR 55 3% DART ARGRALRT, Ke 20 SCARRA IR 90 2% 22 4 %5 ) S e S AHS T 21 DART 2%
(D
M ASDM ZRAEFH SN MR &% Pkl 830

SISO R 2% 22 A P i C B SO s TR AT W SC B XML 24 5 AE A MU T S0 B el e S
G s SCVFS R AnyConnect W 2% 22 A0 SO AR 4 AN STRFIISCAT o BRARSE )™ i SRR SA7 Wl
TR, A DA AN B O 296 22 4 5 P i TG B8 SO R SCRROAS o A e ok S N i 2

FHIa Z Al

NG 7 ot T E ) 190 4 22 4 0 i PR B SCAPF FRD A 4o

B2

1 1 ASDM, HIEHFEE > mIEZEAN VPN > W% (FFik) #EAN > AnyConnect & P AL & X1 .
WU 2 DR Ym i 1) N 4 A5 P e SO, AR il Export.
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SHE T EMABHMNER SR PIREEXH

HIE3 AEH N filename.wsp Ji, iR[F|F] AnyConnect Client Profile UL, &R Jim i £ 148 gk 10 SO A TiC
AR FR

FIR 4 riili Import.

WIRS W3 W 2% 22 425 ) i G B SO ) D gm B RRAS, AR sl Import.

FHETEMAIEMNER 2R PRt &34

UK

HIE1 77 ASDM ik TH > XHEE,
HIB2 5 “COHEH SRtk BT tE > At PC 5IAGFEZIE, JEH “SOA&S iR RO Ak
) filename.wso %) it B SCE A 2 S A B LT

AW zR B EiF 2 REREHRR

M S VPN 2165, i Mg i it VPN BRIE K 1% . (H/E, 4 AnyConnect F 7 il FH X 4%
AN, RS AN HTTP fili 75 EBRIEHERR, I EH R IE B 2 W 25 22 A Fi A EE

BT 2 W2 2 A AR B () i B S R o B IE HERR, 15487 F 41 5K 1 (1) Set up split exclusion for
Web Security %4 .

FIEZ Al
* it & HT AnyConnect %5 )" bifi [ P9 4% 224
o QU ANUIENE, SRS I O AE FH 9 2% 22 4 0B ¥ AnyConnect 2 7 i ¥ — N R B SO

U SRAR T 22 B A A P A D RE, O AR R 19 4% 22 4R VPN [ IR Ab Ts SR A, 1 He M
%%, LA HTTPS JIRg5as ATl VPN BRI . X0, ACH I AEAE R R i, 4% 22420
REAREN S5 BB

i

$IE1 /£ ASDM 1, ¥%F|EE > IMIEEN VPN > M (B PiR) BN > HEREE.

HIB2 Ve, Al Edit B0 Add ] g5 R G 4H S

PR3 EHER > FERE.

L IE 4 fiid; Set up split exclusion for Web Security .

WIS H NP ECEREIAT (1) FH T W4 22 0 B FRR I3 N B . ASDM B HT T~ I 2% 51 L 1 Vs [l 51142
IR 6 Xy At Create Access List, mi3& X Bl 4113 s Update Access List.

P/ riidi OK.
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T—%#ita
AINFEAR A RRACRE T, A AR B SR AR I R T A I 2 T SR

EHRRZMNEREREREXH

M AnyConnect WA 3.0.4 FF4f, 18 4% 22 2 FE % B i & S/ 1) Cisco ScanCenter FE/8 HC & 1] LA
R LA P b BT E . I e A T REI £ T LA iy (A7 T Cisco ScanCenter Il 554 |
FEEBLE SR OB W 4% 22 A HE4E 5 7 v e B S

AnyConnect % /7 Jjig ik 5 700 1 K H] AnyConnect M SO 9w i 1K) A4, ATBRIIRSS N 2CHRC
. K1) hostedconfig.scansafe.net/ (IP: 46.155.41.2) $2 HiE K. ZAZ ks iEit TCP ¥ 11 443 #E
AT .

FEE R E SL VPl TCP i 1 443 (FEfRT SR R B, I vl i i 11 8080) V7 i) AnyConnect [
274 CWS /R EE N 1P, AR} ScanCenter & P 5§58 H M & 0 $241L T AnyConnect 4% 2
AIEEARER K 5E 48 A K . & i AR AN Uy ) TCP it 11 80 LK) 80.254.145.118, & vl 7E UL AR HUAC FE
PEWIBEE, AT B CORRRBORT . 200K I 2% 22 A B H R B A 383 TCP i 1 80 1% 5] Verisign. {EUtE
WWHIN, &Pk &A1 TJ.symeb.com. T1.symcb.com Fll T2.symeb.com [{HUESIE S

A5 FH D0 2% 2 A 0 S Gt 7 B0 4 25 P i P SCA, AR K B S XML SCA A% 3] Cisco ScanCenter
MRE4%. M XML CAF S BRI rIE Y, 128 BE SRR = W& 224 e UL
FIFCERCEA AR R A F] . Bl PF e8] . BileE SO BN E RS 285, & Ui
L N[E 8 /NI Py HL N m ]
7EMFEE L E (Cisco ScanCenter) i 55 HX P17 2 7 v e B SCAR I, FEAE RO B Dh e Al VP il ik 2%
Ho WA W42 45 P i e & SO I vl U S 08 IR 453 25 P O B SO R IR IR 48 ] Uk AH
W, W—HREas U&7 it & SCPE, WS Rt 4 BB RS 28 9T F U &2 )
A Y S O 2 0 T 7 LT WV =T sy A L Tl L o= BT 22 el 11 P B e o A TR
Hlal— 3.
B[ IRVEIEZHPENE B, 1S Cisco ScanCenter B ¥, WA 5.2,
FFaZ B

o A AL RRE 2 W0 4% 22 AV ] IE B B TR A 2880 i I S A 22 25 I 4% 42 4 5 P it WA 4% o

o T A W 4% 2 AR BR 45 1R U HE A T JE S5 BT s BCRE 1R P A A

* 34T ACWS ACHL ) B 7 B v SN LA AL S AR AT FOARIE - AUA W LR A7t 1% 1 AT Thawte 4R CA
1 Thawte SSL CA - G2.

UK

W A MS N E S as, O 22 A 2 AR I 2% i e B SO o 15 g I B S A A2
A5 SARE 2 W 4% 22 A V] IE 24 .

SIB 2 B P un e SO A WS XML SO KRt SCfF A% 3 Cisco ScanCenter R4S 8% . SCHF A%
Jei, AR A v C SO R 1 4 A i
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B 52 mER AnyConnect Wik %2 ft12

HIEI WA S THER EDRE, B Cisco ScanCenter k28 7] _EAE BT ) % 7 i i B SO I FH %
BOE S B R I B SO S AN AT UE OCE . Wi R IEAE A AN R Vel e (lhn, AN A
VFAEZE]D) , WA RTUE T ik B QR s B S5 HOCEE . 1&mT LR Rl Ja A s g AN [R)
BB TR VERIE,  mEATT A AR R & i E SO . R LU RN AR 2 AN,
R E AL P i R B BRI P S S Bt S AT LAY 247 % 7E Cisco ScanCenter [FFE T
B AR EAS TR —, TIVR R R v C E SCE S BRIA R P L S . — N
ARG AN P B E SO OCIE DRk, S 2 AMEAT RS VR RTIEORER , BRI BRAK
Uiy I A o

EHFN S FHE% AnyConnect & % &I
A E I AT CA R AP SR OC TR G H ISR AnyConnect P45 22 4 AR AN 24 I = (1 D RE

& F Windows < A #1 /3 i3 i€ 28

UK

pZ A DI R R N RN
L2 #3] %PROGRAMFILES%\Cisco\Cisco AnyConnect Secure Mobility Client 3C{}:3% .
PR3 FIIT R ML g

o EE IRt UE, 1%\ acwebsecagent.exe -enablesvc

o B UE, 5%\ acwebsecagent.exe -disablesvc -servicepassword

P

£ F Mac 0S X > [11#0/3 BT S
R 55 B A WY 2% 22 A 0 B S A g 45 1) Authentication TR A L & .

i

LB 1 )33 Terminal N .
S8 2 ¥:3| /opt/cisco/anyconnect/bin A4k,
PR3 A EOR L g
o EA I UE, iEHiA ./acwebsecagent -enablesvc.

o B UE, I . /acwebsecagent -disablesvc -servicepassword.

%
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%% £ HEIER

Windows

T W 2% 22 4 B AR IC R fE Event Viewer (Local)\Cisco AnyConect Web Security
Module AR Windows FHF A F & o XTI EH & P I SiAF 4% 22 4l o i I RHEOR SRR
LR TARRIREAT 20 BT

Mac 0S X
A K H RS H B H G 1M 222 42 B .
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