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bk RIBOHE TP SR AR, VPNIEBK AR T AR kI, I HH 7 B A8 ) VPN
ik

* PPP Exclusion - X§ T i PPP 421 VPN BEI&, 55 /& 75 LA iff e HEBR % e o 567 o ]
PAKE L AE 22 4 W OG- AE 22 W G H AR BE T i f P R RR . FIFBR 2% HH 7E AnyConnect
GUI [fJ Route Details " W< A AE 224 . W ARG Dy REBCE ) T T #i],  WUH 7 RE s 3
FITE 4 PPP HERR

* Automatic - Jii il PPP #EF%. AnyConnect H#)fli ] PPP ARS525 110 IP Mokl $875H AR E
SR TCV SR EL TP bk i o e o
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AnyConnect &t 4i8% |
B Ancomect BB tmiRS, SRS

* Disabled - ANV 4 PPP HEk

* Override - 23 et J1] PPP iRk 24 H SR ITGIERI PPP JIeds a1 1P Hudik H 0K PPP fEER
[EWRE w25 DRI E ot I P v s i

W 3 A T PPP Exclusion, AT E
* PPP Exclusion Server IP - [f] T- PPP HE[ (1024 PS4 () TP k.

* Enable Scripting - {1 2 4= 5 % N 47 I 47#£ OnConnect Fll OnDisconnect A, W JHE 8 e,

* Terminate Script On Next Event - 4= [n] 55— 0] 9 5 A A 1 a3 I 26 0 IE A2 AT (1)
AR . B, WS VPN &4, ) AnyConnect 2% 112 1E#EI2 1T ) OnConnect A,
QSR g JA B VPN 2 i, W28 1EIEAEIZAT [ OnDisconnect A . #E Microsoft Windows
b, B AL 2 20E OnConnect B¢ OnDisconnect JiIAS 5 5)) (AT AT JAAS DA K& AT TR B A3 AR
FAR%. #E macOS Ml Linux |, % i H 224 11- OnConnect 5 OnDisconnect J{IAS, ‘g A
1B RAS

* Enable Post SBL On Connect Script - /i3] OnConnect J{IA (U1 AE4E) , SRJ5 SBL &7
VPN . ({4 VPN 3iiz 4T Microsoft Windows B A 5232 #F. )

* Retain VPN On Logoff - fffi &2 /& 75 /£ H1 /7 {385 Windows 5k Mac #§:/F R4 R VPN 231

* User Enforcement - $i5 7& 4 HAB ] /7 B Sk INHE R 45 VPN 231 . S HUNAE “Retain VPN
On Logoff” #ik H IR %A H P4 VPN S 1EHEHAT 44 Windows BY, Mac OS X i i& [

* Authentication Timeout Values - BRIAEHL T, AnyConnect 7E 1 FIER SR, EERFKIL 127
AN 24 M RSAF S I0AE . 2R)5, AnyConnect fn— 474 B, TR/ S0 UFE U . S
AT 10 - 120 Z [ IR EL

AnyConnect fL & X 4 4miEzs, FHRS

AT AR E — R IR S5 48514, DA P i A6 D S (0 R 55 o A A R IR o o 2R e 4%
(I o5 % A A e, 2 g o 2 DO R BIAE IR T R B R A5 4 4 T o I RZ R T, %
i 2> FU LR PR A R IR Sl e W DGR P F R R AR (KRR A R 55 4

N

AR {X4RAE AnyConnect FCE SR &5, A/ gnii ik gs as 404, 55 20 5UP g SO RS s, A
3 S TR AE BEALC & (R AE ] 2 IR 4545 - 7E Server List HACE MRS 25005E, i tbAb 41 H (1%
P55 s P W i o

Host Address - 7€ —> IP Hulik 55 4 fR e384 (FQDN) LR & 7E 48 RS 28 0138 .
o Add - K5 EHLHBREGS In 2 45 T IR S5 #3126

* Move Up - Rk 12 R S5 S AE SR P ) BRSNS SRR I 554 A At )% )
i B G A R B R T ) 4 F R 55 2% o BN PR AR AN BB B A 24K
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AnyConnect fL & XX 44828, IEH TR .

* Move Down - 1% 5 (125 T IR 55 2 AE 2 R 1) R #50
* Delete - M55 s 51134 b 3 46 1 A 55 45

AnyConnect fic & 3 4 2wiEss, EF ITHC
JA TR AEAR R A% b A 3l 7 S e A IE B (K 45 SR PR 1 52 3o
WERAFEEUEB LA AE, W) AnyConnect I H] LA UE -5 UL AT AR -
* Key Usage: Digital Signature

* Extended Key Usage: Client Auth

WERBCESCAE PR E TAEAT 2L EC VG, AN IX e DU BRI, BRGSO BARSI S 13X
eSS WIN

* Key Usage - {EIEFE A2 1920 7 Sl 150, 8] LA R IES 3 P 1 -
* Decipher_Only - i % £ #s, HARBEHALL, (Key Agreement FRAM o
* Encipher_Only - JI#% %, HARWE AL, (Key_Agreement FR4M)
* CRL_Sign - ik CRL L[] CA %4 .
* Key Cert_Sign - K:uFiE+ 1 CA %44
* Key Agreement - M3,
* Data_Encipherment - Il % Key Encipherment DL4M¥) 54 o
* Key Encipherment - 1% %41 ,

* Non_Repudiation - S iE £ #2844 /47, DL AT IRIE L8 526484 (Key_Cert_sign 5 CRL_Sign
ERAMD .

* Digital Signature - 3 ilF %7454 (Non Repudiation. Key Cert Sign 5, CRL Sign &4 .

* Extended Key Usage - /] UL T Extended Key Usage % & . OID $54EHE5 N :
* ServerAuth (1.3.6.1.5.5.7.3.1)

* ClientAuth (1.3.6.1.5.5.7.3.2)

* CodeSign (1.3.6.1.5.5.7.3.3)

* EmailProtect (1.3.6.1.5.5.7.3.4)

* [PSecEndSystem (1.3.6.1.5.5.7.3.5)
* IPSecTunnel (1.3.6.1.5.5.7.3.6)

* [PSecUser (1.3.6.1.5.5.7.3.7)
* TimeStamp (1.3.6.1.5.5.7.3.8)
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B Avcomect RE#HIES, EHTR

* OCSPSign (1.3.6.1.5.5.7.3.9)
* DVCS (1.3.6.1.5.5.7.3.10)

* IKE Intermediate

* Custom Extended Match Key (i:% 10 > - fq@ @iy RILEZSH (i, &2 101 .
UE 25 5 N IR T R 2 S I RE . LA OID A% (9l 1.3.6.1.5.5.7.3.11) Hi A% 4.

A\

R WORGIE AN e YT R ISHC I OID K/ NEBRE 30 N FAF, R Lt
“Hfig (OK)” FZHLI, 2% A B . OID M KA BUR il 2 30.

o A SRR PIIEAY g (EKU) FEFILAC - S v it : Wik & 7kl 20 38 4 5% (DN) L
FCREI, %5 i o B iRy € EKU OID AT A3 ity EKU [RAEFVLAC. A T AEORRE—SUE R [
FTHHMIRE, BnTLLAE B S5 ANY EKULE AT ILAC . BRBEE N DR B 2 5 I 11X — 1R 8T
Ao S I 5T SRR R B AT LA B 1% L

* Distinguished Name (5% 104>) - $5 @ 7RIS T B2 (K% 7 g b A5 I FH 158 VL RO 4 ARl 4
Wi 4% (DN).
* Name - FJ TUCACIH AT 344 FR (DN):
* CN - L/l H] 4
© C - I 5K /M X
* DC - B4 F
* DNQ - /8 DN FRGETF
* EA - @R A k-
* GENQ - 1@ B E 7
* GN - 45 & AR
« 1- B E SRS
* L -
* N - FRURE L4
* 0 - EHAF]
* OU - F/H6I]
* SN - FHELEG
* SP - T#AH/HIRIX

« ST - /M

I AnyConnect 2 & 3 4 445 28



| AnyConnect B2 & sC 434838
AnyConnect fL & XX 44828, IEH TR .

° T- FFIE

* ISSUER-CN - ik # 1 F 44

* ISSUER-DC - #il & & 411}

* ISSUER-SN - ik # 1k K

* ISSUER-GN - UK 3 45 7€ % PR

* ISSUER-N - MUk 5 A 7€ S 44 Bk

* ISSUER-I - MUK & 17 RIS

* ISSUER-GENQ - i & # AR BB 5 1°F

* ISSUER-DNQ - /&% # DN Bl & 57

* ISSUER-C - MU [H 5 /1 [X.

* ISSUER-L - il & # 3 i

* ISSUER-SP - MR # e/ H iR X

* ISSUER-ST - il & # Fi{E M

* ISSUER-O - MUK & T AE 2~ 7

* ISSUER-OU - i & & FifE 517

* ISSUER-T - il & & FriH

* ISSUER-EA - MU # i bk

* Pattern - §i558 BILI 7R Hi o BEDUHC BTN A B FE ZEVC RO I A AF R . AN ZAHE

BEA VAL B W A . RN T 1, B FHE R R 07
B, R G T4 B abe.cisco.com, HA T 5 cisco.com VEAE, WA AR 12 /2

cisco.com.
* Operator - 24 it DN $hAT VLT ISAT H PR32 54
* Equal - 5 == %3
* Not Equal - 5 1= %53
* Wildeard - Jii JH 5 B4 Sl e AR QUL A . ARG T P o0 1 A8En) DA 174
AT AT (7
* Match Case - &1 AJ i HI X 43 K/ 5 AR TE R .

AXEHR
PGB E T UL AL

AnyConnect BL B 24555 I}
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AnyConnect &t 4i8% |

B Avvcomect RE T HIES, M

AnyConnect fit & 3 {4 4miges, IEBHIFM
UEFSIE MHE AnyConnect S 5 FH 7] #fLUE 21 M Hp 3 (SCEP) TSRS 1T F 125 1 i B A B0 () 45

* Certificate Expiration Threshold - /&1l S HHi, AnyConnect £ F F HAik 5 BPRE k1911 K
# (RADIUS #EHA SRR I8 « BOAMEAE (AERES) o (HEHN 0 2 180 K.

* Certificate Import Store - & F R AT MHIE TS 1) Windows IEF A7 X

* Certificate Contents - i & L2405 £ SCEP 11 MHE K P TIETS A A
* ZHR (CN) - UEP AP i FH 4
* H17 (OU) - UEF R E HIFR I 1 44 7R
« A7) (0) - E PR E A AR
* NI (ST) - WEA 4 52 (I MFR IR o
* M (SP) - F3— AR AT
* WX (C) - UEF b e 1) B R A X AR A .
o 31 (BA) - Mgtttk . LR @b, il (EA) 4 %USER%@cisco.com. %USER% %if

N PR ASA H P 488 5 %1k .

* 3 (DC) - . LA Rttt 355 (DC) W HE A cisco.coms

0

BEIG (SN) - F G4 stk

* LA (GN) - A 4

* UnstructName (N) - & & X FK o

C HTREEE () - P E T RS .

* BRERT (GEN) - JH P BB AT i, “Ie” o “IIL”

WS4 (DN) - 4 DN HHE -

WTIT (L) - SRTITRRIAE

o BRIE (T) - ARIORRIE. Bt 4. oA, JeE
* CA ¥ - 1T SCEP 1Efft, — Mk CA 18,
o RV - N RRAMHIE T T A B RSA BRI

* Display Get Certificate Button - /5 /f| AnyConnect GUI W] 7E 71|51 T {7 Get Certificate %4 :

EAS B B N AEUE P 1 s S 1A B R i ) (RADIUS ASZRE)D
U 2.
UEPAFAE
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AnyConnect BL & X 448 5%, IEBBIE .

* UEASICIEILRC .

X EHR
(LN RITES L))

AnyConnect BC & X 4 4migss, WEPBHIE

DHEFMY
THARUEBBUE 2B, THS T IEBBUE T tESe k.

P VPN LSS5 38 PR R, DI A BE TS B A R BRI AR BUE
(Global Pins)” 471t FI T BT, TS A 55 A8 102 05 i e WL UE 45 465
i TR — AN RBESIRE, % ST TR R A . 5T 45 A2 M R
BLBE S5V 4 SR B el T BB VE A3 O FETUE TS, U 13 20 5 A B S P4t
DL B BT 1015 .

RINEATE (Add Pin) - JHZ0IEHE0E M, 10 ot SRR N E SO g a8 B e e .
T I UE PP BB VP E A HBIGAIE “ 358 (Subject)” F1 “Miik# (Issuer)” %1,
IERHIE RS
0] LUK IR 55 2 P AT ST UE 1 2 ABIECE SO s b, DR BUE TR g B Bl & S0 g
B S AR SN IE T
o W A A (Browse Local Files) - $EFEAMAEAE T TH52AL_LHAE TS .
* )\ URL R3304 (Download file from a URL) - MATA SCAFFLE RS 2% F4&AE1 .

* Kl PEM #% 20 {5 B (Paste information in PEM format) - UL PEM #4205 B, AFGE T UG
kgl ko

N

ER AT 5 N\ DER. PEM Fl PKCS7 $dts =0 ir 15 .

AnyConnect Bt B 3 14 4RiEes, BoIREE

AnyConnect 3.0 W& 5 5= AN AN SZFF Windows Mobile % 7% . i 2 [ AR} AnyConnect ‘%A= #5045 )7 vify
B AYEM, WA 2.5, T f# Windows Mobile 5 £ FAH AR B

7E M % 4 Windows Mobile 3247 #) AnyConnect ¥ & Z4 -
WG A B UF CATAE SRS, TCion JLEAT B 4L

Device Lock Required 5% Windows Mobile %&£ SGHELE — M2 EE PIN, A fed 7 VPN 4. ik
TS ]+ FH Microsoft A Hb & 3 56 Uk 4644 (LAP) ) Windows Mobile ¥ £
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B Ancomnect BB mIRSR, B

AnyConnect &t 4i8% |

Maximum Timeout Minutes - $& & 7E 15 £ B & A2 R0 2 BT 200 C B () 35 K
Minimum Password Length - $i & % & 8 @ % 05 8% PIN (155N FAF4L
Password Complexity - 5 & FT it 1 758l i 2 1) 42 8 1k«

alpha - SERASH] 7 REEU 2505

pin - 75 24 PIN.

strong - BRAE 2 /0 A

FHRE TR BT

A

TN PR R T B s, 2 3 AN PR RS PR NS

XML #Ri2 & FR

iz:pu

MobilePolicy

B 5 2R AT

DeviceLockRequired

HFRINST . 7E MobilePolicy 41,
DeviceLockRequired 77~ Windows Mobile ¥ £ b
JSEIE AN B PIN, A REEET VPN 45,
IR HAEAE H Microsoft BRI A HY & 43 30 F 2 {3t
7 (LAP) [¥) Windows Mobile ¥ % 1734

AR AnyConnect % J7 %iij 3 ¥ Windows Mobile
5.0, WMS5AKU2+ Fll Windows Mobile
6.0 LI A& Bie, (HASHY
Windows Mobile 6.1 )% 5)) ¥ £ 8

==13

JASRY

MaximumTimeoutMinutes

(EROEISIE 2

7t DeviceLockRequired 4114, & & b JF 67 3844
I, S e WA B AR T 0 R e K
L

MinimumPasswordLength

FEAT AR R A

7t DeviceLockRequired 41 P4, ISk E A dE M
O € FH T B A BIUE I AR ] PIN/ES i 0 200 4 />
BARE =N

EBRE A N HEIL R AR, B AT
BEE T 5 A IR 45 A R D HEA T HEIS
(WMS5AKU2+)
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AnyConnect B & st iass, Mz Esx [

XML #Ri2 & #R JEIRN BN
PasswordComplexity “alpha” - R | BoRkE, &F ALV TR,
EANT e T

IE A E 0 ) MR R A, Tl R AT
“pin” - T EHCF | WORE R SAHR S AR R HEATHELL

PIN., (WM5AKU2+)

“strong” - FERAY
H Microsoft 5& X
& E 7 AT
FF )5 - REEC7 5%
iy, a3
P INEES
BE NEFEE B
FRIbR BT

<MobilePolicy>
<DeviceLockRequired>

MaximumTimeoutMinutes=" 60"
MinimumPasswordLength=" 4"
PasswordComplexity=" pin” </DeviceLockRequired>
</MobilePolicy>

AnyConnect FL & X 4miE=s, FRF5AETI%
AT LARC B AR i GUIH /s (MRS 28813 o TP o] AAEIZ 81 3 T PRI S5 9 AR 37 VPN B2
k252511451 :
* BHLA - TR 1P Huhiksk 58 4 e 4 (FQDN) 1514 .
o EHUHAE - JRS5A% TP Hukik = FQDN.
* P4 - 15 UL — R 4 s 7411 URL.
* A3 SCEP 4L - A RBCANSETT BEAT % 7 S B 43 56 IE (1T IE A5 17T 418 5 114 ] BE Py Mo
* CA URL - M5 28 H T RE i ALM (CA) [ URL.

o UEPBUE - EBUE IR UEIAN], R Al A VLB E . 12 AnyConnect it B SCF 4 4
% UEPeE . 5517 0.

A\

AR %) B S U Y1) A5 A SR B RO I R LS . H ERLBE R
Pie B 5 AR HIUE B BUE 17 T il B 42 R AE 17 3.

Add/Edit - J/{3]] Server List Entry XJiFHE, &0 {EH R ¢ FdR IS #2450
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AnyConnect &t 4i8% |
B AnvConnect BB T #rmiRzSE, HUHIBIRSRETI%

Delete - M ik 55 #5412 bl B i 25 4%
Details - {27317 5S4 IS5 4 2k 55 2% CA URL I 5E Z VR 4045 B
HXED
e E VPN IR 55 4
AnyConnect FL & X 4miES, ARIN/REBERERETIER
* Host Display Name - 4ii A JH FARACENLFAI A . TP Huhkskse 4Bk 4 (FQDN).
* FQDN or IP Address - 155 Ik 55 7= IP Hihik 5 FQDN.

* G0RAE Host Address T-BcH¥g a2 7 1P Mihikal FQDN, Ul Host Name F-B:H 4 H 228 1,
AnyConnect 2% )7 iy H SCFC AL I8 T P8R IR & 4 bR 25

* WIS AE Hostname 7Bt ¥EE T FQDN, [ A7E Host Address 7Bt #5 € 1P bk, I
Hostname 7B * ) FQDN 4 i DNS IR 45 28 3EAT 8T -

o QRN TP kb, E A 2 9 OCI) A S TPv4 Mtk R4 )R TPv6 Hbdik . ASSCRFAE A BERE A
M2z 4 S L

* User Group - 8¢ — /M 4.
P AR T5 EN b — R — A T4 URL. W48 e 2 A IPsec, U 40200
JEIERNCE S (BREAD M4 R, X SSL, P AL IE RN E A2 URL 504151
Yo

* Additional mobile-only settings - ZEFf I 1] i # Apple i0S Fl Android B8l % . 77 22 4 A
HEASOEHE, IFAE AR ECE — NS .

* Backup Server List
TATE WIS — % TS5 s 203, DMER P e ] BB IR 55 4 A A bt A AT o o 2R
g5 A AR, e i i e I R B A R T (R R 55, L BN PSSR LB

B,
A\

ER M, 7F AnyConnect it & X dmifan, MRS H . 25 12 TP EE R
RS 3 R A SRS H I R4 H o KA AR AL A FA IR 55 23 51 3R
4 HEARIS H B SN & RS S0 B R4 H o RE L, I
H AR

* Host Address - 5 € —> IP Mulik i FQDN LIRS 78 £ R SS 2e 78 v o B2 im ook
PR TEHL, ek 2 R 2 4 F IR 45 25

o Add - K5 EHLHBREZS In 2 & IR S5 s 43 .

* Move Up - Kb 15 HIIR S5 s AE SR b ) BRE .t R b P A0 I 55 o At U
B 1 G S R B e R T (4 4 PR S5 2 B R SR LB R B A2
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| AnyConnect B2 & sC 434838

AnyConnect B2 & srtiass, mmgEms sz [

* Move Down - #43% 5E (1145 T IR 55 2 AE 23R 1) R #80
* Delete - M55 #5118 MR 26 A 5546 o

* Load Balancing Server List

USRI AR 55 e 5 4% H I MU 2 A (M T B i 4, R D 1K) T Eh g, IHE B
RAPIREER S MBS . A, ARAN A2 BH b 7 B A A v 26 e 28 R )

* Host Address - $5 & ST &I BT #F AL 4 1 & 1) TP #iuhik B FQDN.
* Add - BB IR N B 5B 4 IR 45 A AR
* Delete - MBI 7 B3 1415 o5 FH IR 55 4%
* Primary Protocol - 45 & #2 B MR 5525 BT (R B3, B SSL 8 IPsec (15 IKEv2 55D ©
ERIA P IE SSL.

* Standard Authentication Only (I0S Gateways) - “7%EFf [Psec 1E P3N, 0] DLEFE ik
I, KB 1) G B0 UE i BRI TOS IR 52

N

AR WS AS S ASA, UK S 3 S8R 77 VE L AT 1) AnyConnect EAP B 14
HHETIRER T A5 H] ASA (LA N IhRE: FCESUTER . 25 RN
Wr I ERGE N . $70bEIE . P74 DNS. MSIE fCHIf & A HAhThfE

* Auth Method During IKE Negotiation - 32 £ Ff 5L F-hrvE (1) B 43 58 AF J7 2%

* IKE Identity - 41 Rk £ TARAER) EAP S IR 73, ] LAAE b B A — A4
BIRA R P bR . B ek A R L ID.GROUP 4 IDi Sk B AR 1% . BRI
BUF, AT E *$AnyConnectClient$*.

* CA URL - #73& SCEP CA Iz %5451 URL. %\ FQDN 5 IP #ihik. 540, http://ca0l.cisco.com.

* MEB HZE (Certificate Pins) - i & 50 UF B 18] b % 7 i A (10 4% EALBEE - 152 [ AnyConnect it &
XA gwiEds, WETBUE , 17 U

* Prompt For Challenge PW - i3 FH LI R] B H] 7 T3k tHiE 151Kk 27 $iidi Get Certificate
I, %25 P S B FH P i N 44 R — Ik B

* CA Thumbprint - CA [FJIE-H#HEFRLL. TH SHAL 5 MD5 W 7518

N

AR CA RSP TG AT IR CA URL FUBHEIRSL. RHEFRLON H# MRS
PRI, MAE e ZATHUEFS 1) fingerprint 28 thumbprint J& 7Bt Hh 3k
Ho
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B Ancomect BB tmIES, BYRE

HxEH
fit & VPN E# 4548

AnyConnect Bt & X 14 4wigss, Bahig&E

Apple i0S/Android i% &

« SEAS SR TRAE - 15 4 I IRHIE 13 54 03 50 0 8 96 5 4010 b B S (O 4D . A9 0

* Automatic - AnyConnect [ 8 IEREIERE N FEAT S0 50 0E Fr A6 FH 102 7 aiiiiE + o AEIX RS Ol
~, AnyConnect ¥ 55 FT 2225 MAUE 15 ZMSHPLE I R 5. N VPN 25 5 i i B SC
b XUEBICHC A&, AR5 A S 4 AR UL AL R BT S B0 . Rk v es FH P 24K
ST VPN JEFZ I A2 XA 0«

* Manual - AnyConnect 75 N 40 & SCAFFFHAT LA N AR 4R, A Android ¥4 L (1)
AnyConnect UFE P77 X 1 ZAE 1S

* 2R AnyConnect 5T~ VPN 2 dii g B SCAF A 58 SCHIE P VR RC A AF 4R 21— AMIEAS, U
ERFZUEAS 2 B4R 5 B FAE N N A e S

o WA BITECIE, UEB SRR &N “ A5 .
TSR EE A S AT A B KA AnyConnect UE 5774 X INER, W) AnyConnect H5iIE 15 &
13 565 UF S0 B EL A Automatic.
* Disabled - % /' 5 iE A5 AN T 5 43 B0 E

* Make this Server List Entry active when profile is imported - 24 VPN it & {4 3% 2 % & 1,
B S5 ae i3 % H i SONBRINIERE . A — M IR 5155 H AT URAT A4 k. BRIAE A 4%

{Xi&F T Apple i0S BYI& &

* Reconnect when roaming between 3G/Wifi networks - %% & /5 I (ERIAED » AnyConnect 7£
FRIER: . B oOERR R AT (Bl EDGE(2G). 1XRTT(2G). 3G 5 Wi-Fi) JGANfR
T2 HE R I 1) . b DhRe s it T S BLis M 4% (R Rk 2 e e ) e g sh it BT
TR ESMERN N RS AR, EhaMFETE 2,

W28 A5, H AnyConnect 2GR, &0 7E 0 BEIN S22 T it N3 4 (10 I ) g K ml ik
20 Bbo WRICERELIER:, B H T BN A AUR B — N VPN R (WHRRRED .

A\

ER SRR AN N B IS i B 2R Bl I A5 BRI R

nnect on Demand (FEIEPBMANM) - Bl i ENCE B Apple i0S $& 4 1% T 1E#: 2
T LA R B, A A N R B4 P4 3R 40 (DNS) AT 1) 194 48 3 F2 N S 0B AT A

280
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| AnyConnect B2 & sC 434838
nwmeExssEs ]

VTN A7 Certificate Authentication 7 EXi% & 4 Manual 2% Automatic I #i . & “iFH
SMEIE” TR EAN “CANY , IWERHE AR . YRR EHEARIE I, )y n e R OR AT
CUUECHE L AR R TRERAE T S BOE AR E RS

o DCECis sl FE 4L - i A\ 18 A B2 g S gt 4 75 BRI 1 = ML (host.example.com) 144 (.example.com)
B4 8 (.internal.example.com). 1EZ) 7RI B A TP Hidik (10.125.84.1)

 WEBRMER E A P EERE b 2P e SCRE AU AT I R A E L —

© MAEEHE - i0S FEVLACILA R A RN AR B VPN 4% . B8R RN 2 Ty
HAh 5%,

A\

E® 24 ConnectonDemand Jii FHI, &80 IR 45 ge itk A shs n 2 k512 .
TXKE B 1 S AE S FH I 2% 301 W 2 7 ) IR 55 s BRI TG % g 11 ) I H Bl T
VPN &8 tREAHEKAIAT A, TEMERIE ).

- SRIEHE - 08 (L(ERZE I LI LA DNS ARHTHESLTITVE RCUE 51Uk (KA 5) VPN %
.

* Always Connect - 4 ZEHAT I 5 A K
* 7F Apple i0S 6 [, i0S FEVLHACIE 2 R R I 46 24 J5 ) VPN 4%

* i0S 7.x EASCHR Always Connect, 4uta1ZeH (I INIULECIN, HAT A5 Connect If
Needed FIUAHTH] o

o HERA AT Always Connect, it (1 NK; Bk %% %1 Connect if Needed 413, FF
FE A2 A

o ANINSMER - oF5 “ULPHCIE L AT TR B E AN I B B
DU RT3k e S FRD R DU o

NVM B & 34 4miE 25
AERLEL IR, RERCOEMR 25 2410 TP MBS FQDN. 6 T L P 52 SRR SN, T4
FEE AW R, LR R I

W 2% a] FLPE A R o] DL A5 IPv4 HBHEAG SN HERR TPv4 . 5 IPv6 bk AN HERR TPv6 Bl XU FR
IPv4/IPv6, 7 SHVE RS LN IPHUAE 1058
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P

2% AT E B RAE SZ AR AR P 28 TR I, B IAIA SRR e BOATEOLT, AR . A
BC B SO P AT 1 ARG BN A R B, HE S )n, S akSele R s . i RAE— D ATE
W2 EREATICEE, ISR AT R, JFAE 2 AT 3205 R 1R W 208 v I A0 A

W CAE NVM BECE SCAF TP IECE 7 TND,  WISZ A5 AR M 240 B NVM 52, I BT VPN >k
Bl o i R AL T2 A5 AR M 2% b . {HAE, QR TND RAE NVM BB AP HIRECE, NVM &1
F VPN [f) TND IO e K2 i 2 AL T2 GAE M4 b . Bhah, Wi VPN Oy S EeREs, Wak
SARMAEAL T2 ASAT M, S RIETE R . NVM B E RS HES 8o TND 1S, A%
TND S8 B IS, ES 0 AnyConnect FL'E SCIF4nfE oy, BIEI G2 #4y) , 288 L.

* R H (Desktop) 2iF% 3f] (Mobile) - i i€ & 7E 8 L 2 B ¥ L IE NVM. R H (Desktop) 25k
WM. ARRKESFFRE BB

s WEREE
* IP 1h1t/FQDN (IP Address/FQDN) - 552 it 424511 IPv4 55 IPv6 IP Hili/FQDN.
* 3m O (Port) - $& 50 WAE &5 1EAE DTVF IR/ 115

- EERE

* BRAR KN (Max Size) - 55 %50l 7 7T LU B fse KK/ DLRTRT A7 KN T 1Y) BRI
R PUE e B SCPE P IR e . A7 A DU i A, e A A AR RR 1)
HERE AT LU A

— HIAFIR/NR, R A ) b e B TN R 2 ) B 4 B i

* B AFFEERT (8] (Max Duration) - #1738 A B HR A7l 22 DR WEREEGEBEE T B KR,
W eIn 2 BRI -

— HIRFPRBBRE, NS )b £ 55 H 5 R EdE, B E S HIEarsds. ik
NACE T “HeNEFSE ] (Max Duration)” , TBEE A/ ERR; Wik ZFH#eEEH, R
FFR A 50 MB.

- EHIRERE OUik, DUV TRED - A DUS eI E IR S . BOAREOL R, NVM ARIE
FRAE R R AT OCAE R CUZERILIETT ) o QUR L@ IR EAR S B (H R L
ERORHIZAD , RSB E G (LR L) o BN 0 FORTERE U TR 45 AN K
IEPRAT S WERAE ny WHSHAEREDNFERTTIAN . RERG n AN MIZRIN BOX A E . A
PEBCE PRI AT ISR (EL RIS /D .

* PRIIEZ (Throttle Rate) - PR fil44 5 LA 4 18 24 B W GEAF X BIMCAR 2%, DA Sl N6 i
AR o R A] DU SIS R 2 A7 Bt N H BR ) CREAEAE A7 385D o LLKbps A 5447,
BN PR . BRIAIEA 500 Kbps.

A% E N BUS, S E p T th e N 0 K45 R Be .

* ITEEHER (Collection Mode) - i i L PRI AR 2 5] (collection mode is off) . (N SZAF AT M 4% (trusted
network only). XA ZfE/EM 4% (untrusted network only) BZFTH PI4E (all networks), F& 8N ML
Ui AT S 5CHR (1) 6] TR]

I AnyConnect 2 & 3 4 445 28



| AnyConnect B2 & sC 434838
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* W EEHRE (Collection Criteria) - 5 1] LIAE SRR I /0 AN i 221K 4, DU AR KL
I LT S T ) K g 4 4R «

* [THEEUE S (Broadcast packets) FI4A#E4#E € (Multicast packets) (& T-5i0H) - ERIA
TOLR, A THmERE, oK) A A R, DB )5 i 508 A6 2 R I
o FTh i A B AE AT S FHOGE) 73 AR 28435 B s 0 1R SO AR it i s

* {XPR KNOX (KNOX only) (rJik Hffw sk ) -iEd)E, BN KNOX TAEZS I
R . BOATEOLUT, RIEPILFER, B o WA 0] N SR AR A 0

« $iRIEE %R (Data Collection Policy) - 1] LIVE DIUSCHECHE oM, HA8E 11115 4K e e
W ARG . T LA R e S T VPN, T 5% R AW T4 VPN i, P 24
B2 T LA R4S T3 AR 25

7E8d: Add I, F 48 BR Data Collection Policy 7 1. ZEGNEE M I, 5 iCAE LN 45 S5 ).
« BRAIEDLT, SR O A S sl oA b5 9 8 A DG, UDREAR 5 RIS T 7 B
o RERR B AR SR I B D — Bl I 28 R AR OCIEE, (RIS BRAE b S s 5 [ — o 1 2 248
TR G R o

© BA AR M RN SRR A S . B, O VPN 2 AR AE RS — 87, Pl
VPN 25 S [ S (R D56 4w TR I B A R P 48 D B 5 X 268 [ SR

o THBRIE T P IE AR, O 2 )t FH R s i B e mes o ol dn Rt EE AR X
(Collection Mode) 1'% 4 {XZ{EEM 4 (Trusted Network Only), ETCiE N R ZIEEMLE
Z53 (Untrusted Network Type) fll 7 ##E Y ££ 5k % (Data Collection Policy).

o W NESHT A K] AnyConnect T JF2K H 3 hAS AnyConnect [IRCE SO, B4 H 8K 1%
TCL S A A0 Ry BB IR ROAR o B 8t el R v 2 DA P A DX 8 S I 3t e B e, FH T HERR S8 1
BB

* ZFR (Name) - A TS ELA LR IR HRE 4R E 24 TR

* MR (Network Type) - L E#E VPN, RAEESAZEE, KifE R, s
P AR SRR R P 45 o I R IE P2 AR AR R 4%, SN thaE ] T VPN 241,

© FOLIEERIM - 2 SC— LA —A A, T AR T A 2 AT IR BRI L. TS
KT WL IESRRAE L E R B v UL 25 000, AN 2 aT Ll X 25 4%
(G R S B w25 W o S 19 o b sl o R SR B WU S v ok S D D S
BT HEENHEIE . RN E L PR R 4R R

© ZFK - PILDEAS LI Ry — 4 B

o R -GS IR TR B NG SR i I A I DR A ) I AT
ERAE C “WCBR” B “22%7 D o WIRWUE, IR 40N avrin . an iR 2, T

o SAF - NEILRC AR F BRI — N4 B DL NS5, DU E 7 BoE A TERC I 17
NAHSEEAAHSE . RANE H A — A7 B AT FNZ T B AL . - BEULRLIX 43K
INE,
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B wwrs4mEs
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5N - REVCEC RS FBOAS I — A4 H LA —ANB 5, DU i - BUEDM DL RS2 7
NAHSEEAAHSE . FANBH A — AT B AR FNZ - BN AL %7 B X 40 Kb
5, BRAREAE G E I ERS T R X AR Y T AN X 2 KNS A
(EqualslgnoreCase). fi HJ5, BN & Value =B h I AA X 73 K/NE

* BLHE/HERR

» %3 (Type) - i 5E EAEHAHE SN T 82 (Include) SUHERR (Exclude) FI7-BL. BRI
{0 HEBR (Exclude). 25CRFT AT 5B, 1 FLARE T T 7 B

* FEE (Fields) - fiffi 2 1 S Lo BEAE Ay B0 e S SR 11— 20 o W30 DX 49 I AR T B, 5 B
BRI B, NVM K AR i LIS AR N 2
%+ AnyConnect JiA4.4 (R fRA) , SEILAE 0T LA H64 FUIRAS R SSID, X545
TE B A MRS R 2 G AT IR —A ST

* A% EE & FEX (Optional Anonymization Fields) - {1 4 2 5k A — 2 LRI %, Al
TREBERL, RPN FBITE S, CATEAE R E RIS 510 A A2 SEFRE T &
%, FERTETHTEAL.
Frac MBS BRI BT T4 [RRE, Frad o BE 44 1 BeAN o] 6 3 sl
B o

A% % H9{E F SR B% (Acceptable Use Policy) (7ik HAf @ TR &) - HuiitwiE (Edit), XI5
MEH R B e £ 8 T2 AT g . 5ERaE, i RE (OK). 5% UV 4000 N EFF.

BLENVMG, MWiHESERGH . WP ERIE R4 NVMIGE) . W44 B 03 Ff MDM
LT H¥H NVM,

ZASIERI M L&A — Pl e el A I 28 v 1t 75 S _EALF AR 4T . NVM AL 4R 2K A
SE A IRt NV M I AT (R K e S St o ol BiD B A BE B 52 A5 AT (10 190 288 Al ) e
SSL ¥R 22 S ik B CUHCE AR AF AR, WR AT ), W2 A e BN . RIS, REG0RK
AR TG SO i v B Y BB SR RS0 (SHA-256 141D IR H 5 2 IS, st Ie iR
L T RAFALII L s E, WUERATRICIEV ], B I AR AL T, R Ge e fs
LA L T AN AR P 2

A\

ER NN AMB A TEAE RS, TND 25347 DNS 35k IF 2218 5 T S ik
5 T SSLHERE . JURISR AV BUE I 4, LARA DRAE P AR I 4 LLAME ]
AL AN 0 TS LT SRt e S5 AL A A4 PR F 45 4 o

% TND AR7E NVM e & SO A e & B an R B 2238 7 VPN BB, NVM 24l VPN [ TND 1y

BRI o U S A T2 S AR I 2% . NVM LS SRR 22 b i TND J &40 45 DL R Y 2%

1. https:// — BN ZEE RS 25K URL  (IP Hudik. FQDN i Hidk) , SR ik
.
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AnyConnect 7 1h 5 BE .

N

AR R R ARG A AR SR .

2. EHBIHI (SHA-256) — WML 5% (5 (TS 50 SSL ¥EBemaly, MR LS4 M GuFEL.
T, T LI N 5 R4S 1) SHA-256 #1138 B oK T 0 B 7 1

3. BEERSBIIR WL LE LSRRGS (EL 104 ) dTHs 5
L CUR IO T2 (AT MR, DRI T LU _E RS AR 30 | T 42l e e %
WU AR BRI — A R, TR T A IR, R, 7EXTS]
LRI RS BT, ECBER 10 DS 2 TRATRS — R, R4 B AT
PYRAERT, RALNUA LIRS TR

RO E S AP A NVM ServiceProfile.xmlo. SXUZIUKAC & SCAAER R AE A A TR, 5 INVM
B TC VB TN R B

AnyConnect 7S th 5% B&

AnyConnectLocalPolicy.xml #0522 B K% i 1K) XML S0 ASA ANEREZ A Bl
i ARV AT R G T 8l bz 3O R FLE B T P ot AL . W R P RGP LA A
MRS SCPFREAT TR, WARGHKE S .

ARG S EFNE

PUN 2302 VPN AR SIS gm 4 25 F1 AnyConnectLocalPolicy.xml XA HHIIGHE . XML %R
INESRFE T

\)

AR WURE TR RIS HS S H, WD RERBURIMAT H

* <acversion>

8 72 BE MR Z AT BT S8R AR AR 1H) AnyConnect 2 /7 it W P iis A7 LE AR A T
L1 AnyConnect JIRA, B SIS 22k tH i H R .

%20 acversion="<version number>",
* FIPS Mode <FipsMode>

% i e Y FIPS 585 s B 7 o A AL ] FIPS At i S A B3
* Bypass Downloader <BypassDownloader>

), A5 VPNDownloader.exe B R Bl),  IZAEHR A ST A HARCAS Bl 28 A A RO A7 AE AT ERT o
Frm A ASA ISR, WRRE. el AR DA B

1% Bypass Downloader I, 752/ i F 1) ASA K R AE RG22 —:
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B ~esmsune

* WA ASA L1 VPN ) b e B SO AN ) T %7 s _E (K] VPN e 7 e B 500, 0% ) e
HEIER K.

WA ASA LB VPN e i B0, W i o 7 VPN ERE, E e i FLAE 2 A )
VPN %) e B ST R

A\

AR WIRETE ASA FFCE VPN &) i fic B S, WXL SR RA 20 e R i
3 ASA Z B 223 E % Pt . (BypassDownloader % H 4 true) . [F2h
W HE SO AT DAL B 3 D S, T DA RSO T ASA Sk
B P uilc & SO, A #130K BypassDownloader W& 4 true.

* Enable CRL Check <EnableCRLCheck>

K Windows IR SEREME I g . %T SSL Al IPsec VPN ZEHz, 1 LIEPEHATIE 15 A543 (CRL)
. JH % E )5, AnyConnect K& 554 B iE 51 U8B CRL. #XJ5, AnyConnect 5 iiE
HIRUE P BB EEAN FEE IR S mA e . W RINZIET S8 uE Bk LR (CA)
A, WIARHTIER:.

BUAEOU T %5 H CRL iy, {0 4i%H (845 D Enable CRL Check i}, AnyConnect 4 23k,
iT CRL fudy, Dk, mZAH Pl Ress gt 2 LR i

o Gl CRL MAFIES, BI#EAE AnyConnect ASHB SEHE SO+ 25 H] Strict Certificate Turst,
5z R IR E AR 2 oA R

o IR TCVEATR CRL (Bl T8V CRL 43k 15D , JF HAE AnyConnect A< Hb 5 g SC 14
" )i H Strict Certificate Turst, 52 4MRATERESTCEM R, W, R 2EH Strict
Certificate Turst, MR RESTENZM P et bk 1%,

N

iE% 5 Always On I/, AnyConnect JCyZ# 4T CRL fr #x. b4, Witk CRL 4
RISATEATF A7), ) AnyConnect 7] HE £33 1 i 55 H 1 o

.

Restrict Web Launch <RestrictWebLaunch>

BH 1= F P 3 AR SF 4 FIPS F 30 B0 2% 5k A& e WebLaunch.  HSZELIR AR 2 BH 1B 28 P i 3R B T ik
AnyConnect F%3E 1) 224> Cookie. 2% ) iy n) H P Bom— 445 B S o

Strict Certificate Trust <StrictCertificateTrust>

keI, WA E R e A M OGHEAT B A B IE IR, AnyConnect AN SV CVE S IR AT UE
Bo BPumIFAPFER P2 X GRS, AR CIE A B U I B 44 W DG I B A s g
BB RAFAE MRS BAE 1. AfnEs. o WERARIES, 2/ s H PR AE 1. IXEERIA
T A

<p> id=StrictCertificateTrustRecommendation kA J5 ZU i i % h AnyConnect 75 )7 B Ji ] “ ™ A%IE
PEE” , JREWE:

.
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wugmsunE ]

o BEAE A EA PR H 2548 2, AEAHBSRNE 5 ] Strict Certificate Turst £ B T-7EH] /7 A

ZAGAEM S (B ASEY R 2 JERERT, Bk s “Hhm N7 Bt

o BIAE R S8 e T e Ul HAZASAERIETS, BRIAELL T AnyConnect %/ iyt foiF fe 28 ] )7 4%

AT IGUE RS o WA 52 2P I N B, AT o] RE S B R e 5. %
M PRI v sg . 3 /3 H Strict Certificate Turst.

* Restrict Preference Caching <RestrictPreferenceCaching>

WRIEH T, AnyConnect ANFFEUR(E BB 2R . BTSSR KIEY 2] 4E AnyConnect
T IR A A AT R B P R

* Credentials - NZEA7H ' 4 A4 I P 4

* Thumbprints - ANZEAFE ) S AR 55 # FRTUE FRHEFR S0

* CredentialsAndThumbprints - ANZEAFUEFARHR RGN 1 44 .
* All - REAFAEAT B 5 H %I

* false - Ty B IR TR 5 AN HbAE CBRIMED

* Exclude Pem File Cert Store (Linux 1 macOS) <ExcludePemFileCertStore>
Bj7 1525 7 i A FH PEM SCAFUE PO A7 SR B0k IR 45 s UE PO A48 2R 25 7 i liE 15

A7 Al PEALT SCHF FIPS [¥) OpenSSL,  FH AT I FEMB HL R DASRECE ™ Stk 45 5 3 56 Uk P ik 5 114
R e JUVF PEM SCPFUEF5A7 i 12 vl DRI REHD P A 45 45 FIPS AOUEAS 170 /%

* Exclude Mac Native Cert Store ({{ff{ macOS) <ExcludeMacNativeCertStore>

Bi7 1% P 3 F Mac A< (keychain) GiF 3547 D56 UE AR 25 35 UE F S 2R 2 - il 15 .
* Exclude Firefox NSS Cert Store (Linux Al macOS) <ExcludeFirefoxNSSCertStore>

By 11-%% 7 i {8 F Firefox NSS iF 1 A7t 256 UE R 45 33 UE TS RIS 2R 2% P Ui U 15 o

B AT ST AE T AR 75 P B E 15 B U B A BAHIE B (K5 2
« Update Policy <UpdatePolicy>

A2 ) g ) LA AN 8 iy i SR ECA B L S BT

* RVFR B IEMAR S 28 RO AKX 14 BB # <AllowSoftwareUpdatesFromAnyServer>

FEVFEA FEVF VPN AZ A JUNTEC A AT REREER 1R A RIBUIR 5545 ORI IR S5 33 44 R A1 &
O AT

* RIFRBEEMIRSEREY VPN B & X E #H <AllowVPNProfileUpdatesFromAnyServer>

FVFEA SEVFR HRBRBUIRSS %% CRIFEIRSS a4 851D (1 VPN S & SO SEHr

s RIFFREEMARS 2R VPN BLE X EF

<AllowManagementVPNProfileUpdatesFromAnyServer>
FVFEA SEVFR HRBBUIR S5 %% CRIENRSS a4 R FI8 ) 1AE B VPN E & S0 S BT
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* L1k B E AR 55 23 BY AR 55 Be & 34 # <AllowServiceProfileUpdatesFromAnyServer>

FVFEA FEVFR HRBRBUIRSS &% CRIIFENR S a4 R F13R D (0 FEAt iR 55K D 5 S0 3
e

* Allow ISE Posture Profile Updates From Any Server <AllowISEProfileUpdatesFromAnyServer>

FVFEA FEVFR HRBRBUIRSS %% CRIIEIRSS a4 R 518D (1 ISE i 2 4 PPN L B3
PEEEHT

* Allow Compliance Module Updates From Any Server

<AllowComplianceModuleUpdatesFromAnyServer>

FEVFEAN SEVER A RIBUIR S & ORIFERR S5 A8 A4 FR IR D 1S AL SR .

* Server Name <ServerName>

FEMHIR PR E CRABURST A% .  SUVFIRLE AT AE 7. VPN 4 n 21T BT 47 AnyConnect 4K
PERIMC B SCAFISE A B0 . 554 % KR LUE FQDN. TP duhiky 3k A4 s O F hndsi 44 .

FHEUARM RIS

Ok

P 1 NK P i3k %R AnyConnect A EHE I (AnyConnectLocalPolicy.xml) |4

= 1:121E RSN AnyConnect A 1 S8 ST R 28 3R 12

BRIERS REBE
Windows C:\ProgramData\Cisco\Cisco AnyConnect Secure

Mobility Client

/opt/cisco/anyconnect

/opt/cisco/anyconnect

PR 2 S .. W UIF3) %% AnyConnectLocalPolicy S, Bifff HFE AnyConnect FC & S 4%
oL R KR VPN A i S G 4 2%
P 3 KX AT Ji4fH AnyConnectLocalPolicy. xml, A% Al AFEE B RGO S8 B s vk

HHL.

SRR A HT TSN, DU A SRS S S AR

£ MST 34 /5 R 7R 1 SR R S 48

ARV LR EIIE, TS A S 2 ONE .
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)

it <mmAps” TREAFeERsy |

B MST A DL RE UM SR I 250, MST 5044 F- 4 W T AnyConnect Al 5 i SCA:
(AnyConnectLocalPolicy.xml) * ] 2% :

* LOCAL_POLICY BYPASS_DOWNLOADER

« LOCAL_POLICY FIPS_ MODE

« LOCAL POLICY RESTRICT PREFERENCE CACHING
+ LOCAL_POLICY_ RESTRICT TUNNEL_PROTOCOLS

« LOCAL_POLICY_ RESTRICT WEB_LAUNCH

* LOCAL POLICY_STRICT_CERTIFICATE TRUST

pE

\}

AnyConnect 23 ANa F 2B i 1 TH AL E B A SO0 20 MER AL TSP E B
SRS SO, DA 7 i 22 2B P vl UG S F) S SC Ao

pE

X AS 3t S SCA AT o] B 5O o 2 OB R B R B

B3 “BEAFAPS” TRERAARM KIS

XA EE RS, #0TLME T BRHE “ B F FIPS” T EA# 5 ] T FIPS ) AnyConnect A1 5%
. “JHH FIPS” THZE N7 L H, £ Windows A& B AABRIZAT, AE Linux Fl
macOS VR - & 43847

HRAEMA T “JAH FIPS” THMEE, 1ESHBEIT FIPS & b vl 5 & o

FETHENL A 24T i\ v 2 EnableFIPS <Z4> 1217 “JH A FIPS” T H. DU UEH T “A
H FIPS” T . H.

o WRARASAIERI S5, 1% TR S H FIPS I 305875 3)) vpnagent JIlk %% (Windows) B vpnagent Ji5
G5 PR (macOS Al Linux) .

s RS HL
LAR 7 2 7E Windows T HHL LIz 4T/ “J8 Ml FIPS” T R4

EnableFIPS rwl=false sct=true bd=true fm=false

T A7l B 7R 7E Linux 58 macOS ML LIB4T 2

./EnableFIPS rwl=false sct=true bd=true fm=false

FRERAEA “JFH FIPS” T HECE KR E . 2405 AnyConnect A HLENE SCAEH 124040
VCHL
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B &: zmers” TREAAERSS

RERRE SEFEE

FIPS #i5{ fm=[true | false]

N bd=[true | false]

PR WebLaunch rwl=[true | false]

FEREAE P AE AT sct=[true | false]

B4 2 3B T 2B A7 rpc=[Credentials | Thumbprints |

CredentialsAndThumbprints | All | false]

HERR: Firefox NSS HE X (Linux fl macOS) | efn=[true | false]

HeB: PEM XA BAZAEX. (Linux 1 macOS) | epf=[true | false]

HeBR Mac AIEBAEAEX (I macOS) emn=[true | false]
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