AnyConnect #fZHEBR

o WA T HEHERR (G B, 281 0T

* AnyConnect ZEFZE W FFIERE )8 , 25 5 0L
* VPN 45 , 55 8 il

o IKShFE PR , 25 10 1L

o HoAth bk, 3510 02

o wEE, BT

o PEZRHERL . BB13 10

o R, B 14 T

o AHEREMB , H 1470

o CVRIRIEE =T N RSE , B 16 T

W& A T HEHIFRRE R

EEFFRITFEMAER

B D R A P B M E) AnyConnect 2 iEIFETHE S o

UK

SIE1 7 Windows [, SMiAISREO > FKiHEE > VPN XX, 7F Linux I, HidiH ) GUI 4 1) Details
¥4 o
T2 WREE S uirtEHL & R, CLR IR IR TR .
* Export Stats - K iEZ M5 BARE A — DN SCASCAE,  HELLS /AT F
* Reset - FEFG B EE ANZE . AnyConnect 537 I T Ui W £E B H0dE
* Diagnostics - Ji 5] AnyConnect iZWi 14 5 T H (DART) i) 3, %) SHHHGRHRE H SRS
W5 &, B a0 4 A FR R .
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B =7 oarT s A Fas g 2R

iz1T DART LU 2 F T SO FE HEFR RO 2R

DART /& AnyConnect 2 WA T H, 7] HRIEE ZdiE LAXT AnyConnect 222 FHIZE 4% ] UIEAT Wi b
Bk . DART WE H &G REFIZHHE R, UBHERHEAR SR 0 (TAC) 4047

DART [ ‘#{£i24T AnyConnect [ %% Fiz47. 0] LA AnyConnect /5 /) DART 544 ] AnyConnect
HATHZhE.

a4

DART % macOS. Ubuntu 18.04 I Red Hat 7 ({15 FE B A PR A e 2 H A&

AN, AT ISE & e 4P ili, — BR A ISE 2035 22 4 YPAN i i Bl A8 W AN G, 1 al LA E 3)
W5 DART (WHRCRCE) o 35 A 330 DART, i DARTCount ¥ 'E MALEIEEM. &HEHR O
W, ThREZEH . A H B3) DART wTE; 1k R A 4R 0 5 3508 52k . A2 DL A B I B 34 1)
DARTS:

* Windows — %Local AppData%/Cisco/Cisco AnyConnect Secure Mobility Client

* macOS — ~/.cisco/iseposture/log
SCRFRL N ERAE R S
* Windows [f] ISE 24 VF AL 3
* macOS
* Linux
UK

121 J35) DART:

* X+ Windows %45, 158 8) 8 F} AnyConnect % 4% 8) % F ¥
« T Linux % %, 15E+#¢ Applications > Internet > Cisco DART
8} /opt/cisco/anyconnect/dart/dartui.

X T Mac B4, 1%+ Applications > Cisco > Cisco DART.

WIE 2 H Statistics £, 285 .5 Diagnostics.
$I8 3 k% Default B, Custom FHZF A 4,

* Default - (4585 H HSCHRIZWHE B, #1401 AnyConnect H &S A &ML B B LA
S DART $ATHIASAT I THREMIIH 2. NGB ERIAA ) DARTBundle. zip, ‘BRRAFE
AN ST o

* Custom - 45 EAEARMGE DA AT 230 (EERNSCAT) FAEAHHR SR A7
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zwoarTzwun

Linux 1 macOS [ p Vi b A I8 S oA 2ol s e Hlr, DR 0] DUSE B M oGy 2254
0, 7ERGHEHERRGIT, TR Rew b Mg 2. thah, R pE s s A T
DL A Mac R4 pf IC & SO LA AnyConnect R 3ERC S SCF. X F Linux, BIXT K2 HuxX
LERCE VTR 32 B, iptables Al ip6tables % i R 23 75 /£ DART #, [k DART TRl sudo
BT,

iR X macOS, HAEBIAE (Default) L35 EIGVE H & SRS T EALFE I S0

ER O WUREEESE Custom,  WW] AR E EAEIRIRH AL S IR SO, I FLUOW SCPHRRE A R A7 A
.

HIE 4 W DART U EARAR K (R SR BRI SO 9138, 15 i Cancel, FEHTi21T DART, JFiEFE
Custom PLIEFRE /D H S0

PIRS WUREILESE Default, DART KITUHEIEMIEEL. W REILESE Custom, THLRSHZ 0] T3R5 € H
B HIEWOCE 2 WS SORE fT A 2 10T

7£ DART # & 7= UDID

7& DART CLI 1, f&0] LSS i I ME— R 2 A5 AT (UDID). fl4n, %51 Windows, % EI47%
dartcli.exe (C:\Program Files\Cisco\Cisco AnyConnect Secure Mobility Client) [f)SCfF3, SRJG %A
dartcli.exe -u I, dartclie.exe -udid.

W& HE LU E X TR E N #H o @ #iE (GEA T Windows)
W R AE ] AnyConnect 2B REIBMISE, FHEWEE L&, Bh DART WA LA 12 TEE ) -
TEIEf# K AnyConnect SCAF [ — 34 FHIZ AT msiexec iy 4
o W T, TR
C:/temp>msiexec /i anyconnect-win-version-pre-deploy-k9.msi /lvx c:/Temp/ac-install.log?
oAt co/temp/ac-install log? 7] LSS IEFE I XA 4
o WP TEIECHE, TR

c:/temp/msiexec /x anyconnect-win-version-pre-deploy-k9.msi /lvx c:/Temp/ac-install.log?

e co/temp/ac-uninstall.log? W] V& RIEFETI ST 4

Y

AR OO TEIRGR,  NAZAE IR E T T O R RAH) MSI

fEr LA B Il 4, BURAE R T JoiAE Windows b 1E A 22 2h¢ sl 23 AT AT AR K 45 R

AnyConnect &5 I}
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FEIT RN RGER

%TF Windows, # A msinfo32 /nfo c:\msinfo.nfo.

5% BX Systeminfo 3Z{tE4E ik

X1 Windows, 1t sysinfo iR fFH AN c: \sysinfo. txt.

WEEMRH

SetupAPI H & SCAE AR P i) 4% H R s $RA B30T

E122 Device install failed. Error 2: The system cannot find the file specified.
E154 Class installer failed. Error 2: The system cannot fine the file specified.

fififf HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce 73 J}ff < Jii
AFAE o A7 BT BTN I, 445 14T inf 22440,

AnyConnect H AR E

H PR B AELL R 30

* Windows- \Windows\Inf\setupapi.app.log or \Windows\Inf\setupapi.dev.log

A\

IR A Windows H, DA S BRGE A ST L.

WSR2 3028 22, W) H 3 SO TR P I H 5% R
$TEMP%\anyconnect-win-4.X.xxxxx-k9-install-yyyyyyyyyyyyyy.logo
WERTEZOR AT FeE R OGHEIRL, W H &SP T BL M A
SWINDIR$\TEMP\anyconnect-win-3.X.xxxxx-k9-install-yyyyyyyyyyyyyy.log.

SRIGE P T 183 B2 5 1) 5 ) i R AR ) e S04 o oo BRURRCASTIT 5 yvyyyymvmyvnyy #6858 2351 H
(1]

* MacOS  (10.12 X H @A - HE W8 % A ¥ 66 NH BL log v 4 #51f) VPN, DART
8¢ Umbrella ¥ H &

* MacOS GEFIHMCCHEIHE) - /var/log/system. log (HTArf HABRLL)
* Linux Ubuntu-/var/log/syslog

* Linux Red Hat-/var/log/messages
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117 DART wuaaasnsse

iz1T DART LUF RS FEHEFR IR

£f Windows 7, %] LI ] DART [a] S:& AR i H &

ig#g

L TIRIE B#y
TR | B IR S ) DART .
FIR2 | Pl BRETE BRELIHHER H &

AnyConnect &1 T FF 1E 1% |

AnyConnect Jo 7% 32 3 #1415 & B 5 ok W R iE 3%
1)@ :  AnyConnect NESEENLHI IR, B M. “Cisco AnyConnect %44 35))% %7 (Cisco
AnyConnect Secure Mobility Client) & 1 _E [ “WiTi%4%” (Disconnect) IN LSS5 R .
R IT % AT MR A
* WA Citrix @204 G 2 SR A 2.2.1, 1S INER Citrix g K% 5, H 3 Citrix Rk
CtxLsp.dll i) .,

ﬁn%“ﬁfﬁ HAT AT&T Sierra £k 875 M1 AT&T Il {5 & HL% 6.2 Mk 6.7 i, iHATLL R

R T L i et

1. Z5H Aircard .

2. Ji3) AT&T Communication Manager > T & (Tools) > iX & (Settings) > JHi& (Acceleration)
> [3 5 (Startup).

3. ## A manual.

4. {2k (Stop).

o M ASA SREUBCE SCF, B HERIEB R bR

* N ASA #Eii &5 8 write net x.x.x.x:ASA-Config.txt, ' x.x.x.x & TFTP R4 2576 M 4%
(1 1P btk

* MLASA ¥4, HE show running-config. B 1) A5 WG C & SO 21 SCA G 45 8% - RAT

* B ASA FFHE
1. 75 ASA G b, ML F 24T LA G ssl. webvpn. anyconnect F auth i {f::

config terminal

logging enable

logging timestamp

logging class auth console debugging
logging class webvpn console debugging
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B AnvConnect ok v amta st kB IF e 4

logging class ssl console debugging
logging class anyconnect console debugging

2. FRHESL AnyConnect %) 0, AAEERAE RN, UK H AR BN & E 3D IR 425
ARG R AR I ARAT o

3. # X no logging enable #%H] H&id 3¢t

* i H Windows FF 25 #5 A2 i v EALREUEEL AnyConnect VPN 2/ i | 75

. IEFEFFUE (Start) > IZ1T (Run) JF# A\ eventvwr.msc /s.
2. fF (Windows 7 1)) M HFIIRS H &P FEA anyconnect ven %/, JFEFIE BEH
3. fREXME4, B AnyConnectClientLog.evt. BWMAUFH . evt XA,

* 1524 Windows 2 Wil S IR+ .

1. 41 WinDbg R4 7~, BN vpnagent.exe #EFE .
2. i€ IPv6/IPv4 IP Hihil 73 BeIE R AFAEMT R AEFAT S h A2 A S YU PR

30 WK BRIRSE, W 1) BT R 2 7 i v SEHLA RS I ) e e A IR AR
AnyConnect FH H & H Al g2 4 F iR

Function: CRouteMgr:modifyRoutingTable Return code: OxFE06000E File: .\VpnMgr.cpp
Line:1122

Description: ROUTEMGR_ERROR _ROUTE_TABLE_ VERIFICATION_ FAILED.

Termination reason code 27: Unable to successfully verify all routing table
modifications are correct.

Function: CChangeRouteTable::VerifyRouteTable Return code: 0xFE070007
File: .\RouteMgr.cpp Line: 615 Description: ROUTETABLE_ERROR NOT_ INITIALIZED
gr.cpp Line: 615 Description: ROUTETABLE ERROR NOT INITIALIZED

4, JEIEIS IR 2 BRI (Windows) B34 (Linux Al macOS) sz o A — P ) % i
ﬁt o

* 1t 32 fi7. Windows H1, DWORD Vi M R AE A2
HKEY LOCAL MACHINE\SOFTWARE\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* 7% 64 fi. Windows ', DWORD I MR A 24 22
HKEY LOCAL MACHINE\Software\WOW6432node\Cisco\Cisco AnyConnect Secure Mobility
Client\DebugRoutesEnabled

* 7F Linux B¢ macOS ', ¥/ sudo touch #ir41E LA N 45 h Al g o

/opt/cisco/anyconnect/debugroutes

I AnyConnect &R HER
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AnyConnect o34 &4 & .

A\

AR BB B BRI M . SO B R B P A IRE AN 2
RIS B A BLRE R
JA3) VPN 4. B E ST, RGmm Ha (78 Windows il
i & C:\Windows\Temp, {F Mac 5§ Linux Hll ¥ /& /tmp) ok G g A~ %

HHR B SCA SO . Wi CARAFAEIX A U (debug_routechangesv4. txt4 Fl
debug_routechangesvé6.txt) , ‘AW E 55

AnyConnect Jo 5L iR 2
FIE: AnyConnect % i A HE B I ol MR B0 4 04
W HATLL T H S

.

3

WA AT AT&T Sierra o4k 875 MR AT&T (5 HLES 6.2 Wiak 6.7 hi, 1EHATEL R0
BRAPE L1 ] i
A% H] Aircard g,
2. JA3) AT&T Communication Manager > I H (Tools) > i% & (Settings) > Jli# (Acceleration) > J3
) (Startup)s
3. &\ manual.
4. Hf=LE (Stop).

$RHL show vpn-sessiondb detail anyconnect filter name <username> fir 2 (K5 Hi o U1 ek HiFR 5E Filter
Name: XXXXX, NEZEFKEL show access-list XXXXX & % o BiF ACL A BH 175 ZE 1 i

=

HHo

M AnyConnect VPN Client > Statistics > Details > Export $XH{ DART SC {547 1
(AnyConnect-ExportedStats.txt). MEZEZEvl. FLifiAIE .

K Er ASA Mt & SCAFH NAT i5A). a2 )8 F NAT, W40 Z5HE R DA 2% b ik 54 45 i 0] 2] 7
FU B . BN, 24 NAT M AnyConnect Yt HE: 1P Hodik, 7548 F DL R ARG .

access-list in nat0_out extended permit ip any 10.136.246.0 255.255.255.0
ip local pool IPPooll 10.136.246.1-10.136.246.254 mask 255.252.0.0
nat (inside) 0 access-list in natO_out

WUE AT A BB A ] T BEE AL BRAA M 5C o ARGEBRIN W I e ANl AR 3 T 1 I K

route outside 0.0.209.165.200.225
route inside 0 0 10.0.4.2 tunneled

W VPN %7 ity 5 U5 i) VPN DG FH 3R AR AR S R0 5, 500 0K B AR E BRI Y D A5 3%
VPN W OCA T e 38 PN B e o W AT R T A DG B 7, 2% R RF AR K B TPsec/SSL
VPN & IR . bRAE sl 5 AN 2 2 1 2 209.165.200.225, 112K H VPN [ K 2% i
F]10.0.4.2 H OB TR,

AnyConnect &5 I}
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B ven s

* LE{#H AnyConnect ZE S/ BEIE R i, WX ipconfig /all HSCAELAL AL th¥T ENHT H o
o TR i EPAT AR Al gk, BifE ASA FJE k.
N

R WORFELEN (10 Microsoft Outlook) JoikAfifi FHIbEiE, WIAEHAT ping 9™
JEAEI N 25 v ping AN %, AT AR HAZ RN (i, ping-| 500, ping
- 1000, ping-| 1500, LA ping-|2000) . M ping %5 Frb ] b 48 vb i) 43
BLin)ms s ——o SRJa, 0T DUAAELE S B i P s — AR R AL
FK5 1% 4H ) anyconnect mtu BE'E 4 1200, %5 A M IH IPsec %% /7 b 5 1 Set
MTU.exe SEHIFRFR,  JFomibi i) BUG T 2 MTU W& N 1300, HJ )5, &

BRI,
VPN BR 557 f5
VPN AR 55+ R
). %3] “Unable to Proceed, Cannot Connect to the VPN Service” JH & . AnyConnect ff) VPN fx
K ARIZIT o

R TT S B R S — NN SRS Ih R e U S B I 55 R 1 R I

T E AR 55 B9 58 1
LA i R 5 0 S E I B0 5 8 IR PO X SUARAE AT IO S5, 9, R A RS54 2
I

i

P11 &F Windows FH TH NS, LR EFRE AnyConnect VPN AL ARIZAT. WA IELEZATIT H.
PR oA DRI R, AT RERE AR A EL R A TAR S A5 — > VPN N ] fERAT %884 ), B0
B8, RIFELIVK,

T2 A58 FF AnyConnect VPN AXHE .

SR 3 A AE ST A AnyConnect H i DLE O /A AR HIRST IR A R TR LR 2 T
BIHUH S Bl A I TRV LA R A 3 2 Sl I P e ) o

SR A LRGSR RGNS H S LA AT AT b 5 T B KA [ 38 P I e 38

FES WR HSH7R R IR ST R, 5 A AL SR [ I Tk i JAR A PRV L, X883 R s U 1 0
Z—:

o SO - IARST. MST 2225 50 222 AnyConnect 25 )7 S LLHERR Bl 25 1 SCPF

© D3 AHSRMRSS R AEIR - AR 1R R B B AZE A ARl i R S T

I AnyConnect &R HER
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VPN E iR F1FEFiB2/$EiR (Microsoft Windows E#7/5) .

© 5555 NI B S5 IR - 2 15 T TR SSAEATT vpnagent {8 R[] —di 11, B A& A
L8 HIDS #AFBHLEFRATTAY A A 11

B W H S B FARTR I AR, 358 R R ph 5. B3] T S T REMM RIS, 5 M55
AR AEHTIZLE R 25 (4 VPN ™ i HIDS #fF. Spybot i ERFERS . WRAS . PN RE K F55) .
TR EHRB. WA VPN RBERSEER 30, TG R ERAE RGIERIN LRR e 55

VPN Z Fin i shiE FiB3E)$5i1= (Microsoft Windows E#/5)
m) G A SRR B ST T Microsoft certclass.inf 3, 7823 VPN EER< LR A

The VPN client driver has encountered an error.

WK A C:\WINDOWS\setupapi.log, <% %I LA N i%:

#W239 The driver signing class list “C:\WINDOWS\INF\certclass.inf” was missing or invalid.
Error Oxfffffbf8: Unknown Error. Assuming all device classes are subject to driver signing
policy.

T % TR FRTT R C:\>systeminfo 57 A C:\WINDOWS\WindowsUpdate.log, 1] &%
Bl e T RS TR . R MBS VPN KB REF .

2% VPN & Pim IR hiE [F 1HiR

JUEPAT R LIR D BT R R I H sk RN, (HEA STl g RS A SO R . i b i
{JSRAFAE, L ) Microsoft $EAT S 1 K Affs 52 YK Bl R 25 44 B0l 22 A A 350388 o

UK

TR DU S0 ] TT i S5 AT .

22 i\ net stop CryptSvc.

PR3 &R, Wi esentutl /g
%systemroot%\System32\catroot2\{F750E6C3-38EE-11D1-85E5-00C04FC295EE}\catdb il H:H 4L
PEOCKE H 3% %/WINDIR%\system32\catroot2 iy % 4 catroot2 old.

SRR A LR, 8 OK B R . IRl ar S IF A 30 .

AnyConnect #fEHEf&
I



AnyConnect # BB |
| R

IR Bh 2 7 8 fE
&5 VPNVA.sys F BYIR 5 FE 5 H pE

8. VPNVA.sys JX )R i .
il JT % $R BB B B Cisco AnyConnect e LGRS 1 M KB FE T, FEBONIEREEAT.

& & vpnagent.exe § LR SHIE 5 #L S

i

S G4 M c:\vpnagent 1] H 3.

PR 2 EETAE AT Process LI, i€ vpnagent.exe H1[JEEFE PID.

P 3 I APORFIF e TR TR H . BRSO R, Windows I THA T C: \Program
Files\Debugging Tools.

24 f# N cscript vpnagentd4.vbs -crash -p PID -o c:\vpnagent -nodumponfirst, I/ PID /& vpnagent.exe
(¥ PID .

WIS TG H DU MEIRESZAT . N AT R RS
L6 MR MBS, $F c\vpnagent [N 2 E46 A zip 4.
HIB T i tanalyze -v J—12 Wi crashdmp SCA-.

) 2% 377 5] ' T2 2% A Sk B /0K 21 A2 - (6]

WU P2 U 1) B BB TC N RIE IS, T SR et O RN . W I TE VAR e )
DUV % T A el O 265 U () A L8 TT BB T2 e I L 2 11 IE A B BROIRAS o 1A 7Y NIC SRBNFE 7 1)
R EE . AR OB T G B AR RE” (Wait for Link) &30 . W& R “IF” (On) I, HLk
NIC X SNFEFHILAARKE SR A B P B 5C i, TR e I B e R AT 2L

H At pe

AnyConnect & &
M. ERG TG, ] the system has recovered from a serious error 71 &

RIS M Yotemp% H 3 (B4 C:\DOCUME~1\jsmith\LOCALS~1\Temp) AL log A1
dmp CPE. RHEISCH B SO ST WT A4 log B .dmp SCFS

I AnyConnect &R HER
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saf &t dog 5 .damp 2 ]

WA 44 log BX .dmp 3T

UK

1 A Start > Run S LIZ21744 4 Dr. Watson (Drwtsn32.exe) [ Microsoft S22 % .
PR 2 AT LU ECE Il OK:

Number of Instructions : 25

Number of Errors to Save : 25

Crash Dump Type : Mini

Dump Symbol Table : Checked

Dump All Thread Contexts : Checked

Append to Existing Log File : Checked

Visual Notification : Checked
Create Crash Dump File : Checked

HIR 3 B i ALY Start > Run SE 5N eventvwr.mse /s, UL Windows F4- 2 & 28 3k HUE R}
AnyConnect VPN % /7 3 H i .

B4 £ (Windows 7 1)) N HAIRS H &2 B# AnyConnect VPN & Fif, HIEFEAEXHSHE
Huwvo o Lhevt X% BL S 44, 5101 AnyConnectClientLog.evto

vpndownloader # #J AnyConnect &[5 (7 EARFZ 12 LRE (LSP) 4= ELFA
NOD32 AV)

) :  AnyConnect 7t %% i L N DI HEAT B S b AL T SSL 23k, (HBH S /E A ] LSP 54
NOD32 AV i, AnyConnect 2 i £E vpndownloader H /& At .

R TIT 2. MIRR 2.7 P Y Internet Monitor 244, F£F+2¢ %] ESET NOD32 AV 3.0 fit.

=R (AT&T #S28)

R AR RAE T AT&T S5 88, W& it fE RGEA N MBLEDE, SR MY STt
fif R 7% THRBEH 7.6.2 AT&T BRI F b o

e

T

W}

icrosoft Internet Explorer % & 52

iH)#: Microsoft Internet Explorer H Hi Bl 22 445 55 11, @& DL S

Information you exchange with this site cannot be viewed or changed by others. However,
there is a problem with the site's security certificate. The security certificate was issued

AnyConnect #fEHEf&
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. “EHKREVAEHNHMIIAIE” (Certified by an Unknown Authority) £ &

by a company you have not chosen to trust. View the certificate to determine whether you
want to trust the certifying authority.

iR TT 5 ERBIAYIN A A5 AT W 5l ) ASA I R REH IR 25 . Ay iy ok HE IR 25, TR A ) i
A RAEERAE . WS 7 i A AERAE S

“EREIAENAIAIE” (Certified by an Unknown Authority) £

EER

)

) . AE ) B g8 P n] g H B Web Site Certified by an Unknown Authority 752 % 1. Security Alert % I
TS S5 S TN D N N N

Unable to verify the identity of <Hostname or IP address> as a trusted site.

R TT 5 ARERERIAIN N S AG AT fU B ASA I AT e Bl 22 4 5 . B ik IR & %,
FEZ P S b 22— A ZAFATHAIE T o WS AR ) I L2 b2 E AR .

i R R EERIES

Fia Z |l
A R ER IO TR B2 AR AR UE A (K

a4

fen] LU IRy B 25 R4S 22 0 2 7 i IR S A AR ARAIEAS AR 300 A B0 Ot L 2 e 5 iy o (HZ
FATAE VO, PN AT RE 2 T8 P R S e e B0 (5 AR VR AR 55 #s EIAE S, JF HAEIE
B 22 AP RN T BEAN AN N 22 4 1 i 26 P il R AME

UK

L1 Hik; Security Alert % I1H1f] View Certificate.

I8 2§58 Install Certificate.

IE3 il Next.

IR 4 EFF Place all certificates in the following store.

IE5 i Browse.

HIE6 (& FhglE T, EF Trusted Root Certification Authorities.
g BB T s NS $2 i H (B
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mamzz ]

R

Tk EAESIAB &KEEREZ (Juniper Odyssey & F i)

[#: £ Odyssey % /i b HTC&edifilla, WURBIAALER, MALLERMinLk. L
egiil)a, JCEIER T BRI AT IEH o

T % TLE Odyssey 2% F bify o
B & Odyssey = i

UK

181 7 Network Connections H', & Hili& EE%%E’J%%A (SEEREMEFR BRI —FE) o W8 g dE 1 i
X2, WERIMTELY, R TR S, — e B, RO I RS SO R, ATRE S U™ ) @

HIB 2 FIIHE ML I 5] HKEY LOCAL MACHINE\SOFTWARE\Funk Software,
Inc.\odyssey\client\configuration\options\adapterType\virtual .

HYR3 AL virtual NEVEH TR KGR E 1A PR Network J& PER G BIE MR BIOMOTEM &
WE— BARAE, BATEAIER ) i MST 1 4 30 I A 7 7 sty ol 2081 3ty 11 4% 38

E3E ASA 51 (Kaspersky AV Workstation 6.x)

). 2% Kaspersky 6.0.3 f5 (RIMEEZEH) , 2| ASA /) AnyConnect &2 7E CSTP state =
CONNECTED 2 Ja e BRI . REGe e om LR R

SVC message: t/s=3/16: Failed to fully establish a connection to the secure gateway (proxy
authentication, handshake, bad cert, etc.).

fift )7 % E1ZK Kaspersky F U7 in) FLi8 IR 3 A SLAh 58 B o

7% 48 UDP DTLS %32 (McAfee Firewall b)

). {#i ] McAfee Firewall 5 Iif, UDP DTLS & TLIEE .

fif ¥k 5% 7 McAfee Firewall 5l 55, #£+$E Advanced Tasks > Advanced options and Logging,
SR G B H McAfee Firewall H ) Block incoming fragments automatically &2 £ .

EEFHIEE LMK (Microsoft B8 N2 0] R %28 )

). U EAE A RRAS, W24 AnyConnect 2218 & 3 B AL A& HZEEER, FHHEP SR T
JL%E[B%

AnyConnect &5 I}
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B =sswmo s ranss

[Routing and Remote Access service is running]

Termination reason code 29
is incompatible with the Cisco AnyConnect

The Windows service “Routing and Remote Access”
VPN Client.

i 250 RRAS 55

ERRMAR D EIE (g ESR)
F D SRR

T 5 R = AR RS TR IS ASA B B HEK. D ASA SR D RE AL SR TE
REMS (LB % Z A Bt 7310 VPN 5038, Bt ABRATTRE SO A ASA S sy fir

Rt fE

AnyConnect 7t 3% T (Wave EMBASSY Trust Suite)

). AnyConnect 7% )i Joik N &k, JFHIBLLL T HHRTH B -

“Cisco AnyConnect VPN Client Downloader has encountered a problem and needs to close.”

AT % A T EE T B4R 1.2.1.38 MM e Ty dll Ja)

A FRA o] 70

FEIRAFTEMK (Bonjour 3TEPARSS)
FIB: R0 T 5 Bonjour FTENIES, AnyConnect T F i A6 U3 TP 6% % S,

fil ) % I AE A PR N net stop  “bonjour service” Z5H] BonJour FTEI 4. Apple 24
H L& HEH T BT mDNSResponder (1.0.5.11). it a1, 15¥81h Bonjour #fZ4 4 iTunes, H.
1B 2y FRAIRE I A Apple 3 4o

TUN B9RRARAFZA (OpenVPN & Fif)
) BRI RS BT %%k TUN JRAS, (HIZRCA S AnyConnect %% ) Jiif AN AHEZE o
iR 5 % %K Viscosity OpenVPN %5 J i o

Winsock B3R!z (LSP fEIX 2 iH32)

) R S A LSP AL, W RE K Winsock H %R .
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granie aspEiksn [

R Ty % EIZ LSP bk,
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