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Cisco Secure Workload #Defait - @ L. | Wl SECURE

Welcome to the Quick Start wizard.
¥ou can segment your network to allow only the traffic that is required for your business, and block all other communications
Use this wizard to prepare Secure Workload to start creating segmentation policies to control traffic on your network.

For mare information, see the Quick Start Guide

e

Start organizing your network

SECURE

@ Cisco Secure Workload ®Defaut + @ 4.

Get Started with Scopes and Labels

You will organize your workloads into groups which are arranged in a hierarchical structure like the one you see below. Breaking down your network into hierarchical groups allows for flexible and
scalable policy discovery and definition.

Take a moment to look at the structure on this page. @

Hover over each block in the tree for Def:
more information about what type of
workloads or hosts it includes.

Organization ernet
Each of these blocks is called a o

“scope”.

Workloads are automatically grouped Infrastructure S
into scopes based on their associated
labels. Segmentation policies can be
defined based on these scopes.

Environment ervices
More about labels
Benefits of this tree and its labels

Application o
Next Step

This wizard will guide you through
creating one branch of this tree for
your organization

|

| @ For more information, see the Quick Start Guide
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"Deny all traffic from Pre-Production to Production"

A M S 5 AT T AR ] ST LB

"Deny all traffic from 172.16.0.0/12 to 192.168.0.0/16"
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Start building the hierarchy for your organization

This wizard guides you through creating one branch of this scope tree. We will start with a single pre-production application in your organization's data center (the branch in blue, at the
far right.) You will enter IP addresses or subnets for each blue-outlined scope. We will automatically apply the labels for you, based on the scope tree shown below.

What you will need
1. Choose one pre-production

application to work
with. Guidelines

2. Identify the IP Addresses
associated with this

Organization

application’s workloads.

3. Gather IP addresses/subnets Infrastructure s Data Centers

associated with your Pre-
Production environment, your

data centers, and your entire

Internal network. L4l o
You can add add additional IP
addresses/subnets later, but gather Application Application 1

as many as you can now.
Later, as you build your tree, you will
add IP addresses/subnets for the
other scopes in the tree (the gray
blocks).

| @ For more information, see the Quick Start Guide
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@ Cisco Secure Workload ®Defauit - @. L. | ‘S SECURS

AN

Scope Setup

o Define Organization 2 | Define Infrastructure 3 | Define Environment 4 | Define Application 5 | Review Scope Tree

Default / Internal
Scope Name

(= Internal )

Organization Interna

IP Addresses/Subnets

| &

| w

[192.168.0.016 | &
b Add

Cancel

@ For more information, see the Quick Start Guide
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Scope Setup

(.« Define Organization o Define Infrastructure 3 | Define Environment 4| Define Application 5 | Review Scope Tree

Default / Imernal / Dat Centers

Scope Name @

& -1 Data Centers ‘]

Organization Intemal
IP Addresses/Subnets @
Enter IP addresses/subnets ass Infrastructure Data Canters ]
192168.0.0/16 5
| 172.16.0.0/12 v
{ Add
Cancel

| @ For more information, see the Quick Start Guide
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Scope Setup

Define Organization - — () Define Infrastructure - e Define Environmsnt 4 Define Application 5 Review Scope Tree
Defaut / Internal / Data GCenters / Pre-Production
i =3
('3 Pre-Production )
Organi Internal
Infrsstructure Dt Cemers |
172.16.0.0/12 ¥
Enviranment [ Pre-Producticn. |
+ Add

Cancel -Eack m

| @ For more information, see the Quick Start Guids
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@ Cisco Secure Workload #Default - @, L.

Scope Setup

Define Infrastructure

Define Organization Define Environment ° Define Application 5 | Review Scope Tree

Default / Internal / Data Centers / Pre-Production / Application

Scope Name © =2

Application 1 )

Organization Internal

IP Addresses/Subnsts @

elPe o Infrastructure 2 Campu | Demceners

[172.18.00 | &
[172.8 | & [E— - y . [ Pre-Production ]
[1721602 | &
| 1721603 | ¥ Appiication [ Ap_:illc;al\c‘:‘ }
[172160.4 | &
| 1721605 | &

+ Add

Cancel

| @ For more information, see the Quick Start Guide
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Review Scope Tree

On the left side of the window is a different representation of the same hierarchy that you saw at the beginning of the wizard. The raot scope shows labels for all configured IP addresses and subnets.
We have created labsls for the IP addresses/subnets you have entered, and grouped your workloads into scopes based on these labels

Define Organization Define Infrastructure ) Define Environment Define Application — o Review Scops Tree

Scope Tree Labels @

Here is the scope tree we suggest for your application

IP Address 1} o n n n op
S » Default
2 Children 10.0.0.0/8 Internal
172.16.0.0/12 Internal
192.168.0.0/16 Internal
Internal 192.168.0.0/16 Internal Data Centers
v
172.16.0.0/12 Internal Data Centers
172.16.0.0112 Internal Data Centers Pre-Production
172.16.0.0 Internal Data Centers Pre-Production Appiication 1
172.16.0.1 Internal Data Centers Pre-Production Appiication 1
172.16.0.2 Internal Data Centers Pre-Production Appiication 1
1721603 Internal Data Centers Pre-Production Application 1
1721604 Internal Data Centers Pre-Production Appiication 1
« | . DataCenters
1721605 Internal Data Centers Pre-Production Appiication 1
@ For more information, see the Quick Start Guide Cancel GCreate Scope Tree
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@ Scope Tree Is Successfully Created

Next Steps

To see your scope tree, lock at the Scopes and Inventory page

We recommend the next steps below:

1. Install agents 2. Generate Policies
If you have not yet installed agents on the workloads related to your You can choose this option only if you have already installed agents on
chosen application, do this now. your application’s workloads. (If you've just installed agents, we

recommend that you wait a few hours for the system to collect some data

s befi it I
These agents collect data that Secure Workload uses to suggest policies cfars gencrating palicics:)

based on your application's existing behaviour. (Later, when you are ready,
these agents will also enforce policy.) If you choose this option, the workspace page for your chosen application
will open in a separate browser tab or window.

If you choose this option, the agent installation wizard will open in a new
browser tab or window.

Install Agents Automatically Discover Policies
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