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3.7.1.22 3.7.1.39 T T

3.7.15

3.7.15 3.7.1.22 T T

3.6.x 3.7.15 L E AT

3.6.1.x AT ST i R AR 1Y) 3.6 4 T TR

3.5.1x 3.6.1.5 AT
(Tetration fii )

KT 3.6 HIRRA AT 3.6 BIRRAS . -

MALART (IPv6 S #F) RIZESKFNPRFI

SRR € A
Tetration JH ) IRITEANE
B

EYEAEE FIZ4T ) Cisco Secure Workload £ 1] AR & W Al F 1Pv6 F IPv4 HEAT HE ek th AR HEM

A o

\)

ER e oI RE3.6.1.5, 3.7.1.5, 3811 A0 LKA, HEUERDOHBIR (1Pve SHE) Tifk.
Ho2, AT R BBAME PR, 5 %D RE ML A AT H

o REUEH 1Pv4 SRR, FRAFEIGE IR E VAEH 1Pve. A1 XHE41ME R, 1EZ 4 Cisco Secure

Workload 1 ) 3651

BRI

WR S TEAE 5 R TR, T R DL St
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https://www.cisco.com/c/en/us/support/security/tetration-analytics-g1/model.html#InstallandUpgrade
https://www.cisco.com/c/en/us/support/security/tetration/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/tetration/products-installation-and-configuration-guides-list.html

F+4% % Cisco Secure Workload i 7 3.9.x .

-m?%&%%%%ﬁﬁﬁﬁiﬁ%¢%@ﬁﬁmm&%(E@%ﬁ?ﬁﬁ%@ﬁ&ﬁ%ﬂ%
o AP BERE A EARML AR SCRP U AR 2

o R Fral 1Pve Bk,

o JSEREE PR, B TETR R B 1Pv4 B,

o GEM TR 38 B RRAS) R e F T AUHERRIEH:, WA S R4l Backup and Restore (DBR).
© THZ) AL A S O S0UE I (X SRR S AU AR A

* IR IhRen 2 HAURE R IPv4 GIEVERL, BIAE IPve LU A, IPv4 HARZAL T8 FPIRAD

© GEHTIRA 3.9.1.1,3.8.1.1,3.7.1.5 1 3.6.x) 7 AIX AREE |- 5Lt

o (PGEHTHA 3.6.x) HHERBEH RS

o (PUEATHUAR 3.6.) HITHERMIEA . W r=4 70 sl T4 Jn i) i ey

a> 5
or CX

£k
o FENEEREE FOHERAR R 2 /T, 1% 8 FQDN fit & A 1 AAAA DNS i3k,
o HNEEARSS (41 NTP. SMTP A1 DNS) A0 Al i IPv4 Al IPv6 S8, LLSZELICAY .
o BRSO, 1HHAT LT A

o WMERER AT AL ZLE AN R 0 45 L3 BE AT i e (0 TPve kil  DASEIICAR, Jf H.
WIBUN BEAS P 2% B BEER NI G

* X 39RU ££8E, TEEF T/ 20 DT HEZS 0] 0k 5 0] 4% it IPve P4,
o XFF SRU #E8E, T8 A £ /0 20 A ML (8] (3l & a3 i IPv6 P44 .

© U AT TPV ER KT — A R IR O B 45 JURE 224 TAR i et HSRP B, ANSHh
FEA FeAh B AL

F2 2l Cisco Secure Workload FiZx 3.9.x

FH4% Zl Cisco Secure Workload K 7~ 3.9.1.38
BATLIM 3.9.1.1. 3.9.1.10, 3.9.1.25 1 3.9.1.28 fRAST| 2 3| R A< o

a2 A
A\

AR WA R AT T PR EUE MRS BT RO LR, WE20TE K. (GRS A, TR R
BRSZR 0 (TAC) LUE BATAT i) L.
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. F2% 2| Cisco Secure Workload k7 3.9.1.38

FEN AR, BUAE https://software.cisco.com/download/home/286309796/type/2863098 74/release/
3.9.1.38.

F#LLF RPM: tetration os patch k9-3.9.1.38-1.noarch.rpm
* {3 P 32 #F (Customer Support) ZUl Mk ) 2 A% SSH % B AT HObaHRER -
o R L BA U B B R SCRFALR KT B AT L R R
* Google Chrome H1 Microsoft Edge & 37 43 T2 1 3 5 2%

TE1 KRERZEITRGL. WERREAIER, WIEERAT .
a) 1t Secure Workload UI (1)t i i, i+ EUFEHERR (Troubleshoot) > AR 54K 7S (Service Status).
b) fEEITh AR ERE, KRRSAIER .
W, BERERSBITIROUN RIS, S BT 5 R e, St 23R (Expand
All), BRJ5 )RR 0L I LA I IR 45 AR AS
o) MWMHERIRHAILET, HEHITVLEMESE, MRS KE IETIE TG 4k 2.
$1B2  MNSHEKT, KIREFTEE (Platform) > F4k/E B/<# (Upgrade/Reboot/Shutdown). 7E4k4E2
B, E LR R U AR PSS B R IR R Can) .
$E3 MR CikEEANT F4K (Patch Upgrade).  CGXE4h T FH4%. )
L4 L EREAREEZE (Send Upgrade Link).
SES AR S DUT 38 A
[Tetration] [<cluster name>] Patch Upgrade Initiation Link
ALt S AP0, 5 o 20 FH TP AT T 2 1) e e
L6 U, AT AR (Patch Upgrade) > &£8# (Cluster) 5532 LAFT JT Secure Workload #% &
Ul
RS (ChooseFile).
WP R & M4 T RPM, AR5 Aidi¥TFF (Open).
TR T, i S B R (Upload) Bl A% RPM. fEMLIEREH, #0270 2k 2: 5 Secure Workload #
B UL 1R

ER B L el, EESRS N Secure Workload UT [R5 RIA PR JG A Be S B T e 459 . i
FHRAAAE R B, REK BN R,

Qe

Qe

Sk Sk Sk
S N W
(1-] (-] -~J

B0 pulBERELUARHE.
BN BAET:
a) {EW Y25 1T FF Secure Workload Ul
b) AESMEKST, LdiEE (Platform) > FHER/EB/XH (Upgrade/Reboot/Shutdown).
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https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.38
https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.38

F+4% % Cisco Secure Workload i 7 3.9.1.28 .

o) miiliARIERE (History).
d) FRTS (Status) #1) F PR E TS N B Th (Succeeded).

T2 WAL, E SRR T AR $ERE (Disable Patch Upgrade Link).

H 4% % Cisco Secure Workload B 7 3.9.1.28
BRI 3.9.1.1. 3.9.1.10 F113.9.1.25 fRAS T2 B A o

FIAZHl
EE RAEAY AU AT AL T APRESBUT A IR SIS T IR IR, ST R fEdksi 2w, IR EE
FiRICFEF 0 (TAC) LB ATAT 7] /8
o MR
LENMEASH, HIFE https:/software.cisco.com/download/home/286309796/type/2863098 74/release/
3.9.1.28.

T*}X‘ PN RPM: tetration os patch k9-3.9.1.28-1.noarch.rpm
* it & F3#F (Customer Support) ZUl ik C A% SSH & §] LLREA TS FERR -
* AL EA ol U B R SCRERUR AL B AT BL R R

* Google Chrome Fl1 Microsoft Edge +2: 3¢ 5 F+ 2% 110 W 4% o

P11 RERGSITRGL. MRS AIER, WIEERIT .
a) 1F Secure Workload UI (1] L& A% 11, &5 #BEHERR (Troubleshoot) > BR 54K 7 (Service Status).
b) R ERAOEE, RRRSAAIER.
W, EEHRFSIEATIROEASE, 5 AT sz, sd 2R (Expand
All), SR ) NI SN LI A A RS 1R .

©) WERRSAIER, WHATLENBER, MRS KR IERIEAT R H4REETI .

$£2 NSHEHKT, KKEETEE (Platform) > F4%/E B/ # (Upgrade/Reboot/Shutdown) .
PRI B LR R

TESRSEZ H, 1 RTE R TS A U ) 8 (D BEAT SR HERR o
iR 4N T FH4R (Patch Upgrade).  GXJE4h T 7F2%. )
il R EF R BEREE (Send Upgrade Link).

T4 AR UUF IR
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https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.28
https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.28

. F2% 2| Cisco Secure Workload ki 7 3.9.1.25

TEN

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
e VL R 25U T AT TR i

LRI, AT F4R (Patch Upgrade) 4%4:4] 7T Secure Workload & Ul
MHIEIE S (ChooseFile).

HREC U4 T RPM, #R)5 miii#TFF (Open).

st Ef& (Upload).

4% RPM 235 3072

RS R, BRI SRR UL 1 iEdE.

B4 Lo B, EOHIRAS AT UL U7 AR G A Re & B TS

WRTHRAFAE R R, REH DR opiig. ShRARBUEEHE.

KA T -

a) {ENEAEPFTIT Secure Workload Ul.

b) 7EFMiE Y, TS (Platform) > FHER/EB/XH (Upgrade/Reboot/Shutdown).

o) miiiARIEFE (History).
d) KRS (Status) &1 T IFPIRES &5 0 B Th (Succeeded).

RTINS, AR AN T A4 8k (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload A 7 3.9.1.25

#EATLAMN 3.9.1.1 BY 3.9.1.10 fRAS T2 B i As

FHIa Z |l

A

AR WA ACA R T PR SAE AT IR S ARG IE S, 2T . (RS 2T, TR R

FARSZF ot (TAC) LUE S ATA i) 11

FENNESSH, HIFE https:/software.cisco.com/download/home/286309796/type/2863098 74/release/
3.9.1.25.

T#LLT RPM: tetration os patch k9-3.9.1.25-1.nocarch.rpm
* ififR % P 3FF (Customer Support) 2 ¥k A% SSH 8§ LLEAT S HERR o
* BB IR LURAT Bl O B 03 B SRR L B AT L R R

* Google Chrome Fl Microsoft Edge /& 32 5 T+ 2% [ 3] 1
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https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.25
https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.25

F+4% % Cisco Secure Workload iR 7 3.9.1.10 .

PE1 RERGSITRG . MRIRSAER, WIERITFHH .
a) 1F Secure Workload UL [1]‘F i A% 1, i +F#BEHERR (Troubleshoot) > AR 4K 7S (Service Status).
b) TEEIh AR ERA P, FORIRS AL .
B, HEHRGSIEATROEASE, 5 BB s Rz, sd2E R (Expand
All), SR ) NI Sh Uik A B DA RS BRES -

¢) WERMRSSAEHR, WHHATLERMBE, MRS WE IEH BT 5 kST 2

FIR2  NSHERT, KKiEHETEE (Platform) > FHER/IERB/XH (Upgrade/Reboot/Shutdown).
PRI B EiR R

SRS H, ERHE R T A ON B R D AT R HERR .
Wik Ck 4N T FH4R (Patch Upgrade).  GX 24 T TH4%. )
mi & EFA R EESE (Send Upgrade Link).

L4 AR OUR IR

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
U VAL R 25U T AT TR i

$®BS I T, AT F4R (Patch Upgrade) 4%4:3] T Secure Workload i & Ul
PI6 sk E Y (Choose File).
LT EFEC FEAEN T RPM, A5 s ¥ TFF (Open).
$IE8  piidi b1k (Upload).
A% RPM 3 3 8 T+ 2.
fEdbit Fih, R L SIS UL 0.
LI LR, TR UL B0 AR 5 A RE & B TH 4 3
WERFFRARAE N, RGN SR amiE. SdBARGLAEHE.
ez A NEANSIE/E
a) TENBERR T IT Secure Workload Ul
b) fEFiERT, ATES (Patform) > AR/ERB/FZH (Upgrade/Reboot/Shutdown).

c) miiiARIEFE (History).
d) KRS (Status) &1 T IFPIRAS &5 0 B Th (Succeeded).

TN TG RE), E REE AT A4 (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload k7 3.9.1.10
AT LAN 3.9.1.1 FRATH BN L IRCAS o
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. F2 2| Cisco Secure Workload k7 3.9.1.10

FHia Z |l

A

AR WA R T APRSEUEM IR SIS RO R, BT K. (E4RSEZ A, TR IR
BARSFFL (TAC) MEEATAT )i

o A
LEN S A% R, BUAE https://software.cisco.com/download/home/286309796/type/2863098 74/release/
3.9.1.10.

F#LLF RPM: tetration os patch k9-3.9.1.10-1.noarch.rpm
* ffifRZE P #F (Customer Support) 2 1Mk 7 ) A% SSH %59 DL T SR HEBR -
o R LA R ol U B 5 B P SRR KT P S A3 AT L R R
* Google Chrome H1 Microsoft Edge & 3z 4% T2 1 3 55 2%

TE1 RERGSITRG. WRIRSAER, WICERITFHH .
a) 1F Secure Workload UL [1] ‘T A% 1, i +F#BEHERR (Troubleshoot) > AR 4K 7S (Service Status).
b) TR AR AR P, FORIRSAIE .
B, HEHRGSIEATIRO RS, 5 A BB SRz, sf£E R (Expand
All), SR ) NI Sh Uik A DA RS BRRES -

¢) WERMRSSAESR, WHHATLEIMBEE, MRS R IEH BT )5 kST 2.

B2 NSPEHKT, KKiEHEFE (Platform) > FER/E B/ (Upgrade/Reboot/Shutdown).
PRI B EIR A

SRS H, VERHE R B A ON B R D AT S HERR .
MR Ck 4N T FH4R (Patch Upgrade).  GX 24 T TH4%. )
mi & EFA R EEIE (Send Upgrade Link).

L4 AR OUR IR

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
U VL R 25U T AT TR i

$®BS IR, AT F4 (Patch Upgrade) 4%42:3] T Secure Workload i & Ul
PI6  siiEE Y (Choose File).
HIBT PO RN T RPM, 85 £TFTFF (Open).
$IE8  piidi b1k (Upload).
4% RPM £33 8+ 2
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https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.10
https://software.cisco.com/download/home/286309796/type/286309874/release/3.9.1.10

F+4% 2 Cisco Secure Workload k7 3.9.1.1 .

AR, ORI O 2 S BE UL MIEE.
FIR  AELE LA, HETRAGNT UT B9 AR 5 A BE & 5 TH 048 3.
WIRTHRATAE S, KRG S @kiE. AhPARGgUEEHE.
HIE0 BAETH:
a) {EW s 4T Secure Workload Ul
b) EFHEKT, AdiFTE (Platform) > F4%/E B/XF (Upgrade/Reboot/Shutdown).

¢) miliARIERE (History).
d) KRS (Status) 41 F PIRES AT 0 B Th (Succeeded).

TEBN WRTE R, R ZERRNT A4 (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload 7~ 3.9.1.1
10 AMATAT 3.8 WA T B A . (HEE R e TH R B HoB 1 3.8 1.x #h T RRAS, AR5 F T2 3tk

A
T4 2 B
A

AR YT A T TPRES ESAEATIR ST IBAT IR IER , 62T 5. (e8RS 1T, WIRREREOR
SRR (TAC) MESAT AT 1)

» Kubernetes AKS SN HMA % - FHAUT, AKS SMHSHMA K AL T HUBIRA s 1SR T S HEAT
T, WOIAHTY Azure EH:H I B FTFEE Kubernetes BR % (Managed K ubernetes services) i%
I,

* FMC AP % - TG, FMC AR EM A ST f B e a%

* PR ) SRR (Customer Support) 0 MK 7 E E A% SSH & H AREAT il HE R
o BRI LA AT ol U B 0L B SRR P S AT B R R

* Google Chrome H1 Microsoft Edge +& 3z 4% T2 ) 3 55 2%

o WIRECE T OISE RS, TERUEH TLS uE 2 5 RS H A (SAN) #7r. THe)5, ISE i
B CPIE B R E 45N CN TLS iEH5 1 ISE 3 5. 648 FH SAN 7 55 4 ik ISE TLS HiE
P W, IHRET

* T

* GRS Cisco Secure Workload #38 ¥H A R A DR R vl i (BRAEVHEIRZ 40 , M)
INTAE T R R RO4 AT .
o PV AT UE 75 Bl U BEAR .

o PR EVFIEPRA, iEHITLL FERE: £F Cisco Secure Workload UT 4, K IRIEFER
(Manage) > BR %1% & (Service Settings) > ¥ ATIE (Licenses). U AEREVF I IEE A S

Cisco Secure Workload 748357 I}



. F2% 2| Cisco Secure Workload k7 3.9.1.1

g2

PR

T2

IR

1

M, BSLEUL BB —AE. A REFEMHF ol IERME B, 154 Cisco Secure Workload
Ul ik F#5BN (Help) > TTE R BB (Page-level Help) , RJG8%R B HEVFalilE.

43| https://software.cisco.com/download/home/286309796/type I F i F T #1032 1) RPM (A4
* X T 8-RU 5 39-RU R4, i FHELLF RPM:

* tetration_os_UcsFirmware k9-3.9.1.1-1.x86_64.rpm

* tetration_os_base rpm_k9-3.9.1.1-1.e17.x86_64.rpm

* tetration_os_adhoc k9-3.9.1.1-1.e16.x86 64.rpm

* tetration_os_mother rpm_k9-3.9.1.1-1.e16.x86_64.rpm

* tetration_os_rpminstall k9-3.9.1.1-1.noarch.rpm

* tetration_os_enforcement k9-3.9.1.1-1.el6.x86 64.rpm

* tetration_os_nxos_k9-3.9.1.1-1.x86_64.rpm

* X TRENRSE, W FELUT RPM:
* tetration_os_ova k9-3.9.1.1-1.noarch.rpm
* tetration_os_adhoc k9-3.9.1.1-1.e16.x86 64.rpm
* tetration_os_mother rpm_k9-3.9.1.1-1.e16.x86_64.rpm
* tetration_os_rpminstall k9-3.9.1.1-1.noarch.rpm

* tetration_os_enforcement k9-3.9.1.1-5.e16.x86_64.rpm

IE FEA RPM F MDS #56H15 Cisco.com 1 ff) MDS 56 H12& /5 —E.
KB RGIZATIRIL . W RIRSAIER, WICERIT T .
a) 1E Secure Workload UI [ F i i #6 , BB HERR (Troubleshoot) > AR £5 4K 7S (Service Status).
b) R ERAGRRE, RRRSEAIER.
B, EEERSIEITIRGERSE, i ad BRI IRZd, sh2EREHF (Expand
All), SRJ5 RIS LI LA DA IR S5 ARES .
o) WRMRSAIER, EPITLEMBEE, MRS IR IE1T 5 4k et 4.
SERURE B TAEFH U 8 () BT RO . SR Ik B BEHERR (Troubleshoot >
1R B8 (Snapshots) > £I|Z |1 B8 (Create Snapshot) > 22 #[# B8 (Classic Snapshot).
a) AEHGERARE
b) {EiERE (Comments) FEH, NG PR
c) fiiliBIEEIRER (Create Snapshot).

. Cisco Secure Workload 743575


https://software.cisco.com/download/home/286309796/type

F+4% 2 Cisco Secure Workload k7 3.9.1.1 .

MEHUE RS, KIIEFTFE (Platform) > HR/EB/XH (Upgrade/Reboot/Shutdown).
EFHR (Upgrade) JEIT R T, $MBEHE I UHPRATEAE . SRS BT AT D 3R

AR (R IEIRME (Select Operation) I, MU HIEHFALR (Upgrade). AEEFANT ALK (Patch
Upgrade) i i .

rh &R EF R 5EE (Send Upgrade Link).
SR sl i R B A B SR P R A PR R A

[Tetration Analytics] Upgrade Initiation Link

sk B ERAF e B R . B0, n] LI T T B BURE HERR (Troubleshoot) > 4E4P 5 IR & 12 2%
(Maintenance Explorer) Jf-4i A LLF i ERIRITT 4% URL:

o PRIEHEEME: POST
o JRMEFHL: orchestrator.service.consul

« PRI 1% upgrade url
¥#  Google Chrome Fll Microsoft Edge J& 3 LT+ 24 ] Web 31 Y25 o

R4 7R Cisco Secure Workload &[T »

{E Cisco Secure Workload % &[]/ /1, A& RPM 3044

a) miTiEE XS (Choose File).

b) FPHIFELLEFEE tetration_os rpmingtall_k9-3.9.1.1-1.noarch.rpm, #RJ5 & d:$TF (Open).

¢) miili Ef% (Upload).

d) iIh bA% tetration_os rpminstall_k9-3.9.1.1-1.noarch.rpm X fF)G, A% (Ingall),
2% tetration_os_rpminstall_k9-3.9.1.1-1.noarch.rpm {55, B INAAHEKIRPM S0, JF H T
DAEFAEIXLERPM SCAFEAT IS o 80T LA AT 05 (1) RPM ORI A7 1) RPM SO RRAR

e) MRAILEIEIRE, MAHC RPM P EE L a® ¢ 1K RPM XA, 1S HAE 1.
AREEAS RPM SCAFIS, BT R RPM SCAFFIRAN S HOR . 3K TIUHAT h o W RAE bAE
tetration_os mother_rpm_k9-3.9.1.1-1.616.x86_64.rpm X 1F 5 & #5545 £ 10 04, &
Jo T . IR Z T LLAE & B A& RPM IBIIER T .

Cisco Secure Workload 748357 I}



. F2% 2| Cisco Secure Workload k7 3.9.1.1

AR W 3.8 1.1 FAHRBILRCAS, 1L LR Y B RPM SO, A%
tetration_os mother_rpm_k9-3.9.1.1-1.€16.x86_64.rpm {5, THSBE, BeSmED bE
IRPMCAF L A7 SEIRAE W] LA FAL HoAL RPM SCA

* XF 7T 8-RU B¢ 39-RU #%;:
1. tetration_os_rpminstall k9-3.9.1.1-1.noarch.rpm
2. tetration_os_UcsFirmware k9-3.9.1.1-1.x86 64.rpm
3. tetration_os nxos k9-3.9.1.1-1.x86_64.rpm
4. tetration os adhoc k9-3.9.1.1-1.el6.x86 64.rpm

5. tetration_os_mother rpm k9-3.9.1.1-1.e16.x86_64.rpm

© X T REAU RS
1. tetration os_rpminstall k9-3.9.1.1-1.noarch.rpm
2. tetration_os adhoc k9-3.9.1.1-1.e16.x86_64.rpm

3. tetration_os_mother rpm k9-3.9.1.1-1.e16.x86_64.rpm

PLER (S H s AT R ) BALE RPM. i RAEAEAT 10, 18 ridiARZS (Status) BLEE H &

Mg (Install) LK RPM 3L,

i 8k 4E (Continue) .

R4k Woruh R ECE (Site Config) 1/

F# M\ Cisco Secure Workload WA 3.8 & T mRRA 45, ToikAE{H ] Cisco Secure Workload W&
U (3l i BB FRATA SCAR - B AR ASCIL 747

(A[3E) EEM (General) T, X SSH A8, AR5 T T— (Next).
(A3%) 7EEBFHRE (Email) ~, B UL SR B B G MRk, 285 55 T—% (Next).

CAIEE) 75 L3N, i FHARAE LMEAE TS S LE B I i P B A ] TPv4 ANIEAE I TPve Hithik. 27
H IPv6:

a) 1k IPv6 HIEAE.

b) LA CIDR #F S AK I 1 FIEH 2 A HHLT IPv6 ikl

c) HIAALH 1 AL 2 IPve BRIA M G,

d) riili F—% (Next).

B RAE I GO S IPve,  TUE A5 AE 4% (Network) T BB E 1Pve 7B, Wb B8 15 Frik.

A RIHE BT ER AR, 1ES XU (IPv6 SCHF) IESRAIPR S, 55 2 1,

EM 2% (Network) -

a) WL, EHEN CIMC REM4. CIMC RERMLKM <. DNS #4788 F1 DNS 18 /{1 .
AR AT N BRI I SNER R AR A . (H ] AR INTE 2 IPv4 M 45,

. Cisco Secure Workload 743575
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F+4% 2 Cisco Secure Workload k7 3.9.1.1 .

b) WHRAEL3 G T IPve, |Pve SERER: gt . Mg AT L F (T4, 484 Cisco Secure
Workload f& B 1] IPv6 Hutik:

1. HIAKH CIDR RIRVEM) IPv6 AR 45

2. (W) B IPve AN TR al, i N AN IPv6 TP,

iR * |Pv6 SMNERM 4% (1Pv6 External Network) Bt HH T — /> TPv6 Ml R B 45 Cisco
Secure Workload £ERE AT #AL, AN FH LA HA H 9.

« XJF 39-RU £E8F, WEHILR IPv6 S 45 ol 133 IPv6 TP ¥ 3 43/ F5 29 4~ IPv6 Hh
i 8

o X+ 8-RU ERE, TEHITR IPv6 MM L8B4 IPv6 1P 413K 22/ 20 /™ IPv6 Hiuhk
Al

¢) HiliT—% (Next).

(AJi%) 7EBRSS (Service) N, HEMIA NTP Il SMTP {8, )5 i T—4 (Next).

fER S (Security) , JA o2 K IR EIERY SSL 58 %5 (Strong SSL Cipher sfor Agent Connections),
RIG i T — (Next).

ER BLEEENRUL. % (Advanced) FlkE (Recovery) HEIH K K A1 .
fEVRE (Recovery) v, WIRAERERENCE N2 FHARHE, WIAERER DL RIS, b s bnsh
e (N FFAFRAIRE LD o

R 4E4E (Continue).
LETF 953 2, Cisco Secure Workload &# AT HELL I8 IF(E4%, LATRAR:

* RPM A IE i o
 ERFSATIEH
o BEPRALR B RUE R AL
* ASHMUNC B LR, 7T LLTFR SVBOB A (1) NX-08 #ff.
© REUKIAEE BT
* TEFB IRV P NTP,
SRR AR B AR RORAL TR R
IR ITEREEREAHNL, A AT RET L L BB — AN o SR A S, BRI — B R

TETRATION CLUSTER MyCluster: Verify Token HJFHLFHELE. HEM: 40 & T as A4 ki LU 4k 2720
ST 7 IR R T A R

7t Cisco Secure Workload Setup [ 1/ H1, K54 FURG I 21)36iE < B (Validation Token) =B, #RJ5 mi
ek (Continue).
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. F2% 2| Cisco Secure Workload k7 3.8.x

EB R 2 RESEI1E 1E #FE (Ignoreinstance stop failures) S EHE, FRIEER TAC Zkix
FEAlL

THRREC 8. 183.9.1.1, 3.8.1.1 F13.7.1.5 WA, Phil a8 ERWLRESE T HABA T, IX T R
T30 2 60 2rh, fEURHIN], HEREAR M 0% BN 100%. Phi#sTH o in, ARG T
G, WK 0% FHITUR. Mo AL E] 100% B, R RFHR O e B sy s
B EBZE (Deployed) R4,

TR0 BUETHK:
a) TEW Y28 ¥ HF Secure Workload Ul
b) MSME T, KKEFTEE (Platform) > F4&/ER/*HA (Upgrade/Reboot/Shutdown) .
c) miiiARIEFE (History).
d) BWUFRZS (Status) 41 T PR E S A B Th (Succeeded).

T—9#Mita
THe, AT DM A TZARCAS A1 S D e 3R 2 -

s R B H 1Pve, WA LAEFH IPv4 B8R IPv6 Huhik i [A] Cisco Secure Workload Ul ERIATHEIL N,
ARELGRSAFH] TPv4 B RNERE . WA KR BERERL AL H] 1Pve HEAERFIEAS, HPATLL T
1E:

1. ARG T, KIRIEFETFE (Platform) > &£8#ECE (Cluster Configuration).
2. F (Cisco Secure Workload H 7 F5F5) 1 113 W i 4% %88 VIP FQDN (Sensor VIP FQDN)

B

o VG A i Rl Kubernetes TAE S SEBEIME B, TES TR EIRA 3.9, 3.8 f13.7: 1F
S A I i P Ot ) Kubernetes TAEARSERE , 45 36 7L,

F+2 2l Cisco Secure Workload Fi 7 3.8.x

FH 45 % Cisco Secure Workload A7 3.8.1.53
AL 3.8.1.1. 3.8.1.19. 3.8.1.36 ¥ 3.8.1.39 WA T B A .

a2 A
A

AR WA R AT AL T PR SUEM IR SIS RO IE R, B2 T K. (E4RSEZ A, TR LR
BRSZR 0 (TAC) LUE B AEAT ) L

o A
FEF VLA, UL https:/software.cisco.com/download/home/286309796/type/2863098 74/release/
3.8.1.53,
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Qe

S
S8 3

w N

F+4% % Cisco Secure Workload i 7 3.8.1.53 .

T4LLF RPM: tetration os patch k9-3.8.1.53-1.noarch.rpm
* fififR %8 B 3 ¥ (Customer Support) Z0) ik 7 C A% SSH & P LAREAT i bR -
o R UL BAT R BB B SCRAAUR T B AT LR R .
* Google Chrome Fl Microsoft Edge & 37 45 T2 () 901 U5 2%

RARGCE PRI, WSRAERTIRIRIE AT A ER, WIEHEIT T2
a) {7k Secure Workload UL [f) L7 1, MH#(IEHERR (Troubleshoot) > AR5 A7 (Service Status).
by FERIARAT I, RIS AR

W, HEERSBAPRONRS LI, S R s &2l mi 28R (Expand
All), SRJ5 1) R iR2h UL LLE 7 P e g5 KR -

©) WHRARATIRSZAT AR, WAL R WTHAT AT BB 5 DT IR 45 1 384T .
WEHUERE S, KIKIEFETE (Platform) > AR/EE/XF (Upgrade/Reboot/Shutdown).
TR RNE RO (o

TEARELZ T, VR TISEAS 2 ff AT ] i REUEA T R R

iR k4N T F4R (Patch Upgrade).  GX &4 T FH4%. )

i & E AR HERE (Send Upgrade Link).

PR AL E AN SR L AR

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

S JEVEL 5 S J AT T 2 R R

EHL TR B, sSd%h T #4% (Patch Upgrade) 54247 JF Secure Workload #'# Ul
il S (ChooseFile).

RO AN T RPM, AR5 05 54TFF (Open).

Rt £ & (Upload).

A% RPM £ )3 80T 4.

bR, R L S5 E UL .

SRR LAY, TSRS UL fV5 M AR - & B T2 &5
WRFAGAEAE B, REH Bona R . md ARG UEE HE.
YOAE T -

a) {EW A 4TI Secure Workload Ul

b) ESHEKT, AdiFTE (Platform) > F4%/E B/XF (Upgrade/Reboot/Shutdown).
o) miidiA®IEFE (History).
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. F2% 2| Cisco Secure Workload i 7 3.8.1.39

d) ik “ARE” (Status) FE T WoR AL (Succeeded).

SBN WRTGE, TR T A4 (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload k7 3.8.1.39

AL 3.8.1.1. 3.8.1.19 BY, 3.8.1.36 WA T2 B AR A

FiaZ |l

A

AR WERAEATY R T T PR SUE M ARSI T IROUANIE S, B2 TH . fE4RSEZ 0T, TR IR

FERSCHFF L (TAC) DM SATAT 0]

o A

AN VRS, A4 https:/software.cisco.com/download/home/286309796/type/286309874/release/
3.8.1.39,

1:%221*F RPM: tetration os patch k9-3.8.1.39-1.nocarch.rpm
* Hfi{’ % P 3 #F (Customer Support) 221k /7 & A% SSH 25 8H DLEAT Wi HERR
o BB LA HAT 0l f U I D A P SCRERLBR IR 7 B AT LR R

* Google Chrome # Microsoft Edge J2& 37 #5251 ix Wi 2% .

KA RGEATIRGL . AR RIIR BT A IER, WIGIERAT T4
a) 7F Secure Workload UT (1] ST A% 1, EFRABEHERR (Troubleshoot) > BR $54K 7S (Service Status).
b) TEEIT AR ORI, RRREANIER.

i, HEERSBATRGRRE LI, R BRI S & 2, fii 28R (Expand
All), SRJe 1] R s Ui LL &G P g5 R .

©) WARAEATIRSS AT AL, WTEAREETHR W HATAR i 2B 5 DUAT IR 45 1E 384T
MEHUE RS, KGEETFE (Platform) > HR/EZ/XH (Upgrade/Reboot/Shutdown).
F DR IR R

TEGRELZ R, VAT TRSEAS A 7 AT AT i) REUEA T R R

Wik Ck$e4h T FH4R (Patch Upgrade).  CGXAE4M T TH4%. )

M ZIE AR $EIZ (Send Upgrade Link).

RS LR U L R R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
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F+4% % Cisco Secure Workload i 7 3.8.1.36 .

IV BV B S ZB ] T AT TR R R
$®BS IR, AT FH4R (Patch Upgrade) 4%4:47 71 Secure Workload i & Ul
L6 EE S (Choose File).
HEBT  EFC RN T RPM, )5 AdFTFF (Open).
$IE8  piidi b1k (Upload).
A% RPM £33 872
R, ORI 2 SR UL ER:.
FIB  SELE LB, BRI UL 07 BRI A B T g 3.
WERFFRALTE S, RIS SR b, S PAERGUEEHE.

S0 BT

a)
b)
<)
d)

FEN Y345 14T IF Secure Workload Ul

ek, SdEE (Platform) > #4&/EB/XH (Upgrade/Reboot/Shutdown) .
M EIEE (History).

KAIE “AIRA&” (Status) 41275 s LI (Succeeded).

SN WIS, BT AR $EHE (Disable Patch Upgrade Link).

F+2k £ Cisco Secure Workload A7 3.8.1.36
HATLAMN 3.8.1.1 BY 3.8.1.19 FASTH 2 R ffAS

FHia Z |l
A
AR WA AU AT T RS EUE T IR SIS T RO IR, E2 TR (4RSI AR

FRSCRFHO (TAC) LUE BATAT i)

FEN AR, BUAE https://software.cisco.com/download/home/286309796/type/2863098 74/release/
3.8.1.36.

F#LLF RPM: tetration os patch k9-3.8.1.36-1.noarch.rpm
* ffifR % P 32 #F (Customer Support) ZUl Mk 7 2 A% SSH % B AT SO HRER -
o R L RA U B B B SCRFAUR KT B AT LR R
* Google Chrome A1 Microsoft Edge /& 3 £ T4 901 B 4%
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. F2 2| Cisco Secure Workload k7 3.8.1.19

w N

Nl
B 38

K& RGISATIROL . WAAEF RS IZAT A RS, WISEHAT T
a) 1F Secure Workload UL [1]‘F i A% 1, i +F#BEHERR (Troubleshoot) > AR 4K 7S (Service Status).
b) TEEIh AR @R, FORIRS AL .

i, HAHRSIEATRON RS LI, i B R R 2 & 2], i £ # R FF (Expand
All), SRJE T B RS BT A A 55 1R

o) WRAEMTIRFBATA LR, W R4k ST W PATAT f 2 BB 5 LA IR 45 1E 384T
WSS, KGEFET & (Platform) > FA2%/E 3/ H] (Upgrade/Reboot/Shutdown).
LG TR E R (o

FERSEZ T, V0 FISE AR 2 ff 2 1A AT o REUEA T B R R

Wik Ck 4N T FH4R (Patch Upgrade).  GX 24 T TF4%. )

mi & EFA R EEIE (Send Upgrade Link).

AL LUR T L B R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
U VAL R 25U T AT TR i

FE L TR B, S T 4R (Patch Upgrade) 5542297 I Secure Workload % & Ul
MHIEIE S (ChooseFile).

HREC R4 T RPM, 285 miii#TFF (Open).

i £ (Upload).

4% RPM 235 3072

RS R, R R C2 RCE UL 1 iEdE .

SRR LY B, FERORASRT UT (05 AR I A B T R

WRTHRAFAE R, REGH SR topiig. ShPARBUEEHE.

UL E

a) {ENEE T HTIT Secure Workload Ul

b) 7EFMiE kY, A& (Platform) > #ER/EB/XH (Upgrade/Reboot/Shutdown).

o) miiiARIEFE (History).
d) HHE “RE” (Status) FIETS R AL (Succeeded).

WERT s, RN T A4 5k (Disable Patch Upgrade Link).

F4% 2l Cisco Secure Workload k7~ 3.8.1.19

ERTBUAN 3.8.1.1 AT B BERRA .
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F+4% % Cisco Secure Workload i 7 3.8.1.19 .

FHia Z |l

A

KT TR ]
w N

$F Sk
B

AR WA AT T APRSEUE IR SIS T RO R, BT K. (E4RSEZ A, T AR IR
BARSFFL (TAC) MEEATAT )

o MR
LEN S A% R, BUAE https:/software.cisco.com/download/home/286309796/type/2863098 74/release/
3.8.1.19,

‘F%C LA RPM: tetration_os_patch_k9-3.8.1.19-1.nocarch.rpm
* it P ¥ (Customer Support) 2l 1k f* & 1A% SSH #4 LANEA T bR BR -
* S IRA AT bl R B R B P SRR G P S AT LA R

* Google Chrome # Microsoft Edge J2& 32 4 -2 ¥ 30 W 2% -

K& RGISATIROL . WAAEF RS IZAT A IES, WISEHAT T .
a) 1F Secure Workload UL [1]‘F i A% 1, i HF#BEHERR (Troubleshoot) > AR 54K 7S (Service Status).
b) TR R AR, FORIRSAIE .

i, HEEHRSIEATRON RS LI, 3 B R f 2 & 2], i £ # R FF (Expand
All), BRJ5 i) B RS BT A A 55 1R o

o) WRAEATIRFBATA LR, W TEAR ST W HATAT o BB 5 LA IR 45 1E 384T
WFHUE T, KIKIEFT & (Platform) > AR/EZ/XF (Upgrade/Reboot/Shutdown).
LG TR IE R e (o

FERSEZ T, V0 FISE A 2 fff 1 A AT o REUREA T B R R

MR Ck 4N T FH4R (Patch Upgrade).  GX 24 T TH4%. )

A & EFA R 5ESE (Send Upgrade Link).

AL LUR T L IR R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
U VL R 2B T AT TH R i

FEHLFHBEEN SR, AT AR (Patch Upgrade) 55441 7 Secure Workload % & Ul
R 3 (ChooseFile).

EFC MEAN T RPM, AR5 s #TFF (Open).

miihi Ef% (Upload).

& RPM 23 3 8l 42
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. F2% 2| Cisco Secure Workload k7 3.8.1.1

PRSI RE T, ORI K 25 HIRCE U 1R,
W9 SEAPJLAE, HEFORASNT UL 07 BRI & H T4 3.
WERTHRAFAE IS, R Sona GRiiE. ARG UESHE.
P10 KUK

a) TEVRELSHFT T Secure Workload Ul
b) ESMEKT, mEFEE (Platform) > #R/ERB/XH (Upgrade/Reboot/Shutdown).

¢) miliAEIER (History).
d) BiE “RA” (Status) 51275 BRBTH (Succeeded).

TN WRTR L), W REE AT AR %% (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload k7~ 3.8.1.1
IR R BN BB R 3.7.1.x RN T RRCAS, AR5 A B B ML RRAS o

FHia Z |l
A
AR R RCA R T PR SR AT IR B TIRGUANIE S, 0TI R4S, TR AR

BRSCRFHO (TAC) LUE BATA il

TR X i)
* Kubernetes AKS #Mf a5 - TG, AKS SR MA R T R EeRES: R e T 905 347
W, BB Azure FEREZS T I HIEE Kubernetes AR %5 (Managed K uber netes services) ik
T,

« FMC SMB U S - THEUS, FMC MBI 3eEAT S B8 .
 HifR SRR GO B AR SSH B LA TR HERR .

o BRI LA R A ol U B 5 B P SRR T P S A3 AT L R AR
* Google Chrome H1 Microsoft Edge +& 3z 4% T2 1 3 55 2% o

s WURECE T ISE #8228, 1HIUFIL TLS E B2 5 TR 4R (SAN) #4y . FH4J5, ISE i%E
P2 B VR B R AL S CN TLS 3F 5 1#) ISE 3 A . {E4HF SAN 37 & 538 4E 1 ISE TLS iiF
T2 AT, ST

- VT

* W1 Cisco Secure Workload 375 1 i & A A R BIBHE BEVF vl E (ERAEVPANIHZ A0
U) A ZIUAE T2 R A S04 AT IE

o A BRVE R 7 St iU PR .
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F+4% 2 Cisco Secure Workload k7 3.8.1.1 .

o WEFVFAIERPIRE, AT L F#/E: 7E Cisco Secure Workload Web [ 171, #KIkik#E
EIE (Manage) > IR 5518 & (Service Settings) > 1 AT IE (Licenses). 1 F 5 AL BEVE vl HIE 1
AER, BRAE UL BB SRR A7 OSRBUNE NPT IERS &, 31 4E Cisco Secure
Workload Web [ 1) %33 Bf) (Help) > FUEZR BN (Page-level Help), ARJF %A gV Al
ko

M Cisco.com T #idi H T 15 E (1) RPM U4
a) T4 https://software.cisco.com/download/home/286309796/type.
b) RT3

* X 8-RU 5( 39-RU &%, i N LT RPM:
* tetration_os_UcsFirmware k9-3.8.1.1-1.x86_64.rpm
* tetration_os_base rpm_k9-3.8.1.1-1.el7.x86_64.rpm
* tetration_os_adhoc_k9-3.8.1.1-1.e16.x86_64.rpm
* tetration_os_mother rpm k9-3.8.1.1-1.e16.x86_64.rpm
* tetration_os_rpminstall_k9-3.8.1.1-1.noarch.rpm
* tetration_os_enforcement k9-3.8.1.1-1.e16.x86_64.rpm

* tetration_os_nxos_k9-3.8.1.1-1.x86_64.rpm

« XA SE, i FELLE RPM:

* tetration_os_ova k9-3.8.1.1-1.noarch.rpm

* tetration_os_adhoc k9-3.8.1.1-1.e16.x86_64.rpm

* tetration_os_mother rpm_k9-3.8.1.1-1.e16.x86_64.rpm
* tetration_os_rpminstall k9-3.8.1.1-1.noarch.rpm

* tetration_os_enforcement k9-3.8.1.1-5.¢16.x86_64.rpm

¢) HUE N RPM 1) MDS5 56 F15 CCO ) MD5 B8 AIE 75 —%L,

KB RFIZATIROL. WAAEFIIRSIBAT A IES, WITGERAT I .

a) 1F Secure Workload UI (1] 3 Wi &A% 11, &5 #BEHERR (Troubleshoot) > BR 54K 7S (Service Status).
b) A5 AR IR IR S5 AN TE TR £ 0 [ e

W, HEERSBAPRONRS LI, S R s & il midi 28R I (Expand
All), SRJ5 1) R RS Ui LA P g5 (KRS -

¢) WERAEATIRSSBAT AN IEN , W AEAREETH I M AT AR ff i EE B B LU IR 55 1 384T

Cisco Secure Workload 748357 I}
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. F2% 2| Cisco Secure Workload k7 3.8.1.1

MFHLE A, KIRERETE S (Platform) > FA2k/E /B/%# (Upgrade/Reboot/Shutdown).
EFER (Upgrade) iEI0FF, 4% M 5% E BB EE . B e AN Sk AT 5 08 .

AR {ERIEIRAE (Sdect Operation) ~, EFHFLR (Upgrade). ALEEFE “4b T JH4L” (Patch Upgrade)
I
i R IEFREERE (Send Upgrade Link).

AP st U PR DA B 7 SO AR O SR T P R A — L R R T PR S, A A P AT
THe HF IR 380 -

[Tetration Analytics] Upgrade Initiation Link

FI I A1 S A R &2 8F (Upgrade Cluster) URL.

o, fEnl DOE R T EEERERR (Troubleshoot) > 43P %R & 282 (Maintenance Explorer) JE4i A LA
MM ERIREUTT 2 URL:

o P ERAE: POST
o P M. orchestrator.service.consul

 PRIEE /2. upgrade url

ENNERF, B2 URL 502 bt 2B, 4R 594 Enter .
AG0K B R Cisco Secure Workload W B [/ 1BV &, Google Chrome F1 Microsoft Edge J& F 25 32 £F
[ Web 1 5 28

1t Cisco Secure Workload W& [ 1/, #0020 LUREE T F A% RPM, HARHGR TEMwE . 2 bk

RPM ST, iEHAT LA R4

a) miEE X (Choose File).

b) SHUFESE RPM 3CfF, AR5 i #TF (Open).

c) miii k& (Upload).

d) XN RPM XM EE S H a % c.
76 bAEREAS RPM I, U0 1 RPM BIERA SR, XERER 2. WERTE g
tetration_os_mother_rpm k9-3.8.1.1-1.€l6.x86_64.rpm 315 F 2R, 2545 £ 10 08, KRG
FOHOMETI . IAEN LT LA A O g RPM IFIR T .

FT 8-RU 8{ 39-RU R%0, Wif&4h e AL LL R S0k

* tetration_os_rpminstall _k9-3.8.1.1-1.noarch.rpm

* tetration_os UcsFirmware k9-3.8.1.1-1.x86_64.rpm

* tetration_os_nxos_k9-3.8.1.1-1.x86_64.rpm

* tetration_os_adhoc_k9-3.8.1.1-1.e16.x86_64.rpm

* tetration _os_mother rpm k9-3.8.1.1-1.el6.x86 64.rpm

* tetration_os_enforcement k9-3.3.8.1.1-1.¢16.x86_64.rpm
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F+4% 2 Cisco Secure Workload k7 3.8.1.1 .

* tetration_os_base rpm_k9-3.3.8.1.1-1.el7.x86_64.rpm

XTI ARSE, G ey B LT 30T
* tetration os_rpminstall k9-3.8.1.1-1.noarch.rpm
* tetration_os_adhoc_k9-3.8.1.1-1.e16.x86_64.rpm
* tetration_os_mother rpm_k9-3.8.1.1-1.¢16.x86_64.rpm
* tetration_os_enforcement k9-3.3.8.1.1-1.e16.x86_64.rpm

* tetration_os_ova k9-3.8.1.1-1.noarch.rpm

44 (Continue).
RE¥s ok R B E (Site Config) 17

¥ M Cisco Secure Workload iliAs 3.8 MW ECATT 4G, A ARVFAEE Cisco Secure Workload %
EH S S CCE AT AT SO B i N R ASCIT 4%

([i%) 7EEM (General) T, ek SSH A%, R i T—% (Next).
(nf3E) {EBFERE (Email) &, B UL 48 1 sl B 2 sk, AR5 S T —3 (Next).

(AJEE) 76 L3N, Ja AR LUEAE 905 I S Lo S R 2 v B A ) IPv4 AMEATH] TPv6 Mk, 25
H 1Pv6:

a) & IPv6 HiEHE.,

b) LI CIDR fF 58 AF I 1 A 2 S AL IPve Hidik.

o) HIAALH 1 R 2 IPve BRIA M OC,

d) Rl TT—% (Next).

DR U R T IPv6,  JURE A ZZE M4 (Network) T B E IPve 7B, I 5 ik,
o

BEE 7RSI ZERAMRA], 155 S A (IPve ) AYZRAERE] , 26 2

I

EM & (Network) :
a) WM, WHHK CIMC HEBMLZ. CIMC NEBMLM 5. DNS fRATE2 I DNS 3 118 .
b) EEIRT! AT KE M R IAT (R ANER R R A . AE T A I IPv4 2%

c) WA L3 jlifi 3 H T IPve, IPve SLIEHER: Ak . F7E 4 Cisco Secure Workload £ F )
IPv6 Ml

1. HIAKH CIDR RIRVEM) IPv6 AT 45
2. (W% B IPve AN TR al, i N AN IPv6 TP,
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. F2% 2| Cisco Secure Workload k7 3.8.1.1

TR * IPv6 AMERMIEE F-Be AR 3 A IPv6 HuhE G 2R BE 45 Cisco Secure Workload ZEREAIAT
AL, AN FATA Al H 1

o XHF 39 RU B8, EHR IPv6 HMER M 45 B4R IPv6 1P 313K F /04 29 AN 1Pv6

k.
o 4T 8 RU &HE, IR IPv6 MM 2% 5458 IPv6 IP 513 42707 20 4™ IPv6 ik
Al

d) M T—% (Next).
(AJ%k) 7EBRS (Service) N, Mgk NTP Al SMTP 1, )5 fidi T—3 (Next).

TERE (Security) ~, o FHERAEH “RHEIER:N) SSL 5% 5 ” (Strong SSL Ciphers for Agent
Connections), #XJ5 miili T—% (Next).

ST RUL . B4R (Advanced) APk & (Recovery) IR M.

fERE (Recovery) I, UIAERFGICE 2 HIARAE, WIARAERS DL IR CHESE, b dm i (1 2
e (DR RED .

R 8k 4L (Continue) .
TG B rp AT L M A A, DU R

* RPM HiUAS IE
 AEREEAT IEW
o SERAL M A B
* ATHCHLBCE IEM, W] LATHR BRI AT NX-08 # A
(5 RTFBEEIE
* FEERE T IR TR NTP
o ZABRAT RORVAH B 42 FR 1Y RUR AL T b bR A
IR TFETREREAHNL, AT RET LU BB AN SR A G, BRI — B R

TETRATION CLUSTER MyCluster: Verify Token HJFHLFHBLE. HEM: 40 & T a5 i 4 R LU 4k 272
ST 7 B R TR A R

1t Cisco Secure Workload Setup [ 1/ H7, K54 AL I 2136 4iE < B (Validation Token) =B, #RJ5 R
i 4k 4% (Continue).

BEEE H )k AR BIE IEBFE (Ignoreinstance stop failures) EEHE, FRIEEARL G T TR RIX
L 8

TR CIAE) . 75 3.8.1.1 F1 3.7.1.5 fiAHy, Wi L o0 T AT 4. X nT e 7T 2 30
2] 60 8h, FELLIAN], SRS 0 A8 100%. PriEss A oein, JERA A, ik
ZHE 0% FFIT UG . MR R 4IE 2 100% i, RGeS A SEfl#ER iR “ O ” (Deployed)
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F+4% % Cisco Secure Workload i 7 3.7.x .

LT KU
a) {EW %25 1] FF Secure Workload Ul
b) ELESHERT, SETEE (Platform) > AR/EE/XF (Upgrade/Reboot/Shutdown).
c) miiliARIERE (History).
d) RS (Status) 41 FIFPIRES &5 0 B Th (Succeeded).

T—%#Mita
THe, WHEAT NG AT AIZRRCAS A1 9 ) BE 3R 2 -

s WA T IPv6, WA LIAE A IPv4 % IPv6 ik i i) Cisco Secure Workload P 4% 5. ERIAIG
BUF, AREGRSEAT A IPv4 B BT . WA AR GRS AT TPve HAERFIELS, 1HPUT
DL $ 4

1. MNSHiEHT, KIKiEHFTES (Platform) > E£EE E (Cluster Configuration).
2. F%M¥ Cisco Secure Workload Web [/ &ML CHH - FaRg) it i I E 4% %28 VIP FQDN
(Sensor VIP FQDN) i .

o A7 2T A St K95 T Kubernetes TAFFUREEREIE R, TS HITTHEIRA 3.9, 3.8 F13.7: 7£
SEWE RIS 1) Kubernetes TAESCEERE , 5 36 UL,

FH 25 %l Cisco Secure Workload pR 7~ 3.7.x

H 4% % Cisco Secure Workload B 7 3.7.1.59
BATLAIM 3.7.1.5, 3.7.1.22. 3.7.1.39 8% 3.7.1.51 IRATF R B A .

FHia Z |l

A

AR R RUCA R T APRS SR IR SHB A TIRGANIE S, 20T, (E4RSi 2, TR IR
FRSCRFHO (TAC) LUE B ATAT )

o MR
FEN S AR, BUAE https://software.cisco.com/download/home/286309796/type/2863098 74/release/
3.7.1.59,

Ti‘k PN RPM: tetration os patch k9-3.7.1.59-1.noarch.rpm
* Hifr & F32#F (Customer Support) U5 K™ C A SSH & 9] LLREA TS FERR -
* AL RA o U B SCRERUR AL B AT BL R

* Google Chrome 52 A UK T+ ME— SCHFIFI BT 45 o
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. F2 2| Cisco Secure Workload k7 3.7.1.59

K& RGISATIROL . WAAEF RS IZAT A RS, WISEHAT T

a) 1 Secure Workload Web FtifiH, AT H 20 (1) T i 5 ik £ BE HERR (Troubleshoot) > R £%
IRZS (Service Status).

b) 7RI ERA AR, RS AL .
BF, EEHRGSIEATIROEASE, 5 A BB s Rz, s 2E R (Expand
All), SR ) NI Sh Ui A A RS BRARES -

c) WIRARMIRSBATAIER, IEEAREETH I AT AR 2 1E 2 DA IR S5 I H 18T .

1t Secure Workload Web Ftfit, ME H el s & (Platform) > FA4R/E B/ )
(Upgrade/Reboot/Shutdown) .

i e s Ul AT R A

PEAREE 2 TP IS 2 b R I AR AT AR ) 7

Wik Ck 4N T FH4R (Patch Upgrade).  GX 24 T TF4%. )
rh R EFRBEIE (Send Upgrade Link).

B LUR T L B R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

WGV JEVEL B S Z T AT T R

FEHL TR RN B, AT FHR <Cluster> (Patch Upgrade <Cluster>) #%42+] JF Secure Workload

BCE I A . b2l ] Google Chrome P11 4% o

Mi%E#E S (Choose File).

SR BMEALE B R ERAN T RPM, &Y, SR S E#TF (Open).

miili Ef% (Upload).

A% RPM ¥4 3 ) T 2.

SRR, BRI O 2 5 RCE F P S i .

SR JLA B, ERRTSXT Web FUH U5 M AR I & A TR A S

WERFFRAFAE 0, RGa WoRa i, Sl BPARRGUEE H k.

YOAE T2 -

a) LEWBEESHFT T Secure Workload Web FH1H] .

b) MM RO T, RESEE S (Platform) > A4R/E B/KH)
(Upgrade/Reboot/Shutdown).

c) M EIERE (History).

d) BUF “IRE” (Status) 71275 2RI (Succeeded).
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F+4% 2| Cisco Secure Workload hi 7 3.7.1.51 .

TBN WRTALE, s ERRNT A 4% (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload k7 3.7.1.51

LI 3.7.1.5. 3.7.1.22 8% 3.7.1.39 fRA T+ B AR AR

FiaZ Hl
A\
AR WA RS AT T PR SUE M AR SIS RO IE R, W20 TE . E4RSEZ AT, TR IR

FEARSZH 0 (TAC) LUE SZATA 0] 1.

o N
FEF YA, AT https:/software.cisco.com/download/home/286309796/type/286309874/release/
3.7.1.51.

' Fﬁu ~ RPM: tetration os patch k9-3.7.1.51-1.nocarch.rpm
* HifrE& R 3 #F (Customer Support) 2l ik O Ak SSH # 9 LA T e HERR o
o SEAIRA AT Sl U B R S P SRR B 7 B AT BL R R

* Google Chrome & A X T+ 2 ME— SCHF 30 Vs o

BB RGIZATRIL . W RARFIRSSASAT A IER, WEEPAT T

a) 7E Secure Workload Web FHHIH, AT 1 22 1) S5 A ik BE B BE HERR (Troubleshoot) > AR S5
AR7S (Service Status).

b) EERITERAGERE, RRRSEAIER.

B, EERRSIBITIRDLNREILE, 3§ A KB 5 241, midi 2 EBRFF (Expand
All), SRJE TN RS GUI A P AT 55 1R o

o) WARAEATIRSBAT AN LN, WAEGRSETE I AT AT AT o EE B L LU IR 55 15 384T

£ Secure Workload Web JHifi A, M L ZEMIfFse A i & (Platform) > H4R/EB/KHF
(Upgrade/Reboot/Shutdown)

i W P Ul AT A

PEGREE 2 RO ISE R AT b R I AT AR ) 7

Ty C e F4N T F+4k (Patch Upgrade).  CGiXSE4h T TH4%. )
M ZIE AR $EIZ (Send Upgrade Link).

AR AL AR A L AR
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. F2% 2| Cisco Secure Workload k7 3.7.1.39

[Tetration] [<cluster name>] Patch Upgrade Initiation Link
e VL R 25U T AT TR i
$EBS IR, AT FH4R <Cluster> (Patch Upgrade <Cluster>) 4%4%47 7T Secure Workload
WEM . Bl H Google Chrome 3 U
PIR6  AEEXH (Choose File).
ST FHEIEL B FEIRN T RPM, R, AR5 s FTHE (Open).
$IE8  piidi b1k (Upload).
A% RPM ¥4 )3 8 TH4%
FESCIE R, ORI e 25 5 W T P S I
IR AL E, BUFTIRASNT Web St U R AR IF A A T AS
WMRAPAFAEN Y, Ron Bona k. sd ARG UASHE.
ez A REANSIE/ S
a) FEME2S 4T IT Secure Workload Web Ftf
b) MM B E TR, RKKIEFEFEE (Platform) > A4R/IE R/IKH
(Upgrade/Reboot/Shutdown).

o) miiliARIEFE (History).
d) HE “RE” (Status) FIE TS WoR I (Succeeded).

SN WIS, AR T AR $ERE (Disable Patch Upgrade Link).

F+2k £ Cisco Secure Workload A7 3.7.1.39
AT LA 3.7.1.5 8% 3.7.1.22 WA T2 B FRUAS .

FHia Z |l

A

EE WA A AL T RS BT IR S IBATIRIAN IE R, WG (E4ks:2 my, WHECR AR
FARSZH 0 (TAC) LUE S ATAR] ) 1.

o MR
FENMEAS T, BUFE https:/software.cisco.com/download/home/286309796/type/2863098 74/release/
3.7.1.39,

F# LR RPM: tetration os patch k9-3.7.1.39-1.noarch.rpm
PR B SCRE” UMK O A% SSH % B LLIEA T WORR HERR .
o BRI BAT U BB B P SCRPAUR T P B AT LR R
* Google Chrome & AT ME— SCHF 30 4%
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F+4% % Cisco Secure Workload iR 7 3.7.1.39 .

Kt RGBATIRGL . WERARFTIRSFABAT AN IER, WIBIEPAT T

a) 1F Secure Workload Web FtifiHr, M 22 ¥ s e rh ik P4 BE HERR (Troubleshoot) > BR 5%
AR7S (Service Status).

b) {EEITP AR AR, RORRSAIER.

W, HEHRSIEATRON RS LI, 3 m B R s & il i £ # R FF (Expand
All), SRJ5 1) N RS BT A A 55 HRR s

¢) WERAEATHR S8 AT AN IEN, USAEAREETF 0 M AT AT A i ZE R B 2 LA AR 55 1E 384T

17t Secure Workload Web FitfiiH, ME H ek i s & (Platform) > A4R/E B/ )
(Upgrade/Reboot/Shutdown) .

i HE s Ul AT B AR

PRS2 TR PR IS 2 b R I AR AT AR ) 7

Wik Ck 4N T H4R (Patch Upgrade).  GX 24 T TF4%. )
rh ZREFRBEIE (Send Upgrade Link).

AL LUR T L B R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

WGV VL B S Z T AT T R R

FEHL TR RN B, AT FHR <Cluster> (Patch Upgrade <Cluster>) #%42+] JF Secure Workload

BCE I A . b2l ] Google Chrome P11 4% o

Mii%E#E S (Choose File).

SR BMEALE B R EAAN T RPM, &Y, AR5 S EFTF (Open).

miili E1% (Upload).

A% RPM ¥4 3 ) T 2.

SRR, KRN O 2 5 RCE R P S g .

SR JLA B, FEPRTSXT Web FUH U5 M AR T & TR A5 S

WERFFRAFAE 0, RGa WoRe . Sl PARERGUEE HiEk.

YOAE T2 -

a) LEW B2 FT T Secure Workload Web FH1H] .

b) MM R TR, RRESEES (Platform) > A4R/E B/KH)
(Upgrade/Reboot/Shutdown).

c) i EIERE (History).

d) BUF “IRE” (Status) 71275 2RI (Succeeded).
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. F2% 2| Cisco Secure Workload k7 3.7.1.22

TEBN WRTAGE, s ERARNT A4 (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload i 7 3.7.1.22
AT DAMIRAS 3.7.1.5 FHR R AR A .

FiaZ Hl

A\

AR USRI R AT T PR SUE M AR SIS RO IE R, W20 TE . E4RSEZ A, T AR IR
BORSZRF 0 (TAC) LUE B AEAT i) L.

o N
FEF YA, AT https:/software.cisco.com/download/home/286309796/type/286309874/release/
3.7.1.22,

' Fﬁu |‘ RPM: tetration os patch k9-3.7.1.22-1.nocarch.rpm
MOk PSR UMK O A% SSH B LLEAT WCRR HERR .
o R L BA R B G B SCRFAUR KT B AT LR R

* Google Chrome & A% I T 2 ME— S HF 3 B4

BT WARGEITRG WAREM RSB AR, WIEIRIT I 4.

a) {t Secure Workload Web Ft [ H7, AT 11 Zc M 1) T iS85 v e P U FE HERR (Troubleshoot) > AR SS
RS (Service Status).
b) fEEIThERAEERE, KRR AIER .

W, HEERSBAPRON RS, 3 m b EET s & i, midi 28R (Expand
All), SR )N RS G A A 55 HR s o

) WRALMRSSIBATANIEHR, WAEDRELT T BT PAT AR 2 ZE R 12 R LR 55 IE #3817

HIE2 1 Secure Workload Web FHIHIHT, & 22 fi i & (Platform) > A4R/E B/KH
(Upgrade/Reboot/Shutdown) .

P|3 PR U B TR A .
TEGR S8 2 T AR TS A h R IR A AT o L
R 4N T FH4R (Patch Upgrade).  GXJE4h T 7F%. )
il R EFRBEREE (Send Upgrade Link).

HBA  AERAELUR S IR R
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TEN

F+4% 2 Cisco Secure Workload ki 7 3.7.1.5 .

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

e VL R 25U T AT TR

LRI S, N T F4K <Cluster> (Patch Upgrade <Cluster>) 45441 JT Secure Workload
WEM . AUl H Google Chrome 1 U

Milii%E#E S (Choose File).

SHRELE Bl PN T RPM, #®8BE, RG0S H$TIF (Open).
i £ (Upload).

A% RPM #4538 TH4%

RS RE Y, SRR I R 2 5 v ST )i R

SERF LA, BTSN Web ST AU 1) AN R O 2 Tk 4
WRTHRAFAE RS, RS BRAORR. St PARGUESEHE.

e T2 .

a) FEME 28 4T IT Secure Workload Web Fitif

b) MZEMf R AR, KIREREFE R (Platform) > AR /E B/IKH
(Upgrade/Reboot/Shutdown).

c) i EIERE (History).

d) HE “RE” (Status) FIETT WoR AT (Succeeded).

WERTF s, 2 RANT A4 5k (Disable Patch Upgrade Link).

F+2k £ Cisco Secure Workload fi 7~ 3.7.1.5

T LAMEAT 3.6 FRCATHRBISERRCAS, (HABUETH R BIBORT 3.6.1.x AN TRRCAS, TR ERRCA .

FHia Z |l
A\
AR WA R AT T PR EUE AT IR S 1B RO IE R, B2 T K. (E4RSEZ A, TR R

BORSCHFF L (TAC) LME SLATAT i)

THVE R I ) e«

* Kubernetes AKS M ifid - 25, AKS SM bl defsab T BeREs: W EHEF G AT
S, TEAIER BT Azure EEAR I A FFEE Kubernetes B 5 (Managed K uber netes services) i
T

< WRER R SCRET ORIk P 2 Ak SSH O EH LA T MR HERR .
o R IR LA AT 3l O B O3 BB ) SCRERCBR I P B3 AT LU R R
* Google Chrome & JtbF+ 25 MfE— SCRF )30 W45 o
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. F2 2| Cisco Secure Workload A7 3.7.1.5

© WARRCE T ISE JERAS, WHIRUEIL TLS UE5 & 57 BARL PR (SAN) &7 . THn, ISE i
PRI IR R R AL G2 CN TLS UEA5 1 ISE i il ZEAE T SAN 47 i€ B/ i ISE TLS iiE
P20, T NIRETH K

- R

* WIS Cisco Secure Workload #3381 A A IV AT UE (BRAEPEAEIAZ 48D, W whZi
TETF R HrA M RO AT HIE .

o BV R UE 7 St U PR

o BEFVIIERPRES, EPITUL F#4E: 7E Cisco Secure Workload Web [] /7 H1, AKIRIER:
#5#% (Monitoring) > ¥ ATIE (Licenses). 1 RA W AERFVF IR A SR, BORE B A
ITHRAE (Takeaction) HERL AN . A SCHRICRIVE W AEE ., 57E Cisco Secure Workload
Web ]/ ik 558 (Help) > MERF BN (Page-level Help), X5 RVFrTIE.

SIE1 A Cisco.com & H T4 E 1) RPM 3CAY:
a) HfE https:/software.cisco.com/download/home/286309796/type.
b) R R 3
* X7 8-RU ( 39-RU #%¢, i F#ELLT RPM:
* tetration_os_UcsFirmware k9-3.7.1.5-1.x86_64.rpm
* tetration_os_base_rpm_k9-3.7.1.5-1.e17.x86_64.rpm
* tetration_os_adhoc k9-3.7.1.5-1.e16.x86_64.rpm
* tetration_os_mother rpm_k9-3.7.1.5-1.e16.x86_64.rpm
* tetration_os_rpminstall k9-3.7.1.5-1.noarch.rpm

* tetration_os_enforcement k9-3.7.1.5-1.e16.x86_64.rpm

* tetration_os_nxos_k9-3.7.1.5-1.x86_64.rpm

« X TREARSE, W NELLIT RPM:
* tetration_os_ova_k9-3.7.1.5-1.noarch.rpm
* tetration_os_adhoc k9-3.7.1.5-1.¢16.x86_64.rpm
* tetration_os_mother rpm_k9-3.7.1.5-1.¢16.x86 _64.rpm
* tetration_os_rpminstall k9-3.7.1.5-1.noarch.rpm

* tetration_os_enforcement_k9-3.7.1.5-5.e16.x86_64.rpm

¢) MAF R RPM ) MD5 #5615 CCO 1K) MD5 B3 Fl & 75— 5o
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F+4% 2 Cisco Secure Workload ki 7 3.7.1.5 .

KA RFIZATIROL . WAAEFIIRSIZATAIES, WICERAT I .

a) fE£ Secure Workload Web JtIIH, Adii&E (Settings), A GEFHEI (Maintenance).
b) ELAMERT, EPFERRZIRTS (Service Status).

o) fERIPEHRA MR, FoRRSAIER .

W, REERSIBAPRONRS LI, 3 S R s & il mii 28R (Expand
All), SRJe 1) N RN Ui LA P A IR g5 KRS -

d) WARATEMRSSIBATAIE S, IETEAR ST FTPAT AT RS LIAE IR S5 1E 18T .
FEAA TR, JE PRSP (Maintenance) > F4% (Upgrade).

W, AT AR (Upgrade) 1E50+

f R i b BoR AR SR . B ORAEEBO AT P IR

AR (Upgrade) BT, MANEAM T TR

i ZIE AR $E1Z (Send Upgrade Link).

A P it s B DA B SRR AR CUEE SR R T R AL e B R I L IR, S AU T E AT
THo HF A 280 -

[Tetration Analytics] Upgrade Initiation Link

FIIF L A 52 I AR &£ 8F (Upgrade Cluster) URL.

w, BT LB N LU RS R, A 4E4P (Maintenance) > i % (Explore) Jifi3kEL T4 URL:
o tRIEHRAE: POST
« PREEFHL: orchestrator.service.consul

« PRI 1% upgrade url

7t Google Chrome "', K F+2 URL Killi 2 Mk Berh, SR J54% Enter .
ZAY 4 7R Cisco Secure Workload 5 1] 1571 R, Google Chrome A& JI-2 1 ME—SZ F¢ 1K) Web

A By
D, °

1t Cisco Secure Workload W& 1]/, M ALURE € MU 4% RPM,  HARMGR TR0 WE . 2 A%k

RPM SCAF, AT AR #AE

a) RUIHERE S (Choose File).

b) FHUFEFLE RPM SCIF, )5 i TH (Open).

c) miili Ef% (Upload).

d) X4 RPM M EE DK a % c.
1 FALREAS RPM I, T B RPM FIRA S TR, IXAER Rz e e Bk
tetration_os_mother_rpm k9-3.7.1.5-1.el6.x86_64.rpm SC 14 ) B R4S 22, IE554F 5 2 10 0%k, R
FHNE I . BN %A LA B AL RPM ISR T .

XFT 8-RU u 39-RU R4, il iy bAk LA R S

* tetration_os_rpminstall k9-3.7.1.5-1.noarch.rpm
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. F2 2| Cisco Secure Workload A7 3.7.1.5

* tetration_os_UcsFirmware k9-3.7.1.5-1.x86_64.rpm

* tetration_os_nxos_k9-3.7.1.5-1.x86_64.rpm

* tetration_os_adhoc k9-3.7.1.5-1.e16.x86_64.rpm

* tetration_os_mother rpm_k9-3.7.1.5-1.e16.x86_64.rpm
* tetration_os_enforcement k9-3.7.1.5-1.e16.x86_64.rpm

* tetration_os_base rpm_ k9-3.7.1.5-1.e17.x86_64.rpm

T REAARSE, PLa @Y AL LR S0
* tetration_os_rpminstall k9-3.7.1.5-1.noarch.rpm
* tetration_os_adhoc_k9-3.7.1.5-1.e16.x86_64.rpm
* tetration_os_mother rpm_k9-3.7.1.5-1.e16.x86_64.rpm
* tetration_os_enforcement k9-3.7.1.5-1.e16.x86_64.rpm

* tetration_os_ova k9-3.7.1.5-1.noarch.rpm

B9 A4 (Continue).
RYK Nk S B E (Ste Config) 1177,
P10 (iR EEM (General) T, i SSH A9, AR5 rithi T—% (Next).
F$EBN (W) EBRFEME (Email) &, ok UL HE G o B R M-k, 4R )5 Ml T—2 (Next).

BE12 (k) 78 L3, 3 AR LUELE GG 1 S Se S i B2 b B A IPv4 AMEATH] IPve Mk, 25
H 1Pv6:

a) & IPv6 HiEHE.

b) LI CIDR fF 58 AFL I 1 A 2 S AL IPve Hidik.

o) HIAALH 1 R 2 IPve BRIA M OC,

d) Rl TT—% (Next).

DR T R IPv6,  JURE A Z ZE M4 (Network) T B E IPve 7B, I 5 ik,
o

BESE AU BRG], TSR (IPve SCRP RIS, 55 2 1t

I

W13 {EMLE (Network) T
a) WM, WHHK CIMC HEBML. CIMC NEBMLM 5. DNS fRATEE I DNS 3 118 .
b) EEIRT! AT KEM R IAT (R ANER R R AL . AE T A I IPv4 2%

c) WIHRAE L3 vl T IPv6, 1Pv6 SIEHER: Hah#iikH . $8E°N Cisco Secure Workload 4 7 1]
IPv6 itk

1. HIAKH CIDR RIRVEM) IPv6 AR 45
2. (W% B0 IPve AN TR al, i N AN IPv6 TP,

T
HER:

. Cisco Secure Workload 743575



TIE18

F+4% 2 Cisco Secure Workload ki 7 3.7.1.5 .

* IPv6 MR MIEE F- B AR 3 A~ IPv6 HuhE 2R B 45 Cisco Secure Workload ZEHE AT kL,
AN AT AT SoAt H 1 o

« XJF 39 RU S8, 15HILR IPv6 H1H M 4% 5/ TPv6 TP 413 Hh &2 /b4 29 > IPv6 ikt
« XFF 8 RU BERE, 1R IPV6 AN M 45 B /MR IPv6 TP 413K A 42 /b A5 20 4N 1Pv6 Mtk v F .

d) riiliTT—% (Next).
(") fFAR%S (Service) K, H i NTP Al SMTP {ii, X5 fidi T—4 (Next).
WMRTFEERRRGHEM ) , Wil TAN & &

{ERE (Security) T, JoiHJaZEN] “ACBLIERL) SSL 9% A4 ” (Strong SSL Ciphers for Agent
Connections), #AJ5 miili F—2 (Next).

BIEE UL, 52 (Advanced) ik E (Recovery) ¥ETi K K1 .

fERE (Recovery) &, UIAUERFGRICE N 2 HIARAE,  WARARRS DLt IR, b e dmi b (1 2
e (DR RED .

R 8k 4E (Continue) .
TG B rp AT L M A A, DARf R

* RPM JHUAS IEif
 ERFBATIEH
o BEHRALRA G S BT
* SCHHLBCE IER, 7T LA B O A NX-0S #ft:
(5 RFBCEE
* fEERE T URTTIR 2 NTP
o ZAFRAT SRV B 44 BR 1Y RUR AL TR e bR A
UIR T BT RAEREAC L, KT RE T LM BB — AN SR A S, BRI — B R

TETRATION CLUSTER MyCluster: Verify Token HIHLFHELE. HEM: A4 & T as i 4 ki LU 4k 27202
A LT IR A R A R

7t Cisco Secure Workload Setup [ 1/ H7, K54 RG] 364iE < b (Validation Token) “#BH, #RJG A
i 4k 4% (Continue).

BEE )k AR GIF IE#FE (Ignoreinstance stop failures) EEHE, FRIAEEARL G TR RIX
W R

THREFEC A 3. 7E 3.7.1.5 WA, Prifds BRI ot T HAB A A 2. X T RERE 22 30 3 60 4>
Bl FEUCHAN], HERE AR N 0 48R 100%. PhiRER TR, R4, Tk B 4K
0% FFIFUG . MRt B4R R] 100% I, FHRSERk. P scl#lit r “ il ” (Deployed) IR
x*x

BN o
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. FHREIRRA 39, 3.8F03.7: FERMEARI P /B AR Kubernetes T {E 51 255 7%

a) LEMW AT IT Secure Workload Web Fiti
b) AR SRR, K IKIEFETES (Platform) > AR/ER/XKH
(Upgrade/Reboot/Shutdown)

¢) miiEIER (History).
d) HUFE “IRAE” (Status) 7175 E RN (Succeeded).

WERT s, s RANT A5k (Disable Patch Upgrade Link).

T—%#Mita
ThJa, TEHEAT R DU MAZRRCAS (1 4 55 2 g 3R A -
< WSS, B 50 UL

ﬁ%@@@&ﬁm il Kubernetes T/E S B ERENIME B, ESATIHRBIRA 3.9, 3.8 F13.7: 7
g KPP R ok ) Kubernetes TAE 2R EERE , 48 36 T,

HREIRRA 3.9, 3.87F03.7: 7FERRE A A B UHR Kubernetes T{E S £ 8

DI REAE FH T30 Kubernetes (FEPMMAFECE H, “K8s FHIAFSM” (K8s Manager Type)
“J&” (None)o )

WRCOLNE T Kubernetes 4N A, WIATLLUSH 3.9, 3.8 F1 3.7 Mg b i3 am Dhae, i fi 4k
BEM Kubernetes Fr25 T0EE SR 2 156 Kubernetes TAE 7135 1) ADM SR RELE Y i vERA T o

LR UG s T Re, TEETHSUR R AR IE ) Kubernetes Bp i ds AT LL T PHIITER AT -

* 7E3%il Kubernetes #MiS VA2 EC & FH (/EEIE (Manage) > 7 aB1#/ 28 (External Orchestrators)
T, BHBTREAINERE (Usefor policy discovery clustering) 38475 4,

o 5 LU AR 78 i 21 46 2 B IR 251K 7 1 ClusterRole .

HiR Kubernetes %11
replicationcontrollers [get list watch]
replicasets [get list watch]
deployments [get list watch]
daemonsets [get list watch]
statefulsets [get list watch]
jobs [get list watch]
cronjobs [get list watch]

LA IX LB Y 77 clusterrole.yaml (I8 K FAS i) BERS AT ANIA]D -

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/v1l
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F+4% % Cisco Secure Workload i 7 3.6.x .

metadata:
name: tetration.read.only
rules:
- apiGroups:
T
resources:
- nodes
- services
- endpoints
- namespaces
- pods
- replicationcontrollers
- ingresses
verbs:
- get
- list
- watch
- apiGroups:
- extensions
- networking.k8s.io
resources:
- ingresses
verbs:
- get
- list
- watch
- apiGroups:
- apps
resources:
- replicasets
- deployments
- statefulsets
- daemonsets
verbs:
- get
- list
- watch
- apiGroups:
- batch
resources:
- jobs
- cronjobs
verbs:
- get
- list
- watch

FH2% % Cisco Secure Workload kg 7~ 3.6.x

F4% 2| Cisco Secure Workload k7 3.6.1.47
AT DL NI BL1F) 3.6 AS TR 2 e i A

FHia Z |l

A

HE AT A SR T RS ST RS IE A PRUR 3, WAITH . (eSS 0T, WRERIUA
BERSEHF 0 (TAC) LA 4 .
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. F2 2| Cisco Secure Workload A7 3.6.1.47

o AR

FEN AR, BUAE https://software.cisco.com/download/home/286309796/type/2863098 74/release/
3.6.1.47,

1:§EELAF RPM: tetration os patch k9-3.6.1.47-1.noarch.rpm

* FEHATTHZ AT, N RSt ARG R, TS 15w A 8 4 4 A1 1 2 (DBR)
MR, BRI /NAY

WOk R SCRET ZONRIMK T C A% SSH B P LLEAT MebR HER -
o R ZRLAEAT ol RV PR B B SERPALBR T P B AT LR R

* Google Chrome & A X T2 ME— SZHF 30 U 2 o

KA RGGEATIRIL . WERATAT IR S BAT AL, WIRERAT T

a) 7F Secure Workload Web FH1HIH, AT 1 22 1) 505 o A ik e 8 BE HERR (Troubleshoot) > AR S5
AR7S (Service Status).

b) EEITERAGRE, RRREAIER.
B, EEERGSIEITIRGESE, i BRETRR R sIRZd, 2R (Expand
All), BRJ5 RN UL LA DA IR S5 ARES .

©) MRATATHRSISATANE R, TEAEREETH 2 AT AT AR AT A B8 5 DAT AR 55 1E 18 AT o

7 Secure Workload Web JtHiH, ME L2 F Sz idE & (Platform) > ARIER/KH

(Upgrade/Reboot/Shutdown)

F& W7 Ul A THAE

TER S22 F AR G TS 7 v A B4 A i

TR C e P4 T F+4% (Patch Upgrade).  CGiX&4h T TH4. )

rh & EF R 5EE (Send Upgrade Link).

AR AL DU ) L IR S

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

WG JEVEL S S Z T AT T ) R R

70 HL TR B, S di%b T 4k <Cluster> (Patch Upgrade <Cluster>) 5£4%4] 7T Secure Workload
WE M P . B2 H Google Chrome Y45 .

S (ChooseFile).

SR LT RN T RPM, S, AR5 ST (Open).

riili & (Upload).

A% RPM ¥4 )5 80 T4
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F+4% % Cisco Secure Workload i 7 3.6.1.36 .

RN R, SRR Iy 2% 25 55 B P Sl e
P LR, FRRAIT Web S UG AR I A A TR AR
WERTFRAFAE N, RS WRA R, dBAREGUAERHE.
£z A REATSIE S
a) TEW 2SI HF Secure Workload Web S .
b) MM R E ST, RRGEFETEES (Platform) > A4R/ER/KH
(Upgrade/Reboot/Shutdown).

¢) miiAEIER (History).
d) Bl “RA” (Status) 51275 B RBTH (Succeeded).

TN WURTH ), T REEE AR T Ak $%4% (Disable Patch Upgrade Link).

F4% Zl| Cisco Secure Workload k7~ 3.6.1.36
5] LA FLIR 3.6 RRASTHR 3 I IAS

T2 A
A

BE SR GRS R S (IR IR, W57, T2 B, R R
FORSCH b (TAC) LLESE(EAT .

o MR
ZEN AR, BUAE https://software.cisco.com/download/home/286309796/type/286309874/release/
3.6.1.36.

_F%C [;L_F RPM: tetration os patch k9-3.6.1.36-1.noarch.rpm

s FEPATTHRZ A, N RSt ARTEAME R, TSN 35w A S 4 4 A1 1 2 (DBR)
IR, AR RTRIANT

s BRI SR GOk B A SSH B P AT R R .
o B CLRAT o U B R R SCREBURR AT P B4 AT BL R R

* Google Chrome & A X TH % ME-— 34 IR0 U 2 o
g2

1 KAERZTIEITRI . WMAATLMIRSSBATAER, W AT T4 .
a) {E Secure Workload Web FHifiH, M 1 e )i sic B rp ik P B BE HERR (Troubleshoot) > AR S
AR7S (Service Status).
b) R ARG, KR REAIER.
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. F+48 2| Cisco Secure Workload k7 3.6.1.21

B, EERRSBATIRDLNREALE, 05 At BB s & 24, mdi2ERFF (Expand
All), SRJE TR RS GUTE A AT 55 1R o

o) WARAEMTIRSBAT AN LN, W AEGRSETH I BT AT AL e ZE B 5L LU IR 55 11 38 AT

£ Secure Workload Web JtiH, ME MKz idFE & (Platform) > ARIER/FKH
(Upgrade/Reboot/Shutdown)

i HE T s Ul AT AR

PELREE 2 PR ORISR AT b R R AT AR ) 7

TR O e P4 T F+4k (Patch Upgrade).  CGiXE4h T TH4. )
rh & EF R 5EE (Send Upgrade Link).

AL AN R L AR

[Tetration] [<cluster name>] Patch Upgrade Tnitiation Link

I VL 2B T AT TR R

FEHFHRAER B, A T FR <Cluster> (Patch Upgrade <Cluster>) #4423 JF Secure Workload
WE S B2 Google Chrome 3 Wi &%

%S (ChooseFile).

SHEELE LI FEAIHN T RPM, &S, ARG ATFTFF (Open).
riili & (Upload).

A% RPM ¥R 8 T+ 2

FESCIE R, BORPRT I 25 B W T P B )

SR Lo BN, EHTERAS NS Web SR VS i) AL PR T A TR 45 R
WERTFRAFAE IS, R W abifh. i BARGBUESEHE.

B uE T -

a) {EW N 2S 1 F] IF Secure Workload Web 1 .

b) MZEMI B AR, KIRiEHEFEE (Platform) > AR /ER/IFKH
(Upgrade/Reboot/Shutdown).

c) miiiAEIERE (History).

d) KAUE “IRZE” (Status) F1) 15 2R BLIA (Succeeded) .

WRTF RS, 5 S THEZER#NT #4%4%#E (Disable Patch Upgrade Link).

F+4% #l| Cisco Secure Workload i 7 3.6.1.21

TR LLANBLRL I 3.6 WA T4 3 LA .«
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F+4% 2| Cisco Secure Workload A7~ 3.6.1.21 .

FHia Z |l

A

AR WA AT T APRSEUE IR SIS T RO R, BT K. (E4RSEZ A, T AR IR

BARSFFL (TAC) MEEATAT )

o MR
LEN S A% R, BUAE https:/software.cisco.com/download/home/286309796/type/2863098 74/release/
3.6.1.21,

7:§QELAF RPM: tetration os patch k9-3.6.1.21-1.noarch.rpm

s FEHATTHRZ N, N RS, A RTEAE R, TS 15w A A 45 4 A1 = (DBR)
MfE R, AR KT RIAN T

MR B SCRET ZUNRIMK T O A% SSH R P LLIEAT Mk HERR .
o BB EAT ol U PR B B SERPRLBR T P S AT LR R

* Google Chrome s A< I T2 M — S 45 R0 W 2

K RARISATIROL . WHAT R RS IBAT A IE S, WITCERAT I .

a) 1E Secure Workload Web Ftifiith, M 1 2 i i rp ik FE #4 BE HERR (Troubleshoot) > AR 5%
AR7S (Service Status).

b) TEEIM AR AR, RS AIER.

o, EEERSBATPRONRE LI, S B TR A S & 2, R 28R I (Expand
All), SRJE TN RS GUTE AAE P AT 55 BRE -

¢) WRAEATIRSBAT AL, WAEGRSETE I R AT AR e EE B S LU AR 55 11 34T

£ Secure Workload Web JHiii A, M I ZEMIfF s A i & (Platform) > A4R/EB/KH
(Upgrade/Reboot/Shutdown)

i HR P o Ul AT A

FEGREE 2 F RO IRSE R AT b R I AT AR ) 7

TR O e P4 T FH4k (Patch Upgrade).  CGiXE4h T TH4. )
M ZIE AR $EIZ (Send Upgrade Link).

AR LR U L R R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

R KL B S A P T T R 8
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. F2% 2| Cisco Secure Workload A7 3.6.1.17

N
o
(2,]

70 HL TR B, S di%b T 4k <Cluster> (Patch Upgrade <Cluster>) 554%4] 7T Secure Workload
WCE S B2 Google Chrome 3 Wi &%

HIR6 A& (ChooseFile).
$BT SHEIGEE L R T RPM, EFE, AR5 AE$TH (Open).
$IE8  ridikfE (Upload).

A% RPM ¥4 J3 8l 44

FERCRERR A, SR I 2R 20 15 v P R ) 42
FIBO  S5F LM, TR Web FLIf (K07 BRI A B T4 R
WRTFFBAEAEN S, RES WAL ORE. S BARGUESHE.
S0 RUETH:
a) {EW B2 FTIT Secure Workload Web Ftfii

b) MM RG-SR AT, KIKIEFETES (Platform) > AR/ER/XKH
(Upgrade/Reboot/Shutdown).

c) miilim®EiIEE (History).
d) FiF “IRE” (Status) F12& 5 LRI (Succeeded).

SEN WAL, SRR T AR 8k (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload ki 7 3.6.1.17
HEnl UNRA 3.6.1.5 TH 3 fRA 3.6.1.17.

FF6 Z A

A

AR WA RCAETAE T PR SAE AT IR S ARG IE S, W TE 0. (RG22, TR R
FARSLFFH O (TAC) LS R ATA )

FEN YA, BT https:/software.cisco.com/download/home/286309796/type/286309874/release/
3.6.1.17,

—F%Z u—F RPM: tetration os patch k9-3.6.1.17-1.nocarch.rpm

s FEPITTHRL R, N ARG, ATRTEAE R, THS ) 15 m AT A 6 4 A1 R (DBR)
Ife B, BHAT KT /NAY

s WO SRR GONINK T OB A SSH P LAREAT R R o
o BB A AT ol e B O B SCRPRLR T B 0 AT LR R

* Google Chrome »& A VK T+ ME— SCHF I B8 25
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F+4% % Cisco Secure Workload iR 7 3.6.1.17 .

Kt RGBATIRGL . WERARFTIRSFABAT AN IER, WIBIEPAT T

a) 1F Secure Workload Web FtifiHr, M 22 ¥ s e rh ik P4 BE HERR (Troubleshoot) > BR 5%
AR7S (Service Status).

b) {EEITP AR AR, RORRSAIER.

W, HEHRSIEATRON RS LI, 3 m B R s & il i £ # R FF (Expand
All), SRJ5 1) N RS BT A A 55 HRR s

¢) WERAEATHR S8 AT AN IEN, USAEAREETF 0 M AT AT A i ZE R B 2 LA AR 55 1E 384T

17t Secure Workload Web FitfiiH, ME H ek i s & (Platform) > A4R/E B/ )
(Upgrade/Reboot/Shutdown) .

i HE s Ul AT B AR

PRS2 TR PR IS 2 b R I AR AT AR ) 7

Wik Ck 4N T H4R (Patch Upgrade).  GX 24 T TF4%. )
rh ZREFRBEIE (Send Upgrade Link).

AL LUR T L B R

[Tetration] [<cluster name>] Patch Upgrade Initiation Link

WGV VL B S Z T AT T R R

FEHL TR RN B, AT FHR <Cluster> (Patch Upgrade <Cluster>) #%42+] JF Secure Workload

BCE I A . b2l ] Google Chrome P11 4% o

Mii%E#E S (Choose File).

SR BMEALE B R EAAN T RPM, &Y, AR5 S EFTF (Open).

miili E1% (Upload).

A% RPM ¥4 3 ) T 2.

SRR, KRN O 2 5 RCE R P S g .

SR JLA B, FEPRTSXT Web FUH U5 M AR T & TR A5 S

WERFFRAFAE 0, RGa WoRe . Sl PARERGUEE HiEk.

YOAE T2 -

a) LEW B2 FT T Secure Workload Web FH1H] .

b) MM R TR, RRESEES (Platform) > A4R/E B/KH)
(Upgrade/Reboot/Shutdown).

c) i EIERE (History).

d) BUF “IRE” (Status) 71275 2RI (Succeeded).
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. F2 2| Cisco Secure Workload A7 3.6.1.5

TEBN WRTAGE, s ERARNT A4 (Disable Patch Upgrade Link).

F4% #l| Cisco Secure Workload ki 7 3.6.1.5

T AMEAT 3.5.1.x CATHRBIBERRAS, (HEEBSUSETHRBIBCRT 3.5.1.x 4h TRCA, FETHEIIERR
Ao

XL IR TR, tE T R

FHIa Z Al

A

EE WIRATA S 5T TS AR S SUTAT RS ST IRIANIE S, ST . fE4ks 2 mr, EEER B
Technical Assistance Center (TAC) A& 5 AT-A] ] 8L

el

AT AL
- A
WIS Tetration #5284 AT A A AV THE. CRRAEVPRAIZAM) , WIAAE TH SRR HE N e
Al

BV R IE A 0 U BB
LEFVFAPIRE, THHRAT L R84

7t Tetration Web [ ]/ 7, M IKEFEIE$E (Monitoring) > ¥ A]IE (Licenses). QS 48 (K A2 BE VR il UF
HEMAGEL, K E 2 TR (Take action) S (1 R#IE .

A RIRICAE NV PTUE R, 15 Rl AR BLZE [ Tetration Web [1)7 H1 ) (I rg) -

'~ @ Monitoring ~ | ® ~ | €& ~

now.

EH PR TP R e .
IPv6 #F (UHEHAER)

(A3 FE43AE{: FIZAT I Cisco Secure Workload £ERETT LAKC B 4 K48 ] IPv4 4, i6AdiH]
IPv6 SEERF B AEERENIITHEE S . (LW, Cisco Secure Workload & T3 H )b
P IPV6 it . )

HEEHIR BT 283 3.6.1.5 RIS A4 6 )8 I Th g

WA IEAE % 8 G HUHERE (IPv6) 158z, S X (IPv6 SCHF) ERAIBE G , 25 2
P

N o
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F+4% 2 Cisco Secure Workload ki 7 3.6.1.5 .

« HfthIhgE
FH 2T ] e 75 R IAT 3N I DI RERE M :
* Firepower &3y (FMC) &£ :

WIRTFR Cisco Secure Workload Jf: 75 ARALf ML AE R, W AAZHSE4S FMC THE ST iR
.

3.6 TIILAR S 3.5 SEMifAAE 23 22 5% . A1 4l 4 1Ehttps://www.cisco.com/c/en/us/support/
security/tetration/products-installation-and-configuration-guides-list. htm17 ] { Cisco Secure
Workload #1 Firepower B EHUOERFRFE )Y » T AERRA 3.6 I BRI EEK

T+ Cisco Secure Workload f&, FMC H T V8 2% S0 BEKE 5 3 0 U5 ) 8 h S e, %8 i g
PR R B ERTG.

AWS E1ESE.

DUAT ) AWS SERL SR AETH RN MR o TH2n b ZERT QAR 1) AWS i Heds . iy ab
B, HAETHOIC R T R E AE R

* Kubernetes EKS #h B 2%

FH )G, EKS AMTIM AR AL T HeRas: W BAE TG AT, WE I EURN 1 AWS
ERAR I A HFEE Kubernetes BR 55 (M anaged Kuber netes services) %3 »

© RS HEERE:

PERRAS CIER S Al 3 RS (Alpha lRIDRED (MSCHF. WORECE T 8o 2 HOERAS; &
WAETT 2R B L RRCA 22 i 45 sl B

« HithSE2g-

HABATE AT AT BT BRAE AT 0 S AT 3.6.1.5 WK A AT U W Hh gEAT T Ui, vl Ak
https://www.cisco.com/c/en/us/support/security/tetration/products-release-notes-list. html - 3R X

o BETH AN EATADHT A 22 KT i 1P ik
© PATIETF T R ) SRR

o W OR AT R SCRABBR I HT bk &A% SSH 2 8,  LUMERE T #lmeb bR . AR dIfE R, 12
[ Tetration Web [/ #2410 (I 4R/ Hil “ A SSH A8 .

s FEPATTHRZ AT, NS RS, ARG R, TSN 3R A S % 4 A1 1 2 (DBR)
MR, BRI HRIANTT

* Google Chrome | i 5 & Cisco Secure Workload ¥ B [ 1) sl FfE—SCRFIRNE A, &1 2 AR
THR P i 1)

M Cisco.com T #@ H T4 11585 1) RPM U4
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. F2 2| Cisco Secure Workload A7 3.6.1.5

N
5

a) ‘SHIF https://software.cisco.com/download/home/286309796/type.
b) R

* 4T 8-RU 8 39-RU K¢, i FHLL F RPM:
® tetration os UcsFirmware k9-3.6.1.5.rpm
® tetration os base rpm k9-3.6.1.5-1.el17.x86_ 64.rpm
® tetration os_adhoc k9-3.6.1.5-1.e16.x86 64.rpm
® tetration os mother rpm k9-3.6.1.5-1.e16.x86 64.rpm
® tetration os rpminstall k9-3.6.1.5-1.noarch.rpm

®* tetration os enforcement k9-3.6.1.5-1.e16.x86 64.rpm

* XTREMARLG, W FERLLT RPM:
® tetration os ova k9-3.6.1.5-1.e17.x86 64.rpm
® tetration os_adhoc k9-3.6.1.5-1.el6.x86 64.rpm
® tetration os mother rpm k9-3.6.1.5-1.e16.x86 64.rpm
® tetration os rpminstall k9-3.6.1.5-1.noarch.rpm

® tetration os enforcement k9-3.6.1.5-5.e16.x86 64.rpm

c) L LIRS RPM T 2% MDS 5 CCO 1) MDS L.

K& RGIZATIROL . WARAEF RS IZAT A RS, WISEHAT T .

a) TEJR} Tetration GUI T, piihi e B f5 ik FE4E4P (M aintenance).
b) TEAMEMT, rdiBREIKZAS (Service Status).

o) TEEIh RGP, FRRSAIER .

i, HEERSBAPRON RS, a0 s & i, midi £ E R (Expand
All), SR 1) R RS G AR A 55 IR

d) WRARATIRSSABATANIES , W ARSI R ATHAT AT EE 8 5 DA IR 45 1 384T .
FEZEM TR, KRR ST 4ESR (Maintenance) > H4% (Upgrade).

WAL, S AR (Upgrade) 1E50 .

F e i BB . ANEBEAT AT B

AR (Upgrade) LI, A& b T FHE0k.

il R IEFHREEE (Send Upgrade Link) Ji7, 4k A2 B 1 i1 o

AP st B DA B P SRR AR TSR T P R — B S BE R I L B, S AU e AT
THo MRAFHI L -

[Tetration Analytics] JHJa sl
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%

F+4% 2 Cisco Secure Workload ki 7 3.6.1.5 .

FIIF BRI I A4 E£8% (Upgrade Cluster) URL.

i, Al LUE AL RS R, M4ERR (Maintenance) > it %5 (Explore) T $EL T4 URL:
* PRI POST
« PRIE:HL: orchestrator.service.consul

* PRIEE 2. upgrade url

FTIFHT(f) Google Chrome FSEAFREIH f, #4714 URL Rl BIHbEF Berh, SRS 4% Enter .
XK FT I Cisco Secure Workload #'E 1/, A Google Chrome | U4 S HF1% A M o
1 Cisco Secure Workload BE [ 1/, #Ea 20 LURF € M F A% RPM,  HARIGR T R8I0 1
KT 8-RU 8 39-RU R4, %4 € iy B4 LLF S0

tetration os rpminstall k9-3.6.1.5-1.noarch.rpm

tetration os UcsFirmware k9-3.6.1.5.rpm

tetration os adhoc k9-3.6.1.5-1.e16.x86 64.rpm

1

2

3

4, tetration os mother rpm k9-3.6.1.5-1.el6.x86 64.rpm
5 tetration os enforcement k9-3.6.1.5-1.e€16.x86 64.rpm
6

tetration os base rpm k9-3.6.1.5-1.el17.x86 64.rpm

KTHMRGE, LWy AR L b 3P

1. tetration os rpminstall k9-3.6.1.5-1.noarch.rpm

2 tetration os_adhoc_k9-3.6.1.5-1.e16.x86_ 64.rpm

3 tetration os mother rpm k9-3.6.1.5-1.el6.x86 64.rpm
4, tetration os enforcement k9-3.6.1.5-1.e16.x86 64.rpm
5

tetration os ova k9-3.6.1.5-1.el7.x86 64.rpm

L EAEREAS RPM, 1T EL T AR

a) RHEE S (ChooseFile).
b) FHiE RPM, EFEZCHE, AR5 AE#TFF (Open).
c) M k& (Upload).

M P AR RPM I, BUM ¥ RPM FIRAS T B, X & AT A o

ﬂﬂﬁ%%EJ:fgtetrationiosimotherirpm7k9—3.6.1.5—1.el6.x86764.rpmji##ﬁ%%%iu%%i%, H g%%%
RE) 5 210 738, SR T IR . SRS, NV ixaF B O B K RPM B1I&.

d) X% RPM EAE XL TI0IE,
R 4REL (Continue) .
REK T T ek R BLE (Site Config) [1)7
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. F2 2| Cisco Secure Workload A7 3.6.1.5

TEE M (General) £ I
(Afk) % SSH A9,
Mili T —% (Next).
75 BB F B (Email) LR I
CRIE) B0 UT 00 7 S bt b sl A 8 A4 P IR 1 b
Midi T—% (Next).
fE L3 ETF [
CR[IE) Ja FIRESE, AL TR M RS B B A TPva SRS AE ] TPvG.
BEIRR! A RESRMME], ES AR T A& P sz
A H IPv6:

a) & IPv6 HikHE.
b) LL CIDR 58 Ak 1 Ak 2 A2 #LA | Pv6 Hbdit .
c) HIAALH 1 AR 2 1Pv6 BRIARI % .

WERAE LTI S H 1Pv6, WU A Z07E R I 4% (Networ k) T _FRLE IPve 7B .

LIS piT—% (Next).
$IB16 7EML% (Network) BT F L

1=
v
ik
[24

p
I

*1
1

WAL, TETE M CIMC HERMLE. CIMC WERMLEM . DNS 422 fil DNS i3 (114 .
s EEIRT ! A S MR AT SN 4R A . (H AT DL I HAt TPv4 2%
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