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SRR

Cisco Jabber i F AWM A i HE A B ] B R AT o AHL A0 3 TR o e ) 2 88 il /DML LA 2
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* Remote Access , 5 47 1L

o TR T SR TR, 5 56 1T

* Location awareness for Enhanced 911 (Nomadic E911) support, on page 59
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TR A BT A R A .

Cisco Webex Messenger
Instant Messaging
and Presence

Cisco Webex

. Cisco Webex
Meetings Center

MessengerContacts

Cisco Webex
Messenger
service

A

XMPP
HTTPS

. Cisco Jabber 14.1 #1 X457



S%F Cisco Webex Messenger [R5 IR T EHIR S SR E .

5% F Cisco Webex Messenger IR EZBI R T =RIESEE
{451 Webex Messenger 2% 15T 2 (036 & B LI BL IR S6
 BE 3 AR — Webex Messenger Ji4-HL ULt 5 A MERT.
« FEHARTS — Webex Messenger Hi45 i LT B AT AL TIRAS, FETRIT SLALTT P ik AR .
. B8 — Webex Messenger 4 A 1T/ s BB 95 .

o HFSR — WL 5 HAE B BT Cisco Unified Communications Manager [ 3H 5L A H E A
.,

* #3% — il id Cisco Unified Communications Manager /< H ALAIEY
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* » .h’ Contacts
\ y : Cisco Webex \
. Messenger service |

HTTPS HTTPS .
TFTP (REST) /
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o 23— Webex 2O AR 12 I ) RE

o {EFHR A — d@id Cisco Unity Connection & 3% FIEE 5 ¥ 5 .

B Fos K Cisco Webex -6 55 113E T2 1) Jabber 7R &5 38 4444
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JAH SSO, Wt I I A ILAEE.  {EJE, Wik SSO e AR 1dP iy p- MR Fe B, MG

o

Jabber {H;H EER B R AT BEE FEEM

T [1 Cisco Webex -6 il 55 414477 LT 55 IS5 AR IR, AR EA TR AR, AR EER
JUHATIRR NGRS -

FEIME R RIERE

0] LLAE B RIS h 3038 Cisco Jabber Windows FiA4s .
MEFUIRIE S Fr DL R ThRE:
o i FH HAth Cisco Jabber 2/ uiig 14 KIS 71 B AN ZE PR 25

* Desk phone control

o R AT

 fELIR A Microsoft Outlook 2007, 2010 1 2013 FI4E Y,
* BRI FEviin) (MRA)

FEHLENE #0877 B & 304

TERIAIE R, HP A2 RV AR R R . A ARIE B0 H PR, XSS SRR R B B
2 PRI SR AT {7 i) . Cisco Jabber 234 F3 B AZAE AL UL R A&

* C:\Users\username\AppData\Local\Cisco\Unified Communications\Jabber\CSF
« BRRAN — BRR NG A A
* 321K — WFRRIR g sl sk
- BREEF — (AR F i il

* C:\Users\username\AppData\Roaming\Cisco\Unified
Communications\Jabber\CSF

 BCE — i 1) RO E SO F I A A C A 22 A7

Cisco Jabber 14.1 ¥ X457 .



1EnE |

k-

. #RZE Jabber VDI 5k 42 it

o SEUE — APAIn s B A0 R i SCA

11 SO N2 A B Windows I G B SO SRHE, - PRI O ) 15 ) LR SO
* C:\Users\username\AppData\Roaming\Microsoft\Credentials
* C:\Users\username\AppData\Roaming\Microsoft\Crypto
* C:\Users\username\AppData\Roaming\Microsoft\Protect
* C:\Users\username\AppData\Roaming\Microsoft\SystemCertificates
* C:\Users\username\AppData\Local\Microsoft\Credentials
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Location awareness for Enhanced 911 (Nomadic E911) support

To comply with the Ray Baum's Act in the United States, Jabber must report location information for emergency
calls after January 6, 2022. Nomadic E911 is the ability to report your actual location as you move. If you
operate in the United States, almost all enterprises must enable this feature.

Wireless on-premises network

We already report wireless location when it's over on-premises network through Cisco Emergency Responder
(CER) to your local Public Safety Answering Point (PSAP).

Other networks

We now support nomadic E911 as follows:

* Mobile phones (Android and iPhone)—Jabber always launches the native phone app to place the
emergency call.

* Desktop client and tablets—If you oeprate in the United States, install the RedSky MyE911 app. Use
MyE911 to report location information to your local PSAP.

\}

Note  You must create a RedSky account.

Server requirement

To pick up the routing logic change, update Cisco Emergency Responder (CER) to Release 12.5 SU6 or
Release 14 SU2.

)

Note If you want the change before updating CER, you'll need to install a COP file for CER.

More information

See the following resources:
* "Wireless Location Monitoring Service" in the Feature Configuration for Cisco Jabber

* Cisco Emergency Responder Administration Guide

* RedSky E911 for Cisco
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o W R PGS $I) XMPPCONNECT P 5 XMPPCONNECT SUIRA, AR 2 &k & sk 2
Rl B AR [ eS| IM&P IR% 2% .
5. fE% /AL T XMPPCONNECTED KA G, 2/ i A IM&P Difg.

B S SNE S A A
S Bt — A ORI, 25 R A B R B PR 53— A

BRONIEOUT B0 0 15 2% B S TR P 77 IR 120 BRI [a) ke i) o5 — AN s e ey . an Bk
I BORAS, TR AU “SIP S IR FRER G ” RS SEUOME.  “SIP S PRFFER R~ i
%2 80K 1524 Cisco Unified Communications Manager [T UGB 45. AL RR 2 |y, 15047
X} Cisco Unified Communications Manager i 2545 [ 521

BT R E RS S8, W LE Cisco Unified Communications Manager & FlHP ik B R 45 > BREZ S
XT3 AFE DNS SRV id sk i () G B, oyon) i e A T Wb i 7, DRR R 77—

A Cisco Unified Communications Manager 13 A1

Ik AWK BY = AT %

SCRER AR e HITE . SR a8 LI, 0Pl RS BTk AT RN s . 1 ik /B
WAL I, 1R B S ERT AR %, JF AT FRCR IR R .

RAARZMERRABITNS TR

SCRPR R NAR G R NS AT I i nT e, X% i1 Cisco Unified Communications Manager J1] /74
g5 (UDS) #2ftk. @I 4= 22 UDS JIRF5#as AT ], Jabber 2% [ 3R ib e 8% 212 4> UDS 45 4
HER =N UDS kg5 # (AR CiCED .

EEEERS AT AL
IR T A TR 28, U 0 L B A B 1 B B 51
BT 25 2

Survivable Remote Site Telephony

it T Cisco Jabber Windows fit 4 Fll Cisco Jabber Mac Jiz 4«

*4 Cisco Unified Communications Manager . H F& 5 JGi% 1j i) 58 WAN SCHIE, 1548 H Cisco Unified
Survivable Remote Site Telephony (SRST) AR (Kt F P OR B A IR IR SS. Berb ey, &/
Ui Y44 WAL 2 A B TR R PR A M B R
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Cisco Jabber MIPE R N KR 2 Ar B LUATE IR AR . BB 2 i h IR A A4 DL R IR A5
S AR, 5% P s BT A AEAE (B, BN S S A i, CREEHIBRR A
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o P EAROR U SN — B R SRIDOR B AR AN TR R IT IR ACKIEEHT URLL S5 A5 414
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* OpenLDAP
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FENTREE 20 i 22 LA N IR AORIEZ — SR I 5 B K H SR A 4k
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* Cisco H 3£/ (CDI)— Al FH IEIPE AR A RUSIE TR P AT 25 ) i o
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{45 5 Expressway Mobile and Remote Access ZE32 1 /7, AT DA A b 2E 37

Lightweight Directory Access Protocol

Cisco B X & M anfi 5 LDAP EC &1 A
CDI {# Fil I 55 B DUARA 5E LDAP IR 55 %% o
N2 AAT CDI R R B R BRA B
* Cisco Jabber 5 Active Directory 4 A R A K .
* Cisco Jabber 2= H 8l K I IFIEFL 242 7 H oK o

BERS A — &Y

PATVR VBTSSRI, LA IS 45 H 5% (GC) Ik %545 5L LDAP 5525 F 23T 3 H2 80 Sy 50 00F
WIRE [ RS, S A T LDAP RS #8315 B E R ] H IR 3G IEIE T . Jabber S0
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1 M EAFsERI DNS 3, I &4k GC ) SRV %
2. M\ SRV il KR GC KM,

3. I T M EIEERS] GC.

ERE/HEREHLIN
Jabber 41 fi ] DNS SRV & ifi &K GC ii%5 45, 156, Jabber $KHL GC 1k:
1. WA, Jabber ¥ DNSFORESTNAME 85545 I E GC 1.
2. 4k DNSFORESTNAME ANAIH], Jabber #4402 GC 5 LA R -3«
* 7t Windows |-, Jabber ¥ Windows DsGetDcName APT PAZREN DnsForestNameo

* 764k Windows *J*5 I, Jabber M jabber-config.xml {:H{ LdapDNSForestDomain.

Jabber 3REL GC #Ji5, K5 & 1% DNS SRV £ ifj LAIFREL GC AR 452 hl: -
* 7F Windows [, Jabber ifiid Windows DsGetsitename API ¥ T siteName S 15 A F:

* U1 sitename fA/E, Jabber 2K H DNS SRV & gc. tcp.SiteName. sites.GCDomain,
PAZKHY GC k45 ittt
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* 7£°F Windows V- =, Jabber £/ i DNS SRV #1f] gc. tcp.Gebomain, PASRHN GC 45 #%ith
hE,
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1. W a [, Jabber ¥f USERDNSDOMAIN #5545 & ]/ LDAP 5,

2. Wi USERDNSDOMAIN ] H, Jabber ¥ M jabber-config.xml 2 LdapUserDomain .
3. 4 LdapUserDomain A H], Jabber ¥548 I F J 4124 LDAP 3806 sg 1 v - B3 o

Jabber 3KEL LDAP BJ5, ‘&4 &% DNS SRV 75 i) LLIKEL LDAP JIR 2% 2% Hu it -
* 7F Windows [, Jabber ##id Windows DsGetsitename API ¥ 8 sitename S 75 A o

* U1K siteName f74E, Jabber 2% H DNS SRV #if] 1dap. tcp.SiteName.sites.LdapDomain,
ISR LDAP I 55 stk o

® ﬁﬂ% SiteName Kﬁﬁﬁ&ﬁﬁ@ffﬁf _ldap. tcp.SiteName.sites.LdapDomain E/‘J SRV ia
3%, Jabber ¥ & H DNS SRV £ if] _ldap. tcp.LdapDomain, PISkEL LDAP AR%% 28 Huhit .

* #4F Windows “F-& I, Jabber £/ i DNS SRV ##] 1dap. tcp.Ldapbomain, PAZREX LDAP filt
g ik o

— H. Jabber JE#£ 5] LDAP fIR554%, EHF I LDAP JIR55 a5 FI9 2 2248 Y B9 UEATL 1 1) 2 AU

SupportedSaslMechanisms E‘[‘i o

LDAP A 5By F 3 &

LDAP FRE BV F shEL B
1. A LAfC'E PrimaryServerName 241 LA X Jabber T 82 5 0%F & LDAP IR 4528

2. TATLIE jabber-config.xml XA H L E LdapSupportedMechanisms 24, LU
supportedSasIMechanisms J& % 1 1) 514 o

EAR AR5 A LDAP Ji 55 8 b RS FF T AT IXEE ML . 2SR 0 B 22 AN

* GSSAPI — Kerberos v5

* EXTERNAL — SASL external

*PLAIN (ERIN) — fAj5 LDAP 4b5&, &4 2 g0 e 1 T2k

ZNE

<LdapSupportedMechanisms>GSSAPT EXTERNAL PLATN</LdapSupportedMechanisms>

3. WAL E, BLH LdapUserDomain Z4{ LA & Jabber Tl ik LDAP M4 5 AT AR k. 141
-

CUCMUsername@LdapUserDomain

Cisco Jabber 14.1 ¥ X457 .



| TR

LDAP %[ERF =

BRZH

BRAKE |

Cisco H &4E K (CDI) R IEA H st pk (BDI) Aga A H k42 pk (EDI) 4. CDI Z40EH T
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Cisco Jabber BREHE

FE1: WRELRHE 11.8 19 Jabber
BT AE RS R, LUl LDAP R4S 28 H st AT &AM S0k, R E 5 e B IEE

Fo AR T IROE LDAP IR 55 4545 SRR IUNTA] ] )46 IELE T3

HE2: MREMNEDI BEEALRE 11.8

RS E A EDI 244, W] Jabber #4352 H EDI 240K 1L

BT EDI 28, H H5 4N 3001 CDI 244,
HE3I: WREMBDI BEEHLE 11.8

IR A ARG E R BDL 225, W25tk BDI 240 B o4 4%

BDIPrimaryServerName, 7 20K 2408 #: y PrimaryServerName. BDIEnableTLS #7544 UseSSL

24

FE4: WREMNES EDI/BDI BLBEAHFRZI 11.8
Ln G4 (T B [RS8 F EDIL AT BDI, W DA% K 25 BDI fRCE, [R2H Jabber 75183 LDAP IR 422 i)

¥14 ] EDI S5,

&%t T BDI 1 EDI 240, f5W] CDI ¥4 frai s 1L

TR0 H ok g . ATt

L) CDI 25, filan, X T

T T Jabber 11.8 B Sy AS .

BDI 3 EDI 2% CDI 8

- DirectoryServerType DirectoryServerType
- ConnectionType -
BDILDAPServerType - -
BDIPresenceDomain PresenceDomain PresenceDomain
BDIPrimaryServerName PrimaryServerName PrimaryServerName
- SecondaryServerName SecondaryServerName
BDIServerPort1 ServerPort1 ServerPort1

- ServerPort2 ServerPort2

- UseWindowCredentials -
BDIUseJabberCredentials - -
BDIConnectionUsername ConnectionUsername ConnectionUsername
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BDI &4 EDI S CDI £
BDIConnectionPassword ConnectionPassword ConnectionPassword
BDIEnableTLS UseSSL UseSSL

- UseSecureConnection -

BDIUseANR UseANR UseANR
BDIBaseFilter BaseFilter BaseFilter
BDIGroupBaseFilter GroupBaseFilter GroupBaseFilter
BDIUseANR - -

BDIPredictiveSearchFilter

PredictiveSearchFilter

PredictiveSearchFilter

DisableSecondaryNumberLookups

DisableSecondaryNumberLookups

SearchTimeout

SearchTimeout

UseWildcards

UseWildcards

MinimumCharacterQuery

MinimumCharacterQuery

BDISearchBasel SearchBasel, SearchBase2, SearchBasel, SearchBase2,
SearchBase3, SearchBase4, SearchBase3, SearchBase4,
SearchBase5 SearchBase5

BDIGroupSearchBasel GroupSearchBasel, GroupSearchBasel,
GroupSearchBase2, GroupSearchBase2,
GroupSearchBase3, GroupSearchBase3,
GroupSearchBase4, GroupSearchBase4,
GroupSearchBase5 GroupSearchBase5

BDIUseSipUriToResolveConta
cts

UseSipUriToResolveContacts

UseSipUriToResolveContacts

BDIUriPrefix

UriPrefix

UriPrefix

BDISipUri

SipUri

SipUri

BDIPhotoUriSubstitutionEnab led

PhotoUriSubstitutionEnabled

PhotoUriSubstitutionEnabled

BDIPhotoUriSubstitutionToken

PhotoUriSubstitutionToken

PhotoUriSubstitutionToken

BDIPhotoUriWithToken

PhotoUriWithToken

PhotoUriWithToken

BDIPhotoSource

PhotoSource

PhotoSource

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAPUserDomain

LDAPUserDomain

LDAPUserDomain

LdapSupportedMechanisms
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BDI EDI S CDI &%
BDICommonName CommonName CommonName
BDIDisplayName DisplayName DisplayName
BDIFirstname Firstname Firstname
BDILastname Lastname Lastname
BDIEmailAddress EmailAddress EmailAddress
BDISipUri SipUri SipUri
BDIPhotoSource PhotoSource PhotoSource
BDIBusinessPhone BusinessPhone BusinessPhone
BDIMobilePhone MobilePhone MobilePhone
BDIHomePhone HomePhone HomePhone
BDIOtherPhone OtherPhone OtherPhone
BDIDirectoryUri DirectoryUri DirectoryUri
BDITitle Title Title
BDICompanyName CompanyName CompanyName
BDIUserAccountName UserAccountName UserAccountName
BDIDomainName DomainName DomainName
BDICountry [ 50 I [ 50/ MK
BDILocation fr & (A
BDINickname Nickname Nickname
BDIPostalCode PostalCode PostalCode
BDICity Al Al

BDIState IR IRZS
BDIStreetAddress StreetAddress StreetAddress

Cisco Unified Communications Manager User Data Service

FH P B RS (UDS) A2 IR N f#EATIY Cisco Unified Communications Manager I [1) REST % o
ELL RIS HL R, UDS J TR TECR A S#HT
* WY E DirectoryServerType 25 LA I % 7 v lic & SCA4FH (1) UDS {H ..
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fFFHEIC BT, % i e A 7 B K s 258 B B UDS i1 T R AR -

OB R N B S H s %5 #5411 Cisco Unified Communications Manager )25 . Cisco Jabber 2% )5 [
EIM UDS K R iz R N

Cisco Unified
Communications
Manager

)

HTTPS

QCHEM %
ZNBE B R AR

XF45 24 Cisco Unified Communications Manager FEAE (K156 2R A fiAT, KA H b 0 B F 7 )
R . SRE YRR T R A P r AR

il 445 40,000 M. 20,000 AN RAEAEALSE. 20,000 DN FRAEAERH . EPTHE
N BN E AR A LLR Cisco Unified Communications Manager FE4E :

* cucm-cluster-na (J£3)

* cucm-cluster-eu (EXKIN)
LRI, BETE 40,000 N RS RIS . 7F cucm-cluster—na FHALILIERT 20,000
NS, 1F cucm-cluster—eu FRALRRPIK 20,000 4N .

SRR I AESE TP I, - Cisco Jabber 23 cucm-cluster-na HRTR KR FITEAIIC R (F
B

B REIY BRHHT S, - Cisco Jabber 3 A cucm-cluster-eu AR LS FITEAIIR R (F
Bo
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1 FEHY UDS BX & A KR

KR AN RN UDS ¥ R 2114 1) LDAP fli%s#%. £ Cisco Unified Communications Manager 11.5 (1)
BH AR, AT ARG Jabber S 1514 R 1 ¥ LDAP 5545

LDAP JER 514

Cisco Jabber fff AN A [P B AR R IE R A KU, BRATE LU, JFAEXR T X @ i T R 5. i
A8, 2% Cisco Jabber i F ) @ 1T & 5] .

WAL BN S P, A ORAE LDAP MR 5548 B3R 51 LU R gk

* sSAMAccountName
* displayName
*sn

.« B

* proxyAddresses

* mail

* department

* givenName

* telephoneNumber
* otherTelephone

* mobile

* homePhone

* msRTCSIP-PrimaryUserAddress

LDAP B 55k 7

£ Unified Communications Manager 12.5(1) SU2 iz, Unified CM ¥8 il T XH7E AR 45 1c & S0 F b 20 4
A3 035 (1) LDAP SEUEI SCRE o 16 SR8 i i DR 4 26 LU s A7 it FH R 28 3 B ot O ront B % i)
o WG SRR AR LR I AR I 0 %

o H Ui A5
o BNl E SO N
* BAT S A/S

* T
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Jabber ID & 4RR 5 .

HXRVEANE B, 1520 (Cisco Unified Communications Manager 1 IM and Presence Service 12.5(1)
V2 AT .

ZEFSIEC L Unified CM & A7 R S 5 FRUAS () Jabber 12.8 1, Fedl 14 /e i & H I8 AIE J5 4% LDAP FEiF
BN P R E S 5y, AR FIAX —ThRg.

ZLFs Jabber EH: 3] LDAP IR55%5, 58 X LDAP BAIE Jabber 4 7 1) /5 5K :

* BRINIETIE Jabber {1 Kerberos 58 /7 ¥iiilE 15 (SASL External) [H 2% 82 2116 R A KRS 4% -
BATRUE LI, KOk Bt B A

o IHIEIE RS HE & S E, Jabber-config. xml CAFF E EIE, EATIRAI LT BOAEDL.

* L 444k LdapSupportedMechanisms Z (¢ & PLAIN i, {H AR S H 36 & SO H P 44 s b,
WP FonT DA A % P v h B AN H H SRR IE

o ), W AEE BRSSO A 1T, T] LLE X Jabber W34 B B R A KIS #
e LB LR g X fF jabber-config. xml {4 LDAP_UseCredentialsFrom 24
M55 Cisco Unified Communications Manager il .

© WK IR IRAN R, AT R 55 Pl S BR g abber—config . xml SCAFR ALK — AL AT A1
ISR, BT 2 4 R B A . Jabber 8 MK /™ T L6 AR ACRPE S5 S b AT I0AE . FRATTE N
SRR R F A R B0y AR, JF HOZIEH S A A EIES . SO0, A Jabber M
SR H X LR UE A TR

\}

iR

I Cisco Unified Communications Manager 12.0 fiASHE ,  #8TGVEAE IR 45 e & SO R e & 7 44 RV
Jabber H #3845 FAT AT IO UE LAS A H SRR S5 T, 2 35— 06 5% 3] Jabber B2 03138 411
W P — A BATHEA TSR, W AR 12007 B R AN SUSRI,  AbAT T e B4R .

Jabber ID /& [$ML5F

FH /7 1D () LDAP J& 14 sAMAccountName. 1% 2 B\ & PE .

WHRA 1D R A E sAMAccountName, - HAELE Cisco Unified Communications Manager IM and
Presence Service F# FIERIART IM Mol 7 %8, W0 % )8 M §8 e 3% P il & A S350,
LN

CDI 234 UserAccountName. <UserAccountName> & % 44 #R</UserAccountName>

mRARENRE DI ZEM, HiZBMHARE sAMAccountName, W% /7 il k@t H &P RIBER
No g, HPASIRIAERIRE, HHHAGE A% BTN S .

£ Z% Jabber Id

Cisco Jabber i fi] Jabber ID 5 H IR AR NG R A LA IETA] A TEAL H % R«
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« BRTIERF — A H XN, OUEE Ha FIAARK, DURER X S LM 5.
* TR BOSIERE — BT LUE X2 MIE S BRI DO PR R A . BRIAMEDS ANR (AN
A RRENT . O

A X EEIE T VELNE S, 12 (Cisco Jabber IS8 H45m) A1 X H A&7,

AHER R A RIR

Cisco Jabber AE% U [m] FIHH R A R AR . X LEA MR N KRIHAFHE LR 251
* Microsoft Outlook H47-fifi F A ER & A Al il ik Cisco Jabber Windows WA Vs 1] .
* f7fi#4E IBM Notes A HE R A AT i Cisco Jabber Windows figA (JAs 11.1) Vi)

o AHIE R R A AT 3# T Cisco Jabber Mac igAs. Cisco Jabber Android [z 4<fl Cisco Jabber iPhone
Fl iPad WA ] o

BEXEBKRARIR

AT % ) 4] Cisco Jabber ik HI 7 BEWH A 5 SRR N T A SIILZE )/ i o

BRRANETT
Cisco Jabber 2 QIEEAIMZE 7. BLAh, ZRAFBAFMEIT T IRAR AR I AR AR NS IR
ZHA NI, Jabber 23 FETT U6 H SRAR R Z Hi 1% 2R A M G2 A7 Hh 1 UL BT I o

AR PR AN AAEHIRR AN SIZ ], Jabber SR AMGAT, RIGHR A Hx. WARH]
JUBE S FF AR IR B IR IR R IS, Jabber 2345 1% R AR N B A M ZE A7

AHGEATAR FOREAE 24 /NN JE Rt 3

RTESREKAA

Jabber FIEER N A K H ZFORF K. Jabber 1 LAZE AN 2R AR $8 3 [A] — /N B R DT

MeTi,  fEUEHSOL T, Jabber 3 g MBLE I 5 5 (R — AN ANVLHEL, IRz N R P A £ 4 & 17—k,

S E o — NIRRT o A B IR AAHIULAL, Jabber 2344 LA M £ HOX L85 B«

1. Jabber ID (JID) — Wi %% JID, Jabber ¥fFEFIEULALIE % . Jabber N2 ARYE “HEAE” 5k
CHLTE S BRI
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B HEAL K.

3. HIESH — R REEHIE S, Jabber KiHE T VLA ic 5%

* Jabber FLHGC I E MM 5 A A LLECIY,  BRR& I FICR A S LA MR A K.

RS 75 SRR G

TSI E IR 5 7 WL LA {& Cisco Unified Communications Manager [ ¥4k 5 U 5 48 H 3 3k 5

R DERC .

KL REFH#S N

N HRE 3R 5 U2 B S in s BR T SR 4T f RG-S A Az 8. N P4k R0 22 A ) S
AEFR L HRAT (585

B, T ARCE SRS U, R80T 9 BaidsnE] 7 RIS ITk, BT Ah

BREHRKL SN
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Blhn, eyl H AR, M 10 A7 IE SIS T H B ER X S AT AT R A T . SR IR
M) 7R 2% 4089023139 #4h 23139,

Cisco Unified Communication Manager UDS (i&FH T #&h#0
Remote Access)

Cisco Unified Communication Manager UDS #& Cisco Jabber 1 ff} Expressway for Mobile and Remote
Access HEATIEALINAL I IR R KU Ui BB AE 2 ] B K Es N HE LDAP, AT UEHs LDAP H
FNR4-#+5 Cisco Unified Communications Manager [H]20, PLik%E e B P A6 A w) b5 K i 2 At i
3| UDS.

LR ARIR
Webex BX 2 A KR

XT3, e Webex Messenger B 2 T H b algill ok F P BOBC B R NS . BEAAS E el i
Webex Messenger & H T HF AN ARFEAGEE, WS Webex Messenger & #1514 1 ] 7 7 H

T
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XTI H F PR AT, Cisco Jabber SCHF LR A% 3
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* PNG

* BMP
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BRA NP AT REAN IEMf s 2L, B0 B KA. RS IREE IR, K PNG U TR ]
o

HKRERABRRS
Je
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I .

TEMRSS 25 5% P ot g TLS I 2 5, 2 i F IR 45 4 # 45 AE ORI AS e s ih % BH, - DU s BIVISE 3 L
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TEn] DT IR FEE b JE H 256 A7% P sinht 25 7 i AES I, DAORGF %5 7 iy T (R B2 4

BIEFHBIER

Webex Messenger x5 ] LLCSR EPITH S, (HEA S U HE AR IX LRI B . AN, Webex
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ST I, Cisco Jabber 23 7 LA bR AFR 7R 35 7 ity 22 % ) it 10 2%«

ARHIR A EIEF
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R ¥ & Jabber Lk Common Criteria #=UE AT INTEANE B, 155 % (Cisco Jabber 12.5 1) P13
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%4 LDAP

224> LDAP % 5 LDAP over SSL/TLS
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Cisco Unity Connection

HTTP (Tomcat)

Webex Meetings R 45 %

HTTP (Tomcat)

Cisco VCS Expressway

Cisco Expressway-E

RS- 28EH (JHT HTTP. XMPP FiI SIP Eny4{%

£

EZEIA

o EAFEIARCIE S (SAML) ¥ Bk (SSO) M SRR (IdP) 77 % X.509 i .
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* GoDaddy Class 2 Certification Authority Root Certificate

Cisco Jabber 14.1 ¥ X457 .


http://www.cisco.com/c/en/us/support/docs/unified-communications/unified-presence/116917-technote-certificate-00.html#anc12

wemiEs |
B sersemEemarEnms S amERTE

472K Cisco Jabber Windows WA AR UE B I TELHME S, 1527 https://www.identrust.co.uk/certificates/
trustid/install-nes36.html.

HRH T Cisco Jabber Mac A AR IE 5 B FEAH{E K, 2[4 https://support.apple.com.
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