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. Cisco ASA

. NetScaler 1000V & §#4 &
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AXHHEARRBEEERETREANKEMEY. XHEAINTAERESREHERR ( A R
) BVHERERRED . MR EEER | FRACEEBEMNET ARERNZE,
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BN RMARE L BB SRGEEH .
BLEASA

AENBMAEASALEREE .
HEASALRIAZER: B

EFEASALEBYZEETX , XEMARKINEE, BATASAUELEEATEHANTHT

ciscoasa (config) #

mode multiple

RERBBRETRECEFHA. KEEFIAR , EUNBEBEELEAELT X

et : DAEFEAEL TN ZHEYAIMNE T, AXEFANTBNARYIEERS LT, M
RNMTBEAELTX. AEMAEYERE LT XHWFHMENR , 528 Cisco ASARSICLIEE
5 E9.0MELE Z {8 L T XX &7 .

HEASALEREREWR

BEHEASALEBIUMFERAE LT, BSystem E XA THS


/content/en/us/td/docs/security/asa/asa90/configuration/guide/asa_90_cli_config/ha_contexts.html#pgfId-1191124

ciscoasa/admin# changeto context sys
ciscoasa(config)# context

jristain <=-- This is the name of the desired context

Creating context 'Jjristain'... Done. (5)
ciscoasa(config-ctx)# allocate-interface ManagementO/1

ciscoasa(config-ctx)# config-url disk0:/
jristain
.cfg

<=== "context-name.cfg"

WARNING: Could not fetch the URL disk0:/jristain.cfg
INFO: Creating context with default config

HEREEKEY LT, 7EAREETYXHNERNALEEREERNNVE. RE , BLF@AL
LT, FREEEFMFEN&R/NEARR , HEAPICRESELR,

EESAE LT XHERIPbit

BYFERELTXE  AMERZX LT, Y ESENNTEHLEEEZ Py, WMANLTHS

ciscoasa(config-ctx)# changeto context jristain <----

Drops into the user context

ciscoasa/jristain(config)# interface ManagementO/1
ciscoasa/jristain(config-if)# ip address 192.168.20.10 255.255.255.128
ciscoasa/jristain(config-if)# nameif management

INFO: Security level for "management" set to 0 by default.
ciscoasa/jristain(config-if)# security-level 100
ciscoasa/jristain(config-if)# exit

ciscoasa/jristain(config)# route management 0.0.0.0 0.0.0.0 192.168.20.1
ciscoasa/jristain(config)# exit

ciscoasa/jristain# copy running-config startup-config

BEE - nameiftk B % B R management, R BEREETNTER., WRnameifik B 2 EMmM
FT , EEEAPICHERLA-L7TEENDEWE,

A BAPICFI BN BAER

R THEAPICEREIASA , FE-LEHPEE, ERSEHTTPRKSRMARAPICHEREIRS. &
ERE L TXHEALEE

ciscoasa/jristain(config) #username

<username>



password

<password>

ciscoasa/jristain(config) #http server enable
ciscoasa/jristain(config)#http 0.0.0.0 0.0.0.0 management

B#EE : #E<username>F<password>[E15 F i AP F A E R NBIE,

EBAPIC
REIT AR AT RAPIC EHWELE,
e PR AR
HECHRREEFEE=EMFEE(BD).
ERAUTERARNBASANE (E£HE ) BEBD:
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HEEERTRAL4-L7TER

B BEBASAEEENFERE £ TXHBRAPIC, BEMIbiRE , 58T Tenant > L4-L7IR¥E>
L4-L78E | 32— T 58I 812 Create an L4-L7 Device , RAETRATHER :

1. MB KRB , 5% — T General@13# fIManaged 2R H 5 2.,
2. MAKBEHE,

3. T HLEEEEService Typeo



4. 1 Device Type(PHYSICALZVIRTUAL),

5. & T H1:%E B & #F Physical Domain,

6. 1 Mode,

7. #€Device Package T HLiZ E H1Z#£CISCO-ASA-1.2,

8. X ThIIEE HEEASA Model,

9. i#E#EFunction Type(GoThrough is Transparent mode#1GoTo isRoutedmode),

10. £ Connectivityl& i3 8 2 APIC to Device Management ConnectivityiZ 18,

11. #£Credentials [& 1 # & A Username#Password.

12. £ Device 1R Management IP Addresst {3 & (B2 Porf) i A B IR 1E S HIIPH#b 1L,

13. B YBENE , AHIEE—EEE , BIEASAERN NEFEME , R%1ZZProvider and

consumer,

14. #£ Clusterl& i3, 8 A A1 Device 1EHHEREN. BIMERRE —EBENEHENHEH(—
@ & /5 & E# — B 22 FE ),

Create L4-L7 Devices om |

STEP 1 > General 1. General 2. Device Configuration

Please select device package and enter connectivity information.

General Device 1
Managed: (] Management IP Address: 192.168.10.10 Management Port: hitps -
Name: ASA-Admin-Ctx T x o+
Device Interfaces: x +
Service Type: Firewall -
Name Path
Device Type: SR VE WL IBE VIRTUAL port-channel27 Node-101-102/Joey-ASA
Physical Domain: Joey-ASA - @
Mode: @ Single Node () HA Cluster
Device Package: CISCO-ASA-1.2 v @
Model: ASA5585-without-10GE -
Cluster
Function Type: | GoThrough [elIr} Management IP Address: 192.168.10.10 Management Port: https -
Cluster Interfaces: X +
Type Name Concrete Interfaces
consumer consumer Device1/port-channel2?
provider provider Device1/port-channel27
Connectivity

APIC to Device @ Qut-Of-Band
Management Connectivity: _
) In-Band

Credentials
Username: apic

Password: e-eeeeeee

Confirm Password: ...

NEXT CANCEL

Q
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15. RRREROREARENE

CONFIGURATION STATE

Configuration Issues:
Devices State: stable -«

e W IREEEI M

EXMEEPEMEER  APICTTUEBRES|I BHEEERE, MR , KFE KR ESASAERE
JEHE BB (VPC) P R E R RMAYIRIBIE,

EREBREE  BEMILBRINEE K ARE—TIFEK LAMWParametersEE., & —T
pencill@ 7~ A8 5| &

S,
ARAM ALL PARAMETERS
Features: BASICE ETERS
META FOLDER/PARAM KEY
All

38 T Edit Cluster Parameters, #i8. & — TPortChannel AJfR#Ii#IEREE ., & BIPort Channel
MemberZE Rk  AREEREEZEE, UTR2REEZENHRE

- EBMEID — EEMVY  MAZESEHAASALHNAEAPPCID ( XE1F148)

- Interface — 1E ValueBfL & , A B9 B EBHENASANTH,
HESENSENEEELIBRE



L4-L7 Devices - ASA-Admin-Ctx

Features: BASIC PARAMETERS ALL PARAMETERS
META FOLDER/PARAM KEY FOLDER/PARAM INSTANCE NAME VALUE

=Cﬂ Port Channel Member PortChannelMember
=] Interface interface GigabitEthernetl/4
5 Channel Group ID port_channel_id 27

=Cﬂ Port Channel Member PortChannelMember2
=] Interface interface GigabitEthernetl/s
=] Channel Group ID port_channel_id 27

All

X%, BEZSEASANSystem E T XA EFEBBEEETL., &EERF
) Ashow port-channel summary @+ :

—H  BEHRRRRY

fi

ciscoasa#

show port-channel summary

Flags: D - down P - bundled in port-channel

I - stand-alone s - suspended

H - Hot-standby (LACP only)

U - in use N - not in use, no aggregation/nameif

M - not in use, no aggregation due to minimum links not met

w - waiting to be aggregated

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports

—————— B e et T it

27 Po27 (N) LACP No Gi0/4(P) Gi0/5(P)

KERAEERTNALL-L7TER

B BERERAEESEMARIREERNL4-L7EE, EfiETenant > L4-L7IRH> L4-L75 R | 1%
— T A8 :#ZE Create an L4-L7 Device , RAETHRIUT SR -

1. MR KRB , 55— T GeneralEig# #IManaged EEL 5 # .
2 WMAREERE,

3. T HLEE P IEEFE Service Typeo

4. 1 Device Type.

5. & T $1iE B8 & #F Physical Domains

6. i### Mode,

7. #Device PackageT Hi# B H1EECISCO-ASA-1.2,



8. ft THhIEE HEEASA Model,

9. #£ Connectivity[& 13 R i APIC to Device Management Connectivity;& &,

10. i#E$#EFunction Type(GoThrough is Transparent mode#GoTo isRoutedmode),

11. #£Credentials & 15 # #i A Username#Password.

12. 7 Device 1[E213#9 Management IP Addresst {3 7 (B2 Port)a A £ FH B 15 S BV IPH#E 1,

13. EYYENE , AHIEE B8 , BIEASAEANNEREE , A%EEProvider and

consumer.

14. £ Clusterl& i3, & A Admin £ T XX # Management IP Address ( AR IR ) . B3I R{ELE [EE
—EBENBENEH(—EEAEZTEN—ELEHRE),

Create L4-L7 Devices

STEP 1 > General 1. General 2. Device Configuration
Please select device package and enter connectivity information.
User Ctx IP
General Device 1
Managed: Management IP Address: || 192.168.20.10 Management Port: https -
Mame: ASA-jristain-Gbx  x +
Device Interfaces: X +
Service Type: Firewall v
Name Path
Device Type: BLVETWL BN VIRTUAL pert-channel27 Node-101-102/4Joey-ASA
Physical Domain: Joey-ASA - @
Mode: @ Single Node () HA Cluster
Device Package: CISCO-ASA-1.2 - i
Model: ASA5585-without-10GE - Admin Ctx IP
Cluster
Function Type: el T Management IP Address:l 192.168.10.10 I Management Port: hitps
Cluster Interfaces: X +
Type Name Concrete Interfaces
consumer consumer Device1/pont-channel2?
provider provider Device1/port-channel27

Connectivity
APIC 10 Device @ Qut-Of-Band

Management Connectivity: _
© In-Band

Credentials

Username: apic

Password: .o

Confirm Password: e

NEXT CANCEL

BHEE : LRI LASE RIBERE A,
15. RREERABERREWE !

RETFE B EMAHRERER,.

CONFIGURATION STATE

Configuration Issues:
Devices State: stable

<




#&NetScaler 1000V BL4-L7 R

LB & R Y 5 — (BB 2 & NetScaler 1000V, NetScalerZE 4 FRSIZEHEHYE L, &
ENAMAPICEEMILEE, EfiE|Tenant > L4-L7IRE> L4-L7E R | 17— T 58 2= Create an
L4-L7 Device , AEZHRU TSR -

1. MR KRB , 558 — T General&ig# #yManaged EREL /5 #.,

2 WMAREEE,

3. T HBE iR 2 Service Type(NetScaler ADCE Application Delivery Controller)o
4. 1 Device Type.

5. & THEE HZIZB VMM Domain ( MR BEE ) .

6. iEEMode,

7. #&€Device Package T $iIi# & f11E £ Cisco-NetScaler1KV-1.0,

8. & T hiE B Hh B 1E Model(FE 8 25 & = NetScaler-VPX)

9. 7£ Connectivitylz 13 B2 APIC to Device Management Connectivity;& 18,

10. #Credentials &% 9 #i A\ Username A Password.

11. f£ Device 1R Management IP Addresst s & (2 Porf) i A B IR 1E S MY IPHbHE, RIE
VM (REEE) .

12. 7 Device InterfacesIZ IR S BB/ H , AREZIEREFHIABENEF. M BEKEE
B1ANEERAN , BUEA.
13. #E Device Interfaces@IB R AEES M EH , AREIZEREFRIAES EH o

14. 7E ClusterE1F H 8 A A Device 1EIFHHEREH. BYMEBEHRENEH(—EEAEZTEN—
EEHER),



Create L4-L7 Devices

STEP 1 = General

Please select device package and enter connectivity information.

1. General

2. Device Configuration

General Device 1
Managed: Management IP Address: 192.168.30.10 Management Port: https -
Name: NetScaler1 000V
VM: Joey-VC/Netscaler - @
Service Type: ADC -
Device Interfaces: +
Device Type: | PHYSICAL [RY3I7TR Name WNIC Path {Only For Route Peering)
VMM Domain: Joey-VC - @ external Metwork adapter 2
N . internal Network adapter 3
Mode: @ Single Node () HA Cluster
Device Package: Cisco-NetScaler1Kv-1.0 > @
Model: NetScaler-VPX -
Cluster
Management IP Address: 192.168.30.10 Management Port: https -
Cluster Interfaces: +

Type Name
consumer consumer
Connectivity provider provider

APIC to Device @ OQut-Of-Band
Management Connectivity: _
() In-Band

Credentials

Username: nsroot

Password: -

Confirm Password: ...

Concrete Interfaces

Device1/external

Device1/internal

NEXT CANCEL

15. RRREROREARENE

CONFIGURATION STATE

Configuration Issues:
Devices State: stable -

B 37 R A A AR

REREBECEM , B LU Service Graph Template, EfiZIfF> L4-L7IRIE> L4-L7 PR35 M8

FR>BMLA-L7IRE MR , RETRUATEER
1. &£ Graph Name(B . &)+ A BB,

2. #Device ClustersBIF R E ENBIEFEREE. ASRAAZRE,

3. A ELEREProfilelift, ¥ NetScaler , thRAIME A YR (S AFER).




Create L4-L7 Service Graph Template om

Drag device clusters to create graph nodes.

Graph Type: isti
ph Typ @ Create A New One 10) Clone An Existing One

= oey-Tenant /ASA-Admin-Cix (Managed Firewall)

Joey-Tenant JASA-istain-Ctx (Managed Firew...  Consumer Provider
d—'E Joey-Tenant /NetScaler1 000V (Managed ADC) ] == P c <= P

== -

ASA-jristai... NetScaler1...
® L]
ASA NS
Please drag a device from devices table and drop it here to create a service node.
ASA-jristain-Ctx Information NetScaler1 000V Information
Firewall: O Routed @ Transparent ADC: @ Two-Arm (©) One-Arm
Profile: CISCO-ASA-1.2/WebPolicyForTranspar: « @ Profile: Cisco-NetScaler1KV-1.0/WeblnlineVSer « @

suBMIT CANCEL

5 5 AR 25 B A

BAUERE B EREIRE, ERIAS> L4-L78RK> L4-L7 R R 08 AR> IR I sk > 18
P PR %5 B AR

£ "Contracty &E5|IBE L , TRUTEE -
1. # Consumer EPG/External Network |~ ;& 28 i ZI1Z2FE FHEEPG,

2. % Provider EPG/External Network T i 2 fhZ 1212 HH FESEPG,

3. % "&HEF. BEHFERUNSHIERE FEHNEL,

Apply L4-L7 Service Graph Template To EPGs [i]x|

STEP 1 > Contract 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters

Config A Contract Between EPGs
EPGs Information

Consumer EPG / External Network: Joey-Tenant/OSPF/External - @ Provider EPG / External Network: Joey-Tenant/Webj/epg-Web - @ {;

Contract Information

Contract: @ Create A Mew Contract () Choose An Existing Contract Subject

Contract Name: allow-all

No Filter (Allow All Traffic):

| PREVIOUS I| NEXT ” CANCEL I

EGraphBEE L , TRUATSER -



1. fBD T RLEE HIEEFEASANEBEAIBD,
2. BDT L E FIZRIZEBD ARASAR N M,
3. #BDTHLE E 2 ZBDYE ANetScaler 2B HE o

4. BDT HIEE P iBIEBDEANetScalerIZ N H .

Apply L4-L7 Service Graph Template To EPGs (i ] %]
STEP 2 > Graph 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters 4. NetScaler1000V Parameters
Config A Service Graph
= Consumer Provider
- -
Joey-Tenant /ASA-Admin-Ctx (Managed Firewall) o B e o < e
== Joey-Tenant /ASA-ristain-Ctx (Managed Firew... ASA-jristal... NetScalert...
External Web
f'E Joey-Tenant /MNetScaler1 000V (Managed ADC)
@ @
ASA NS
ASA-jristain-Ctx Information NetScaler1 000V Information
Firewall: transparent ADC: two-arm
Profile: WebPolicyForTransparentMode Profile: WeblnlineVServerProfile
Consumer Connector Consumer Connector
Type: @ General ©) Route Peering Type: @ General () Route Peering
BD: Joey-Tenant/Web-Routed - @ BD: Joey-Tenant/Web-FW-ADGC - @
Cluster Interface: consumer - i Cluster Interface: consumer - i@
Provider Gonnector Provider Gennector
Type: @ General ©) Route Peering Type: @ General () Route Peering
BD: Joey-Tenant/Web-FW-ADC - @ BD: Joey-Tenant/Web - @
Cluster Interface: provider - @ Cluster Interface: provider - @

| PREVIOUS ” NEXT I| CANCEL I

TEASA ParametersE®. £ , M AFTENSI &, TEEHEE -NEMEIE,

1£ NetScaler ParametersBE % £ |, BiBE & & ANetScalerfit & :




Apply L4-L.7 Service Graph Template To EPGs

STEP 4 > NetScaler1000V Parameters 1. Contract 2. Graph 3. ASA-Jristain-Ctx Parameters

4. NetScaler1000V Parameters

config parameters for the selected device

Profile Name:
Folder/Param Name Value

= = e ey
%] =l netmask netmask 255.255.255.0
= 4 Tp vip1_inline
M =l ipaddress ipaddress 172.25.31.1
=] =l netmask netmask 255.255.255.0

All = 4 ‘=3 Load Balancing Virtual Server Ibvserver
%] = ipvas ipv46 192.168.200.10
=] =)l name name server
= 4 7 service group servicegroup_1
=] rl _B! bind/unbind servicegroupmember to servicegroup servicegroup_servicegroupmenm...
=] Eie i 192.168.200.254
=] =) servicegroupname servicegroupname Web-Servers
4 =¥ Function Config Function
=] =3 Load Balancing Virtual Server servert
| =T service group Web-Servers

RED indicators parameters needed to be updated and GREEN indicates parameters will be summitted to the provider EPG.

| PREVIOUS I| FINISH

I ‘ CANCEL I

B
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CREATION TIME LAST TRANSITION AFFECTED OBJECT LIFECYCLE DESCRIPTION

uniften-{uniftn-Joey-Tenant]-
scriptHandlerState/ cDevState-[uniftn-

Joey-Tenant/IDevVip-ASA-Admin- Device configuration resulted in *Script waming : Either the cable is
. X e X Cix/cDev-ASA-Admin- g incorrect or not plugged into the interface connector : * for on
2015-12-08T17:35:01.557+00:00 2015-12-08T17:37:22.799+00:00 COx_Device, 1]/devHealth-[uni/tn- Raised device ASA-Admin-Ctx Device 1 in dl ASA-Admin-Che in tenant
Joey-Tenant/|DevVip-ASA-Admin- Joey-Tenant
ChoxfcDev-ASA-Admin-
Ctx_Device_1/cIf-[port-channell]]

Fault Properties om
| cenera [IETSERE
Sk

PROPERTIES
Severity: warning
Last Transition: 2015-12-08T17:37:22.799+00:00
Lifecycle: Raised

Affected Object: @uni,‘ ten-[uni/tn-Joey-Tenant]-scriptHandlerState/cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
Admin-Cbx/cDev-ASA-Admin-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-Admin-
Ctx/cDev-ASA-Admin-Cbx_Device_1/cIf-[port-channell]]

Description: Device configuration resulted in *Script warning : Either the cable is incorrect or not plugged into the
interface connector : * for on device ASA-Admin-Ctx_Device_1 in cluster ASA-Admin-Ctx in tenant
Joey-Tenant

Explanation:
This fault cccurs when the L4-L7 service returns a warning fault

Recommended Action:
If you see this fault, please refer to L4-L7 device vendor documentation.

Details v

EfRILEE |, SBEMREE T port-channel 5|8 , 3 BEASALHIRBE SR E ., BRI L
RNBEWER , FERAANENEEEBES D

ZZEI% HERFABGREEENEIELER , TaeRANBREERID CSCuws6882FTH. LhiE
ROEEAM2X)ACIEREBRAN1 23 REEHIEPBIE. KERBIUELETE.

- FEEOEHER  HRWEER  401EFIRER . AEH:


https://tools.cisco.com/bugsearch/bug/CSCuw56882/?reffering_site=dumpcr
https://software.cisco.com/download/release.html?mdfid=283123066&softwareid=286279676&release=1.2.4.8&relind=AVAILABLE&rellifecycle=&reltype=latest

2015-12-08T21:27:16.948+00:00

2015-12-08T21:27:22.985-+00:00

Fault Properties o b4

uniften-[uni/tn-Joey-Tenant]-
scriptHandlerState/cDevState-[uniftn-
Joey-Tenant/|DevVip-ASA-jristain-
CixfcDev-ASA-jristain-
Cix_Device_1]fdevHealth-[uniftn-
Joey-Tenanty/|DevVip-ASA-jristain-
CtxfcDev-ASA-jristain-Cbx_Device 1]
uniften-[uni/tn-Joey-Tenant]-
scriptHandlerState/cDewvState-[uniftn-
Joey-Tenanty/|DevVip-ASA-jristain-
ChxfcDev-ASA-jristain-Cty_Device_1]

Soaking

Soaking

Device configuration resulted in *Major script error @ Connection
error : 401 Client Error: Unauthorized* for ASA-jristain-Che_Dewvice_1
on device ASA-jristain-Che_Device_1 in cluster ASA-jristain-Che in
tenant Joey-Tenant

Device validate operation for device ASA-jristain-Chx_Dewvice_1 in
cluster ASA-jristain-Cbe in tenant Joey-Tenant failed

HISTORY

PROPERTIES
Severity:
Last Transition:
Lifecycle:
Affected Object:

Description:

Explanation:

Details

major
2015-12-08T21:27:16.948+00:00
Soaking

@unl [ten-[uni/tn-Joey-Tenant]-scriptHandlerState/ cDevState-[uniftn-Joey-Tenant/IDevVip-ASA-
jristain-Ctx/cDev-ASA-jristain-Ctx_Device_1]/devHealth-[uni/tn-Joey-Tenant/IDevVip-ASA-jristain-
Ctx/cDev-ASA-jristain-Ctx_Device_1]

Recommended Action:
If you see this fault, please refer 1o L4-L7 device vendor documentation.

Device configuration resulted in *Major script error : Connection error : 401 Client Error:
Unauthorized* for ASA-jristain-Ctx_Device_1 on device ASA-jristain-Ctx_Device_1 in cluster ASA-
jristain-Ctx in tenant Joey-Tenant

This fault occurs when the L4-L7 service returns a major fault

k3

ATHRILEE  FREAERE LRE 7T ERNBRAEEAPICHEREE.
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