BERRACIAN SRS 8 W R
B &%

Hll

285

s

L30utTc 4

L3OutNEE

HEBEE

= 1B SN ER B B 3R

L30ut EPGEL & %18

FEEZHLIOutFHEETE "scope, EE

AEI R EEARL30uthE

L30Out#h

HEHBRA R

BGP

HEBEFEHBEE — Local-AS

HEEFERBER — BIKAS

L30ut — BGPHEERMBERER

BEHABHEER — 5 ZHEIB

BGP CLIE&EE (B eBGPEiH )

OSPF

L30ut — OSPFN EEERRE — EEIDFE B

BENEHEBEER — SVI

OSPFN EHEEER

OSPFA EEL B2 — Hello/Deadt B B8 FAERE AL B

OSPF/THE KR FEAME FA

OSPF CLIE S

EIGRP

EIGRPN HfBEER

EIGRP CLIERZH

BHES

HEEEEBEES TER

fEFE A L30utFMAZBEPG 2 B &9 2 Bl

EERIL30OutMAZEPG BN S 2%

EBDFHHIRIE TAEES #

#L30utEAE FIBD 2 8

BGP¥HES

EIGRP¥HE S

HEEELIEE

%"ﬂﬁﬁ%mﬁimrﬂaﬁkﬁ?iﬁg
RENEEEHGEEESR

91\315%5 EATIER




BHETEEBLEAKRS

BN E A ERH

IR H R BE R B =

ERRIRES THER

EHEK R

BB R

FE ) B% £ 42 &

12 WORN 8 25 BLASF Y {580 BX FR 2 A [ Y

ERHRAREERHME  RESEHKH

ER RS EL 2R - RN E#HEER

BB EEVRFE A EBEE HEE — KUK Z S %

EHRK R AR S #37 — BB SN EHEK S

A4 FL30ut

L30Out Lt ERFEKEPG

L30OutfpcTagi &

g1 EEBFEEBEMELIOU

B "AIPEPGHIANEE T8 EHEHN T

gipl2 . EEZEFEHEMEMELIOU

gifl3a:VRFH Y Z {EL30ut EPG

B $%1.30ut pcTag

#f53b: EET RS 4IM ZEL30ut EPG

fF HAfTriageBR B E R — KR AFTAR

£ FAfTriagef) E B BERERFH — KT AFFAR

gipl 4BZETEZEFEMNLIOUS

£ FfTriagef & Bl 3E KRB — K L ETHVR

fF FAfTriagefI E BRI EHT — KRBT AR

ERIREERTE — zoning-rules

EA ¥ VRFHIpcTag

FRELAM AssistantfE AR E R B E A pcTag

A fsrcE|dstiI ELAMBN B FE32771FE X 8149153

R

HHAL30ut

#BE

H AL30utihE

HAKL30utTHEFR — 2FHNEEEH

EERRE FETNASEEHR

BREE I WBGPER R

ARSI E A EREE

HAKLIOUutTHER — BEAZBEEH

BERBL F#IBDIFAERE B

HAKLIOUBFEHRRIE S — EANEEATR
'REHA WEH

ENNEBBR

s




A S BREARACI H19 L 3outit B AT I IR 40 25
HRER

25324 F B9 B R B Troubleshooting Cisco Application Centric Infrastructure , Second Edition&
% . B 38k R External Forwarding - Overview , External Forwarding - Adjacency , External
Forwarding - Route advertisement , External Forwarding - ContractHIL3out #1External
Forwarding - Share L3out¥,

BR

L3Out T

TEREA T B EL3 Outside(L3Out) FF BN EEEE

L3Outty = E T4

Prod
VRF to deploy Routing Protocol

Routing Protocol parameters

C» Quick Start ex. OSPF Area ID and Type

w ﬁ Prod
[ Application Profiles

[ Networking

Node(s) to deploy Routing Protocol

B Bridge Domains ; "
[ Sridge Domay Static Route (if any)

B VRFs
B External Bridged Nepdiorks : o |

- [ L30uts S S Interface(s) to deploy Routing Protocol
V. : Routing Protocol Interface parameters
& BGP =

ex. OSPF hello interval
= Logical Node Profiles

B BGP_nodeprofile _
B Logical Interface Profiles 4

B Configured Nodes - Contract
- Advanced Route Control
ex. route-map

E BGP Peer Connecti Pn:;_@[e--‘l’t":r.'o_:)

[ External EPGs

B sour-era

1. L3Outf iR : BEEIEMNRMHE ( HIMOSPF, BGP ) . BIBVRFLUNERMHE. BE
L30utiz LA E ZEL30uthy 7] A E A EAVLAN,

2. HMEERR . BEREIRMUNERAHE, SEERBRBBEERS "BRANE MM,
(BL), A&&1Ei2RAHKE MR AHEEERouter-ID(RID), EEELERHEBETE , ACITERIE
R R IPHb i BB 9 ElBE HERID, BLE AR,

NHEERER : BEERENEHIETHBABE,

BT EER (SVI, BEE, FAEH ). NHIDMIP#uE, AN HEKBEHES & (W
hellofE g ) EBEXREE,

4. AAEZBEPG(L30ut EPG): "AAZEPG, REPBEEL30utRIBHIFTE RIS ( HlaNIP#IEERSVI ) LA
BIUMENEEER, BESHEANEOMAERNASBEPG,

S\ERE%
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TEERABIERRAIRNSRIF.

AR IR

1 '. Learn external routes (Import)
% — Routing protocol in L30ut

o Distribute
ml External Routes fou

VRF Overlay-1 =

2 | Distribute external routes to other leaf nodes
; > MP-BGP VPNv4 Adress Family
—> Spine are Route Reflector

'3 | Advertise internal routes (Export)
) > Redistribution
and
—> Contract

4 | Allow traffic with contract
» L30ut EPG (prefix based EPG)

non-BL
VRF1 VRF1
3.
Adverti | Leam
BD i::ar::I L30ut i) e:?emal
routes routes
(Export) {Impart)
EPG L30ut EPG

@

Allow traffic with contract

1. BLAG B2 S\ ZR 3% FR 25 28 37 % | 17 TE DI RA 4R

2. BAFE I BRI EAVPNA I R BE EEAZIMP-BGPH, =D MNEHKME
TRHUAREABGPHRAREIE , IMESN IR ARFEIFFEHRESE,

3. REMLIOUKZIMALLFE (BDFMB ) M/BFZEXBEIXNEHF -2 RIKABES , UBE

RHNERER BT
4. ZELER : 130utEDLEE—EL30ut EPG, #ETEL30ut EPGLEERASEEGE (REER

i Al3extinstP ) , LA REME/HL3OuUt,
L3Out EPGEL MR 1E
FEL3Out EPGEBoH , AIAERA—RS "&EE, M "RE, BEERTHE , TR :

EEEE®/RMLIOUtTFHAIIE "scopes B



Create Subnet (2 Y]

IP Address: 192.168.1.0/24

Name:

scope; [ | Export Route Control Subnet
[«] External Subnets for the External EPG
[] Shared Route Control Subnet
[ ] Shared Security Import Subnet

aggregate:
Route Control Profile: +
Name Direction
som
TEIE, #IE
- EHBEHREG A . HEERBIBLIOUE FREACIES (EH ) FINE. #AETEARNE

WEKE , B TUARBEEBDFM , &1 TACI BDFHES . —HiFTR,

- BEARRBEEFE . LEEARKLIOUES (EA ) AIBFHE, BERERT , LERASHEE
A, AExREeETR , TEBAREBLREABERIEMRAE., EFERFBIBOSPFH
BGPEMM /L AE , TURALEE, EIGRPTXEBItIhEE, EFALEE K EEEHRTE
L3Out L B R TEARBEEHER, .

- ANHEPGHAR TR (EAZS )  WEASARAHEEECREFRANERSBEREHNHRER
F|L30ut, ERBFRABERELERCEENLIOUt EPGH |, LUMEATLUEL30Ut EPGEME
HNERARZENS. LHEERERFEHLCE K MARGEERNEMHEERETSCE, MR
10.0.0.0/167EL30ut EPG AHFEE T "ASEPGHINI 7B, , EZFRTERIPHEAE
R (110.0.1.1) D ERIL3OUt EPG AR |, LEHEFEAEHN, EXTER "I
EPGHINE 7#8 . EREHEEE10.0.0.0/16REERHRF., THEI —EFRENRIE , U
FEERBENE FREMEIEPG(pcTag). CHEHBETAREETMNEE, EAESEST
FHERIL30OUutLE &,

- AR BEEFE . ERERBABFRERREE S —EVRF, ACIEAMP-BGPHIEH B 24
AEEBER—EVRFERE S —EVRF, IMEASBRIBETHENFTEEE , XFEBERE
BREE , AREL/EAMP-BGPHEEKH B EZNEH., WERAFBEETRKRVRFHN T
HIL3Out LB E.

- HARSEATA  WEASAREEREZEBLIOUNVRFEBEIR , AFEECEE FHN
R, BRERTHNEASRRRE —EEES LR "HAKHBEE 7M. BHVRF, B2, B—
BEVRFERANERRHEBEBRBEEPG, "HARSEANTH. SRR HFTEB/IL3OU
EPGEA S —EVRF, Hit , EEEMFEH "HIEPGHINERFH, BF , FTREFEALLEE , S8l
FRIVRFFAHEZ FHEBRBELOUt EPG, WEEHhESREFEITE,

FRE. 8HE

- FABEL ¢ HOEIRBEAR0.0.0.0/0M TREHBRAES T o A0.0.0.0/0F R K



HiEH 4, M "REEL, K c22Y—EFEEE , HHhEE 0.0.0.001e 321 , ZF

ERECETMTHE, it , ELI0utBEQINPES (EL ) EMKHE , TR ILEE
. EEEERMNRAE  IUFASEERFEEENKAYWEEER.

-REEA  WBEBEREEARES TEARBZESTH. #90.0.0.00, E40.0.0.0/0R A ™
EARBEHFHE, M "REEAL K, cEEUFHEE , XFEHEEMN 70.0.0.0/0 le 32,
CEEMA 748, Rt , EL3OutFEERNAIBEE (EAN ) EMRAEE , AIERLRE, B2
,EBEATERN "TEARARSER,  BUUEREENEE. EEEFERANRAE
, I AR EFENRAYEERER,

- REFHRH  BETHARES "HARAEHTE NEANTFR. S, B4

10.0.0.0/8E KRR "HARMEG TFHEL N "REHAAKE. B, CERIUTFEHRE  AFE

EEH 710.0.0.0/8 le 321 §210.0.0.0/8. 10.1.0.0/16% L,
A E 6 A AYL3OutHh Bk
REEER LT HEE

L3Out#h

BD subnet: 192.168.x.254/24

Leafd - BL4
. RID-10.0.0.4

1l ese
10.10.34.4/29

Leaf3 - BL3
RID - 10.0.0.3

Leaf2 - BL2
RID - 10.0.0.2

1l eee
10.10.2.2/30

Leafl 2
il eee

secondary
10.10.34.2/29

U

10.10.2.1/30 Eu i o

+

R2 RID R34 RID
10.0.0.102 10.0.0.134

External subnet range: 172.16.x.0/24

HIFBRR

AREFAB AT L 30Ut T T £ AY 3% B 175 TE BB 4R BA R 1T e B HEBR M BR = o
THRLEZRENSIZ , BRANRABACIHNEBEBIGE

- BREZRID : EACIH |, BMERRAHERE , BELOUttt FEER —HKE LRMEVRFH M



EIAYEEHBRID, ko , B—HRELERE—{EL30uts T AEARHEERID ( BE ABGP ) EU RO

- MTU : EAMTURNEHERERANROSPF#HERR , EEECEMERBHENMTU , LUER
ARBEXEFNEIMNERESHAIESTIRETER , RAASEIRFFEESFERDF (R
D) NEERE , MEEANEBENENRZRAMIU , ZIEAEERKE,

. MP-BGPRHIBE R 5188 : MRZE UL AL , BGPERBRTSEESE LR E ., #AROSPF
EIGRPEERUMELFNEEERM , EBLMNEES/IFRE D B H R ELE,

- W BERELERESA BB ARERE,

BGP

AEER THR ) FohAEFBLI, BLAMR3I4 LHIREZ EHNeBGPH % RHl. R34 LHBGP
ASE 65002,

B BGPHIZBRE , R U TRA

. Z#BGP AS#R3% ( ACI BLE# ) o

HEHREEMEE — Local-AS
Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History

o + %K.

Remote Autonomous System Number: 65002

Local-AS Number Config:

Local-AS Number:

Chadan / Micakhlad

5 EL3OuttIBGP ASHR 5% B B) EEBGPHE H [k 51 83 SR B R B EMVinfra-MP-BGPHEIBGP AS#HE[E
BRIEEEARACI BGP ASHERNIHE R , BAFTEEAEBCPHFERIEERPEE " AtAS,
o ERTINIEHESIEIEMEBGPHARSIEETRENBGP AS,

AR — FEXMASE ERIBREBIUNX-OS Mocal-asy i mHEE.

. IIRBGP ASHRSE ( SMii% ) HEERERERER — Rig

Peer Connectivity Profile - BGP Peer Connectivity Profile 10.10.34.1 0 o
Policy Faults History
O X .

I Remote Autonomous System Number:| 65002

Local-AS Number Config:
Local-AS Number:

Ve

Arnin ©

REEHENBGP ASTREIRACI BGP ASHeBGPH F EEIRIHBGP ASiRtk. BGPYZE&:E



HIRIP, L30ut — BGPHEFEGE RER

v [ L3Outs

v [ Logical Node Profiles

Bl BGP_nodeProfile
E Logical Interface Profiles
E BGP_vpclpv4

E BGP Peer Connectivity Profile 10.10.34.1- Node...l
> [l Configured Nodes

H BGP Peer Connectivity Profile 10.0.0.134

ACIXERHEBACI L3OutMEHEE ( BH. FHHE. SVI) EHHNRENEEHNBGPEE. E
BGPEFEEERHRER , ELogical Node Profile Bt EBGPY & EFE BERE R, EBGPEE

FEERBKBE/FNE/SVIE | #Logical Interface Profile T it EBGP¥ & E iRl BHE SR
BGPYZ Py, MIBHIMEMME — SR B

. ] Node Association 00
cisco APIC
Policy Faults History
Tenants abric Virtual Networking
O + K.
ALL TENANTS | AddTenant | TenantSearch: | descr
Node ID: topology/pod-1/node-103
Router ID: | 10.0.0.3
Use Router ID as Loopback Address: [#]
Loopback Addresses: +
™
tatic Rout -}

~ IP Address Track Policy Next Hop IP

EBGPHZIPRRERE  BEHEABLAMAZEASZ TUIEHSRNIPHI, FREEHAR
OSPFA AR ESHZIPH T EH. BGP CLIRSE ( FRAEXAeBGPHEA ) LA THEBHICLIE

H R A EEBHRHBLIM OverviewZf 2 I ER . 1. REBCGPRERBCEY L TNCLIE HH Y
MState/PfxRcdy {RIRBEIBGPEEE.

f 2-1 eaf 3# show bgp ipv4 unicast summary vrf Prod:VRF1
BGP summary information for VRF Prod: VRF1, address famly |Pv4 Unicast
BGP router identifier 10.0.0.3, local AS nunber 65001

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1 nQ QutQ Up/ Down St ate/PfxRed
10.0.0. 134 4 65002 10 10 10 0 0 00:06:39 0

R "State/PfxRed BRZREIED , A ARHSHEMBCGPER T, HEERBRT ,
EUTREIEAT -5,

o
=



. TR SNEBER R RS IEFEIE [MACI BGP AS(A it ASHR5565001),

- BB{RAC| BGPHEREMREERERIEE 7T/ SFBE AR R P EHNBGPEFE(10.0.0.134) W EFEME
1P,

- BB{RAC| BGPH S ERE EERIEE/N AN ERMEAS(GUIRIER BARRRS , &
CLIFFEERAAS 65002),

2.REBGPHEFMET (BCPHEMEREBME )
LTS RBGPHEE ARSI B,

- #FE1P:10.0.0.134 .

.- #EBGP AS:RIKAS 65002,

- R IP:fE Bloopback31EBEF IR,

. ecBGPZEEHY : /\EBGPHEH st & S HEE28k,

f 2-1 eaf 3# show bgp ipv4 unicast neighbors vrf Prod:VRF1

BGP nei ghbor is 10.0.0.134, renote AS 65002, ebgp |link, Peer index 1
BGP version 4, renote router |ID 10.0.0.134

BGP state = Established, up for 00:11:18

Usi ng | oopback3 as update source for this peer

External BGP peer might be upto 2 hops away

For address fam ly: |Pv4 Unicast

I nbound route-nmap configured is permt-all, handl e obtained
Qut bound route-map configured i s exp-|3out-BGP-peer-3047424, handl e obtai ned
Last End-of -RIB received 00:00: 01 after session start
Local host: 10.0.0.3, Local port: 34873
Foreign host: 10.0.0.134, Foreign port: 179
fd =64

—EBGPHERIEREN , "AubEM, M "THEHER SBERER LIRS,
3.REBCPHEMMNIPTEM

f2-1 eaf 3# show ip route vrf Prod:VRF1
10.0.0.3/32, ubest/nbest: 2/0, attached, direct
*via 10.0.0.3, 103, [0/0], 02:41:46, local, |ocal
*via 10.0.0.3, 103, [0/0], 02:41:46, direct
10. 0. 0. 134/ 32, ubest/nbest: 1/0
*via 10.10.34.1, vlan27, [1/0], 02:41:46, static <--- neighbor I P reachability via static
route
10. 10. 34. 0/ 29, ubest/nbest: 2/0, attached, direct
*via 10.10.34.3, vlan27, [0/0], 02:41:46, direct
*via 10.10.34.2, vlan27, [0/0], 02:41:46, direct
10. 10. 34. 2/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.2, vlan27, [0/0], 02:41:46, |ocal, |ocal
10. 10. 34. 3/ 32, ubest/nbest: 1/0, attached
*via 10.10.34.3, vlan27, [0/0], 02:41:46, |ocal, |ocal

HEREACI BGPHYRIPY #B EIPE 1T pingiR 1k,

f2-1eaf 3# iping 10.0.0.134 -V Prod:VRF1l -S 10.0.0.3



PI NG 10.0.0.134 (10.0.0.134) from 10.0.0.3: 56 data bytes
64 bytes from 10.0.0.134: icnp_seq=0 ttl =255 time=0.571 ns
64 bytes from 10.0.0.134: icnp_seq=1 ttl =255 tinme=0.662 ns

AENFRHEB LREERAR
LT RESNEREAER ( BIUNX-0S ) EWEERHA

router bgp 65002
vrf f2-bgp
router-id 10.0.0.134
nei ghbor 10.0.0.3
renote-as 65001
updat e- source | oopback134
ebgp-nmul tihop 2
address-fam |y ipv4 unicast
nei ghbor 10.0.0.4
renote-as 65001
updat e- source | oopback134
ebgp-nmul tihop 2
address-fam |y ipv4 unicast

interface | oopbackl134
vrf nmenber f2-bgp
i p address 10.0.0. 134/ 32

interface Vl an2501

no shut down

vrf nmenber f2-bgp

i p address 10. 10.34.1/29

vrf context f2-bgp
ip route 10.0.0.0/29 10.10.34.2

5.8 P B — tcpdump

FEACIRESZ L | tcpdump T E AT LARIR Tkpm_inby CPUNE , R EERBREIERE
CPU, fFRL4EfFE179(BGP)EAIBIERS.

f2-1eaf 3# tcpdump -ni kpm_inb port 179

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes

20: 36: 58.292903 I P 10.0.0.134.179 > 10.0.0.3.34873: Flags [P.], seq 3775831990: 3775832009, ack
807595300, wi n 3650, length 19: BGP, length: 19

20: 36:58.292962 | P 10.0.0.3.34873 > 10.0.0.134.179: Flags [.], ack 19, win 6945, length O

20: 36: 58. 430418 | P 10.0.0.3.34873 > 10.0.0.134.179: Flags [P.], seq 1:20, ack 19, wi n 6945,
length 19: BGP, length: 19

20: 36: 58. 430534 |1 P 10.0.0.134.179 > 10.0.0.3.34873: Flags [.], ack 20, win 3650, length O

OSPF

A &85 EAOSPF ArealD 1(NSSA)RY "#iiR ) H o0 R FHAEPBL3, BLAMR34ZEHIOSPF#EEE
B RB

LT R EOSPFZERARNE REE,



- OSPFEZIDME B!

L30ut — OSPF/T HE R — EFIDAR B

= L30uts
& BGP
& OSPF Enable BGP/EIGRP/OSPF: [ ] BGP ¥ ospF
[ Logical Node Profiles OSPF Area ID: 0.0.0.1

- Bl OSPF_nodeProfile

OSPF Area Control:

[ Logical Interface Profiles ¥ Send redistributed L'SAs into NSSA area
E OSPF_vpcipvd ::.{: C A
Suppress forwarding address in translated |SA
Bl OSPF interface Profile
B Conn d Nod OSPF Area Type: Regular area ‘ Stub area
-onngured Nodes

B External EPGs OSPF Area Cost: 1 ~

: Create Default Leak Policy: [ ]
oute mapo for import and export o .

BT EBEE—#% , OSPFEFIDMEFEEEMEME LTE ., OSPFEFIDE EM —LLFER
ACIHI PR H 2 4E -

. —{AL30utR#EHE —EOSPFEFID,
- REWMELOUsUAMBETRRNSAESE L | e sEER —VRFHREFAHERBMOSPFEE
IDo
HAROSPF IDAEEEXH0 , EEEHEHNERT , B—HELAMEOSPF L30utsz B EE
ZEB0HP—EXEAFEHAOSPFESEO , FAOSPFEE 2z B F K H 34 A EIBOSPFESE
0,

- MTU
Logical Interface Profile - OSPF_vpclpvd 0 o
Policy Faults History
General Routed Sub-Interfaces Routed Interfaces svi Floating SVI
—
()L
« Path Side A IP Side B IP Secondary IP P MAC Address MTU (bytes) Encap Encap Scope

Address Address

ACI EHIFEERMTUA90001 48 , A R15001til , #EBERANEREHEE, BEMTUESH
EEETE, EOSPFMEZIHAMRMTUMKKE , ©A4EHEEXCHANGE/DROTHER,

- IPFHEBIS, OSPFERMEIPFERERMN FHEE,
- OSPFrEEREER.

OSPF /I H & 2



v [ Logical Node Profiles

E OSPF_nodeProfile

v [ Logical Interface Profiles
E OSPF_vpclpv4

E OSPF Interface Profile

> [ Configured Nodes

EEEREBINX-OSHE B LB OSPFH Tip router ospf <tag> area <area id>, . &BH| , HEN
HA& & MAOSPF,

. OSPF Hello/Deadtis8s |, #ARE A

OSPF/ HE %% — Hello/DeaditiFE8 F#8E 1 Bl

Interface Profile OSPF Interface Policy - default 008

Policy Faults History

OSPF 4T SR k& B 4l 3 B



Create OSPF Interface Policy €

Name: |OSPFIntPolicy|

Description:
Network Type: .;."' Broadcast Point-to-point Unspecified
.2
Priority: | 1 i

Cost of Interface: unspecified

Interface Controls:

[ ] Advertise subnet

[]BFD
[ ] MTU ignore
[ ] Passive participation
Hello Interval (sec): | 10 o
Dead Interval (sec): 40 £
Retransmit Interval (sec): 5 S
Fan

Transmit Delay (sec): 1

OSPFEXREZEMELE EAYHelloFT BF 2R M K MAT 2R ICE, ELHEOSPFNEHEBERPEE,

BROSPFIM HE MM A BIERNBERELE, ENSREFAMEIELNE , ACIKtUFEEREARLER
. EEMEOSPFMEREERYERE,

OSPF CLIE®

DTSBHRHCLIEHZRAEFNBLIN "HIR, o WEMN,
1. ZEOSPFMERE

WMRELTCLIRY TStates & "FULLL , RISIEMEVOSPF#E. &R , FRENT T —F e
5%,

f2-1 eaf 3# show ip ospf neighbors vrf Prod:VRF2
OSPF Process I D default VRF Prod: VRF2
Total nunber of neighbors: 2

Nei ghbor 1D Pri State Up Tinme Address Interface
10.0.0.4 1 FULL/DR 00: 47: 30 10.10.34.4 VI an28 <--- neighbor with BL4
10.0.0. 134 1 FULL/ DROTHER 00: 00: 21 10.10.34.1 VI an28 <--- neighbor with R34

FEACIH , EYISVIEAHREIRIVLAN IDEF , BLASE/EBEE HBE 2 LR ILFERNOSPF#E. EREA
ACIEB#AL3Out BD ( S/AEBD ) BIRERZ st , ARL30ut SVIFKEEVLAN ID, FiEE

, VLAN ID 282 —{E#EAPI-VLAN ( SFABIVLAN ) HASFVLAN , MARIEHR EERANER
VLAN ( #EAFEVLAN ) . FRAUTHSRFEFIEFEVLAN(VIan-2502'),



f2-1 eaf 3# show vlan id 28 extended
VLAN Nane Encap Ports

28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vxl an- 14942176, FEthl/13, Pol
vl an- 2502

BB EVLAN IDt A LAESHEBENE H.

f 2-1 eaf 3# show vlan encap-id 2502 extended
VLAN Nane Encap Ports

28 Pr od: VRF2: | 3out - OSPF: vl an- 2502 vx|l an- 14942176, FEthl/13, Pol
vl an- 2502

2. EOSPFEIS,

H{ROSPFEEIDFME BIEEHEEE, MROSPFNEHEBERELR , ZNEEAEMAOSPF |, i
B REFE/RIEOSPF CLI H &,

f2-1 eaf 3# show ip ospf interface brief vrf Prod:VRF2

OSPF Process | D default VRF Prod: VRF2

Total nunber of interface: 1

Interface 1D Area Cost State Nei ghbors St at us
VI an28 94 0.0.0.1 4 BDR 2 up
f2-1eaf 3# show i p ospf vrf Prod: VRF2

Routing Process default with ID 10.0.0.3 VRF Prod: VRF2

Area (0.0.0.1)
Area has existed for 00:59:14
Interfaces in this area: 1 Active interfaces: 1
Passive interfaces: 0 Loopback interfaces: 0
This area is a NSSA area
Performtype-7/type-5 LSA transl ation
SPF cal culation has run 10 tines
Last SPF ran for 0.001175s
Area ranges are
Area-filter in 'exp-ctx-proto-3112960
Area-filter out '"permt-all’
Nunber of LSAs: 4, checksum sum 0x0

3.REOSPFEFMEA

BRNERB G ZAMEOSPFRIERILER |, fINIPFH, #EEEEI, Hello/DeaditBFEs,
VLAN IDLAEESVIAPI-VLAN(vlan28)

3
R¥
ak

f2-1 eaf 3# show ip ospf interface vrf Prod:VRF2
VI an28 is up, line protocol is up
| P address 10.10.34.3/29, Process |ID default VRF Prod: VRF2, area 0.0.0.1
Enabl ed by interface configuration
State BDR, Network type BROADCAST, cost 4
Index 94, Transnit delay 1 sec, Router Priority 1
Desi gnated Router ID: 10.0.0.4, address: 10.10.34.4
Backup Designated Router ID: 10.0.0.3, address: 10.10.34.3
2 Neighbors, flooding to 2, adjacent with 2
Timer intervals: Hello 10, Dead 40, Wait 40, Retransmt 5



Hello timer due in 0.000000
No aut hentication
Nurmber of opaque link LSAs: 0, checksum sum O

f 2-1 eaf 3# show interface vlan28

VI an28 is up, line protocol is up, autostate disabled
Har dwar e Et her SVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

4. BERBEHIPEE M

#ROSPF HelloEX I B MR A i HEER T , B35 —EOSPF LSDBX AT FEAIOSPF DBDE ¥}
=EE, Fitt , HROSPFMERI , EFEREBERIEM.

f2-1eaf 3# iping 10.10.34.1 -V Prod:VRF2

PI NG 10.10.34.1 (10.10.34.1) from 10.10.34.3: 56 data bytes
64 bytes from 10.10.34.1: icnp_seq=0 ttl =255 tinme=0.66 ns
64 bytes from 10.10.34.1: icnp_seq=1 ttl =255 tinme=0.653 ns

SEANHAR LREHENER
LT RS MEE ( MIUNX-0S ) LHEERHA

router ospf 1
vrf f2-ospf
router-id 10.0.0.134
area 0.0.0.1 nssa

interface WVl an2502
no shut down
nmtu 9000
vrf nmenber f2-ospf
ip address 10.10.34.1/29
ip router ospf 1 area 0.0.0.1

REAREVENELEBREMTU,
6.EA S B — tcpdump

EACIHESZ L |, FABEFUE "kpm_inbas CPUNME L#i1Ttcpdump , ARB IR EEHEAREE
ERECPU, BEOSPFEXEIBIERS , BIPHEHEREHEHMNIBIRES.

- IPHESE : proto 89(IPv4)=ip6 proto 0x59(IPv6)
. BWER P  EH<ip>
. OSPFEME AR IELHIP: £#224.0.0.55 £ #£224.0.0.6

f2-1eaf 3# tcpdump -ni kpm_inb proto 89

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.nb, |ink-type ENIOMB (Ethernet), capture size 65535 bytes
22:28:38.231356 | P 10.10.34.4 > 224.0.0.5: OSPFv2, Hello, length 52

22:28:42.673810 | P 10.10.34.3 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.767616 1P 10.10.34.1 224.0.0.5: OSPFv2, Hello, length 52

22:28:44.769092 | P 10.10.34.3 10. 10. 34.1: OSPFv2, Database Description, |length 32

>
>
>
22:28:44.769803 | P 10.10.34.1 > 10.10.34.3: OSPFv2, Database Description, |ength 32



22:28:44. 775376 | P 10.10.34.3
22:28:44.780959 I P 10.10.34.1
22:28:44.781376 | P 10.10.34.3
22:28:44.790931 IP 10.10.34.1

10. 10. 34.1: OSPFv2, Database Description, length 112
10. 10. 34. 3: OSPFv2, LS-Request, length 36

10.10.34.1: OSPFv2, LS-Update, length 64

224.0.0.6: OSPFv2, LS-Update, |length 64

V V V V

EIGRP

&R EAEIGRP AS 109/ "#iA, FoHEFRIBL3, BLANR34Z EHIEIGRPH#EE B R A

o

LT 22 M EIGRPHEZEIRINE RIRLE,

. EIGRP AS: &L30utZ i 7 —{EEIGRP AS, % ZEMR )\ 2p4t & TH
- EIGRP/T HEERER,

EIGRP/IHEEESR

v [ Logical Node Profiles
E EIGRP_nodeProfile

v [ Logical Interface Profiles

v B EIGRP_vpclpva
Bl EIGRP Interface Profile
> [ Configured Nodes

> il External EPGs
EEMNBINX-OSEE LM Tip router eigrp <as>, BB, BH , REN TS T IMAEIGRP,

- MTU
HAET L ABERIVEIGRPHMERFZMICE , (BEEIGRPHAEXRIRERN T T RGANEFR EH

NEEAFNEAMTIU, MEARELEERBTAHIER , AkEMgHESE , AEIGRPHER
RESEH,

EIGRP CLIERE

LUTSBAhmCLIEH2RAERNBLIN "Bk, o WEN.

1. EEIGRPHERE

f2-1 eaf 3# show ip eigrp neighbors vrf Prod:VRF3
El GRP nei ghbors for process 10 VRF Prod: VRF3

H Address Interface Hold Uptine SRTT RTO Q Seq

(sec) (rrs) Cnt Num
0 10.10.34.4 vl an29 14 00:12:58 1 50 0 6 <--- nei ghbor
with BL4
1 10.10.34.1 vl an29 13 00:08:44 2 50 0 4 <--- nei ghbor
with R34

EACIH | EHEREEESFEASVINAERVLAN IDR |, BLASTESN SRR I8 2 £ KL 2 REIGRP 4} /E B8



%, EREAACIEEHEAL3OuUt BD ( HINEEBD ) MIRERZHE , ARL30ut SVIFHE{EVLAN
ID,

F50EE , VLAN ID 292 BPI-VLAN ( FABIVLAN ) HRIPVLAN , MARER L ERANER
VLAN ( # AHEVLAN ) . FAUATHTEEZIEZEVLAN(vIan-2503),

f2-1 eaf 3# show vlan id 29 extended
VLAN Nane Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an- 15237052, FEthl/13, Pol
vl an- 2503

EIBFHEFEVLAN IDE AT UESHEEN@E L.

f 2-1 eaf 3# show vlan encap-id 2503 extended
VLAN Nane Encap Ports

29 Pr od: VRF3: | 3out - El GRP: vl an- 2503 vxl an- 15237052, FEthl/13, Pol
vl an- 2503

2. REEIGRPSTHFMRMA

BREIGRPEFEHNELET. IRTRE , M ELogical Interface Profile MIEIGRP Interface
Profile,

f2-1 eaf 3# show ip eigrp interfaces vrf Prod:VRF3
ElIGRP interfaces for process 10 VRF Prod: VRF3

Xmt Queue Mean Pacing Ti ne Mul ti cast Pendi ng
Interface Peers Un/Reliable SRTT Un/ Rel i abl e Fl ow Ti ner Rout es
vl an29 2 0/0 1 0/0 50 0

Hello interval is 5 sec
Hol dtime interval is 15 sec
Next xmt serial: O

Un/reliable ncasts: 0/2 Un/reliable ucasts: 5/10
Mcast exceptions: O CR packets: 0 ACKs suppressed: 2
Retransni ssi ons sent: 2 Qut - of - sequence rcvd: 0

Cl assic/wide netric peers: 2/0

f2-1 eaf 3# show int vlan 29

VI an29 is up, line protocol is up, autostate disabled
Hardware EtherSVI, address is 0022. bdf8. 19ff
Internet Address is 10.10.34.3/29
MIU 9000 bytes, BW 10000000 Kbit, DLY 1 usec

SEANKAR LREHENER
LT AN AER ( MIUNX-0S ) LHEERA

router eigrp 10
vrf f2-eigrp

interface VI an2503
no shut down



vrf nmenber f2-eigrp
i p address 10.10.34.1/29
ip router eigrp 10

4 NP B — tcpdump

FEACIHESR L, EAERUE "kpm_inbs CPUNE#{Ttcpdump , UFER B EER IR EENE
RERCPU, ERIPHEMRSS(EIGRP)EAIBIESR.

f2-1eaf 3# tcpdump -ni kpm_inb proto 88

t cpdunp: verbose output suppressed, use -v or -vv for full protocol decode
listening on kpm.inb, link-type ENLOMB (Ethernet), capture size 65535 bytes
23:29:43.725676 | P 10.10.34.3 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.726271 | P 10.10.34.4 > 224.0.0.10: EIGRP Hello, length: 40
23:29:43.728178 | P 10.10.34.1 224.0.0.10: EIGRP Hello, length: 40
23:29:45.729114 1P 10.10.34.1 10. 10. 34. 3: EIGRP Update, length: 20
23:29:48. 316895 | P 10.10.34.3 224.0.0.10: EIGRP Hello, length: 40

PRHES

REBEHRMEACIHEHESNRENBEIH R, BEERER , e R6aE

>
>
>
>

- W/BETRES,
- BBRRES .
- EAHE g e
REKEMEERR , AABBERRERASEHPHLALIOUtsTERE.

AmEEE RES TER
EREERGEHR 2, A EERTERESWEERE,

EBDFL3OutV AR —EVRFH K , BDEE S X :

- ZELIOUtMWEPEPGZ B EB G BB R,
- L3Ot BA R B2
EEBD T LM THAEES .
e IET AR B A EERESREEES , M LLFEEBBL30ut. B2 , HERE
"ABES) . ER—EFTAERNAAL , FIUETELF T,

L3OUtMEPG BEESHER , TREMBDELRFRERAHHIETBL, ERNKHESREBKHE
HAHEDBRINDBHEREEN, HE , E9XRAYUSELEFEEBDERBAL3OuUtsH, EHK
, BT EES HATEL30uUtS,

EEEERT , BDFH5H192.168.1.0/124 , B BOSPF L30OutiE & % 748,

B AL3OutMIAREPGZ M &40 Bl

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl
IP Route Table for VRF "Prod: Vrf1"
'*' denotes best ucast next-hop



"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF
Rout e not found

FER , BDERH B ARHBEEBLLE,
EEALOUHIAIBEPGZ MM &N 2 #

BE B 1 RESTHAMACE, L3Outlsi REIBDEA , I B RERE "HEES L 5

| eaf 103# show ip route 10.0.1.0/24 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
"[x/y]"' denotes [preference/netric]
"% in via output denotes VRF
192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:00:08, static, tag 4294967294
recursive next hop: 10.0.120. 34/ 32%verl ay-1

iR, BDFHERA (HERARRER ) RENFEBLL, BFER , RRACER, LER
ERSEABDEHNEBRNE , cRIMESR "HEPESE. . ABASBHEREEREN T BLER

o

HEBDFRPIRF THBEE, &

L30utls REEBDEABE, ERFER , BEEFK.

| eaf 103# show ip route 192.168.1.0/24 vrf Prod:Vrfl

I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive *via 10.0.120. 34%verl ay-1, [1/0],
00: 00: 06, static recursive next hop: 10.0.120.34/32%verl ay-1

LB, BEMAREHENES  AARFELFZFECENRAHRNFEFERED HINiBE
o AEANTHTREE &

| eaf 103# show ip ospf vrf Prod:Vrfl
Routing Process default with ID 10.0.0.3 VRF Prod: Vrfl
Stateful H gh Availability enabl ed
Supports only single TOS(TOS0) routes
Supports opaque LSA
Tabl e-map using route-map exp-ctx-2392068-deny-external -tag
Redi stri buting External Routes from
static route-map exp-ctx-st-2392068
direct route-nmap exp-ctx-st-2392068
bgp route-nap exp-ctx-proto-2392068
ei grp route-map exp-ctx-proto-2392068
coop route-map exp-ctx-st-2392068

BDE A IENELFT AFRENR A , KLLFEEBIETT "show route-map <route-map name>, , AREE



BHYUMPEENEAFEEFE LET Tshow ip prefix-list <name>, RGETFHEE 5 2218 Y m
o ETF—SHEITIIRNE,

HL30utABBIBD 2 #

wEIFrR | WEREHFEFERFEI NI EE D B HHRPRENBD TR TE,

| eaf 103# show route-map exp-ctx-st-2392068
rout e- map exp-ctx-st-2392068, deny, sequence 1
Mat ch cl auses:
tag: 4294967294
Set cl auses:

rout e- map exp-ctx-st-2392068, permt, sequence 15803
Mat ch cl auses:
ip address prefix-lists: |Pv4-st16390-2392068-exc-int-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag O

REEREE

| eaf 103# show ip prefix-list IPv4-st16390-2392068-exc-int-inferred-export-dst
ip prefix-list |Pv4-st16390-2392068-exc-int-inferred-export-dst: 1 entries
seq 1 permit 192.168.1.1/24

IEFEEEBD-F# L E R 7 & E|OSPF,
LEEF |, fEL3OutBEBDFRMNEEMRE THEREETMK, Eilte®  RERRBEHEN. Bl

- HREIGRP , REZEHR R EEHRERPLES "show ip eigrp topology vrf <name> |
- 5IROSPF , B AR B ERNIBLSAREEERERY , WHER "show ip ospf database
vrf <name> |
= R2BGP , 55 /A "show bgp ipv4 unicast vrf <name>_, BFE KA EEBGP RIBF
BGP HiEH

HMBGP , BAAFFIERERAETED &, REBDFRAICERIEHHRERNBGPMERA.

| eaf 103# show bgp ipv4 unicast neighbor 10.0.0.134 vrf Prod:Vrfl | grep Outbound
Cut bound route-map configured is exp-| 3out-BGP-peer-2392068, handl e obt ai ned

ELEFEHIH | 10.0.0.134 2 EL30OUtH R EMBGPHE.
EIGRPE HE &

ELOSPF—# , BREHH AN EHIFEIEIGRPNE S &, % , RIEEH 2 R EL30utBBi L 3 E
A THONBREE L BT, EILX{EJ%U\TW TRIEE—&:

| eaf 103# show ip eigrp vrf Prod:Vrfl



I P-EI GRP AS 100 I D 10.0.0.3 VRF Prod: Vrf1l

Process-tag: default

I nstance Number: 1

Status: running

Aut henti cati on node: none

Aut henti cati on key-chai n: none

Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0

netric version: 32bit

| P proto: 88 Multicast group: 224.0.0.10

Int distance: 90 Ext distance: 170

Max paths: 8

Active Interval: 3 mnute(s)

Nunmber of EICGRP interfaces: 1 (0 | oopbacks)

Nunmber of ElI GRP passive interfaces: 0

Nunber of ElI GRP peers: 2

Redi stri buting:
static route-nmap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068

R#& T/EBDEE M T Ro

BEELIEE
del APIC an @ O O ©

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps Integrations

ALL TENANTS | AddTenant | Tenant Search: | common | RD-L2 | Pred| SJDC | DC

Bridge Domain - BD1 0 o

Summary Operational Stats  Health Faults History

General | L3 Configurations I Advanced/Troubleshooting
[ 100 o &

Subnets: B A
Gateway Address  Scope = Primary IP Virtual  Subnet
Address P Control
192.168.1.1/24 Advertised Externally False False
i
EP Move Detection Mode: [] GARP based detection
Associated L3 Outs: 53

s a L30ut
B Cot1Q Tunnels OSPF
&= Contracts

RS BB S IR SR

EEERBAT , AENERERE REENBD FHEFERLIOUtFES, BR E—@IT/EREREH
Bt eER,



EERERBEZBICREUTRE

. EPGHIL3Outz B —RBFEEEHN ?

. L30Out2 & EEBDRAH ?

- BDFRRBREABATBES ?

- A EMEER SR ?
AWEEMNRE : BDAIDE

LREBARSETRERER , flw

- AZEPGEAVMMERIZEIRIBES | I HERAGVMKIHERZRFIEPGHYEE,

- BEIAZEPG , BEAEEFERLEE IR EFERRNNECEM,
EEMERBRT , B 2EEBD , Hitt , T2HBDBRERAHHIEEIBL, WENFRAREEERE
Z|ItBDWEPGH B — B E R |, LLEZE .

AR REA : OSPF L3Out®®A "Stuby 3% "NSSA, , BRES#

#OSPFREL3OUtHERF , MASBEBR/EAROSPFER, REFESFAFESMHHILSA , BT
BEEREH, NSSAEBFAFES RER , ERMLEELIOULIEE THEED BHLSAEEE
NSSAE , , ENSSAtL A LUBEBEA "Originate Summary LSA, REBEHFERMEH , Eth2EE
F "Send Redistributed LSA's into NSSA Area, HJEEFEIER,

AREMRE : Z£L30ut TECE "Deny. #{EM Default-Export) BRHECEERE
FELIOUTERERHAEEERE , MREANBEBI "default-exports = default-imports , Bl

HEERERSEBREAMRL3IOU, I, TR default-export route-profilei% iE B denyiR /E 3 Bl B
# "Match Prefix and Routing Policy1 , BIFEZELLLIOUtFBEBD FHBILENIERE

BERRELERRERERER



Gl APC - X-X-X-)

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integrations

ALLTENANTS | AddTenant | Tenant Search: | common | RD-L2 | Prodl SJDC | DC

Prod o )
Route Control Profile - default-export o o
(C» Quick Start
Policy Faults History

B Prog —_—

B= Application Profiles O+ W,

(— EE

[ Bridge Domains Name: defauit-export

B VRFs Type Match Prefix AND Routing Policy Match Routing Policy Only

B External Bridged Networks

Description:
B L30uts
& BGP Contexts: +
& OSPF = Order Name Action Description
= Logical Node Profiles Der
B External EPGs
= Route ) for import an
E default-export
ﬁ Dot1Q Tunnels
C aclts
Show Usage

MRBREFET TMECERKRHAER, #E , Bldefault-export route-profile P F E LR A2 BN ZIE
BDF#8,

5\EB% A TR

REFFTRACIANAEBLIOUEMA SN HE S E T REABRFER, ERANEDH , E0EE
4y 0 B R R 0 5 PR R B

RBE-8—%, 6 CAEERBESRAINER,

FERIEAT , BB ERAN AT AR MER 2 R AERIREEBCGPERF, ERE/NE
EPCGTEE T ML FRUKRERE T WLERE |, LBERGIRIL. AMEL FRAETREMN,

- MRTERLIOUKEEHY "BRAIEHIER, BERES EBEAL . EEEERT , BRRAEAER
PR IEREER (ERETEATNAR ) B A FERE (RIESERE , RRIFTER
BEEXIER )

- MNRHER M E REIGRPEOSPF |, I A £ #Interleak Route-Profile B2 S\ 2B 5% 1 < L o

ENATEE, R ABRE  LEREUTER

- RS AAEBL LIRS HRER. ERSEN D RIBREMEMP-BCGPERENIRIES | &
ARBHZEERBART K MAREREEHERBF.
- BARFERAER S RYEEIAIBCPERE TR, FRIEFE M E AR HIZHE R Interleak
HESER , SRIBRKREEESER .
- SRR EBGP H 2 5 27 K I A8 2 AE AR FE A MPod Bt EE RAIPod K EEAE . aNR AKX
E , IFgERRM LK {LBGPERE,
MR AEEPG/BDEL3OUtI A E —VRFH , AIREREPG/BDEA /NS R F LR =L ER.



BHREREBLBARKSP

HEEEBRAT , BZEBL 10371104 LA /A EBER =2 172.16.20.1/32,

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 00:06:29, ospf-default, type-2

REAFE , CEIBOSPFEANASREIKARD, MRELERBIXDE K FREEMIGEIE
RIVPFZEBRCEE, KEHEFDZIBCGPERERMER Importy BiESInterleaki HELERER
%, TUBBRMAEANRBGPE D RN EN R HEMREEE S HIXMEM, BF2EUATHS

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrf

VRF Type . System

VRF |Id . 85

VRF state o UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D : 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D ;0
Cluster-1D 0.0.0.0

Ml TE Cluster-1D 0.0.0.0

No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD : 101: 2392068
VRF EVPN RD . 101: 2392068

Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernit-all
coop, route-map exp-ctx-st-2392068
eigrp, route-nap permt-all

EEREE , permit-ally BEAYAMROSPFEIBGPHE D %%, ERTERRTE, HEETTLUME
BLI 2R EBGPH A 38 H -

a-| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl

BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 25 dest ptr Oxa6f25ad0
Paths: (2 avail able, best #2)

Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported



vpn: version 16316, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

£ LEMEET , 0.0.0.00RRERELR, BENHERFERTIMER T TERBAR SR
By EEEIR.

REASBER LNEEH

BLIEEIBVPNv4 BGPib it RS HBEHRTHEE ., TRHRESEBERTMNEHBVRFIIR
B (FERABRERAFBtrue ) ., EEERESHIHFNEM—MEL , BT "show bgp vpnv4

unicast <route> vrf overlay-1. LABEE 2B EVPNv4F

EAAT o TREASPRE LVEH.

| eaf 101# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

172. 16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72. 64%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1
*via 10.0.72.67%verl ay-1, [200/20], 00:21:24, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1

ELR@mbd | BRAHIBIBBGPEAN , T —BERELBLNYWIETEP(PTEP),

| eaf 101# acidiag fnvread
ID Pod I D Narne Serial Nunmber | P Addr ess Rol e State
Last UpdMsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/32 | eaf
active 0
104 1 a- | eaf 103 FDC20160TQD 10.0. 72. 64/ 32 | eaf



active 0

5\ BB % B T PR PR I

EEERBAT , ARBRE(101)RBREISNEBEEH.
BARE &, BEREELAHE. FER

- BL_ERY S it E #BIZRA R RUED
- BGPEE B I 5 23 K A& FE IR Pod R EEAE M Pod L BE =,
MR ERFEERE  TER-EURENBENESHRTH.

RENEREA : REAFBHRKR LBRVRF

EEEBBAT , BERR  ERMASKANATKE LREHEFELERNEPG, EWRERHNFE
BREREEERANE LEEREFEFREXNVMMESEPG B AR ZI B REM 4,

HRL30ut VRFERMBEBEARTKREL (ERHBRELER "show vrfy #EITERE ) , Rt ATRE
T EHRVPNVAE ABGPHH.

BERORIEE  FRAEREABRE LWL30OUt VRFFEHEEIR.
WREMRE : EEEREARSD R

wREIFTR | ERAEARREGEER , L3IOutRIEZHBATFNANKE, BE  ZWEUARY
ROFEAER, KRERUABERBNERKARCE , BECARERHARTHNAR.

ETHEHMNBE LD , Import Route-Control ERIA , B B MAEAFTHEE. FEE , LSAUR
OSPFERIEH , EFUMABLEREERKRS :

| eaf 103# vsh -c "show ip ospf database external 172.16.20.1 vrf Prod:Vrfl"
OSPF Router with ID (10.0.0.3) (Process ID default VRF Prod: Vrf1l)

Type-5 AS External Link States

Link 1D ADV Rout er Age Seq# Checksum Tag
172.16.20.1 10.0.0. 134 455 0x80000003 0xb9a0 0

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrfl"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

Rout e not found

UTREERZENEHUTRREMR

| eaf 103# show ip ospf vrf Prod:vVrfl

Routing Process default with 1D 10.0.0.3 VRF Prod: Vrf1l



Stateful H gh Availability enabl ed

Supports only single TOS(TOS0)

Supports opaque LSA

rout es

Tabl e- map usi ng route-nmap exp-ctx-2392068- deny- ext ernal -t ag
Redi stributing External Routes from.

| eaf 103# show route-map exp-ctx-2392068-deny-external-tag
rout e- map exp-ct x-2392068- deny- ext ernal -tag, deny, sequence 1

Mat ch cl auses:
tag: 4294967295
Set cl auses:

rout e- map exp-ct x-2392068- deny- external -tag, deny, sequence 19999

Mat ch cl auses:
ospf-area: 0.0.0.100
Set cl auses:

15100 ( FELEL3Out LR ER B ) FREMZEE ARSI RERENXIERE |

FBERF.

EfRILERE  FHEEMER "Import Route Control Subnet) BHRHENIBEPCGLEZRZFH , S

VREZENFELENEARBHEEESR,

ﬁﬂiﬁﬁﬁﬂﬂﬂﬁﬁﬁtﬁiﬁﬁ #%Hiﬁ*%

= %‘f , EIGRPTi%EA;}‘Jﬁo
. B ,
BE, 739
ARENEREEA : EEfﬁﬂlnterleakﬁiﬁﬁ

Interleak Route-Profiles BAEIGRPFIOSPF L30uts , ARIZ&IRIGPE £ % ZEIBGPH R A ,

FTER R EBGPEB % KR,

R 8 Hinterleak Route-Profile , FIE BB EAZFIBGP,

RABRBHEERES

| eaf 103# show bgp process vrf Prod:Vrfl

I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrfl

VRF Type

VRF | d

VRF state

VRF confi gured

VRF ref count

VRF VNI D

Router-1D

Configured Router-1D
Confed-1D

Cluster-1D

MSI TE Cluster-1D

No. of configured peers
No. of pending config peers
No. of established peers
VRF RD

VRF EVPN RD

Peers Acti ve- peers

Rout es

System
85

uP

yes

1
2392068
10.0.0.3
10.0.0.3

©c e
©c e
oo

R ORrOOO

101: 2392068
101: 2392068

Pat hs Net wor ks

Aggr egat es



Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map pernit-all
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

fEfinterleak AL ERE 2

a-| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrf

VRF Type : System
VRF | d : 85

VRF state  UP

VRF confi gured :yes

VRF ref count 1

VRF VNI D : 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D 0
Cluster-1D 0.0.0.0
MSI TE Cluster-1D 0.0.0.0
No. of configured peers 1

No. of pending config peers 0

No. of established peers 1

VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Redi stri bution
direct, route-map pernit-all
static, route-map inp-ctx-bgp-st-interleak-2392068
ospf, route-map inp-ctx-proto-interleak-2392068
coop, route-map exp-ctx-st-2392068
eigrp, route-map permt-all

LHERHEERNBEHEREERFEREN IntercakBERRFABTRNAR. MRIAEET
eE , T EREERD HIBGP,

ER AR TER
AS G 5T ATt — FEIL3OutRR B4 1 5 — fEL3Out. St BEEEBELOu L EERBNHE
BENER. ETESRESEALBNHEEESE  MREFSROAEACIFEEZEE, LHT
BHEAVRFREMHRA.

BT RASE AL T s
s e B



Spinel Spine2
BGP RR BGP RR

BGP AS 65001

Leaf4 RID
. 10.0.0.4

Leaf3 RID
10.0.0.3

LIl eee

Leaf2 RID
10.0.0.2

Leaf1
Server Leaf

1l see

172.16.30.1/32 172.16.20.1/32

W{AOSPFEH1172.16.20. 1 S H B4 ZEIGRPH SRR | UREERENHMEI RS ZNER
FEETE®.

Ei$172.16.20. 1B HBEHFIEIGRP , X EFRELTHAP—IF :

. AJLAFEEIGRP L30ut LfEA "Export Route-Control Subnet, EREZEEEH FH. WMBHR
ok |, ERFTEARNERRES , YEREBRXLIOUBEN FR&,

- BiE0.0.0.0/0¥EE "REEH, M "EHRAESFHEL . SHEV—ERHYR  UEE
¥ % 28H0.0.0.000RFIEEREFTE (ERBEMNTEany ) CENADBHBE. FEE , &
0.0.0.0/0E2 "Aggregate Exporty —EERAK , T SRES BT FERA, ERATHLE
EPBEETEBSHBDEMH,

CERER, JUEBEVHEBENFECENEHRARERER, FALAETLEE "Aggregate
B | BIBEEERR0.0.0.0002ANEE,

FRREERERERBEARKES  BCNATERETRLRBUATERNFTEREREB, BEEM
EPGEIEPGEA—& , EAFREZHLARTEEN.

AR, TREB-VRFHAEEBES "HEPGHAE F#) WEENRFHE, BER , ¥
WEEL0.0.0.0EMER, RAZUIEHMLIOUEE "AMEPGHAS . FEEE, B
NEXAEBEHERHANLIOUt EBRELB .

s BELRBREAERKADBEABENVRFERETER. HRELT , LERA
4294967295, HMHBEBRKEER "HF>EE>HE>KBER

B RN



atfranfes /
cisco /\‘pic
System Tenants Fabric

Virtual Networking

ALL TENANTS | AddTenant | Tenant Search:

Prod

= L4-L7 Policy-

B L4-L7 Policy-Based Red.
B L4-L7 Redirect Health G..
[ L4-L7 Service EPG Policy
= MLD Snoop

= Match Rules

= ND Interface

= NDRA

= OSPF

= Pm

B Route Maps for BGP Da...
= Route Maps for Multicast

= Route Tag

E nonDefaultName

= SetRules
B Troubleshooting

Protocol - Route Tag

» Name

nonDefaultName

Page 1

of1

L4-L7 Services

| common

w @00 O

Admin Operations Apps Integrations

| RD-L2 | Prod |

Objects Per Page: 15

sipc | DC

Description

Displaying Objects 1

1061

RE, HEREERRBEARVRF, EEBNRARETERRILOE., E%L30utES E &S
, AL ARR, MRBIELEHRFTEMEENKAER A ERZXEH,

BEREIBOSPFRYEWBL E R EFHME
HER K K BARBSYEEKEREBNBL,

| eaf 103# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrfl"
"*' denotes best ucast next-hop
"**' denotes best ntast next-hop
denotes [preference/netric]
"% in via output denotes VRF

CIxyle

172. 16.

* Vi

) o

20. 1/ 32, ubest/nbest:
a 10.10. 34.3, vlan347,

B , BERESL30uVRATREINBLLE ( AR ) (RENSREFREER—EBLLA

1/0
[ 110/ 20],

01: 25: 30,

BB iEWOSPF BLEWBGPH REFERH
HREBSENIEIGRPIEHEMOSPFIEH , TEAXKHBESFEWOSPF BLEABGPH,

ospf-default, type-2

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl,

BGP routing table entry for 172.16.20.1/32,
(2 avail abl e, best #1)

Pat hs:
Fl ags:
vpn:

(0x80c0002 00000000) on xmt-list, is not
version 17206, (0x100002) on xmt-1list
Mul ti path: eBGP i BGP

address fam |y | Pv4 Unicast

in urib,

exported

version 30 dest ptr Oxa6f25ad0

[t



Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path
AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise infornation:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

B HEBGPH,
ZEIGRPBLERBREESHCRENEH

| eaf 102# show ip route 172.16.20.1 vrf Prod:Vrfl
I P Route Table for VRF "Prod: Vrf1l"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 2/0
*via 10.0.72.67%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.67/32%verl ay-1
*via 10.0.72. 64%verl ay-1, [200/20], 00:56:46, bgp-65001, internal, tag 65001
recursive next hop: 10.0.72.64/32%verl ay-1

CREEBRBERT  FTREORAEEANTHIHINERT — B,

| eaf 102# acidiag fnvread

1D Pod I D Nane Serial Nunber | P Address Rol e State
Last UpdMsgl d

103 1 a-l eaf 101 FDO20160TPS 10.0.72.67/ 32 | eaf
active 0
104 1 a- |l eaf 103 FDO20160TQO 10.0.72.64/ 32 | eaf

active 0

RERSEBLLESHEH
HAEEBN FALRET "TEHKRBEE 7M., E5% , BL102SEE KA :

E ih 2% FR 42



External EPG Instance Profile - instP 0 0

Policy Operational Stats Health Faults History
e ——
General Contracts Subject Labels EPG Labels
I

& o & %

Aggregate

EAUT o TREHALL TEHRARH ) REME LAY H SR

| eaf 102# show ip eigrp vrf Prod:Vrfl
I P-EIGRP AS 101 ID 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Nunber: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
nmetric version: 32bit
IP proto: 88 Milticast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Number of EIGRP interfaces: 1 (0 | oopbacks)
Number of ElI GRP passive interfaces: 0
Number of ElIGRP peers: 1
Redi stri buti ng:
static route-map exp-ctx-st-2392068
ospf-default route-nmap exp-ctx-proto-2392068
di rect route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 rout e-map exp- ct x- prot o- 2392068

EEH#H "BGP > EIGRPEXDH, , ERAKHYEM, B2 , ERFIHELKOSPF. EIGRPER
BGP , BBH YA G EEMERE, A& T H R HFRERS,

| eaf 102# show route-map exp-ctx-proto-2392068
rout e- map exp-ct x- prot o-2392068, permt, sequence 15801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-exc-ext-inferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-al
Set cl auses:



tag 4294967295

a-| eaf 102# show ip prefix-list IPv4-proto32771-2392068-exc-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-exc-ext-inferred-export-dst: 1 entries
seq 1 pernmit 172.16.20.1/32

ELIEMEHT  FtFE EREVRFEBRANREED  WEER TEHKRAES BEN TR
AR IR

el 8 &5 BLEF Y IR 25 ch RAE R &Y

wREIFTR |, EEBABEBLARE A AEABCGPEBRREMMEEHKEH. WRBLAR , BT E
RELNWHEBEERTEDBRIES

TEZEME M E R RE -

- EE—#HE EWMEOSPF L30uts 2 MMM : 3% &S EBMEAROSPFERMREI "
area-filtery 1T Hl, EBHOPWLIOUX EHEEREL  AARHREESZBEABEN , M
FTREBED%, FH "show ip ospf vif <name>, MR BEEZEFE, FH "show route-map
<filter name>, ETRBRIBHNARE

- HE—# K ELWOSPFHIEIGRP L30uts 2 &M H : MBS BBE S BIRMBIRIZES , &
B "show ip ospfy # "show ip eigrpy AIAEEl, FEE , MRE-BLLEFEEZEOSPF
L3Outs , Blf£#4 5 —{BOSPF L3OutsE 75 M E|H  —fEOSPF L30OutsWE— 52— , 3 — M@=
EXEA "THEDHHLSAEIXEINSSAESE  HIStubZNSSA , AEE T ARFEMIAZPLSA,

- EE—HE LWOSPFEEIGRPEEBGP Z ML K : &R E 7 ik A B RIEHIZIGPRI B HE
. BIREZEERANEEEEHNbgpHER HitEHE | 2HFIBGPHEHES ., ATUE
F Tshow bgp ipv4 unicast neighbor <neighbor address> vrf <name>_ ERF&EiE — 3 | grep
Outbound',

- ER—HE AW EBGP 130uts 2 MM EH : MIEESEREEMARELD X MAEHY
bop¥B/E#Y B R MR SRIER &), ATLAEA Tshow bgp ipv4 unicast neighbor <neighbor address>
vrf <name> ERF&I1E — B | grep Outbound',

G EE R R A1 R  RESEEEER

Le SR B BB NS & B BIB — EL3Out BRI ERH |, MA RS —EL3OutE H,
HEAR &, ERRACIREAR A SREELRANE,

- HEBERRIECKE ?
- ACIFEEBEHRHRE S ERINBIHERL ?
- HIMBGP , RERREHREEBGPBME MK EE ? (as-pathF ) .
- BIWAL3OutREEEEOSPFERIE, EIGRPHERHEBGPERY ?
- BGPEH R §128 KA R B FE A M EE AR Pod Bl ERE RMIPod R RE#H ?
MRMEEAMEREFHEELRE , THRABENEREAN -~ LHMAEERER,

AWREMFERA : £EOSPFEIH0
MBESEENAESRE—BREELWREOSP L30uts , BIXES —EERBARR —EEEE

HHE —EREARE, AEESHAES  FRELEN "EH-RELMEOSPF L30utsz Y
%ﬁlﬂ%EEJ ﬂ-ﬁﬁﬁo



TWEEMNREA : OSPFEHE KRB HNSSA
WS OSPF L3OUtELE T RETEHNSSAES, , EREEABE/NILSA , AIEHBEEERER. £H

OSPFif , ABBLSAKETEE S I ARBES, MRRE "HEDRHLSAEIAZINSSAES, |, Al
ERELERBEIINSSAESE,

G E R PR R RR#2R | RINBEEEE

HEUEHIP |, BEERACI L3OutBE IR LRARBES —EL30uth IR EI R, MRL30uts{y
RWEEMNEES , BB ERER , HELIOutsVR T ERIVRFH | 3 B B H E&EBI
PR HREVRFZBEEE , AL T RAIsEER.

AEENRE : ZEVRFFHBLE R T HE/IEHRID

REEAERE , BEJDTREER-VRFHFESR, B2 , REMEVRFR B IEZE8[E 98 H 17
EE , BEAUERENVRFHERHERBREBRRID,

mERBUTHE
SAREVRFHS IR ER — KU SREE S

m Leaf2 Router ID is
10.0.0.2 in both VRF1
and VRF2

OSPF

OSPF Peering - VRF1
OSPF Peering - VRF2

=

External Router with single VRF
EENBEEER , ACIRESEFIWI EFHACHRouter-IDILSA , EMEBELREZRE
OSPFERIEH,
tesh , RVPCH HBMEEMNRE , MSERLKRAR D IFHEHEMMERLSA, fl , RERESF
FRBHEVPCHERALSATIVRFUKRREHEMVRFHEEHNE —E% ( EAEMEERKRARRD ) 1Y
LSA.
EALEE , FREERARTEEEFLIOUNEEVRFRES R K — B HERID,
AEENERRA : EAMEBVRFREENE —BEACI3THRAE R R BB H — {EL30uti&
BRIFEEN , BRIACIFM TR HRRAKER, NREFEXARVRFERNEBERT , —1E

VRFS{ACIA #a %5 fE Fh Y — {EL30utE] B —EVRFSRACI 4B ) B —EL30OutE S K H |, Al
WBLAS EZEKH,



b5 REER B RRARBACIH B FHEVRF £ F HE— B B AR B R BE o
R R RREL#37 — BAESHEREH

EEHRATESEY T EBE CMIL30utE | EHBRIER.
AEEMREA : 0.0.0.0/088 "RAEH. WAZE

B\ I FHEEE £0.0.0.0/03#H "Export Route Control Subnet 1 "Aggregate Export, B |, &
RRZETERENAEED ZBHLHIR, EEEHERT , BIBOSPF, EIGRPZ%BGPEEHBL LY
IR AR S (el B %R EML30OuthE S,

LATF 2 K S48 0B H T 30 8 B AR AV BR FR H AR

| eaf 102# show ip eigrp vrf Prod:Vrfl
I P-EIGRP AS 101 1D 10.0.0.2 VRF Prod: Vrf1l
Process-tag: default
I nstance Number: 1
Status: running
Aut henti cati on node: none
Aut henti cati on key-chai n: none
Metric weights: Kl=1 K2=0 K3=1 K4=0 K5=0
netric version: 32bit
I P proto: 88 Multicast group: 224.0.0.10
Int distance: 90 Ext distance: 170
Max paths: 8
Active Interval: 3 mnute(s)
Nurmber of EIGRP interfaces: 1 (0 | oopbacks)
Nurmber of EI GRP passive interfaces: 0
Nurmber of EIGRP peers: 1
Redi stri buting:
static route-nmap exp-ctx-st-2392068
ospf-default route-map exp-ctx-proto-2392068
direct route-nmap exp-ctx-st-2392068
coop route-map exp-ctx-st-2392068
bgp- 65001 route-map exp-ctx-proto-2392068
Tabl emap: route-map exp-ctx-2392068-deny-external -tag , filter-configured
Graceful -Restart: Enabl ed
St ub- Routi ng: Di sabl ed
NSF converge tinme limt/expiries: 120/0
NSF route-hold time linmit/expiries: 240/0
NSF signal time limt/expiries: 20/0
Redi stri buted max-prefix: Disabled
sel f AdvRt Tag: 4294967295
| eaf 102# show rout e- map exp- ct x- pr ot 0- 2392068
rout e- map exp-ct x- prot o-2392068, permit, sequence 19801
Mat ch cl auses:
ip address prefix-lists: |Pv4-proto32771-2392068-agg- ext-i nferred-export-dst
i pv6 address prefix-lists: |Pv6-deny-all
Set cl auses:
tag 4294967295

| eaf 102# show ip prefix-list IPv4-proto32771-2392068-agg-ext-inferred-export-dst
ip prefix-list |Pv4-proto32771-2392068-agg-ext-inferred-export-dst: 1 entries
seq 1 pernmit 0.0.0.0/0 le 32



2 RACIERE I H IR R 19 2 — AR,
E#HL30ut
L3Out L ERFHWEPG

FERIEPG ( JEL3OUt ) |, EREIRWpcTagl B BEPGH pcTagR B E#. £ FITHKE LUK
| H0 R H B VLAN/VXLANIB B IS E B 99 B EIEPGREE B pcTag, 1E2BMACH K IPH
WA SETZu R HEFHEEHEMEBBMEPG pcTag., BERBpcTagMlaNBRANEZFHMENR

, B2 R "REEK, —E,

L3OutiEE AR "Tenant > Networking > L3OUT > Networks > L30OUT-EPG. THIL3O0ut

EPG ( AZPEPG ) BEEhpcTag. {B2 , L3Outs TKFEVLANFINMEHER TETHES B, MEE
R "TRRFECE., FXNRFE/FH. Hit , L3Out EPGHLBAERFHMWEPG, RiBETHBAE
ERgoEIL30utE , e EEEEREPCELNEREREN.

TEBR T JEGUIF K EIMIEEL3OUt EPGHIpcTag.

L3OutipcTaghy 1 ik

¢¢¢¢¢

FEHEAEEERENFTENEPGRKR., ERMEA "HHEPGHNIBFH. FREETRN. FHZKE
BNESEFrRESSEREERRFERELPMRPHE—REAKE. LFEBEORARZFEAN
E{AIPH#b st B pcTaglE.

AEAU T ERERRE#R EREFENFTENEPGTFHENLPMEK
vsh -c 'show system internal policy-mgr prefix'
fimst -

. LPMZE & B #8E 5% A VRF VNID, #k&vrf_vnid/src pcTag/dst pcTag5E R &
- S{E % B &85 © —fBlpcTag. EIt , MEL3OUt EPGREEER —VRFHERA EGHEBERE
Elg IEI _%lﬂ%o



. F#80.0.0.0/0 AR E A KM pcTag 15, it , IERZFHE , EREEZTEBRBERKER
HENBERTTEER,

- WREMBEH G EEFEH, #®L30utE|Leaf Local Endpoint , JRpcTag_R AL RIREN . #HK
EXRHIEHFEFIL30uUt , B EpcTag=RFEA L TRIRER,

- MRVRFEE "KEEZEFIERAE. B "WAL BERE , AILPMFEREERELIOU BLI
EVRFAEBELIOUESHHMMERERBRK L,

K61 RAREERNRMELOUt

2 H:vrf Prod:VRF1HR W EEBGP L30utf —fEL30ut EPG, FE172.16.1.0/24 2R ZBIR WY
, Rt A B H 5 FEIL3Out EPGH,

bdsol - aci 32-1 eaf 3# show ip route 172.16.1.0 vrf Prod:VRF1l
| P Route Table for VRF "Prod: VRF1"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 1. 0/ 24, ubest/nbest: 1/0
*via 10.0.0. 134%°r od: VRF1, [20/0], 00:56:14, bgp-132, external, tag 65002
recursive next hop: 10.0.0.134/32%r od: VRF1

HE , BTRAEEFERT,
RA THAESEPGHAETH. MK T8



' Create Subnet (21 x]

IP Address: [ 172.16.1.0/24]

Name:
scope: [] Export Route Control Subnet
M External Subnets for the External EPG

[] shared Route Control Subnet
[ shared Security Import Subnet

aggregate:

Route Control Profile: _|_

Name Direction

1 [ o | LINIRCTS Har Hanea [

BREEAL30ut VRFHRER S LN FEBENENRE

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-1d Table-State VRF-Nane Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/ 24 32772 True True Fal se

L30Out EPGHIpcTag Avrf32772E €5 E 2097154,

W6l 2 . RRSEFENEMEL3OUt

EL—EHHFRERAR  FLRIFRTD , LOutERZEFE, EWASEFEENRLEER , 5
—E:#EE ( BURRFEHIERET ) REZL30ut LERNBEFE.

AJEAEA 70.0.0.0/0') FERTAULIERIE,



Subnet - 000010 000
by Fads  Hison

Proeres
PAdfes 00000 :
aldessinask

Soope (] xR Corel S
&mmmmm:
M el e e Eeral %
]t o Cont e
(] s ety Impor St
Aogregat: e oy
[ Agregale ot
() At S o
HﬂﬂﬁﬁﬁﬂMMM
Route Control Prof:

v

Nmg a Diction

o tems have been found.
Select Actons to reate  new tem,




EASEE L Tpolicy-mgrEE &RIKE :

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF-Nane Addr
Cl ass Shared Renpte Conpl ete

2097154 35 0x23 Up Pr od: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Pr od: VRF1

172.16.1.0/24 32772 True True Fal se

EEE , PEL450.0.0.0/00pcTagfEAE15 , MIE32772, pcTag 152 R EH RfipcTag , &
£40.0.0.0/0— A , BEXEBAF TALELIOUtLNMEFTH,

MRVRFEEEA0.0.0.0/009E —L30utME —L30ut EPG , BIREFERIGKE— , Y HRHBEF
BARARNREELZ,

#5i3a:VRFH I Z fL30ut EPG
FEHEHF | B—VRFFEZEL3OUt EPG,
MEE . RENFENEPGAEXRE , U TmEEREMEEZFMAILPM policy-mgrF B RIKE :

1. M{EAL3O0ut , & —1EIL30ut EPG,
2. —{EL30OutFM M {EL30ut EPG
EEMEBERT , L30ut EPGHEEER2, EEKRESE FHEE B S WpcTagMHEE 743,

A TEMIL30ut EPGHYFT B pcTags & Al BAFEGUIRY "Tenant > Operational > Resource id > L30uts |
H R

EA®®130ut pcTag

Stem Tenants Fabric Virtual Networking L4-L7 Services Admin Jperations Apps

L TENANTS Add Tenant | Tenant Search: ¢ ¢ | common | Prod RD-BGP | DC | RD-L2

Summary Dashboard Policy

Bridge Domains VRFs EPGs

EPG Name EPG Alias = Class ID Scope

HUWFRP , ACIRMIEMERNMEHBF[IERZEFE , L3Out EPGERMT :



. 172.16.1.0/24 B % B4 L30OUT-EPG.

. 172.16.2.0/24 B 5 B4 L30UT-EPG2,

. 172.16.0.0/16 BE % B4 L3OUT-EPG(LA i 172.16.3.0/24F &)
EE R, RRESESROT -

. L3OUT-EPGH F#8172.16.1.0/24F1172.16.0.0/16 9 EiE 19 A T ZPEPGIN B F4HE,
. L3OUT-EPG2H F#8172.16.2.0/249&8 B B TS\ BEPGHIANZEF4B .
YR FEXREELS

bdsol - aci 32-1 eaf 3# vsh -c 'show system internal policy-mgr prefix' | egrep "Prod|==|addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF- Nane Addr
Cl ass Shared Renpte Conplete

2097154 35 0x23 Up Prod: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Prod: VRF1
172.16.1.0/24 32772 True True Fal se
2097154 35 0x23 Up Prod: VRF1
172.16.0.0/ 16 32772 True True Fal se
2097154 35 0x23 Up Prod: VRF1
172.16.2.0/24 32773 True True Fal se

172.16.2.0/24 3 B #&pcTag 32773(L3OUT-EPG2),172.16.0.0/16 0 Bl 4432772(L3OUT-EPG),
HEFRS |, 172.16.1.0241% B BTLERH , RA/M6EBR D BRI —EEPG,

EHEREBTRNESHNEAREMLIOUFHN FEHEE , ZEL30ut EPGEEER., T—RBRHI#
REAE KA EE Z EL30ut EPGEL A H.

$HI3b: EEF RSN N Z{EL30ut EPG
WHRAEUTHE

- ICMP&#IZ LFFICMP,

- HTTP&#I 8 foFFtep B BRI880,

- EPG1(pcTag 32770)12 #L30UT-EPG(pcTag 32772)E FAKIHTTP &4,
- EPG2(pcTag 32771)R#L30UT-EPG2(pcTag 32773)EAKICMPE#,

#E F BA £ Rl A AE R policymgr= 8

. L3OUT-EPGH #172.16.1.0/24FE AFFHTTPEIEPG1
- L3OUT-EPG271#9172.16.2.0/24 /& 2 FFICMPZIEPG2

policy-mgr prefix and zoning-rules:

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-l1d Table-State VRF-Nane Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Prod: VRF1
0.0.0.0/0 15 True True Fal se
2097154 35 0x23 Up Prod: VRF1



172.16.1.0/ 24
2097154 35
172.16.0.0/ 16
2097154 35
172.16.2.0/ 24

32
0x
32
0x
32

772 True
23
772 True
23
773 True

True

Up

True

Up

True

Fal se
Pr od: VRF1
Fal se
Pr od: VRF1
Fal se

bdsol - aci 32-| eaf 3# show zoning-rule scope 2097154

R - - S T R R S T pepp—— +-
_____________________ +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane | Action |
Priority |

R - - S T R R S T pepp—— +-
_____________________ +

| 4326 | 0 | 0 | inplicit | uni -dir | enabled | 2097154 | | deny, |l og |
any_any_any(21) |

| 4335 | 0 | 16387 | inmplicit | uni -dir | enabled | 2097154 | | permt |
any_dest _any( 16) |

| 4334 | 0 | 0 | inplarp | uni -dir | enabled | 2097154 | | permt |
any_any _filter(17) |

| 4333 | 0 | 15 | inplicit | uni -dir | enabled | 2097154 | | deny, |l og |
any_vrf_any_deny(22) |

| 4332 | 0 | 16386 | inplicit | uni -dir | enabled | 2097154 | | permt |
any_dest _any( 16) |

| 4342 | 32771 | 32773 | 5 | uni-dir-ignore | enabled | 2097154 | ICW | permt |
fully_qual (7) |

| 4343 | 32773 | 32771 | 5 | bi -dir | enabled | 2097154 | 1CWP | permt |
fully_qual (7) |

| 4340 | 32770 | 32772 | 38 | uni -dir | enabled | 2097154 | HTTP | permt |
fully_qual (7) |

| 4338 | 32772 | 32770 | 37 | uni -dir | enabled | 2097154 | HTTP | permt |
fully_qual (7) |

R - - S T R R S T pepp—— +-
_____________________ +

fEATriageRBERIER — KR AFHOR

YR SNERHEEE E/9172.16.2. 1FIEPG2FR #9192.168.3.1 2 BIMIICMP3 , A S AfTriage & 4 47
e EEEBERT , EHEXBH103M104 LR ETriage , RARETREEARFFE B -

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.3.1

fTriage Status:
“apicld": 1", "i
Starting ftriage

Log file name for
2019-10- 02 22: 30:
-dip 192.168.3.1

2019-10-02 22: 31:
and default usern
2019-10-02 22: 32:
I ngress: Ethl/12

2019-10-02 22: 32:
2019-10-02 22: 32:
2019-10-02 22: 32:
2551

2019-10-02 22: 32:
2019-10-02 22: 32:

| osses snapshot for LC nodul e:

2019-10-02 22: 32:
i d: 4343 scope: 34

{"dbgFtriage":

{"attributes":

d*: "0"}}}

the current run is:
41,874 | NFO
28,868 | NFO ftriage: nmai n:
ane: api c#fall back\\adm n
15,076 | NFO ftriage: nmai n:
(Pol) Egress: Ethl1l/12 (Pol) Vnid:
15, 295 I NFO ftriage: nmai n:
17,839 | NFO ftriage: nmai n:
20,583 | NFO ftriage: nmai n:
20,584 | NFO ftriage: nmai n:
20,693 | NFO ftriage: pktrec:

1

38,933 | NFO ftriage: Nnxos:
filter:5

{"operState":

"I nProgress", "pid": "14454",

ftlog_2019-10-02-22-30-41-871.txt
/controller/bin/ftriage route -ii

LEAF: 103,104 -sip 172.16.2.1
1165 Invoking ftriage with default password

839 L3 packet Seen on bdsol -aci 32-1eaf 3
11365
242
271
294

i ngress encap string vlan-2551
Bui | di ng ingress BD(s), Ctx
I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-

301
490

Ingress Ctx: Prod: VRF1
bdsol -aci 32-1eaf 3: Col |l ecting transient

1404 bdsol -aci 32-1eaf 3: nxos matching rule



2019-10- 02 22:32:39,931 I NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502

2019-10- 02 22:32:39,933 I NFO ftriage: mai n: 313 Buil di ng egress BD(s), Cix

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1

2019-10- 02 22:32:41,796 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD2

2019-10- 02 22:32:48,636 | NFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.3.1
2019-10- 02 22:32:48,637 | NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
2019-10-02 22:32:51, 257 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
2019-10- 02 22:32:54,129 I NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
egr if(Pol)

2019-10-02 22:32:55, 348 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:

DMAC( 00: 22: BD: F8: 19: FF) same as RMAC(00: 22: BD: F8: 19: FF)

2019-10- 02 22:32:55,349 I NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
rout ed/ bounced i n SUG

2019-10- 02 22:32:55,596 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IPis present in
SUG L3 tbl

2019-10- 02 22:32:55,896 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11365 in
SUG sane as EP segi d: 11365

2019-10- 02 22:33: 02,150 I NFO ftriage: mai n: 961 Packet is Exiting fabric with peer-

devi ce: bdsol -aci 32-n3k-3 and peer-port: Ethernetl/16

FTriagef@52#L30UT_EPG2ZIEPGHIICMPIR BIFF & R B9 2 EIFER Al

2019-10- 02 22:32:38,933 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4343 scope: 34 filter:5

{2 FifTriage iy MBI PR R R — KT AFFHR

HRRIFEE172.16.1.1(L3OUT-EPG) B B #9#£ 5192.168.3.1(EPG2)ICMPHR & , TEHF BI#AE,

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.1.1 -dip 192.168.3.1

fTriage Status: {"dbgFtriage": {"attributes": {"operState": "InProgress", "pid": "15139",
"apicld": "1", "id": "0"}}}

Starting ftriage

Log file name for the current run is: ftlog_2019-10-02-22-39-15-050.t xt

2019-10-02 22:39: 15,056 | NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.1.1
-dip 192.168.3.1
2019-10- 02 22:40: 03,523 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password

and default usernane: apic#fall back\\adm n

2019-10- 02 22:40: 43, 338 ERROR ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd
dr opped, checking drop reason

2019-10- 02 22:40: 43, 339 ERROR ftriage: unicast:234 bdsol-aci32-1eaf3: L3 packet getting fwd
dr opped, checking drop reason

SECURI TY_GROUP_DENY condition setcast: 236 bdsol-aci32-1eaf3: Drop reason -
SECURI TY_GROUP_DENY condition set

2019- 10- 02 22:40: 43, 340 I NFO ftriage: unicast:252 bdsol-aci32-1eaf3: policy drop flow
scl ass: 32772 dcl ass: 32771 sg_|l abel : 34 proto: 1

2019- 10- 02 22:40: 43, 340 I NFO ftriage: main: 681 : Ftriage Conpleted with hunch: None
fTriage Status: {"dbgFtriage": {"attributes": {"operState": "Idle", "pid": "0", "apicld": "0",
"id": "0"}}}

P EERERSERSECURITY_GROUP_DENY ( RKEEE ) FR#KEZE , ¥ HiRENRpcTagh
32772 , BfEpcTag#32771, RBHDEERAREHIER  SLXEPCGZREBARERE

bdsol - aci 32-| eaf 3# show zoning-rule scope 2097154 src-epg 32772 dst-epg 32771

| Rule ID| SrceEPG| DstEPG| FilterID| Dir | operSt | Scope | Name | Action | Priority |



Pl 4B EPESEFEMLIOUs

LR BIEZEELEIFI3 ( L3OutFML3Out EPGEZ ) L , {EMEL30ut EPG LE R &
0.0.0.0/0,

BHNEREWNT :

. ICMP1&# A FFICMP,

- ICMP2&# A FFICMP,

. EPG1(pcTag 32770)124tL30UT-EPG(pcTag 32772)fE A 5 ICMP1 &4,
- EPG2(pcTag 32771)12#£L30UT-EPG2(pcTag 32773)EAKICMP24 %5,

EABERBESHAZFENERT , KEETURERERLBES  EE)AMEFERERTER
RFFRER. EXEHP , —EEHREERFFICMPT, % — 1B E B R HICMP2,

BEER—VRFHEA T'0.0.0.0/0MX , B policy-mgrFERPREXRT T —EFH :

bdsol - aci 32-1 eaf 3# vsh -c ' show system internal policy-mgr prefix ' | egrep "Prod|==|Addr"
Vrf-Vni VRF-1d Table-Id Table-State VRF Nane Addr
Cl ass Shared Renote Conpl ete

2097154 35 0x23 Up Prod: VRF1
THEFEETMERE. RELEANSHOEE  FHPOT .
1. ICMP2JE 2 55172.16.2.1(L3OUT-EPG2)%192.168.3.1(EPG2)
2. NEEAFF172.16.2.1(L3OUT-EPG2)%1192.168.1.1(EPG1) , K BEPG1HML30UT-EPG22 &%
BEH
£ FfTriage Ay BB BE BT — SHME SLRFROIM

fERICMPHRE#172.16.2.1(L3BOUT-EPG2)E|192.168.3.1(EPG2 — pcTag 32771)i&47fTriage.

Starting ftriage
Log file name for the current run is: ftlog 2019-10-02-23-11-14-298.txt

2019-10- 02 23:11: 14,302 I NFO /controller/bin/ftriage route -ii LEAF:103,104 -sip 172.16.2.1
-dip 192.168.3.1

2019-10- 02 23:12: 00,887 I NFO ftriage: mai n: 1165 I nvoking ftriage with default password
and default usernane: apic#fall back\\adm n

2019- 10- 02 23:12: 44,565 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol -aci 32-1eaf 3
Ingress: Ethl/12 (Pol) Egress: Ethl/12 (Pol) Vnid: 11365

2019-10- 02 23:12: 44,782 I NFO ftriage: mai n: 242 ingress encap string vlan-2551

2019-10- 02 23:12:47,260 | NFO ftriage: mai n: 271 Building ingress BD(s), Ctx

2019-10- 02 23:12:50, 041 I NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out-BGP: vl an-
2551

2019-10- 02 23:12:50,042 I NFO ftriage: mai n: 301 I ngress Cix: Prod: VRF1

2019-10- 02 23:12:50, 151 I NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
| osses snapshot for LC nodule: 1

2019-10- 02 23:13: 08,595 I NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
id: 4336 scope: 34 filter:5
2019-10- 02 23:13:09, 608 | NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2502

2019-10- 02 23:13:09, 609 I NFO ftriage: mai n: 313 Building egress BD(s), Cix



2019- 10-02
2019- 10-02
2019- 10-02
2019- 10-02
2019- 10-02
2019- 10-02
egr if(Pol)
2019-10- 02 23:
DMAC( 00: 22: BD:
2019-10- 02 23:

23:
23:
23:
23:
23:
23:

13:
13:
13:
13:
13:
13:

13:
F8:
13:

11, 449
11, 449
18, 383
18, 384
21,078
23,926

25, 216
19: FF)
25, 217

rout ed/ bounced i n SUG

2019-10-02 23:13:

SUG L3 thl

2019-10-02 23:13:

25, 465

25, 757

I NFO
I NFO
I NFO
I NFO
I NFO
I NFO

I NFO
sane
I NFO
I NFO

I NFO

SUG sane as EP segi d: 11365
2019-10-02 23:13:32,235 I NFO

devi ce:

bdsol - aci 32- n3k-3 and peer-port:

ftri
ftri
ftri
ftri
ftri
ftri

age:
age:
age:
age:
age:
age:

uni
uni

ftriage:

as RVAC(00: 22: BD:
ftriage:
ftriage:

ftriage:

ftriage:

2 BFER AI4336 25 ( WMFEHIRY ) BEifi.

fEAfTriagey M BLEE FEMA TR — R ARTHIR

331
332
933
973
1202
657

mai n:
mai n:
mai n:
cast:
cast:
m sc:

m sc: 657
F8: 19: FF)
m sc: 659
m sc: 657

m sc: 657

mai n: 961

Et hernet 1/ 16

Egress Ctx Prod: VRF1

Egress BD(s):
bdsol - aci 32-1 eaf 3:
bdsol - aci 32-1 eaf 3:
bdsol - aci 32-1 eaf 3:
bdsol - aci 32-1 eaf 3:
bdsol - aci 32-1 eaf 3:
bdsol - aci 32-1 eaf 3:
bdsol - aci 32-1 eaf 3:

Packet is Exiting

Pr od:
SIP 172.16.2.1 D P

BD2

192.168.3.1

<- is ingress node
Dst EP is |ocal

EP i f(Pol) sane as

L3 packet getting
Dst IP is present

RWseg_id: 11365 in

fabric with peer-

EFAICMP##£172.16.2.1(L30OUT-EPG2)%1192.168.1.1(EPG1 — pcTag 32770)i&1TfTriage:

adm n@pi cl: ~> ftriage route -ii LEAF:103,104 -sip 172.16.2.1 -dip 192.168.1.1

fTriage Status:
"apicld': "1",
Starting ftriage

Log file name for the current

"id":

{"dbgFtriage":
"0"}}}

2019-10- 02 23:53:03,482 | NFO

-dip 192.168.1.1

2019-10- 02 23:53:50,014 I NFO

and defaul t

2019-10- 02 23: 54:

I ngress: Ethl/12

2019-10- 02 23: 54:
2019-10- 02 23: 54:
2019-10- 02 23: 54:

2551

2019- 10- 02 23: 54:
2019- 10- 02 23: 54:
| osses snapshot for
55:

2019-10- 02 23:
id:4341 scope:
2019-10- 02 23:
2019-10- 02 23:
2019-10- 02 23:
2019-10- 02 23:
2019-10- 02 23:
2019-10- 02 23:
2019-10- 02 23:
2019-10- 02 23:
egr if(Pol)

2019-10- 02 23:
DMAC( 00: 22: BD:
2019-10- 02 23:

34

user nane:

55:
55:
55:
55:
55:
55:
55:
55:

55:
F8:
55:

rout ed/ bounced i n SUG

2019-10- 02 23:55:

SUG L3 thl

2019-10- 02 23:55:

{"attributes":

run is:

{"operState":

"I nProgress",

ftlog_2019-10- 02- 23-53-03-478. t xt
/controller/bin/ftriage route -ii

"pid":

"31500",

in

LEAF: 103,104 -sip 172.16.2.1

d

in

ftriage: mai n: 1165 I nvoking ftriage with default passwor
api c#f al | back\\ adm n
39,199 | NFO ftriage: mai n: 839 L3 packet Seen on bdsol - aci 32-1eaf 3
(Pol) Egress: Ethl/12 (Pol) Vnid: 11364
39,417 | NFO ftriage: mai n: 242 ingress encap string vlan-2551
41, 962 | NFO ftriage: mai n: 271  Building ingress BD(s), Cx
44,765 | NFO ftriage: mai n: 294 I ngress BD(s) Prod: VRF1: | 3out - BGP: vl an-
44,766 | NFO ftriage: mai n: 301 I ngress Ctx: Prod: VRF1
44,875 | NFO ftriage: pktrec: 490 bdsol -aci 32-1eaf3: Collecting transient
LC nodule: 1

02, 905 | NFO ftriage: nxos: 1404 bdsol - aci 32-1eaf 3: nxos matching rule
filter:5
04, 525 | NFO ftriage: mai n: 522 Conput ed egress encap string vl an-2501
04,526 | NFO ftriage: mai n: 313 Buil di ng egress BD(s), Ctx
06, 390 | NFO ftriage: mai n: 331 Egress Ctx Prod: VRF1
06, 390 | NFO ftriage: mai n: 332 Egress BD(s): Prod: BD1
13,571 INFO ftriage: main: 933 SIP 172.16.2.1 DIP 192.168.1.1
13,572 I NFO ftriage: unicast:973 bdsol-aci32-leaf3: <- is ingress node
16, 159 | NFO ftriage: unicast:1202 bdsol -aci 32-1eaf3: Dst EP is |ocal
18,949 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: EP if(Pol) sane as
20, 126 | NFO ftriage: m sc: 657 bdsol -aci 32-1 eaf 3:
19: FF) sanme as RMAC(00: 22: BD: F8: 19: FF)
20,126 | NFO ftriage: m sc: 659 bdsol -aci 32-1eaf 3: L3 packet getting
20,395 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: Dst IP is present
20, 687 | NFO ftriage: m sc: 657 bdsol -aci 32-1eaf3: RWseg_id: 11364 in



SUG sane as EP segi d: 11364
2019-10- 02 23:55: 26,982 I NFO
devi ce:

mai n: 961 Packet
Et hernet 1/ 16

ftriage:
bdsol - aci 32- n3k-3 and peer-port:

DEER A3 AFE (B ) iR, BEXED T EERUBRRRR,
RR R EM® — zoning-rules
B #E2EREEE N S BERAMT

- T — REHE D B R AI9T4336 ( ICMP2E#Y ) o
- B — Ran o BIFER RI9T4341 (ICMP1E#Y ) o

[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom -
_______________ +

| Rule ID| SrceEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane
Priority |

[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom -
_______________ +

| 4326 | 0 | 0 | inplicit | uni-dir | enabled | 2097154
any_any_any(21) |

| 4335 | 0 | 16387 | inplicit | uni-dir | enabled | 2097154

any_dest _any(16) |

| 4334 | 0 | 0 | inplarp | uni-dir | enabled | 2097154
any_any_filter(17) |

| 4333 | 0 | 15 | inplicit | uni-dir | enabled | 2097154
any_vrf_any_deny(22) |

| 4332 | 0 | 16386 | inplicit | uni-dir | enabled | 2097154

any_dest _any(16) |

| 4339 | 32770 | 15 | 5 | uni-dir | enabled | 2097154 | | CWP2
fully_qual (7)

| 4341 | 49153 | 32770 | 5 | uni-dir | enabled | 2097154 | | CWP2
fully_qual (7)

| 4337 | 32771 | 15 | 5 | uni-dir | enabled | 2097154 | | CwP1
fully_qual (7)

| 4336 | 49153 | 32771 | 5 | uni-dir | enabled | 2097154 | | CwP1
fully_qual (7)

[ SR Fomm e m - - Fomm e e - - - [ SR, Fomm e o Fomm e o Fomm e o Hom -
_______________ +

B #B R 4 H49153/src pcTag. ERVRFMIpcTag. ERFEUIFRERE -

AR VRFMIpcTag

Action

is Exiting fabric with peer-



dsee APIC @C oo
Al Tl
Cisco
ySLe Tenants Fabr Virtual Networking a ViCE Ackr perat
ALL TENANTS | AddTenant | T _ | common Prod | RD-BGF | DC | RD-L2
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Bridge Domains PG L30ut xternal Networks ( )
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= VRF Name VRF Allas Class ID Segment ID Scope

#$0.0.0.0/0F B HEL3Out— A , FBRLELUTER

.- AEBEPGH0.0.0.0/089L30ut EPGHY &4 B #ZpcTag 15,
. ££0.0.0.0/089L30ut EPGEIACI A ZBEPGHY 7 BG4 VRF (49153) 8 JBpcTag.
contract_parserfE TSI 7 2 EIFE R Al py B8 A2 4R

bdsol - aci 32-| eaf 3# contract_parser.py --vrf Prod:VRF1l

Key:

[prio:Ruleld] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-I4]
[flags][contract:{str}] [hit=count]

[7:4339] [vrf:Prod: VRF1] permt ip icnp tn-Prod/ap-App/epg- EPGL(32770) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CWvP2] [hit=0]

[7:4337] [vrf:Prod: VRF1] permt ip icnp tn-Prod/ap-App/epg- EPG(32771) pfx-0.0.0.0/0(15)
[contract:uni/tn-Prod/brc-1CWP] [ hit=0]

[7:4341] [vrf:Prod: VRF1l] permt ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap- App/ epg- EPGL(32770)
[contract:uni/tn-Prod/brc-1CWVP2] [hit=270]

[7:4336] [vrf:Prod: VRF1l] permt ip icnp tn-Prod/vrf-VRF1(49153) tn-Prod/ap- App/ epg- EPQ2(32771)
[contract:uni/tn-Prod/brc-1CWP] [ hit=0]

fEFHELAM Assistantf® A 52 & ¥-2 £ AMpcTag

ELAMBIERERRMH T 5 — B A RN R /YR B FpcTag.

LTEEBERERT ®pcTagBlpcTagiy R E32771ELAM#E49153,

AR #tsrcBldsttIELAMBYEE fE327712 K 1849153



Forward Result

Dest n Tyr T
Dest L al Port
Destination Physical Port eth1/12
Sent to SUP/CPU instead no
SUP Redirect Reason (SUP code) MNOMNE
Contract
Destination EPG pcTag (dclass) 32771 (Prod:App:EPG2)
Source EPG pcTag (sclass) 49153 (Prod VRF1:130ut-BGP:vlan-2551)

e

EVRFH | AAFHHEREE0.0.0.0/0MEAER , B AR TR ZEL30utE SRR N E A
Z T RN EAEELOUN S, EFREERGET BN TR.

3 AL30ut
£

ARE G SR AN AE X A L3Outfil B B B S ETHEDERR, M58 "HAL30ut, REUTER
: L30utfu R —EVRFH |, BEL3OUtE SN AZEPG R S —EVRFA, A AL3Outsk
, BB RNSPEACIZT B P 1T,

FEFERANBABRERKBHEHFRNFRET. AREF  F2REAEN 'ReR8K, —F
o HRZ2ER , AEERTBHAMNBNBEBFTES R, F2H "HHER, —FhH "8
ML3Outs —E&f,

REER AT AEER RO,
L AL3Outf#E



BGP AS 65001

Leafl
Server Leaf

Leaf2 RID
10.0.0.2

Leaf3 RID Leafd RID
10.0.0.3 10.0.0.4

Internal EPG - VRF2
192.168.1.0/24

L30ut - VRF1
172.16.20.1/32

EERE L, HEEEFUTEE S EEHKAL3OUIER T :

- L3OutF R EBRER "HAMBEH TE, B8 , UESINPERERFEREVRF, BE)

i#$E TAggregate Shared, (REHA )BEHE , LRREEEN FREAERBNFIEA,

- HEER THRAZ2EA TR SEERELOUtFHE , LREEBIL3OutETEARMBENE

é%mﬁo

- AEBDFHLARES "EVRFZEHRAL M TAENSES,) |, SMEASBVRFHEBD FHAE

'F_

TRAKRTIETES.
MAEHALIOUt ATEPGHIASMEPGZBEE "#HF ) I "2, BEEHN,
B REAN B A EACIF B E MBE B RIS H.

HAML3Out TE — BB H
A B ELATE NS B2 B S\ E0R% B A B SRR RS A B 1

SR ERRA S IR H

A}

THRERILOSPFE AN AR H

| eaf 103# show ip route 172.16.20.1/32 vrf Prod:Vrfl
IP Route Table for VRF "Prod: Vrf1l"
"*' denotes best ucast next-hop

ok okt

denot es best ntast next-hop

"[x/y]" denotes [preference/netric]

"% i

n via output denotes VRF



172. 16. 20. 1/ 32, ubest/nbest: 1/0
*via 10.10.34.3, vlan347, [110/20], 03:59:59, ospf-default, type-2

BTR, X AERAEABGP, ARERT , FENKBAEEEAZBGPH,
B STHE L HNBGPRR R

& A BN ABGP VPNv4 Address-familyd | 3t BB B A 2 M ERBER IR A, route-
target® H A EBVRF B H ¥ 1 FF Ei R RN E AR VRFE AWBGPER 1.

TR, WEHBL LR /AEBVRFEE H A& B R

| eaf 103# show bgp process vrf Prod:Vrfl
I nformation regarding configured VRFs:

BGP Information for VRF Prod: Vrf

VRF Type . System

VRF |Id . 85

VRF state o UP

VRF confi gured . yes

VRF ref count 1

VRF VNI D . 2392068
Router-1D : 10.0.0.3
Configured Router-1D : 10.0.0.3
Confed-1D ;0
Cluster-1D 0.0.0.0

Ml TE Cluster-1D 0.0.0.0

No. of configured peers 1

No. of pending config peers 0

No. of established peers 0

VRF RD : 101: 2392068
VRF EVPN RD : 101: 2392068

Wait for | GP convergence is not configured
Export RT list:
65001: 2392068
Import RT list:
65001: 2392068
Label node: per-prefix

FEANEHET  RAIBVRFE S EIVPNvAREA R R EBE U R B8 B B 4£65001:2392068,
BETR , BEbgpik& :

| eaf 103# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrfl
BGP routing table information for VRF Prod: Vrfl, address famly |Pv4 Unicast
BGP routing table entry for 172.16.20.1/32, version 30 dest ptr Oxa6f25ad0
Pat hs: (2 avail able, best #1)
Fl ags: (0x80c0002 00000000) on xmt-list, is not in urib, exported

vpn: version 17206, (0x100002) on xmt-1list
Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: redist 0x408 Ox1 ref O adv path ref 2, path is valid, is best path



AS- Path: NONE, path locally originated
0.0.0.0 (nmetric 0) from0.0.0.0 (10.0.0.3)
Oigin inconplete, MED 20, |ocal pref 100, weight 32768
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110

VRF advertise information:
Path-id 1 not advertised to any peer

VPN AF advertise information:
Path-id 1 advertised to peers:

10. 0. 64. 64 10.0.72. 66
Path-id 2 not advertised to any peer

FEMNHHET , REEFERNEBEBEE, A#EA "show bgp vpnv4 unicast 172.16.20.1 vrf
overlay-11 S ERFEVPNVARE R,

fARERHE LRE

HRAHEPCGREEZERZEBLASTHNME , EAAKKHEBER (MLAR ) EARSVRF, AILRE
REBVRFHIBGPETE ABRFEIE — &

| eaf 101# show bgp process vrf Prod:Vrf2
I nformation regarding configured VRFs:

BGP I nformation for VRF Prod: Vrf

VRF Type : System

VRF | d : 54

VRF state  UP

VRF confi gured :yes

VRF ref count 0

VRF VNI D © 2916352
Router-1D :192.168.1.1
Configured Router-1D : 0.0.0.0
Confed-1D 0
Cluster-1D 0.0.0.0

MSI TE Cluster-1D 0.0.0.0

No. of configured peers 0

No. of pending config peers 0

No. of established peers 0

VRF RD : 102: 2916352
VRF EVPN RD : 102: 2916352

Wait for | GP convergence is not configured
I mport route-map 2916352- shared-svc- | eak
Export RT list:

65001: 2916352
Import RT list:

65001: 2392068

65001: 2916352

TEEHETR T EABASBVRFEHNEHABRNASVRF, 5 E5IAT TEARBHR,
o BEAMBHMIFEXMLIOUTHA "HAKBEH TH ERERNREFTE.

AURERAHRAR , MBRRETSNBFE



| eaf 101# show route-map 2916352-shared-svc-leak
rout e- map 2916352-shar ed-svc-1 eak, deny, sequence 1
Mat ch cl auses:
pervasive: 2
Set cl auses:
rout e- map 2916352-shared-svc-1eak, pernit, sequence 2
Mat ch cl auses:
extcommunity (extconmunity-list filter): 2916352-shared-svc-| eak
Set cl auses:
rout e-map 2916352-shared-svc-1eak, pernit, sequence 1000
Mat ch cl auses:
ip address prefix-lists: |Pv4-2392068-16387-5511-2916352-shar ed-svc-1 eak
i pv6 address prefix-lists: |Pv6-deny-al
Set cl auses:
a- |l eaf 101# show ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-Ieak
ip prefix-list |Pv4-2392068-16387-5511-2916352-shared-svc-1eak: 1 entries
seq 1 permt 172.16.20.1/32

TENEHETR T 2 EEAN TR EARBHHIR,
RRREAEREXRARTEBGPRY , URERELREERARY,
AARERFRE LHIBGPk :

| eaf 101# show bgp ipv4 unicast 172.16.20.1/32 vrf Prod:Vrf2

BGP routing table information for VRF Prod: Vrf2, address famly |Pv4 Unicast

BGP routing table entry for 172.16.20.1/32, version 3 dest ptr Oxa763addO

Pat hs: (2 avail able, best #1)

Fl ags: (0x08001a 00000000) on xmit-list, is in urib, is best urib route, is in HW
vpn: version 10987, (0x100002) on xmt-1list

Mul ti pat h: eBGP i BGP

Advertised path-id 1, VPN AF advertised path-id 1
Path type: internal 0xc0000018 0x40 ref 56506 adv path ref 2, path is valid, is best path
Imported from 10. 0. 72.64:5:172. 16. 20. 1/ 32
AS- Path: NONE, path sourced internal to AS
10.0.72.64 (netric 3) from 10.0. 64. 64 (192.168. 1. 102)
Oigin inconplete, MED 20, |ocal pref 100, weight O
Recei ved | abel 0
Received path-id 1
Ext communi ty:
RT: 65001: 2392068
VNI D: 2392068
COST: pre- best pat h: 162: 110
Oiginator: 10.0.72.64 Cluster list: 192.168.1.102

Z IR E A B AEBVRF BGP&R Y |, W E AR H B R,
AR R RAEEH

| eaf 101# vsh -c "show ip route 172.16.20.1/32 detail vrf Prod:Vrf2"
I P Route Table for VRF "Prod: Vrf2"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]' denotes [preference/netric]

"% in via output denotes VRF

172.16. 20. 1/ 32, ubest/nbest: 2/0



*via 10.0.72. 64%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN
client-specific data: 548
recursive next hop: 10.0.72.64/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rw vnid: 0x248004
table-id: 0x36 rwnmac: O
*via 10.0.72.67%verl ay-1, [200/20], 01:00:51, bgp-65001, internal, tag 65001 (npls-vpn)
MPLS[ 0] : Label =0 E=0 TTL=0 S=0 (VPN
client-specific data: 54a
recursive next hop: 10.0.72.67/32%verl ay-1
extended route information: BGP origin AS 65001 BGP peer AS 65001 rwvnid: 0x248004
table-id: 0x36 rwnmac: O

FiRe HEASER Tvsh -cu P HEE "details B, Mdetails EFBJEEEVXLAN VNID, E
E A EVRFRIVXLAN VNID, EBLIEWZIEFIVNIDHNERTERER , ©AEENSVRFHHH
BEEREK,

rw-vnidE A +RENMFIRT , Bt ERA T ECFIF XA EH2392068VRF VNID, /A Mshow
system internal epm vrf all; S HEMVRF £E E#Y| grep 2392068', A LA A'moquery -¢ fvCtx
-f 'fv.Ctx.seg="2392068""ir S ¥HAPIC==1T 2 H 4 E S,

T—REYNIPtEISEBL PTEP , ™ "%overlay-1; R T —BENEHEHEERVRFA,

HAML3Out T — B A EREH
SERESE — 8  SAIBD TR ALIOUTBE AN TR THIFERE -

. BDF# ( ASPVRF ) (EATFRERALTHEEBL ( AASVRF ) L, WFREKRAIEERZEPGH
L30utz & BRI E R,
. EBDF#LEERET "Advertised External, EER , BREKHEET 2 EINTHES,

WERBL E HBDIFAREIR H

| eaf 103# vsh -c "show ip route 192.168.1.0 detail vrf Prod:Vrfl"
I P Route Table for VRF "Prod: Vrfl"

"*' denotes best ucast next-hop

"**' denotes best ntast next-hop

"[x/y]"' denotes [preference/netric]

"% in via output denotes VRF

192.168. 1. 0/ 24, ubest/nbest: 1/0, attached, direct, pervasive
*via 10.0.120. 34%verlay-1, [1/0], 00:55:27, static, tag 4294967292
recursive next hop: 10.0.120. 34/ 32%verl ay-1
vrf crossing information: VN D: 0x2c8000 Cl assld: 0 Fl ush#: 0

AR, ELiRmEd  ATBVRFWVNIDERERERE. T —BkthERE Bproxy-v4-anycastithiit,
DERABARERE "EBHES . FrPERNWMEEREBERENPETES,

MRAEBDFHERES "HINRBES, | RSEEHN DRI RNHEPGEREA S HEFRHFEL3O0UHY
SEBIHTE o

HAML30Out EBERR B | — BHNRBR B RIR



A REANFHVRFFEEZEL3OuUt , I BAFPEPGIEERLIOUIZWEER , EAMFEEARER "4
ﬁ.lgIEL‘??):ESO

"RAKA WER
REETE
AR 2R RN

“Aggregate Shared”

Receives 10.0.0.0/8 and
172.16.20.0.0/24 @
0.0.0,9
0/0 4
Qgregate S.ha
Inadvertently imports 10.0.0.0/8
o2 from both L30uts due to
6.2V Ccir
‘\7'2- A oute
Receives 10.0.0.0/8 and red RO
172.16.21.0.0/24

BER% "HARBEGTHE EREARNFEEENBCGPEAMSEVRFRFIER, MR
VRF1HH —EL3OutER "HAMmEH 7. N8 , RIEVRF1AL3OUt £ A A B2tk 2 A
B B 42 5 - 48 P B /Y B2 B R AS BB A ZIVRF2,

LR ATREEREANRE. MRAMEPGEBINMEELIOUt EPGZEREEHN , MIEGHLER
BER,
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