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Connector Name:

Cluster Interface:

Associated Network:

Bridge Domain:

consumer

consumer iy

Bridge Domain

Service-BD1 2

Preferred Contract Group:
Permit Logging:
L3 Destination (VIP):

Exclude
O
|
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Folders and Parameters

Features i
5 Basic Parameters All Paramaeters
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BEVIANDEEERBRETHAVREREHRNE L, EREELEHHCLILER "show vian
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Podl- Leaf 1# show endpoint vrf Prod:VRF1l

Legend:

s - arp H- vtep V - vpc-attached p - peer-aged

R - peer-attached-rl B - bounce S - static M - span

D - bounce-to-proxy O - peer-attached a - |local -aged m - svc-ngr

L - local E - shared-service

L e D LT R LT R LTSI Fommm

-+

VLAN/ Encap MAC Addr ess MAC | nf o/ Interface
Donai n VLAN | P Addr ess IP Info

L e D LT R LT R LTSI Fommm

-+

53 vl an- 1000 0050. 56af . 3c60 LV

pol

Prod: VRF1 vl an- 1000 192.168. 101. 100 LV

pol

59 vl an-1102 0050. 56af . 1c44 LV

pol

Prod: VRF1 vl an-1102 192.168. 102. 100 LV

pol
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2: Policy applied (PBR)

Src Class: Web Spine proxy
Dest Class: App

Src 1P 192.168.21.11

Src MAC: Web

Dest IP: 192.168.22.11

Dest MAC: FW-MAC1

Segment ID: Service-BD1

4

3: Traffic goes to

Traffic arrives

an the service leaf

192.168.21.254
MAC: Leaf MAC

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

192.168.101.254
MAC: Leaf MAC
Service-BD1

Internal EPG
Service-con

IP: 192.168.101.100
MAC: FW-MACT

Dest Class: App

&: Faolicy check

Src Class: Service-prov

7: Traffic goes 1o

the provider leaf
via spine

8: Traffic goes to the provider
Src IP: 182.168.21.11

Src MAC: leaf MAC

Dest IP: 192.168.22.11

Dest MAC: App

192.168.102.254
MAC: Leaf MAC
Service-BD2

Internal EPG
Service-prov

IP: 192.168.102.100
MAC: FW-MACZ

192.168.22.254
MAC: Leaf MAC

App-BD

Provider EPG
App

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1 \

All BDs are in same VRF

5: Traffic from the service node
Sre |P: 192.168.21.11
Src MAC: FW-MAC2

1: Traffic from
consumer
Src IP: 192.168.21.11

Src MAC: Web
Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

MIEE - HARMACKRE R AACIHEMAC , Filt , MRFEAHERIHFNPBRE AR —EBDH , 8
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7: Traffic goes to

the provider leaf
via spine

8: Traffic goes to the provider
Src IP: 192,168.22.11

Src MAC: Leaf MAC

Dest IP: 192.168.21.11

Dest MAC: Web

6: Policy check

| Src Class: Service-con
Dest Class: Web

3: Traffic goes to
Spine proxy

2: Policy applied (PBR)
Src Class: App

Dest Class: Web

Src IP: 192.168.22.11

Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: FW-MAC2
Segment ID: Service-BD2

4: Traffic arrives

192.168.21.254
MAC: Leaf MAC

Web-BD

Consumer EPG
Web ]
]

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

192.168.101.254
MAC: Leaf MAC

IP: 192.168.101.100
MAC: FW-MAC1

on the service leaf

192.168.102.254
MAC: Leaf MAC
Service-BD2

Internal EPG
Service-prov

IP: 192.168.102.100
MAC: FW-MAC2

192.168.22.254
MAC: Leaf MAC
App-BD

Provider EPG
App ==
—

IP: 192.168.22.11
MAC: App
Default GW: 192.168.22.254

VRF1

5: Traffic from the service node
Src IP: 192.168.22.11
Src MAC: FW-MAC1

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

All BDs are in same VYRF

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC
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8 LA R B 2 =X B8 R zoning-rule M contract_parser. BRMARE S EIERAUMNEHAERNR , 52
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M . ERRELNWEPGHBMRERERNRIT R, AEFHMWshowdm T FEREEREEEMNE
BAE&EPG, RHEXEPGHMEPGHRKE,
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Z

£/ show zoning-rule; W%

TERM "show zoning-rule &R 7 IR BB 2510 2 ZIFER A,

permit
Consumer EPG . A L Provider EPG
MVep e=n W N App -
[ ] ]
Class ID: 32772 Class ID: 32773
Source Destination Action
32772 32773 permit
32773 32772 permit

VRF{EAEIDAI £ Tenant > Networking > VRF, H# %/,

Pod1- Leaf 1# show zoning-rule scope 2752513

[ S Fomm e m oo - Fom e e oo - [ S, S [ S [ S S Fom o -
Ty +

| Rule ID| SrceEPG| DstEPG| FilterlD | Dir | operSt | Scope | Nane |
Action | Priority |

[ S Fomm e m oo - Fom e e oo - [ S, S [ S [ S S Fom o -
Ty +

| 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513 | web-to-app |
permt | fully_qual (7) |

| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | web-to-app |
permt | fully_qual (7) |

[ S Fomm e m oo - Fom e e oo - [ S, S [ S [ S S Fom o -

“B%HE?%I& ﬂ—:L_LHEi]'%E"%EE’JEPGﬁE%ﬁ%%MEEF’JﬁE%*ﬂ?ﬂ IMEPGZ B RE, TE
MTHH " show zoning-rule BWHER T REELBRN D ZERE, EARTHIF |, fEpcTag
32772(Web)ZElpcTag 32773(App) W REEEME| Mdestgrp-27. ( RBHHAEEER ) |, &
pcTag 32773(App)ElpcTag 32772(Web)HREEE M E| "destgrp-28. ( IRIEEI A IR IR

) o

G 345 ) 50 5 5 19 40 B A 2R R



Consumer EPG , , Provider EPG
Web G-y b > App
[ ]
Class ID: 32772 Class ID: 32773

Internal EPG
Service-con

Internal EPG
Service-prov

Class ID: 16386 Class ID: 49157

Source Destination Action

32772 32773 PBR to the consumer side of the service node
49157 32773 permit

32773 32772 PBR to the provider side of the service node
16386 32772 permit

Podl- Leaf 1# show zoning-rule scope 2752513

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o +
------- e

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nane |
Acti on | Priority |

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o +
------- e

| 4213 | 16386 | 32772 | 9 | uni -dir | enabled | 2752513 | |
permt | fully _qual (7) |

| 4249 | 49157 | 32773 | default | uni -dir | enabled | 2752513 | |
permt | src_dst_any(9) |

| 4237 | 32772 | 32773 | 8 | bi-dir | enabled | 2752513 | |
redir (destgrp-27) | fully _qual (7) |

| 4172 | 32773 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |
redir(destgrp-28) | fully _qual (7) |

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o +
------- e

£/ "show service redir infoy IR ALK EIZEB ZENBEEE-~.

Podl- Leaf 1# show service redir info

LEGEND

TL: Threshold(Low) | TH Threshold(H gh) | HP: HashProfile | HG HealthGp | BAC Backup-

Dest | TRA: Tracking | RES: Resiliency

Li st of Dest G oups



G pl D Nane destination HG nane BAC

oper St oper St Qual TL TH HP  TRAC RES

28 dest gr p- 28 dest-[192. 168. 102. 100] - [ vxl an- 2752513] Not attached N
enabl ed no- oper-grp 0 0 sym no no

27 dest gr p- 27 dest-[192. 168. 101. 100] - [ vxl an- 2752513] Not attached N
enabl ed no- oper-grp 0 0 sym no no

Li st of destinations

Name bdVni d vMac

vrf oper St oper St Qual HG name

dest-[192. 168. 102. 100] - [ vxl an- 2752513] vx| an- 16023499 00: 50: 56: AF: 1C: 44
Prod: VRF1 enabl ed no- oper - dest Not attached

dest-[192. 168. 101. 100] - [ vxl an- 2752513] vxl an- 16121792 00: 50: 56: AF: 3C: 60
Prod: VRF1 enabl ed no- oper - dest Not attached

ﬁ]iﬁ:‘%ﬂ’l‘giﬁﬂuE*HEi&ﬁﬁ?ﬁE‘l‘ , BREREHEMEEQRER  EREUTER , BAEH
=E RN

- BEFEHELAMZ S RBEHFATIRRN B BEEID, RTR , FREHBRNWEIDIUKREPGRAE K
# | mEEMIFLEVLAN,
- ENfEAA et AT IR M B R BID |, W EFAPBRERE , (BREREIEPBREFE: , FBEredir® ("
show service redir info )FREBZNIP, MACHIVRFEAE IER,
FEEREBERT , MRMAPBR , TS EAEEPCGH A RAUERNRFTIIRKEETE (E£HER
), ARG RMEEPCERRGTRIMBEHR (RitERw ) . At , EFERBARAT , EHELRHERS
MM TR ERERBEREA. EAFFILRE , FEMADirect ConnectiBIE, EARBEKE "H
R E =Bl EBoFRA,

contract_parserfy £ f

contract_parser L EiE M EBIER K BE, C-consumer 2 RISETEHHE E I , C-provider 2 RIS H
HH R AR,

Podl- Leaf 1# contract_parser.py --vrf Prod: VRF1

Key:

[prio:Ruleld] [vrf:{str}] action protocol src-epg [src-14] dst-epg [dst-I4]
[flags][contract:{str}] [hit=count]

[7:4213] [vrf:Prod: VRF1] pernmit ip tcp tn-Prod/ G Prod- ASAv- VMLct XxVRF1/ C- consuner (16386) eq 80
t n- Prod/ ap- appl/ epg- Web(32772) [contract: uni/tn-Prod/brc-web-to-app] [hit=0]
[7:4237] [vrf:Prod:VRF1] redir ip tcp tn-Prod/ ap-appl/ epg-Web(32772) tn-Prod/ ap-appl/epg-
App(32773) eq 80 [contract:uni/tn-Prod/brc-web-to-app] [hit=0]

destgrp-27 vrf:Prod: VRF1 ip:192.168. 101. 100 mac: 00: 50: 56: AF: 3C: 60
bd: uni / t n- Prod/ BD- Ser vi ce- BD1
[7:4172] [vrf:Prod:VRF1] redir ip tcp tn-Prod/ ap-appl/ epg-App(32773) eq 80 tn-Prod/ap-appl/ epg-
Web(32772) [contract:uni/tn-Prod/brc-web-to-app] [hit=0]

destgrp-28 vrf:Prod: VRF1 ip: 192. 168. 102. 100 mac: 00: 50: 56: AF: 1C: 44
bd: uni / t n- Prod/ BD- Ser vi ce- BD2
[9:4249] [vrf:Prod: VRF1] permt any tn-Prod/ G Prod-ASAv- VMLct XVRF1/ C- provi der (49157) tn-Prod/ ap-
appl/ epg- App(32773) [contract:uni/tn-Prod/brc-web-to-app] [hit=15]

HA R R Hl
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1. RBESNATH E HF#2R . HEURPIF , HEEEPG WebMRHEEPG AppfE & Fi5 %35k
BEFESH. App EPGHIVKR IR ZREHIGER LNVIPEBNERMARSR. ARHEBIIME
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NS ERREEFESH. App EPGHIK KR EE HIFHE R LA VIPRABIAY B AR
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3. R (VRFEEH ) : EARTREIH , HEEEPG WebMZHEEPG AppEEEh X & AR %5 B
FHEEH. EPG WebFMEPG Appuﬁ"\TﬂE’JVRFEPo M8 75 [ A PBREIRS A&, Bh A&
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1.5ESNATH B WIS H a8

PBRAINE B AE mPBRIEMPBR, E[@PBRHY—{EE AR FI 2T AR ith ik B (NAT)RY
EHTHRES, WREHFEHEI[HTENAT , IFFEPBR,
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TEHERIEEHEEEPG WebZ|12 ﬁEPGEﬁﬁWﬂEE%&H’J%Amz T —ERREEE
EPG WebH R EHEEHFHRBVIP, Z—ERRAH T HRIIRUEXEPCEATRNKRES.
HRABAREMKRZIVIP , Hit ﬂU%WPEE:J_F:ﬁ , RESZZEE HIGHEER ( T'FE'PBR ) . BESE
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3: Traffic goes to the 7: Traffic goes to the

service leaf via spine provider leaf via spine

8: Traffic goes to the provider

Src IP: 192.168.21.11
2: Policy check Src MAC: Leaf MAC
Src Clla:s: Web Dest IP: 192.168.22.11
Dest Class: Service-LB Dest MAC: App

6: Policy check

Src Class: Service-LB \
4: Traffic arrives on Dest Class: App
the service leaf

192.168.21.254

192.168.101.254
/_ MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 \ App-BD

192.168.22.254
MAC: Leaf MAC

—

Consumer EPG Internal EPG Provider EPG
Web @ Service-LB Anip
IP: 192.168.21.11 LB interface IP: 192.168.200.100 IP: 192.168.22.11
MAC: Web VIP: 192.168.200.200 MAC: App
Default GW: 192.168.21.254 MAC: LB-MAC Default GW: 192.168.22.254

VRF1

All BDs are in same VYRF
1: Traffic from consumer to VIP

Src IP: 192.168.21.11

Src MAC: Web

5: Traffic from the service node
Src IP: 192.168.21.11
Src MAC: LB-MAC

Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

Dest IP: 192.168.22.11
Dest MAC: Leaf MAC

TERETHREMHEPEPCGER R HEZEPGHRENIRERE, HAREFRENURKRIPAE i

, HtPBREEMFREREREZEH IR, A0 , FRAERFEZEREPRRIPERMHERKIR
MARVIPHRE, LEREKEEE K RANEHBMER ( MACIZHIEME ) SR aE O F A
EinE  FAEREEIEORHEEREHEEZEERE,

REHFRBIEAERINAEEEOINEHOERE  AHIERSERIPERAVIP, RE
, RERAHGERERE , ¥ B RERE D FEHEIRR,

BRESNATH R R TPHRERRERH — EAPBRAEAFRARAN RE



7: Traffic goes to the 3 : Traffic goes

consumer leaf via spine to Spine proxy 2: Policy applied (PBR)
Src Class: App

Dest Class: Web

Src IP: 192.168.22.11
Src MAC: App

8: Traffic goes to the consumer
Src IP: 192.168.200.200

Dest IP: 192.168.21.11
Src MAC: Leaf MAC 0
Dest IP: 192.168.21.11 Dest MAC: LB-MAC

Dest MAC: Web .. Segment ID: Service-BD1

6: Policy check
Src class: Service-LB
Dest Class: Web

4: Traffic arrives on
the service leaf

192.168.21.254 192.168.200.254 192 168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 App-BD
Consumer EPG Internal EPG Provider EPG
T
IP: 192.168.21.11 LB interface IP: 192.168.200.100 IP: 192.168.22.11
MAC: Web VIP: 192.168.200.200 MAC: App
Default GW: 192.168.21.254 MAC: LB-MAC Default GW: 192.168.22.254
VRF1

All BDs are in same YRF

5: Traffic from the service node
Src IP: 192.168.200.200
Src MAC: LB-MAC

1: Traffic from provider
Src IP: 192.168.22.11
Src MAC: App

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

Dest IP: 192.168.21.11
Dest MAC: Leaf MAC

ERRETR LEXRFHRR,

TEFMTHEH "show zoning-rules BHIER T REEFERN D EIER R, EXRROH , £AFFR
pcTag 32772(Web)ZE|pcTag 16389(Service-LB)HRE , o5 ftpcTag 16389(Service-LB)ElpcTag
32773(App)HViRE , Y H#pcTag 32773(App)ElpcTag 32772(Web)HREEE M E "destgrp-
31,1 (BE|HESE ).

FRAS M AR R R 5 BIMR R — TWSNATH AR P8R



Consumer EPG 5 Provider EPG
Web s=n B ' b App ===
S T
Class ID: 32772 Class ID: 32773
) kL Internal EPG )
permit Service-LB permit
. Class ID: 16389

Source Destination Action

32772 16389 permit

16389 32773 permit

32773 32772 PBR to the service node

16389 32772 permit
Pod1- Leaf 1# show zoning-rule scope 2752513
R Fommmme - o - e e T o o o - R
------- B e £
| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane |
Action | Priority |
R Fommmme - o - e e T o o o - R
------- B e £
| 4248 | 16389 | 32773 | default | uni -dir | enabled | 2752513 | |
permt | src_dst _any(9) |
| 4143 | 32773 | 32772 | 9 | uni -dir | enabled | 2752513 | |
redir(destgrp-31) | fully_qual (7) |
| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |
permt | fully_qual (7) |
| 4133 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | |
permt | fully_qual (7) |

FEERERT , TEKRMHEREPG(pcTag 32773)FService-LB(pcTag 16389)H /57 #7 AIFZ X 585
o ZAFCHZEETEMBEN , UEETRAERFHBIRUENRBENETRIRE , LE®
ERLNEZERRIEREATrue, LEH "Tenant > L4-L7 > Service Graph Templates >

Policys . TEFX{EAFalse,

AUE EEGHRRE



dsce APIC i @ @ O ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps Integratior

ALL TENANTS | AddTenant | Tenant Search: QERIEREsEE | common | Prod | PBR-Multinode | Symmetric-PBR | L1

Prod
o ® @@ L4-L7 Service Graph Template - LB 0 o
(> Quick Start
Topology Faults History

o £ %K.
\rt
IEMMINai NDOES: & Name Provider/Consumer Description
T1 Consumer
T2 Provider
4
B — Connections:  « Name Connected Direct Unicast  Adjacency  Description

Nodes Connect Route Type
N1, T1 False True

[ Router configurations

MTATR |, B ARMUBEPG(32773)% 18 £ 3137 I Z/Service-LB(16389),

Podl- Leaf 1# show zoning-rule scope 2752513

A R B S e S S Fomoo o oo
------- e

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane |

Acti on | Priority |

A R B S e S S Fomoo o oo
------- e

| 4248 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | |

permt | src_dst _any(9) |

| 4143 | 32773 | 32772 | 9 | uni -dir | enabled | 2752513 | |

redi r(destgrp-31) | fully_qual (7) |

| 4234 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

permt | fully_qual (7) |

| 4133 | 32772 | 16389 | 8 | bi -dir | enabled | 2752513 | |

permt | fully_qual (7) |

| 4214 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | |

permt | src_dst _any(9) |

A R B S e S S Fomoo o oo
------- e

2.7 R — FHSNATHYBS X A 8 W9 688
PBRETABE SRS E TN SERBIE , SIMp XBELSE % AR TESELE -,
ST B A S

TEBEREEBEEPG WebZlI2HEEPGREAAMBEEBKNEAREN R . —ERALEE
EPG Web ™ i 1% 1 B5E B 5 X SR T S M HRVIP | B — AN A RIE B BRI M

EPGEERFHIKER. BNt AVIPHEAREREEG I NG , RAREIREPBRINATGH
Zr. BHHHREERIPERAEZVIPEBKApp EPGHH —Eikix , BFFERRIP, A&
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TERERAE RS,

FESNATHIBA X R H S MW R R T RH — HREIVIPAEMSERBR M

2: Policy applied (PBR)
Src Class: Web

Dest Class: Service-LB
Src IP: 192.168.21.11

Src MAC: Web

Dest IP: 192.168.200.200
Dest MAC: FW-MAC1
Segment ID: Service-BD1

3: Traffic goes to
Spine proxy

4: Traffic arrives on the
firewall service leaf

192.168.21.254
MAC: Leaf MAC
f Web-BD

Consumer
EPG Web

IP: 192.168.21.11
MAC: Web
Default GW: 192.168.21.254

192.168.101.254
MAC: Leaf MAC
Service-BD1

Internal EPG
Service-con

MAC: FW-MAC1

IP: 192.168.101.100

7: Traffic goes to the load
balancer service leaf via spine

8: Traffic goes to the load balancer
SrcIP: 192.168.21.11

Src MAC: Leaf MAC

Dest IP; 192.168.200.200

Dest MAC: LBE-MAC

192.168.102.254
MAC: Leaf MAC
Service-BD2

Internal EPG
Service-prov

IP: 192.168.102.100
MAC: FW-MAC2

192.168.22.254
MAC: Leaf MAC

App-BD

Provider

EPG App ™

LB interface IP:
192.168.200.100

IP: 192.168.22.11
MAC: App
Default GW:

MAC: LB-MAC 192.168.22.254

\ VIP: 192.168.200.200

VRF1

1: Traffic from consumer
Src IP: 192.168.21.11
Src MAC: Web

Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

All BDs are in same YRF

5: Traffic from the firewall

Src IP: 192.168.21.11
Src MAC: FW-MAC2
Dest IP: 192.168.200.200
Dest MAC: Leaf MAC

FESNATHIBA K ik FI R RIS RN B ERH — HREHVIPRIEROERBRMUT (K/)



10: Policy check 11: Traffic goes to the
Src Class: Service-LB provider leaf via spine
Dest Class: App

12: Traffic goes to the provider
Sre IP: 192.168.21.11

Src MAC: Leaf MAC

Dest IP: 192.168.22.11

Dest MAC: App

192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Service-BD2 Service-BD3 App-BD

192.168.21.254 192.168.101.254
MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1

Consumer Internal EPG
EPG Web T Service-con

Internal EPG
Service-prov

Provider

EPG App ]
]

IP: 192.168.22.11
IP: 192.168.21.11

MALC:
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 Defau:g'l,pﬁj;
Default GVW: 192.168.21.254 MAGC: FW-MACT MAC: FW-MAC2 192.168.22.254

VRF1

All BDs are in same VRF

9: Traffic from the load balancer
Src P 192.168.21.11

Src MAC: LB-MAC

Dest IP; 192.168.22.11

Dest MAGC: Leaf MAC

/

TERATRIZEHEEPGERAIEEEEPCHRENEDRE, HRNEERENFEHRFIPSAB N
, RItPBREZMERERER D Z & HHE2R,

REHFRIBIEAERINAEEEOINEHOERE  AHOHERSBRIPERAVIP, RER
ERYEREELEHEAEE K. RE |, TERAE KRR E IR E 5 & R,
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3: Traffic goes to 2: Policy applied (PBR)
Spine proxy Src Class: App
Dest Class: Web
Src IP: 182.168.22.11
Src MAC: App
Dest IP: 192.168.21.11
Dest MAC: LBE-MAC

S N
‘\\ Segment ID: Service-BD3

M | | ||| oo | 11 1 i L
192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 App-BD
Consumer Internal EPG Internal EPG Internal EPG Provider
EPG Web [ Service-con Service-prov vice-LB EPG App =,
[ ]
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAC1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
I
VRF1 /

All BDs are in same YRF

4: Traffic arrives on 1: Traffic from the provider
the load balancer SrcIP: 192.168.22.11
service leaf Src MAC: App

Dest IP; 192.168.21.11
Dest MAC: Leaf MAC




11: Traffic goes to the 7: Traffic goes 6: Policy applied (PBR)
consumer leaf via spine to the firewall Src Class: Service-LB
service leaf via Dest Class: Web
Spine proxy Src IP: 192.168.200.200
12: Traffic goes to the consumer Src MAC: LB-MAC
Src IP: 192.168.200.200 \ ﬁ = Dest IP: 192.168.21.11

Src MAC: Leaf MAC

‘ Dest MAC: FW-MAC2
Dest IP: 192.168.21.11 Segment ID: Service-BD2

Dest MAC: Web

10: Policy check
Src Class: Service-con 8: Traffic arrives on the

/ Dest Class: Web firewall service leaf

1L 1 o
192.168.21.254 192.168.101.254 192.168.102.254 192.168.200.254 192.168.22.254
MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC MAC: Leaf MAC
Web-BD Service-BD1 Service-BD2 Service-BD3 - App-BD
Consumer Internal E Internal EPG Internal EPG Provider
EPG Web ] Service- Service-prov ice-LB EPG App ="
[ ]
LB interface IP: IP: 192.168.22.11
IP: 192.168.21.11 192.168.200.100 MAC: App
MAC: Web IP: 192.168.101.100 IP: 192.168.102.100 VIP: 192.168.200.200 Default GW:
Default GW: 192.168.21.254 MAC: FW-MAG1 MAC: FW-MAC2 MAC: LB-MAC 192.168.22.254
VRF1

All BDs are in same YRF

5: Traffic from the load balancer
Src IP: 192.168.200.200
Src MAC: LB-MAC

9: Traffic from the firewall
Src IP: 192.168.200.200

Src MAC: FW-MAC1
Dest IP: 192.168.21.11

Dest MAC: Leaf MAC

DestIP: 192.168.21.11
Dest MAC: Leaf MAC

ERRETR LEXR R

TEFMTEFRE "show zoning-rules &iHIER T REEDBBRN D EERA, EAXRREA , 1£
pcTag 32772(Web)ZE|pcTag 16389(Service-LB)WREEE[@E| "destgrp-32, ( BERBHRFERE
% ) , f&pcTag 32773(App)ElpcTag 32772(Web)IFREEE [ E Mdestgrp-33. ( E&HGE S

) , #&pcTag 16389(Service-LB)FIpcTag 32772(Web) I REEZEE [ E| Mdestgrp-34. ( By KAEH
RS ) .

Zoning-rules after Service Graph deployment — F#SNATHI By A il Fl & W15 #588



Consumer EPG = Provider EPG

Web T | App CEEET
] T
Class ID: 32772 Class ID: 32773
Internal EPG Internal EPG Internal EPG
Service-con Service-prov ervice-LB
Class ID: 32774 Class ID: 32775 Class ID: 16389
Source Destination Action
32772 16389 PBR to the consumer side of the firewall
32775 16389 permit
16389 32773 permit
32773 16389 Permit (Direct Connect must be set to True)
32773 32772 PEBR to the the load balancer
16389 32772 PBR to the provider side of the firewall
32774 32772 permit

Podl- Leaf 1# show zoning-rule scope 2752513

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o B R
------- e

| Rule ID| SrcEPG| DstEPG | FilterID | Dir | operSt | Scope | Nane |

Acti on | Priority |

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o B R
------- e

| 4236 | 32772 | 16389 | 8 | bi-dir | enabled | 2752513 | |
redir(destgrp-32) | fully _qual (7) |

| 4143 | 32773 | 32772 | 9 | uni -dir | enabled | 2752513 | |
redir(destgrp-33) | fully _qual (7) |

| 4171 | 16389 | 32773 | default | bi-dir | enabled | 2752513 | |

permt | src_dst_any(9) |

| 4248 | 16389 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |
redir(destgrp-34) | fully _qual (7) |

| 4214 | 32774 | 32772 | 9 | uni -dir | enabled | 2752513 | |

permt | fully_qual (7) |

| 4244 | 32775 | 16389 | default | uni -dir | enabled | 2752513 | |

permt | src_dst_any(9) |

| 4153 | 32773 | 16389 | default | uni-dir-ignore | enabled | 2752513 | |

permt | src_dst_any(9) |

[ R Fomm e e e - - Fomm e e oo - [ S, S [ F Fomm o B R
------- e

ELARGIG , EESERNRERRERHEPMEPGZEAELR L | Direct ConnectiBIHELE A
Mrues » XEMATCTRETREBFHRIRUBRAKBEENETRRABE, LES "Tenant
> L4-L7 > Service Graph Templates > Policys . EZ2RE "REEEEFRE, ,



3.1 AR (VRFEEHK )

AL EVRFEENHAPBR, AN B MAIEEPGEIEPGRIVRFEMMIER T ¥ 5 BIFE R AT
B ERET

ERRIR BRI R

HEEPGEIEPGHIVRFEIEMF , KRR HEEVRFHER, FIt , EEAEVRFLELEEH
Bh, ARAEMES K F2RX ENEERRK? . £ "E%, B,

TEFMTAH "show zoning-rules IR T REEFBERN D EIFER R, ERRHIF , #pcTag
32772(Web)ZElpcTag 10936(App)WREEEME| Mdestgrp-36. ( RBHHAEEER ) |, &
pcTag 10936(App)ElpcTag 32772(Web)HREEE M E| "destgrp-35. ( IRIEET AV IR IR

) o MEEMEELEEAEVRFIVRFIFER. VRF1H 5 pcTag 32776 ( B X & 65 & i

) ElpcTag 32772(Web)HR&.

REEBRENSBIWRRN — VRFEESH

Consumer EPG Provider EPG
Web == App s
] —TTy
Class ID: 32772 Class ID: 10936
~ |
i Internal EPG Internal EPG ,,/7
Service-con Service-prov
permit permit
N F
Class ID: 32776 Class ID: 49157
VRF1 (scope: 2752513) VRF2 (scope: 2555904)
VRF1 zoning-rules VRF2 zoning-rule

Source Destination Action

Source Destination Action

32772 10936 PBR to the consumer side 49157 10936 permit
of the service node

10936 32772 PBR to the provider side
of the service node

32776 32772 permit

Pod1- Leaf 1# show zoni ng-rul e scope 2752513

| Rule ID| SrcEPG| DstEPG | FilterlD | Dir | operSt | Scope | Nane |
Action | Priority |
[ S Fomm e m oo - Fom e e oo - [ S, S [ S [ S R [ R



| 4191 | 32776 | 32772 | 9 | uni -dir | enabled | 2752513 | |

permt | fully_qual (7) |

| 4143 | 10936 | 32772 | 9 | uni-dir-ignore | enabled | 2752513 | |

redi r (destgrp-35) | fully_qual (7) |

| 4136 | 32772 | 10936 | 8 | bi -dir | enabled | 2752513 | |

redi r(destgrp-36) | fully_qual (7) |

R - - S T R R S T

VRF2H /e fFfEpcTag 49157 ( Bh A fERY IR 7% ) FlpcTag 10936 ( FEA ) MRE , RAME &
VRF2H,

Podl- Leaf 1# show zoning-rule scope 2555904

[ SR Fomm e e e - - Fom e e oo - [ S, [ [ [ Hom o - [ S, Fom e e oo -
______________ +

| Rule ID| SrceEPG| DstEPG| FilterlD | Dir | operSt | Scope | Name | Action |
Priority |

[ SR Fomm e e e - - Fom e e oo - [ S, [ [ [ Hom o - [ S, Fom e e oo -
______________ +

| 4249 | 49157 | 10936 | default | uni-dir | enabled | 2555904 | |  permt |
src_dst_any(9) |

[ SR Fomm e e e - - Fom e e oo - [ S, [ [ [ Hom o - [ S, Fom e e oo -
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