ER 28 ACI Shared Services - Shared Service
Consumer PcTag 14

B &

B 55

1551- EPGEIEPG : ERRHUMEPGHEENHA FI
EPG-1ZIEPG-2ii £ R Mt

EPG-2ZEPG-1/i £ iR #t

1552 - BDEIBD : ERMAEBDPERMNILA B,
EPG-1ZIEPG-2ifi = R #t

EPG-2ZEPG-1i 2 iRt

TCAMEA R HET

&

SENEHER

masr

KRN BEACIHEE M5 = Shared ServicesHt & E2Shared BDRY B,

ERER

Shared ServicesBil B X BEACIX B AEFE A A RIVRFEEITEPG 2 B/ B

Shared Services7t 2 F A 3{@PcTagZE Bl

BhlEE PcTagiH

RE 1-15

M 16 - 16385

7N ih 16386 - 65535
AXHHEARRBIEEEREREANEEMEIL, XC¢{§)¥J§UE0FE7E§<%‘§1¢ES%F$ ( FER%
) BVFEREZR BN E), MREHBREED , FRALEBTMES TEEKNTE,
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LEAF101 LEAF102
EPG1-EPG2
CONTRACT SCOPE: TENANT
SOURCE IP 10.10.10.10/24 /~— = ' ?ESTIH?'JI’ION IP 192.168.10.10/24
Tenant : P = = | Tenant:
EPG :EPG-1 'ﬁ | EPG :EPG-2
BD. :BD-1 BD  :BD-2

BD SVI:192.168.10.1/24

BD SVI:10.10.10.1/24
————— VRF :VRF-2 (VNID 2260992)

VRF  :VRF-1(VNID 3080192) =

He R FE R

- THLN "VRFEBHA, FREEFERFLX,192.168.10.1/24
- HREPGER—BHRFEF , GHLAELERF "THFE, FRE. WMREPGHRTRKESF
, AIBHRERR 2%, #E
- MRERUPEPCGTERHLAFH , AIRFEEEPGLEMEN , MEEEPGLELANER , U
EEHM.
=

- MRERMHPEBDTER T HAFH , AIENAAREPGREM , ¥ B EHBD EWEPGH T/
R, BEEZDEERANENXR , ERERESHNTCAMZER,

5 . FXE#EVZanyfEAShared ServicesiZ

e
$®1 - EPGEIEPG : ERHBEPGH ERI LA 748

EUWRHIERT , HAFHEEEPG2TEE.
AR NREEPGKRHEBBMWBDTER T HEMN T , AIMBEERELAREMENEREE,

iE 18 ] S (L TCAMAI A 2 3 52 B Shared ServicesEiE. TCAME&E{L , RADEIEHEAURE
EFEREVRFHRETENRG. FESE+d | FHEVRFEMNREE101L,



= Subnet - 192.168.10.1/24

C» Quick Start

- P

-~ [ Application Profiles

IP Address: 192,168.10.1/24

Description: | optional

Treat as virtual IP address: [ ]

Scope: [] Private to VRF
[[] Advertised Externally
[#] shared between VRFs
Subnet Contrel: [_] No Default SVI Gateway
[ querier 1P

annel (Paths)

L3 Out for Route Profile: |5@'et,t a value | ’

Route Profile:

select a value

L

IP Address Pools:

~ Name Start IP End IP DNS Servers
Type Behind Subnet: EP Reachability MSMLB Anycast MAC \I
. [ Networking

EPG-1ZEPG-2# B IR it

HEERE101

KRE101E A EVRF PJ:VRF-1 LV ER R EFARR 7 BIBVNID 226092 ( Bl RVRF PJ:VRF-
2) #9192.168.10.108% H :

leafl01l# show ip route 192.168.10.10 vrf PJ:VRF-1
IP Route Table for VRF "PJ:VRF-1"

'*' denotes best ucast next-hop

'** ' denotes best mcast next-hop

'[x/y]' denotes [preference/metric]

'%' in via output denotes VRF

192.168.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.240.33%overlay-1, [1/0], 23:06:11, static, tag 4294967294, rwVnid: vxlan-2260992
recursive next hop: 10.0.240.33/32%overlay-1

ALAERAERERE101 LRNELAMBRRER , AHHRENIF10.10.10.10F) B #93£192.168.10. 149
ICMP&& 3]

leafl01# wvsh_lc

module-1# trigger reset

module-1# trigger init in-select 6 out-select 1

module-1# set outer ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
module-1# start

module-1# ereport

Outer L3 Header



IP Protocol Number : ICMP

IP CheckSum : 37262 ( 0x918E )
Destination IP : 192.168.10.10
Source IP ¢ 10.10.10.10

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 16568 ( 0x40B8 )
sclass (src pcTag) : 16388( 0x4004 )

dclass (dst pcTag) ¢ 10930( O0x2AB2 )

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes
Contract Hit : yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874" )

WEBR , ZENERAEEERE101 , X HE DB Src pcTag 16388(EPG-1)F1Dst PcTAG
10930(EPG-2),

15 L6 {8 AT LUBEConsumer VRF PJ:VRF-1(VNID 3080192)F i B2 38515 SIME 5 Bl /T b s | B
W EFran P AV AIID:

leafl01l# show zoning-rule scope 3080192

- - - - o - - o +-——-
—————— o —— 4

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name

Action | Priority |

- - - - o - - o +-——-
—————— o —— 4

| 4117 | 10930 | 0 | implicit | uni-dir | enabled | 3080192 | |

deny,log | shsrc_any_any deny(12) |

| 4108 | 10930 | 16388 | 8 | uni-dir-ignore | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

| 4118 | 16388 | 10930 | 8 | bi-dir | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |

o o ———— to—————— tmmm - tmm e o o Fmm - -
—————— e

AE  eRHREXEPG-2(PcTag 10930)EEE (PcTag O) BBV BXIEERA. ERA/TH
I REBVRFESEEEVRFIVERT , M AR EBEPGHENAEN.



EPG-2ZEPG-1 BB it
BEREX9E102

RHEVRF PJ:.VRF-2H K E 102 L F B E A ~10.10.10.10:&i1BVNID 3080192 ( EEE & VRF
PJ:VRF-1) BB H :

leafl02# show ip route 10.10.10.10 vrf PJ:VRF-2
IP Route Table for VRF "PJ:VRF-2"

'*' denotes best ucast next-hop

'** ' denotes best mcast next-hop

[x/y]' denotes [preference/metric]
'%' in via output denotes VRF

10.10.10.0/24, ubest/mbest: 1/0, attached, direct, pervasive
*via 10.0.240.33%overlay-1, [1/0], 1d22h, static, tag 4294967294, rwvnid: vxlan-3080192
recursive next hop: 10.0.240.33/32%overlay-1

RERATAEAREENRE 101 LHELAMETERE , UKH1EIR192.168.10.10F B &
10.10.10ICMPFER :

leafl02# trigger reset

module-1# trigger init in-select 6 out-select 1

module-1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
module-1# start

module-1# ereport

IP Protocol Number : ICMP IP CheckSum : 37262 ( 0x918E ) Destination IP :
10.10.10.10
Source IP ¢ 192.168.10.10

IP Protocol : ICMP( O0x1 )

L4 Src Port : 0( 0x0 )

L4 Dst Port : 18616( 0x48B8 )
sclass (src pcTag) ¢ 10930( O0x2AB2 )

dclass (dst pcTag) : 14( OxE )
src pcTag is from local table : yes
derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : no



Contract Hit : yes
Contract Aclgos Stats Index : 81873
( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873" )

FEHED |, FixZclassHdclassE R IEAR#{E,
H A RIFIRHBEPG-2IREEES) E’\Jéiiﬁ’liPcTagE; 10930,

2 B4 B R /Y 38 2 Shared Service Consumer PcTag 14, PcTag 142 AVRFERER BN RHK
PcTag.

BB E £ Provider EPG2 PcTag 10930%1Shared Service Consumer System PcTag 142 B#Y
Provider Leaf 102 E#RE 7 — @45 %M Zoning-Rule , & T4, 5REA permit_overrides . It
RAATFCHEMNREBRIFEAEREETRRRBES !

leafl02# show zoning-rule

- - - - - - - +-————= o
- ————— +

| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name | Action
Priority |

- - - - - - - +-————= o
o — +

| 4113 | 10930 | 14 | implicit | uni-dir | enabled | 2260992 | | permit_override |
src_dst_any(9) |

- - - - - - - +-————= o
o — +

H:|2-BDRBD : HIRHAMBDHERNH A 7M.

FERfE RS , LA FREEBD-2FEE.
E5E K Shared ServicesEL & , B MEEPG ( EPG-1MEPG-2 ) LEIBFERAMBHEN,



PJ

(» Quick Start
a::

- [ Application Profiles

@ Pu-AP

I Application EPGs
22 EPG-1
- Sia) EPG-2

- [l uSeg EPGs

: = Metworking
- [l Bridge Domains

() BD-1

. [ DHCP Relay Labels
= aubnets

& 10.10.10.1/24

- [ ND Proxy Subnets
- (u) BD-2
- [ DHCP Relay Labels
- | Subnets

B ND Proxy Subnets



Summary Topalogy Policy Peer Entities Conitract Exception Faults

Relation Indicators

Configured | J Operationa

I
© ——
I
EFGI-ERGE e —
—
EPG1-EPG2 Contract is being E i from Master
Consumed and Provided on Both Axster EPGIE
EPG-1 and EPG-2

I

7\

EPG-1ZIEPG-2it I BR %t

EHARBENEMBEPGLREMERE , EPG-1 ( £FE 101 ) MEPG-2 ( £%F102 ) 2EHNER
BREBERIUTEMY

- EPG-1#518 AR

- EPG2Hi R AHESE

1022 HBEE | HILELLEE A RIKKE,
A EARZR1HE,

MRAtRT. &RE101:

Leafl01l# wvsh_1lc

module-1# trigger reset

module-1# trigger init in-select 6 out-select 1

module-1# set outer ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
module-1# start

module-1# status

module-1# ereport

IP Protocol Number : ICMP IP CheckSum : 23304( 0x5B08 ) Destination IP
192.168.10.10
Source IP : 10.10.10.10

IP Protocol : ICMP( O0x1 )
L4 Src Port : 2048 ( 0x800 )
L4 Dst Port : 59074 ( OXE6C2 )

sclass (src pcTag) : 18( 0x12 )



dclass (dst pcTag) : 14( OxE )

src pcTag is from local table : yes

derived from a local table on this node by the lookup of src IP or MAC
Unknown Unicast / Flood Packet : no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : no
Contract Hit : yes
Contract Aclgos Stats Index : 81873

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873" )

;4

BEREOE 714588, ]
BREREERM,

THEE, &E102

KRR

THREBEIB "permit_override RAIEE  LAEHEERETLR

Leafl02# wvsh_1lc

module-1# trigger reset

module-1# trigger init in-select 14 out-select 1

module-1# set inner ipv4 src_ip 10.10.10.10 dst_ip 192.168.10.10
module-1# start

module-1# ereport

——————————————————————————————————— Inner L3 Header --————————————"——————————(—~—~—(—(———(——(——(—(—(———————
——————————————————————————————————————————————————————————————————————————————————————— IPp
Protocol Number : ICMP Destination IP : 192.168.10.10

Source IP : 10.10.10.10

Contract Lookup Key

IP Protocol : ICMP( O0x1 )

L4 Src Port : 2048 ( 0x800 )

L4 Dst Port : 26203 ( 0x665B )

sclass (src pcTag) : 18( 0x12 )

dclass (dst pcTag) 10930( O0x2AB2 )
src pcTag is from local table : no

derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes



Contract Hit : yes
Contract Aclgos Stats Index : 81874
( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874" )

BZREPG-1MEPG-2IR £ &8 B £ 8 1 PcTags,EPG-12PcTag 18,EPG-22PcTag 10938,
EPG-2ZEPG-13t Bt B3 it

EHARBENEMBEPGLIRMMFERARE , EPG-2 ( #£%E102 ) MEPG-1 ( #F101 ) BN EHR
DRBEIIUTEMYE

- EPG-21513 B IR 1S

- EPG1RAEES

- E101REBEE |, Mt ELLEE A RIKKE,
A EARZR1HEE,

MRAtR, F&E102

Leafl02# wvsh_1lc

module-1# trigger reset

module-1# trigger init in-select 6 out-select 1

module-1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
module-1# start

module-1# ereport

IP Protocol Number : ICMP IP CheckSum : 23308( 0x5B0OC ) Destination IP
10.10.10.10

Source IP : 192.168.10.10

IP Protocol : ICMP( 0Ox1 )
L4 Src Port : 0( 0x0 )
L4 Dst Port : 56682 ( 0xDD6A )

sclass (src pcTag) : 10930( O0x2AB2 )

dclass (dst pcTag)
src pcTag is from local table

: 14( OxE )
: yes

derived from a local table on this node by the lookup of src IP or MAC

Unknown Unicast / Flood Packet

: no

If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : no

Contract Hit

: yes



Contract Aclgos Stats Index : 81873
( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81873" )

BEIERIE 7148, ERXRTAFFREEB permit_override RBEE , LUEHBEERETTUUE
BRARRBRERA,

THEE KRE101

Leafl01l# wvsh_1lc

module-1# trigger reset

module-1# trigger init in-select 6 out-select 1

module-1# set outer ipv4 src_ip 192.168.10.10 dst_ip 10.10.10.10
module-1# start

module-1# ereport

——————————————————————————————————————————————————————————————————————————————————————— L3 Type
IPv4d DSCP : 0 Don't Fragment Bit : 0x0 TTL : 254 IP Protocol Number : ICMP Destination IP

: 10.10.10.10

Source IP : 192.168.10.10

IP Protocol : ICMP( 0Ox1 )
L4 Src Port : 0( 0x0 )
L4 Dst Port : 22874 ( 0x595A )

sclass (src pcTag) 10930( 0x2AB2 )
dclass (dst pcTag) 18( 0x12 )
src pcTag is from local table : no

derived from group-id in iVXLAN header of incoming packet
Unknown Unicast / Flood Packet : no
If yes, Contract is not applied here because it is flooded

Contract Drop : no
Contract Logging : no
Contract Applied : yes
Contract Hit . yes
Contract Aclgos Stats Index : 81874

( show sys int aclgos zoning-rules | grep -B 9 "Idx: 81874" )

TCAMfEF R MR

EBDEBDME S , FEESEERAEMNT —Z , RAEPG-1MEPG2H 2L ARESHHE
H:

Leafl01# show zoning-rule scope 3080192



o o tomm o —— o - o tomm - o - +-——=
————————————— e
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name
Action | Priority |
o o tomm o —— o - o tomm - o - +-——=
————————————— e
| 4117 | 10930 | 0 | implicit | uni-dir | enabled | 3080192 | |
deny, log | shsrc_any any deny(12) |
| 4129 | 18 | 14 | implicit | uni-dir | enabled | 3080192 | |
permit_override | src_dst_any(9) |
| 4128 | 10930 | 18 | 8 | bi-dir | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |
| 4127 | 18 | 10930 | 8 | uni-dir-ignore | enabled | 3080192 | PJ:EPG1-EPG2 |
permit | fully qual(7) |
o o tomm o —— o - o tomm - o - +-——=
————————————— e
Leafl102# show zoning-rule scope 2260992
o o tomm o —— o - o tomm - o - +-——=
————————————— e
| Rule ID | SrcEPG | DstEPG | FilterID | Dir | operst | Scope | Name
Action | Priority |
o o tomm o —— o - o tomm - o - +-——=
————————————— e
| 4113 | 10930 | 14 | implicit | uni-dir | enabled | 2260992 | |
permit_override | src_dst_any(9) |
| 4123 | 18 | 10930 | 8 | bi-dir | enabled | 2260992 | PJ:EPG1-EPG2 |
permit | fully qual(7) |
| 4124 | 18 | 0 | implicit | uni-dir | enabled | 2260992 | |
deny, log | shsrc_any any deny(12) |
| 4122 | 10930 | 18 | 8 | uni-dir-ignore | enabled | 2260992 | PJ:EPG1-EPG2 |
permit | fully qual(7) |
o o tomm o —— o - o tomm - o - +-——=
————————————— e

R EIE , HAKEE , BXXM "shsrc_any_any_deny. 1 "permit_override. Zoning-

Rulesf B E 038N T — 13,

i AR

SENAAER

BRIACIEMIER

EMERE B EE& BB H Shared ServiceshaE , B2
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