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Severity: major

Explanation: This fault occurs when the SAML X.509 Certificate is going to expire in one month.
Recommended Action: If you see this fault, take the following actions:

Update SAML X.509 Certificate soon.
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https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/application-policy-infrastructure-controller-apic/217576-about-proactive-aci-engagements.html
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1. L ZE Admin > AAA > Authentication > SAML > Managemento
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| Fiwmware | External Data Colle fig Rollbacks | Import/Export | Downloads

Authentication o o

AAA LDAP RADIUS TACACS SAML RSA
—
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v} 0 i+ %
Timeout (sec): 5
Retries: 1
Public Key for SAML Encryption
Cerlificate: -----BEGIN CERTIFICATE----- "
" 2
AQDLYesWKoFIk = L)
11e8jLZ1VASRE] - v
Certificate Validity: Nov 18 14:47:21 2021 GMT
Certificate Decode | / ""..
Expiry Status: Expifing I;'A
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Certificate Information:

@ Common Name: POD1T/

@ Organization: Cisco

@ Locality: Sanjose

Qﬂtate: California

@) country: Us

@) valid From: April 10, 2021

@) valid To: April 9, 2024

@) 1ssuer: POD17, Cisco

ﬂ Serial Number: ad7645eba54450ac
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FEIBAPIC GUI

1. EfZZEAdmin > AAA > Authentication > SAML > Management > Regenerate SAML Encryption Key Pair,
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FEIBAPIC GUI

1. EZEAdmin > AAA > Authentication > SAML > Management,

Authentication
AAA LDAP RADIUS TACACS SAML

Management Pr
o 1

Timeout (sec): |5 >

Retries: |1 -

Public Key for SAML Encryption
Certificate: | ———— BEGIN CERTIFICATE--——- ~

MIIDiTCCANGOAWIBAgIJAFN4i1RSazUcMROGCSqGS Ib3DQEBCWIAME sxCzAJBQNY
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bG1lmb3 JuaWEXEDEOBgNVEBACMEL Nhbkpve2UxDj AMBoNVEAoMETNpc 2w METWEWTD
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- Mov 9 15:09:50 2024 GMT

Certificate Decode Informationk

Certificate Validi

Expiry Status: Active
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