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KEFAEEREE. HBAPICGUIR , BIBSRERTIEENARE, ATHRLBE  AXEEH
ZEENCARBHEEEITER.

A Warning: Potential Security Rizl X [ +

EL Not Secure  https:f/dic-aci

FBRA1 EACAHBRESHPERSE



%‘ &D%L?&EFHCA*E% ETHEE , AIRFEACARESEH, B2 , MREAFTHE
SETESR  AILAEATENRSHE B BRESVITAZGENPERSE.

\l/

T:I_:ig 1‘% sl %ﬂﬁ, IJAdmln > AAA > Security > Public Key Management > Certificate Authorities.

Virtual Networking Admin I Operations Apps Integrations
AAA | Schedulers | Firmware | External Data Collectors | Config Rollbacks | Import/Export
(D @D (@J User Management - Security 0
Management Settings Security Domains Roles RBAC Rules Ii’uL‘hc Key ‘-Ju|-;=_':-\_|c-1':"|i|
Key Rings Certificate Author LIL";I JWT Keys
o + -

~ Name Description FP (Wl Create Certificate Authority




User Management - Security

Create Certificate Authority Q me

MName: | ] Ke:

Description: |optional

ate
Certificate Chain:

Cancel

a8 WE,

RESBERUFEAR, ©ANTE_, EFRESBHRAXFER , fiW :
c AR IET 1 @#S WM& () MIZERF T,

FREA : ﬂ.;go
BRERE . WE,

EHEZEEMNCARIENCAHFBRE,
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EREM L, ERBAdmin> AAA > Security > Public Key Management > Key Rings,

Tenants Fabric

System

Schedulers |

AAA

Firmware

+ Mame
ACI_Wildcard

default

Eahries

Create Key Ring

n Tanante Virtiial hlatwnrlins

Virtual Networking

Admin

External Data Collectors |

Management Settings

Operations

User Management - Security

Security Domains

Description

Default self-signed S_..

Name: |

Description: | optional

Certificate:

MNnaratinne

Modulus: | MO
o

MOD 1024

MOD 1536

MOD 2048

Certificate Authority: | select an option

Private Key:

2R BE(BAEHE).

FE I NRFEABRNAPICERSRIRERBEREBR(CSR) ,

HEARNER  FEENAPICHTERFLARFACSR , LEBNBRBNBEAR,

BE  HE (B-THEREEENET ) .

HEEBEE 4T, RTARES | BECHBRINTIHEREE,

Apps

Config Rollbacks

Key Rings Certificate Authorities

Admin State
Completed

Completed

Mrne

Roles

Integrations

Import/Export

RBAC Rules IPuinc KU; Mana;}cnwml

JWT Keys
(@) sr
AC|_Root M(

MOD 2048

Intanaratinne

°1

Hn 4

Ke

Cancel

BEMENEARR, RE , MREERKBCAENHNSRIEEN

FASR - WREABNAPICEBZ|MIREMCSR , BARMEMARR. RE , REWANER T ERINAREKCSRIFLR,
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HER 3. EMFLWACSR

EIREML , EfZEIAdmin> AAA > Security > Public Key Management > Key Rings.



| External Dat

User Management - Security [

Management Settings Security Dromains Roles RBAC Rules I Public Key Management

Certificate Authorities JWT Keys

- Name Description Admin State Trust Point Modulus

Cartificate Request

Share

Open In Object Stone Browser

! Create Certificate Request e

Subject: ]
Alternate Subject Name: i
1
-
Lacality:
State: t
Country:
I Organization Name: )
r
Organization Unit Name:
Email:
i
Password:
el

Confirm Password:

Cancel

X5 BE, BACSRH —RBHTE(CN),

BULFERAERAFETRARR APICHE2RETE(FODN) , BEERREBES K BFEEBRARSNUHEEE , Y EEAZESRE
WP WAMEERAPICHHFQDN(EBASAN - EAXBERE) , RAF SRR B ER B ESANE M Z2EFQDN,

BEREAEEE . ¥E, EHAdICisco APICKIFQDN , f531DNS:apicl.example.com,DNS:apic2.example.com,DNS:apic3.example.coms},

DNS:* example.com,
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AR AU EEMUCPERABEEBRAKRBRONS)ER. IPANWERE, TXEIPGHL,

BRBLRARBEMRFNCAHABNERETHARM

& — T Submitiz .

S8 4 EHCSRI G HEXFICAR B

EREML , EfZEIAdmMin> AAA > Security > Public Key Management > Key Rings.



EW T &K create Key RingBE B K FIRequesti#E, FERPWABTZECSR,

i

Email:

Request:

Loeality:

State:

Country:
Organization Name:

Organization Unit Name:

Password:

Confirm Password:

Key Ring - Cisco_test

Policy

————BEGIN CERTIFICATE REQUEST——

MIICVDCCATWCAQAWDZENMASGALUEAWWEYWRKZjCCASIWDQYIJKoZIhvcNAQEBEQAD
ggEPADCCAQoCggEBAMHgbgupbdkD5vhnKHT94tFMIbcbXg/ fHIKpbKBQAQK fCKRI
XJ44LG1fc@76GO0xCctsMWDDMBNZX rdNTOKy1EWaZ+8YoI3zbc55Vmuy /BuXv]1RP
w+F62r9ub43HDS+vCUKIj9sISM1ImYEwQF9Zd88dKEVOOPZ4xkedwlDQQc+t jAeZH
1BjBLxTa2Y22Mal4G+GXoI6vP/WB31Khd fnfgioKEreqQRiZKQmMZRITVI /bYM Ljw
q80mvcSUdBuz jKOndm8EwWweydBUz43ZU0Bgj SmDahWk8oBIPxzABIRBS oXyWwTGRY
AmValt5KaeTt8z@dLSMARRY1s958a,/D5qdxTTGECAWEAABAAMABGCSGSIb3IDQEB

Faults

(@]

08

History

+

.

BRERNFAERABRALREEIERIENCA,

CAERAHFMLBYECSRIITEERE,

RCAHBSHENBER , CENABRERIBE.

Key Ring - Cisco_Test

Policy

MName: Cisco_Test
Admin State: Started
Description: | aptiona
Certificatef ———-— BEGIN CERTIFICATE--——-

MIIDszCCApugAwIBAgIBAjANBgkghkiGOw@BAQsFADBYMQSwCQYDVQQGEWIVUZEL
MAKGALUECAWCQREXFTATBgNVBACMDER LZmF1bHQgQ2 L@e TEXMBUGAIUECQWDQ21z
Y28gQUNJIFR1YWOXDDAKBgNVBASMAIRBQzAeFw@yNDAYM ) kwNDESMDhaFwOyNTAY
Mj gwNDESMDhaMGUxCzAJBgNVBAYTALVTMQswCQYDVQQIDAIDQTEXMBUGALUECGWO
021z¥28gQUNIIFRLYWOxDDAKBgNVBASMAIRBOzZE IMCAGAIUEAWWZZGx jLWFjaTAZ
LWFwaWMxLmNpc2NvLmNvbTCCASIwDQY JKoZIhvcNAQEBBOADggEPADCCAQoCggER
ALJASN1wzE7WMbLK35pTd0BFWH3M2ZmIeCOW6SktDTqaMHhgDkYEk@UgGRdYRrdP

Modulus: ( MOD 512 ‘ MOD 1024 MOD 15368

Certificate Authority:

Private Key:

Cisco_ACI_Team @

Faults

O

00

History

o

<.

1=

25

us

04

04

04

04

04
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¥ — T Submitizél,

SR 5 EWeb L EMHEBRE

EREM L, ERRRFabric > Fabric Policies > Policies > Pod > Management Access > Defaulto



System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ntory Fabric Policies

Policies

Management Access - default

Allow Credentials

Request Throttle:

HTTPS

Admin State: Enabled
Port: | 443
Allow Origins

Allow Creder

ials:

S5L Protocols:

DH Param: |,

Request Throttle

Admin KeyRing I Ciseo_Test I @

_Test

unifuserext/pkiext/

Oper KeyRing

Client Certificate TP

Cl
Authan

t Certificate
state.

her Configuration
~ D State
CHACHA20 Enabled
DHE A-AES128-5HA Disabled

DHE-RSA-AES256-SHA Disabled

EAdmIin KeyRing TALEEF | BIEFTEHIKeyRing.
& — T Submit#Z$l.

B—T "#X, &, ERBERAMBLEHER, CAMBRENEE,

B

FREIAPICGUI , APICERICAZENRSHITEN. EAHBERHREBREAUREC.

-

Q

Paolicy Faults History
—

aes256-gcmi@open
chacha20- X
poly1305@&openssh.com
KEX Algorithms: 25519-sha256
al
sha25B@libssh.org
diffie-hellman-group1-shal

diffie-hellman-groupl4-shal

diffie-hellman-group14- X
sha25
diffie-hellman-groupl6-shasi2
ecdh-sha2-nistp256
ecdh-shaZ-nistp384 =
ecdh-chaZ-nistp521 « |

macs: b nmac

B4 himac

55H access via WEB

Admin 5t

Show Usage

& APIC (dic-aci0B-apicl.cisco.co X

E] https:f/dic-acil
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BREEEFELNEMIIER P ERXTENCARESE,



FE : Google Chrome BB L ARFBHEMSAN , FTREEFIES.

EFEABREFENAPICT , BEIHBESERVEER T HR,
HEKeyringh ERFE , FAREHENM TERBMEE , WEHRABRPERANTITETLER,

MRERVINVECEN |, BRI E R R FE R R



Policies

O a

MRKeyringbFHBEREEBHEN ,

A

~ Name
HTTP State

Virtual Networki

Fabric Policies

Peod Policy Group - default

Date Time Policy:

Resoived Date Time Policy: d
1515 Policy:

Resolved 1315 Peolicy: def:

GOOP Group Policy:

BGP Route Reflector Policy:

HTTP
HTTP Port

Fres
Apps

default

Resalved COOP Group Policy: defau

nte

HTTP Redirect

Management Access Policy:

Resolved Management Access Policy:

BERAPICE £ B IEF5.2(x)R

2 D

—
SHMP Policy:

Resolved SMMP Policy:
MACsee Policy:

Resolved MACsec Policy:

default
fabric

FEEECisco TACES S LAV E 8B,

HTTPS State

enabled

HTTPS
HTTPS Port

Policy

Show Usage

55k

SSH State -]
Faults History
O+ -


https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/td/docs/dcn/aci/apic/5x/security-configuration/cisco-apic-security-configuration-guide-release-52x/https-access-52x.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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