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1. 3 — T Windows StartiZE W SNPS, R&iZENetwork Policy Server :
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€ Network Policy Server
File Action View Help
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& NPS 1 acal | panIIC Clionts
v [ Import Configuration
Export Configuration
- E Start NP5 Service
3 I Properties

Help
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i Remot__New |
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» Wl Templates

#EIMRADIUSE Fifs

Export List
View
Refresh

Help
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DHAL Properties

SNgs  Advanced
[] Eruatie this RADIUS chert
Sedect an exosting lemplate

Hame and Address
Frendy name:

DHAL

Address (IP or DNS) _
10.88.244.160 | Very...

Sharad Secrel
mmmmmm-: _
Hone W

T manualy type a shared secref_ chck Marual. To automabically generate a shamed
sacrel, ook Gererate. You must configune the RADIUS chent with the same shaned
sacrel ardered here . Shared sacrels ane case-senslive.

() Manusl () Generste
Shared secret:

Confem shared sechd:
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v || RADIUS Clients and Servers
ﬁ RADIUS Clients j Netwo
iﬂ Remote RADIUS Server

v Ef Policies
| Connection Request Po|| Policy Name

. Network Poli
E. Arcanuntinn

AN A BR SR B

8. AR AMARKERE , MEE—TNext :



e Metwork F‘qlu.-_,'

! Specify Network Policy Name and Connection Type

You canspecify a name far your nebwork policy and the type of comnections towhich the policy is applied.

Podicy mame:
| DNAC -Admin-Polcy|

INetwork cormection mathad

Select the type of network sccess server thal sends the connection request to NP5, You can sslect sither the network acoess senver
hpe or Vendor specic. bul nether is reduired . ¥ your network acoess senver is an 802 13 autheniicating swiich or winskess Acce point,
ssdact Linspaciied

(@) Type of network access server:
Unspeciied
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Toenfy the L2080 A5 ThEL d&1&rming whetler hg febwar 2ok 13 evabodted (34 § 28800 &8 PEQuedt. & 1R furfaff
iof gne poraivtion i3 regeined,

Comndition:
Canditeon Wae
& e Groups DMAWEST Sup_Ad_NPS

W Chent Pl Address il TR

Carudiion desonplion
The Clasrt IF Adidress concition specifies the IF sddness of the FADILS clent that formprded the connechion reguest o RS
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| l Specify Access Permission

|
(¥ Access ranted
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[ Aroess denied
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11. {E35##F Unencrypted authentication (PAP , SPAP) :
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Configure Authentication Methods

Caaliguig g of Midg betfpslicption malady rhdeingd for th (oria@ion riguidl to Stk thig poligy. For EAP
sctresbrytion, you meed? configere @1 EAF TyDe.

EAP bypses are resgpotal e best e P S e the chent i e oot i mipcihy thsy are bated .

EAF Types:

| Move Up
Mo Chpwr

Ai_ | Bl Fiamcwve

Lisaa semuie gl icalion meethaodds
] ebersch Enorppted Authentication varson 2 (NS CHAP 3
Usaw can changs password after § s sxpeed
] Mbcrosoft Ersorppted Authentication (ME-CHAP)
Uy oo chidges piieosd Ser § Mg eapaed
b Erecryptes] sutherticstaon [CHAF)
] Unenorypted suthentiostion (PAP, SPAF)
[ Mo cherts o cornect withsut negotisting an suthertecstion methed.
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Configure Constraints

.
* Corstrsrts e sddtionsl parameters of the retwork poloy that sre regeired to mafich the cormedion requess. B a
egngtrpied ig i matchad By tha fotnactian riguidt, NPS stompbically rejadts the regueet. Congbosinly ang Gplisegl;

¥ you & not vwank fo confipgne poegirginks, dick MNedt,

Corfigure the corstrairts for ths retwork pollcy.
F ol cormirairts o not mutched by S cornection rquest. retwork Scceet i dered
Consfirsnts:

_Constraints Spesciy ther masimam time in minubes that S senver can eman idbe befions the Donnedion

i dincormacied
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. Configure Settings
1
* BPS sppliet SEEAg3 1o the cansection neguest if sl ol Ehe nebwari palicy consitoand sad consteunts Tar the seboy b
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Addd Vender Specific Atinbute
To add an sfirsbute o the setings, select the atsbube, and then chek Add.
To add & Vendor Speciic atirbute that s mot ksted, select Custom, and then chck Add.

Vendar. .
Clisco w

Aftehubes:

Flama ‘esndior
Cmco-AN-Far Cmoo

Description:
Spechies the Cisco AN Par ViA

#hnCisco AV
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Configure Settings
* MPS applics setmings bo et connection request i ol of the netwark palicy condiions ased corgiraints far e policy

mabthed.

Conrfgune the sattindgs for this rebwork Doboy.
F condiions and consiraints match the connaschion rsquest and The: polcy grants sccess, meltings are appled

Settings:

FEARFILIS Altidades

T pend addtoryl ptbaten 1o RADILIS charts,. select o Vendor Spechc pisdate. and
thoet ook B I s b ol ciiiepore & Slvibele, I o ol el Do READNILS cheris. S
your FADIUS chent dooument stion for sequined atinbobes.
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Completing New Network Policy
M

Yo Farvd fusssiishly crpmled i follirwing netwedd, policy
DN A - Palicy
Pollscy oo ions:

Coradion Wl

User Grongra DNAWEST Sup_ad_HPS
Chent |Pvd Address 1058 244 160

Policy sotbings
i II - I.l”
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Cacoav-Par Flode-s SUIPER-2080-ROLE
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+ ClientIPv4Address -8 & & Cisco DNA Center&ZEIP,
10. BERTHETE , RREET—%,
11. #3212 Unencrypted authentication (PAP , SPAP),
12. BERER 7T HERRE , FEENext,
13. BIREERM,
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Cisco DNA Center

The bridge to possible

Username

Password

Cisco DNA Center& A EHH

2. EfMELEE>RFE>RE> HORBENRBMAMRE , AREFEMN> AAA
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Authentication and Policy Servers

Lise this form to specify the servers that authenticate Cisco DNA Center users. Gisco
ldentity Services Endginé I:IEE] SeErvers can also supply policy and user inlormiation.
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PFrodoool
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4.189 RADIUS_TACACS

¥T#8Windows Server

3. BAEHIWindows Server IPH#it el E SRR ERN LA S8 | REBIEZ—TSave :



Add AAA server »

Carvir 1P Al gid
10.BB.244.148

ahared sacrel”
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u Advanced Seibngs

Windows Server{&



4. B BB Windows Serverik & BActive :

10.88.244.148 RADIUS AAA ACTIVE

Windows Serverf§ &

5. BEIRE > Rig > FRAENAE > NS 0RE , REBELNAAARMRES



v AAA Server(s)

Primary AAA Server

IP Address
10.88.244.148

Shared Secret

HTEAARAETREANANETX

Info

View Advanced Settings

Windows ServerfE AAAAfR] AR 23

6. #8 A Cisco-AVPairfE BAAAB M , R#E IR — T Update :



v AAA Attribute

AAA Attribute

Cisco-AVPair
{ Reset to Default J Update
AEERE LHAVE

7. ¥ — T Enable External User EBREU 5 S8 AR A 120 5 10 B 3% -

Enable External User @
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