FFAURAIERE DNAR /R AT 4R 14

{5/ CRON # AURA
Cisco DNA Center AURA EI8

Cisco DNA Center Health and Connectivity
HBEBE
Cisco DNA Center Assurance
SD-Access 4 ik
Cisco DNA Center #4&
dnac aura {ERMEE
il 3713



Cisco DNA Center AURA

(Audit & Upgrade Readiness Analyzer)

&

AR EN#BCisco DNA Center Audit and Upgrade Readiness Analyzer (AURA)@ G5 T &,

AR

AXHRBBERR.

A TH

AR ETURBL Cisco DNA Center T & R E#,

ANHHEARBBEREERETREANKEMEL. XHERAINMBRESREER (R
) BVHERERRE) . MRIEHPEEEFT | FRARCHEAETMAESTRERNTE,

HRAR

AURAE % B RIDNARR DM R 4R FEAE B 1Y HER IR 0 AT R EIET MR, RENARERBERRE
o It T E7E Cisco DNA Center #1{THRARE, ZTECFAEAEXNREGTAEAP)FW, ERESE
B fishowdn & ( RERME ) , AUTEHEMEER Y Cisco DNA Centeri @ K EER T E,

ATEAURAGE A REEER

- EFEHENTELTENE/EE,

- BEIELEMN PDF Hi,

- {£788 A — Cisco DNA Center %15 ( EE & H maglev ) »

- BEMRCENKETHE -EZ Cisco SR (A )

- EEKERERET Cisco DNA Center , WA HBHITEE,

- ERAR-REEREDB)ER. BERmSMAPIFL,

- JE{THFMA- Cisco DNA Center@ EMEITRE/NA157 8 , B E R R (SDA)MER KRR
BREAEME (308 EENI0DE ) .

- BAM1.28, 1.2.10.x, 1.2.12.x. 1.3.x & 2.x ix2,



MEEMEENEZREEE | FHEEM : dnac sda audit tool@cisco.com.

AURA I Em&E[E1i5/IheE

» Cisco DNA Center Scale Test

» Cisco DNA Center Infra Health

» Cisco DNA Center Assurance Health

« WLC/eWLC Al EMH@EARR

- SDA # & CLI #E

« SDA #ZHIM =T £ %

- HMBERERAREK

- AREREERE

- BAMN2.3IXWSDAMAMME(HME, E|REHISR[N S 0IRESIZEISE))
o BV EEFL(DNAC)-ISEEERE

s REHEEREHENLEBAFARRERTE
« AURA EinE ( B 1.2.0 kR )

« f{FAcronZHHAURA ( #1.2.00RABAE )

- RFEBFARSFES (B 1.2.0 i)

- iR TEHREBRE (B 1.5.0 i )

MAFITTE (FESR)

SR 1B AUHITHAURAERER T BERIDNAR O, RIFRATHRLTHEIESE
. https://qithub.com/CiscoDevNet/DNAC-AURA,

S ER 2.#£Cisco DNA CenterEfTZ T E ( MREBEFHE , 552/ Cisco DNA Center AURAEIEES &
FRRBI5 ) o

$ ./dnac_aura

WMAEHITIE (FHASR )

B Cisco DNA Centerfx A< 22.3.3. xR EShrZ , AlCisco DNA CenterEH 2 B A Z RINHHY
233 xREEBMANZ LM, FERMshelEAmagshell , A EBEMLinuxig T RAURAMNELT, =
AZREHshelld B ABash shell , REBEHITT —F, E2.3.3xLEAZREIHshell, BHIR
F23AXREERA , JREFERXERNENZEDNMTACEREETHE , MEAZRAR,

FEBR A BHITEERT BRDNAR T,

dnac_aura


mailto:dnac_sda_audit_tool@cisco.com%20
https://github.com/CiscoDevNet/DNAC-AURA
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/admin_guide/b_cisco_dna_center_admin_guide_2_3_3/b_cisco_dna_center_admin_guide_2_3_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/admin_guide/b_cisco_dna_center_admin_guide_2_3_3/b_cisco_dna_center_admin_guide_2_3_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/admin_guide/b_cisco_dna_center_admin_guide_2_3_3/b_cisco_dna_center_admin_guide_2_3_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-3/admin_guide/b_cisco_dna_center_admin_guide_2_3_3/b_cisco_dna_center_admin_guide_2_3_3_chapter_010.html#Cisco_Task_in_List_GUI.dita_54088469-d201-4ba4-8976-f1facaa0a139

AL https://github.com/CiscoDevNet/DNAC-AURA , LA T4 EE A £ 458 RER T Cisco
DNA Center,

EREREE1, F-TURLALZBZESRTHER

A ERERIEMCisco DNAFRL , W EAERERER(TETRERERB222NEREERE
BTN R EREHBAHESFTP)).

ERERZE2 MEREEERINERDNAFL |, WEAGITHS

$ git clone https://github.com/CiscoDevNet/DNAC-AURA

ERERBEIMRCKEREMARS , FEERERITHDONARL , FEACITHRTHMAEM
ARERFFAHE A -

3

$ https_proxy=https://<server>:<port> git clone https://github.com/CiscoDevNet/DNAC-AURA

S BR 2 HE{RRE Rdnac_auraT#1T,

#&dnac_auraig REHFBRDNAROE , BEFTEREERAMTE, JITHSEELTHT. W
RIECHEM GIT , AT EBETHIER,

$ chmod 755 dnac_aura

SEB3. (BA) BBEZR dnac_aura WHEE R THNERER,

ERMETHWERER  FHBAEEEEFRMAN MDS5 #ZEN SHA256 #EE, FEMRA
KIAURAZRE — 1M — R R (B

BIH 1.MD5# ERFE

FEA&Smdssum ( A% ) » FEEHICisco DNA CenterSF A EMAILinux Rk L ERMEE | Wi
MEREHEAERENEETHE,

$ md5sum dnac_aura
52f429dd275e357fe3282600d38bal33 dnac_aura


https://github.com/CiscoDevNet/DNAC-AURA

iBIE 2. SHA256 3 =53,

F A Hsha256sum ( IFT% ) . FEEHKICisco DNA Centers B H A Linux Rt L 4 B 5=
, WigHEEEAERENEETHR,

$ sha256sum dnac_aura
c91b6092ab4fa57adbe698a3cl17f9146523bba5b0315222475aa4935662a0b6e dnac_aura

HER 4 FRESSHE RN EMER.

Cisco DNA Center Y& #ThHRAS (2.x A £, 1.3.3.8 Ll L ) B SSH B&Ei&F, Mtk AaES L E%
SSH EXEMERHITH AURA, TERIRE 7T ZHER , RAAURAT ERJRE@ RARKLE,

AT A% SecureCRT LE&RE 3 MW HEIBEREFNEH,

Cabegory:

o Bon

Lo ACTkons

LoH2
SFETP Saidion
Arhvancedc

P ori Fonsanding
Aermaneh

v Tl

W, grpword Meghdghting
Advianoed o Sand protocal NC-0F
L& Filg
Hrnling e
X Y mosaem

SERSMRETITHTLE,

BIBEREMERZMEIIRE , LUEECisco DNA Center L#{THE, (FHEER |, T
IHEREERE ),

$ ./dnac_aura



&

$ ./DNAC-AURA/dnac_aura

RimHIT AURA

IS A RFEE R IR Cisco DNAR /O LA BIAURA, S EE A paramiko M scp ERIE,

RESR
BERR  ERGERERRE. ELTHUEMpython3ERIRKE. BMAT. AlpiptREME
HY

python3 -m venv env3

source env3/bin/activate

pip install --upgrade pip

pip install -r requirements.txt

B ER AR S5m s

Cisco DNA Center FIERHTARA (2.1 BLE, 1.3.3.8 LLE ) BEH SSH FHERE., MtagEeFEs
$£71£ DNAC = E#ZEIB run_remote IETIEDL ansible , #it SSH EXREER#ITHI AURA,

HAERERERSE, HMsshiELR |, -o ServerAlivelnterval=3125& 7] L& X keepalive W M EE5E, It
BrEARLESE , U ARER SSH ERHM Ansible,

ERESTE

ZESHRFE=(E5I%

* dnac
- BEEERE ( FAHAREEY DNAC_ADMIN_PASS )
- maglev B ( TR ARKEEZ S DNAC_MAGLEV_PASS)
- EEEMFRE (AT HAERESE DNAC_ADMIN_USER ) , WETERA Tadmin, , W HE
EFANABEOREBENTRANBREAEEBRSIEZTEETR, EFFZRMP , HEEXES|H
, 1B A # A --admin-user A,

EASIBATESBNRBELSR (F2RAERELBMEEN /NG ) T

./run_remote.py --dnac 1.1.1.1 --admin-pass passwd --maglev-pass passwd



MREABRERESY , ARESTHRITE-SHILA

export DNAC_ADMIN_PASS="passwd"
export DNAC_MAGLEV_PASS="passwd"
./run_remote.py --dnac 10.1.1.1

EBAURAEIE(—)
£ EEEAURASE 2|8 ( HINI-sUSTSDARER ) | LRESITFHIBE -

## note the extra --, due to a qwirk in the way argparse library works
./run_remote.py --dnac 10.1.1.1 -- -s

K XDEFTE run_remote #IF ( il , £ "--4 BIFH --local-dir, all-cluster & --no-pull )
AURA E=[EiE1| (4@ , -n, --syslog, -d, -s BRA M-, &7 )
FEARBRETFAURAR H

AURA G IEXE -json-summary EIH, tgEERFERHN json HE , LAKE DNAC LR
EHHERHEE 2B, Erun_remotefd—local-dinZE — L RZME , BFEMHREERTUREDNAC,
AT LA 37 —{Bjson-summaryfE2€. DNAC H B #kFEEN & 1L.

/home/aradford/RUN_REMOTE/run_remote.py --dnac 10.1.1.1 --local-dir /home/aradford/RUN_REMOTE/1ogs

5ERX# , /home/aradford/RUN_REMOTE/logs B & A LABE :

Ts RUN_REMOTE/10gs/10.1.1.1

DNAC_AURA_Logs_2020-09-08_23_20_11.tar.gz
DNAC_AURA_Report_2020-09-08_23_20_11.json
DNAC_AURA_Report_2020-09-08_23_20_11.pdf

Json EEEE :

cat RUN_REMOTE/1ogs/*/DNAC_AURA_Report_2020-09-08_23_20_11.json
{

"json-summary": {



"check_count": 64,

"report-name": "/data/tmp/dnac_aura/reports/DNAC_AURA_Report_2020-09-08_23_20_11.pdf",
"logfile-name": "/data/tmp/dnac_aura/logs/DNAC_AURA_Logs_2020-09-08_23_20_11.tar.gz",
"ur_check_count": 19,

"ur_error_count": 0,

"warning_count": 5,

"assur_warning_count": 2,

"error_count": 5,

"ur_warning_count": 3,

"assur_check_count": 14,

"assur_error_count": 0

BEYT
MEREA—all-clusteri®E , AIESIBALKRIERNAMERE , WHESERSETAURA,

Bal , ERFII#HIT. BRI B —local-dir—#EEA , EMRDNACHKEHE. HFFEEZREMjson-
summary#& & 83K,

ARt VIP RER L. ZETHULERTEHMEARNERNIPALRE—FREPNIEYEP,
HiR1e

WIS ATER --no-pull IBIEHIIT, MEbAphIE GIT REUAEFERHN AURA A |, E2R
RIE B AURA R Z] DNA Center 9= B $%.

£ CRON By AURA

HRERZ PTY , it Cron ¥/ AURA MR —E#kE. ©EEEMMIEIEDNA Center crontab,

run_remote AIRER#IT AURA LB AN , RAT AR PTY BE , EFEEREZE DNA
Center crontab, #&& --local-path =iH#| 1Tk ~FTHE DNA Center 5C 8% &\ A HH B Y S\ ZB a1 BR 25 o

AR & %7K crontab IHE , AT8/NEE DNAC £#1T AURA, BEEENRpythonFEER , U
BIF T EparamikoFscpEM EEIRE,

00 * * * * /home/aradford/RUN_REMOTE/env3/bin/python /home/aradford/RUN_REMOTE/run_remote.py --dnac 10.

WEEAEBREIESEE—Sa% BRI TES.
Cisco DNA Center AURA E18
F1 -Z2BAURAZEIEW 2 &/ThBE

#|EE (H

")




DNA Center R EEL R IRE X X X

DNA Center AISEtt e E X X

WLC/eWLC T SM LR AmE X X

HASDAKRZ ( ET7HRZ ) DNAC-ISERS (EERAT

ISER ) % %

SDA ( X#AEfER BCLIKE, BFIEENZEEmEZM X
HEMRE )

FHRERBRBE (SEHER ) X X

DNA Center 18 ( #MRBRBHNEMRRIBRIESH ) X X X

R 4 P 5% B I CLIE S 30 AR i R FF EDNAAR O E-fp 5
M BB E EIBE RcaptureFile.yaml2 files X
captured : .json -@n ' Runner default output.log - A $E 0] &

KBRS EREZENEE (ERNHEN R I FEH-0EH ) X

AURA BIEN TR IEEARAR

usage: dnac_aura [-h] [-v] [-V] [--json-summary] [-s] [-u U] [-n N] [--syslog SYSLOG] [--admin-pass ADM
[--admin-user ADMIN_USER] [--maglev-pass MAGLEV_PASS] [-d] [--sdadevcheck] [-0] [-c] [--download-test]

Select options.

optional arguments:

-h, --help show this help message and exit

-v verbose Togging

-V version information

--json-summary print json-summary

-s Run additional SDA checks. To execute these checks, the tool can login to other devices in the fabri
and collect show command outputs.



-u U Upload report and logs file to the SR. Please provide SR and password in the format sr_number:sr_p
-n N Add customer name to the PDF report on the first page (the summary page)

--syslog SYSLOG destination syslog server

--admin-pass ADMIN_PASS maglev admin password (this is the UI password for admin user)
--admin-user ADMIN_USER maglev admin user (webUI user, default is admin)

--maglev-pass MAGLEV_PASS maglev password (for sudo)

-d Perform all DNA Center Infrastructure Health checks only

--sdadevcheck to skip the SDA Device limit

-0 To collect CLI outputs from the network devices via the Cisco DNA Center.

Ensure you have the captureFile.yaml in the same folder as this tool.

-c Compare configurations across multiple devices.

You can choose 2 timestamps from previous captures taken with the -o option.

PDF Report can be generated with the diffs.

--downToad-test To perform a download test of 3 test images of different sizes

from the DNAC Cloud Repo in AWS.

FERATEEEHIT AURA RS
1 Ei#E$EStark Industrlesﬂfk ‘T%E EETTERRAURARE N A ERER I
123kjaksdhfBISR 611111111 , T A

$ ./dnac_aura -n "Stark Industries" -u 611111111:123kjaksdhf

T2 - B¥E F Stark Industries[a BFE{TCisco DNA CenterfISDARE |, B 2

$ ./dnac_aura -s -n "Stark Industries"

TBI3 : BB Tshowdn S H WS H 7 fECisco DNA Center LIRS | 55 M-0i81E, %I 2
Al LA FCisco DNA CentertV i T iETEXALERE L, 50T :

$ ./dnac_aura -o

EFERETEHENMGOSELERE L3117 | captureFile.yaml EE 0 £ HE B #&HFEH. GitHub Fig
L&A,

T4 . BB Catalyst R IR /HeWLCHIBETEE |, FAEA-cEIE, FHRRESXEER -0 BIE
, REBHEIBHAR. WSW0T :

$ ./dnac_aura -c



g6l5 : BEEEE LHMTAURARE  BREBPEFEENRER, SFHEKMEGR  BEFRER
-dO

HE—ERLE

$ ./dnac_aura

FEHER 2 EERL

$ ./dnac_aura -d

Fifl6 : EEHEAURA. ERcronZEm#MITAURA |, F5fEgithub EEUH tkreadmetE &,

https://qithub.com/CiscoDevNet/DNAC-AURA/tree/primary/run_remote

T~BI7 . ERFIFEFDNAROLERIWAWS LW EEEAERR | &0 SUE A #IEEITAURA, it
BmET T EHIEBRE (/- 50MB, H- 150MBFI K- 650MB ) , WAt E THE=ERERNERE, B
IR IR A FE AR M BRORIGRBR & | Y B R & & AR E

FEAEMERR L

$./dnac_aura --download-test

WmEEH

$./dnac_aura --download-test

HARHRARARARBRRRBR B R R R R R R R B R AT

### ###

###  Welcome to the Cisco DNA Center AURA Tool ###

#i#t# version:1.5.0 ##t#

### ###
HHRHHHHBHBHBHHHH R AR HBHRHH AR AR HBHH R H R R BB R R R AR H R

###

### Please visit us at www.cisco.com - 'Enhanced Visibility into the Cisco DNA Center and use AURA'
###

###

### The image download test can be executed and all other checks can be skipped. ###
###

#01:Checking:Latest version of AURA
INFO:AURA is up to date
INFO:Performing login... [please provide UI admin Tevel password]


https://github.com/CiscoDevNet/DNAC-AURA/tree/master/run_remote

[administration] username for 'https://kong-frontend.maglev-system.svc.cluster.local:443"': admin
[administration] password for 'admin':

#02:Checking:Determine Cisco DNA Center Product Type, Serial number, SW Version & Node IP
[sudo] password for maglev:

#01:Checking:Download test image from the Cisco DNA Center Cloud Image Repository

INFO:This check can take up to 4 minutes to complete

INFO:Successfully downloaded a small test image of size 50MB from DNAC cloud repository in 3.4 seconds.
INFO:Successfully downloaded a medium test image of size 150MB from DNAC cloud repository in 3.2 second
INFO:Successfully downloaded a large test image of size 650MB from DNAC cloud repository in 16.2 second

$

BT - EEA-sIBIEEITAURAR | AURAT LA B 33 #2456 vk Bh B 2 501 S b pa 8 B 39 1T 58
HMZeFEEST. A 7T HBRILERS | 55#H—sdadevchecki®E,



AR BNNBENKESE N T ENETRE.

$ ./dnac_aura -s --sdadevcheck

TEMN@REAR
ETEREN K REGRETECHASEESFTHEZRB/IZRE , ARMBIRE,

$ ./dnac_aura.py

HARARARARARRRRRRR R R R R R R R R R FFF A A A

#it# #it#
### Welcome to the Cisco DNA Center AURA Tool #H##
#it# version:1.4.6 #i#t#
#it# #it#

HARARARARARBRRRRR R R R R R R R R R B R FFA A A



#it#

### Please visit us at www.cisco.com - 'Enhanced Visibility into the Cisco DNA Center and use AURA'
#it#

#it#

### A1l Cisco DNA Center based Health,Scale,Upgrade Readiness,Assurance & SDA checks can be run ###
#it#

#01:Checking:Latest version of AURA

INFO:AURA 1is up to date

INFO:Performing maglev login...

[administration] username for 'https://kong-frontend.maglev-system.svc.cluster.local:443"': admin
[administration] password for 'admin':

INFO:User 'admin' logged into 'kong-frontend.maglev-system.svc.cluster.local' successfully

#02:Checking:Determine Cisco DNA Center Product Type, Serial number, SW Version & Node IP
[sudo] password for maglev:

TededNdh

Cisco DNA Center AURA tool has successfully completed.

Report and Logs can be found at:

-- Cisco DNA Center AURA Report : /data/tmp/dnac_aura/reports/DNAC_AURA_Report_2021-02-25_05_27_45.pdf
-- Cisco DNA Center AURA Logs (tar.gz file) : /data/tmp/dnac_aura/logs/DNAC_AURA_Logs_2021-02-25_05_27_

$

HWIERES 2 EER ( #FRN /datatmp/dnac_aura/: )

« &R /data/tmp/dnac_aura/reports B9 PDF &, 5 —EEHE 212 DNA Center #9& ¥}
(BUSR, FFER. ERBEARAR IP fust ). TEMNHTERE , UAREHIATZHAERENE RN
BE, HREESRUHSERENFAER  URGPTHENERNERNBH R, BRNES
TEHRCER K ZRES, (TREFEAEBERRSE ).

- Cisco DNA Center Wi Bk NEBNBERT T EEREA tar.gz &,



Cisco DMNA Center AURA Results
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https://github.com/CiscoDevNet/DNAC-AURA/blob/master/ChangeLog.md
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RATMRAKAURA

WEECisco DNA CenterEmELRl. F5I5%.

HEE Cisco DNA Centerf Eid
CPUE S F5E

AR AL

MR EIfEER

iR ZE B MiNodes X A =
=& B #HEGlusterfs
EEEHINFSHE

NFSiB R 8 R1ZHIR R
HEIIOFHE
DRAM#E 1] ARC RS
DRAMZ R EZEEH

BRI 25 1%/ 0 B R MAR =8
Dockerik &
DockerfQEE%E
EBIREEH
KubeletiR &&

REAFHPRBFHEPLEGEER
Cisco DNA Centerfy 2 | tbiRA B B
FHRFEF[HAARDOTEER | EBIALUE]

HE
BEEIRIEARAED-HIR 1 [U'9

NEAEEEM-FTEES : [u'99.99.99.13',

BB A MERIP

1.1.1.13", u'91.1.1.11", u'91.1.1.14"]

u'92.1.1.1', u'91.1.1.13",

u'91.1.11', u'99.99.99.14', u'92.1.1.3'\ u'91.1.14']

VIPA[EM- VIP : [u'92.1.1.2",

B 2 Fetcd P ELiE KYDNS T AR
letc/resolv.confif B B((<=4)

B & (<=3)

DNSEL&- /etc/network/interfaces
DNS & - DNS : [u'8.8.8.81]
DNS1a] fR 85 7] A& 47 CiscoiBE £RDNA

NTP{RBRESRE : [5.6.7.8",
CEREETHER

DNAC #7835 HTIu__unfo
NEREEFEEH
DCthﬁgﬁtxﬁﬁ
VIP7E i B 2 R 42
BEROAFPREFEHS
HEEMEMNTH

"1.2.3.41

u'99.99.99.12' |

u'91.1.1.12']

u'99.99.99.11',


https://www.ciscoconnectdna.com:443/
https://www.ciscoconnectdna.com:443/
https://www.ciscoconnectdna.com:443/

#39 : BE  EEEREIH
#40 : B2Z : Cisco DNA Center L BINTP IR %5 ik B
#41 : E  NTPRRSEEEESL

#42 . BT  MESFHRNERR BN REMTU
#43 : BB  PMTUR R ARKE

#44 - WE - SIBER

#45 . 2 . EIEREE

#46 . WE  SIBPDERE

#47 . BRE  REDE.....

#48 : & : Appstackik &€

#49 : BT . IR EREE

#50 : BRE MERBREHRSERRE
#51 : BE : remedyctl IE1EIEST

#52 : W& : DB AYISEARAE

#53 : BRE : ADNACEAEBR BN HERE

#54 . BE  NEBE BB EIREE
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