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RDS » Create database

Create database

Choose a database creation method i

© Standard create () Easy create
You set all of the r.nnl'iqur.niun opticns, including ones Use recommended best-practice configurations. Some
for avallability, security, backups, and maintenance. configuration options can be changed after the database
i crgatid

Engine options

Engine type Info

) Aurora (MySQL Compatible) () Aurora (PostgreSQL Compatible)
* +*
+ *
) MysQL ) MariaDB

O PostgresSQL O Oracle

ORrRACLE

) Microsoft SQL Server ) 1BM Db2

.'E_ahgédﬂslerver IBM Db2

Engine version Info

View the engine versions that support the following database features.
¥ Hide filters
(O Show versions that support the Multi-AZ DB cluster info

Create a A Multi-AF DB cluster with one primary BB instance and two readable standby DB instances. Multi-AZ DB clusters provide up
to 2x faster transaction commilt latency and automatic fallover in typleally under 35 sexonds,

Engine Version

PostgresQL 16.3-R2 v

_| Enable RDS Extended Support info
Amazon RDS Extended Support is a paid affering (£ By selecting this option, you consent te being charged for this offering if you are
running your database major version past the RDS end of standard support date for that wersion. Check the end of standard support
date for your major version in the RDS for Po;tgreSqL documentation E

fER ThDRE, #iFPostgreSQL BMIRETARA, 7EAHIPZ MPostgreSQL 16.3-R1]



Ak,

Creates a single DB instance with no standby DB instances.

O Multi-AZ DB instance
Creates a primary DB instance and a standby DB instance in a different AZ. Provides high availability and data redundancy, but the
standby DB instance doesn't support connections for read workloads.

© Multi-AZ DB Cluster
Creates a DB cluster with a primary DB instance and two readable standby DB instances, with each DB instance in a different Availability
Zone (AZ). Provides high availability, data redundancy and increases capacity to serve read workloads.

Settings

DB cluster identifier info
Enter a name for your DB cluster. The name must be unique across all DB clusters owned by your AWS account in the current AWS Region.

bpa-postgres

The DB cluster identifier is case-insensitive, but is stored as all lowercase (as in "mydbcluster”). Constraints: 1 to 60 alphanumeric characters
or hyphens. First character must be a letter. Can't contain two consecutive hyphens. Can't end with a hyphen.

¥ Credentials Settings

Master username Info
Type a login ID for the master user of your DB cluster.

kong

1 to 16 alphanumeric characters. The first character must be a letter.

Credentials management
You can use AWS Secrets Manager or manage your master user credentials.

() Managed in AWS Secrets Manager - most secure O self managed
RDS generates a password for you and manages it Create your own password or have RDS create a password
throughout its lifecycle using AWS Secrets Manager. that you manage.

[) Auto generate password
Amazon RDS can generate a password for you, or you can specify your own password.

Master password Info

ssssssssssssan

Password strength ({iElial)

Minimum constraints: At least 8 printable ASCI| characters. Can't contain any of the following symbols: /' " @

Confirm master password  Info

ETCLTLLITI
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Amazon RDS x
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- 8fElvCPU
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Instance configuration
The DB instance configuration options below are limited to those supported by the engine that you selected above.

DB instance class Info
© standard classes (includes m classes)
) Memory optimized classes (includes r classes)

() Compute optimized classes (includes c classes)

db.m5d.2xlarge
8vCPUs 32 GiB RAM Network: 4,750 Mbps 300 GB Instance Store

Storage

Storage type Info
Provisioned 10PS 55D (io2) storage volumes are now available.

Provisioned I0PS SSD (io2)
Low latency, highly durable, 1/O intensive storage

Allocated storage Info

400

The minimum value is 100 GiB and the maximum value is 65,536 GiB

GiB

(® After you modify the storage for a DB instance, the status of the DB instance will be in storage-optimization.
Your instance will remain available as the storage-optimization operation completes. Learn more [

Provisioned IOPS Info

3000

10PS

The minimum value is 1,000 I0PS and the maximum value is 2,56,000 10PS. The I0PS to GiB ratio must be between 0.5 and 1,000

@ Your actual I0PS might vary from the amount that you provisioned based on your database workload and

instance type. Learn more [/

» Storage autoscaling

IRRIEEARMFEEENE - HMSEMFERE -



Connectivity info C

Compute resource
Choose whether to set up a connection to a compute resource for this database. Setting up a connection will automatically change
connectivity settings so that the compute resource can connect to this database.

© Don't connect to an EC2 compute resource (0 Connect to an EC2 compute resource
Don't set up a connection to a compute resource for this Set up a connection to an EC2 compute resource for this
database. You can manually set up a connection to a database.

compute resource later.

Virtual private cloud (VPC) Info
Choose the VPC. The VPC defines the virtual networking environment for this DB cluster.

vpe-usw2az123001nd (vpe-055eca8021e79cfc7)
60 Subnets, 3 Availability Zones

Only VPCs with a corresponding DB subnet group are listed.

(@ After a database is created, you can't change its VPC.

DB subnet group Info
Choose the DB subnet group. The DB subnet group defines which subnets and IP ranges the DB cluster can use in the VPC that you selected.

bpasubnetgroup
2 Subnets, 2 Availability Zones

v

/A The DB subnets must be in 3 Availability Zones (AZs) for the Multi-AZ DB Edit new subnet [£
cluster. The current subnets are in 2 AZs (us-west-2a ,us-west-2b). Add a
subnet in a different AZ than the current subnets.

Public access Infa

O Yes
RDS assigns a public IP address to the cluster. Amazon EC2 instances and other resources outside of the VPC can connect to your
cluster. Resources inside the VPC can also connect to the cluster. Choose one or more VPC security groups that specify which resources
can connect to the cluster.

O No
RDS doesn't assign a public IP address to the cluster. Only Amazon EC2 instances and other resources inside the VPC can connect to
your cluster. Choose one or more VPC security groups that specify which resources can connect to the cluster.

VPC security group (firewall) Info
Choose one or more VPC security groups to allow access to your database. Make sure that the security group rules allow the appropriate
incoming traffic.

O Choose existing (O Create new
Choose existing VPC security groups Create new VPC security group

HERTE TERES GRS b, KfEET TRRSGERE o ERENERGETS RS



Using a server certificate provides an extra layer of security by validating that the connection is being made to an Amazon database. It does
so0 by checking the server certificate that is automatically installed on all databases that you provision.

rds-ca-rsa2048-q1 (default)
Expiry: May 25, 2061

If you don't select a certificate authority, RDS chooses one for you.

b Additionalmnﬁguration]

Database port Info
TCP/IP port that the database will use for application connections.

v

‘ 5432

<»

Tags - optional

A tag consists of a case-sensitive key-value pair.

No tags associated with the resource.

Add new tag

You can add up to 50 more tags.

Database authentication

Database authentication options Info

© Password authentication
Authenticates using database passwords.




Services

¥ Additional configuration
Database options, encryption turned on, backup tumed on, backtrack turned off, maintenance, CloudWatch Logs, delete pratection
turned on.

Database options
Initial database name Info
Mot supported for Multi-AZ DB cluster

If you do not specify a database name, Amazon RDS does not create a database.

DB cluster parameter group Info

default.postgres16 v

Option group Info

Backup

Enable automated backups
Creates a point-in-time snapshot of your DB cluster

Backup retention period Info
The number of days (1-35) for which automatic backups are kept.

7 v days

Backup window Info
Select the peried for which you want automated backups of the DB cluster to be created by Amazon RDS.

() Choose a window

O No preference

Encryption
Enable encryption

Choose to encrypt the given cluster. Master key IDs and aliases appear in the list after they have been created using the AWS Key
Management Service (KMS) console. Info

AWS KMS key Info

(default) aws/rds v

Account

193670463418



— B

Encryption

Enable encryption
Choose to encrypt the given cluster. Master key IDs and aliases appear in the list after they have been created using the AWS Key
Management Service (KMS) console. Info

AWS KMS key Info

(default) aws/rds v

Account
193670463418

KMS key ID
61e6c956-745e-42be-8fd1-77553104ad4f

Log exports

Select the log types to publish to Amazon CloudWatch Logs

[_] PostgresQL log
|| Upgrade log

IAM role
The following service-linked role is used for publishing logs to CloudWatch Logs.

RDS service-linked role

Maintenance
Auto minor version upgrade Info

Enable auto minor version upgrade

Enabling aute minor version upgrade will automatically upgrade to new minor versions as they are
released. The automatic upgrades occur during the maintenance window for the database.

Maintenance window Info
Select the period you want pending modifications or maintenance applied to the database by Amazon RDS.

) Choose a window

O No preference

Deletion protection

Enable deletion protection
Protects the database from being deleted accidentally. While this option is enabled, you can't delete the database cluster.

(@ You are responsible for ensuring that you have all of the necessary rights for any third-party products or services
that you use with AWS services.

Cancel Create database

R RMETUEYERE. REAmazon RDSIEH A, MEEXBITEAIHER,
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Details Inbound rules Outbound rules Tags

Inbound rules (2)

Manage tags Edit inbound rules

Q Search 1 @
O Name v | Security grouprule... ¥ | IP version v Type v | Protocol v Port range v | Source v |
] - sgr-0962e7821f1df7ede IPvd All traffic All Al

] - sgr-047daad0317¢616... 1Pva All traffic All All _

fERDS -> Databases -> DB-NAMEH, ##—Tconfigurationdfi 2 fParameter Group&f4?, A
BERE—TERR2ES,

Amazon RDS x ROS Databases
Snmbisaad bpa-postgresgl Hadity Aetises ¥
Summary
08 deniifier o Statun. Class
—— bo-pntgresal P © satstie nriglage
Reserved invtances - Comine actvty F e
Prosies watance ' 1 s PoingresaL et 18
Sasbruet groaps
Connectivity & pecurity  Monitoreg  LogsBvets  Configwation  Maletemanced backess  Tagh
Parsmeter grousa
Optien
Instance
ety
i Configuration Imstance class Storage Performance Insights
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Storage
Labili bl
Avallability iy Fublished logs
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PG_ROOT_DATABASE=admin
PG_INITDB_ROOT_USERNAME=admin
PG_INITDB_ROOT_PASSWORD=Bp@Chang3d!
AUTH_DB_NAME=kong
AUTH_DB_USER=kong
AUTH_DB_PASSWORD=K@ngPwdCha*g3
WFE_DB_USER=camunda
WFE_DB_PASSWORD=WOrkFTo#ChangeNow
WFE_DB_NAME=process-engine
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Cloud Provider & Region AWS, N. Virginia (us-east-1)

aws Google Cloud /A Azure

S Multi-Cloud, Multi-Region & Workload Isolation (M10+ clusters)

¥ Distribute data across clouds ** & /A or regions for improved availability and O
= local read performance, or introduce read-only and analytics nodes. Learn more

# Recommended region @ Carbon data currently unavailable

S
== N.Virginia (us-east-1) # Stockholm (eu-north-1) % &l Sydney (ap-southeast-2) %
™= Ohio [us-east-2) W B U Ireland (eu-west-1) % #ll Melbourne (op-southeast-4) %

- EREEME (EFIERAMESE) EEEE, LiRHEENEELE, ARERE—T
MEITHEE . TH§FIE{EAtlas monogodbB¥EE,

@ BPA-DEV-EKS Connect View Monitoril Browse Collecti B DEDICATED

# Connect To Your Database aR 1.8 L Connections  58.8 ] @ln 4.1 KB/s L] Disk Usoge 5.5 GB Li]
: . awW 8.2 @ Out 22.3 KB

Intaract with your data using the it & o it ki Last & hours /=

MongoDB drivers or shell.

VERSION REGION CLUSTER TIER TYPE BACKUPS LINKED APP SERVICES ATLAS SGL ONLINE ARCHIVE ATLAS SEARCH

&.0.6 AWS /N, Virginio (us-east-1) M30 (General) Replica Set - 3 nodes Active Mone Linked Connect Mane Create Index

- #AtlastlK 8SEEEFERE V PCE A i,
Zhi®ENetwork Access (HAR&EHRI) Select Private Endpoint (BRIZE KRR
) HELEAJ Private Endpoint (2HINZEA#LEE) .



B Network Access

Dotalake  PREVIEW
Private Endpoint
B SERVICES

i : Federated Daotabose
jioeey Dedicated Cluster | Serverless Instance . :
Instance / Online Archive
Data API

Dot Federation

Search
@ securiTy
Backup (\\
Dotobase Access C{O
Network Access . .
Create a Private Endpoint
Advanced
Configure AWS PrivateLink, Google Cloud Private Service Connect, or Azure Private
NewOn Atlas 1 Link to connect to your cluster.
Goto
Add Private Endpoint

Learn More

- FE¥ECloud Provider fEAAWS, EIZIRFEMELS, SAEEHENext,

Create a Private Endpoint resasovony

+ Cloud Provider  Service Endpoint  Interface Endpoint  Finalize Endpoint Connection

Atlas Region

Select Atles Region

- irgini 2
X eemiariedvoatbi = N.Virginia (us-east-1) %

Billing
Pay-os-you-go! After clicking Next, you will be billed hourly for each AWS Private Endpoint region, at a rate of
$32.85 per month for this region, and the Load Bal iated with your data transfer usage.

- fRAEERPVC IDIMIFMAID, MAFHEENE, ERvpRIREIIMRITE
awsfERIHERITE. EASIESvpcindbidERHiH,



Create a Private Endpoint  #iosasoveony

+ Cloud Provider + Service Endpoint Interface Endpoint Finalize Endpoint Connection

+ Atlas Endpoint Service Ready

Your Atlas Service Endpoint is ready to accept interface endpoint connections. We will need to gather your
application VPC ID and the Subnet IDs to help you create your application VPC Interface Endpoint.

Your VPC ID

You can find this in your list of VPCs in the VPC
dashboard in your AWS account.
Show instruction

vpc-Ocbbbed3éd2dc744a

Your Subnet IDs

You can find this in your list of Subnets in the
Subnet dashboard in your AWS account.
Show instruction

subnet-0366681cba23dee34q, subnet-08d7b85<

Run this command with the aws-cli to create your YPC Interface Endpoint

aws ec? create-vpc-endpoint --wvpc-id wpc-8cbb5ed36d2dc744a --region us-east-1
--service-name com.amazonaws.vpce,us-east-1.upce-svc-02b2d3873a8e7b201 --vpc-endpoint-type

Interface --subnet-ids subnet-836661lcba23dee3da subnet-08d7b854bafSf5h58

subnet-Bbaa260ladabebbob

- BEENextAy EVPCHRIRID, FARELECreate,

- FXEEIL

Create a Private Endpoint miesasoveony

«~ Cloud Provider ~ Service Endpoint ~ Interface Endpoint Finalize Endpoint Connection

In order to verify and finalize your Endpoint Connection, we need to collect your VPC Endpoint ID.

Your VPC Endpeint ID

This is a 22-character alphanumeric string. Find
this in the AWS Endpoints Dashboard under
Endpoints / Details / Endpeoint ID.

Show instruction

VP e XXX XNNN

(ser)

Lintg, RIEIAREES AR , MMTERFRR. @&Z8%Pod CIDRE

ITVPCings, EFFIMEMAS, FHFIMEMAT r100.64.0.0/161 .



org-. + 0O Access Manager ~ Billing All Clusters Get Help
Dato Services  App Services Charts s 2 F 4

R - 2022-08-10 > PROJECT O

Network Access

Private Endpoint

Feder
Dedicated Cluster | Serverless Instance :
+ ADD PRIVATE ENDPOINT
Cleud
Provider Region  Atlos Endpoint Service Atlas Endpoint Service Status  Endpoint Endpaint Status Actions
AWS ‘com.amazongws.vpce.us-east-lvpee-sve- ® Available vpee-07et32foeTeté21a8 ® Available EDIT | TERMINATE

us-
east-1 0680e76P028623612

- HE AR B INEIEER I Mvpc-endpoint, vpc-endpointi§iiit SRR &
, M B ARREHE S B EILMvpc-endpoint,

¥ Coutformation
~
Security Groups [1/4) we c Actions ¥ Export security groups to CSV | ¥ Create security group
Q 1 @
search: mongo X Clear filters
-] Security B w:
, 026208095312
eks-chuster.sg-cs-ndc EKS created secusity or 587310260078
MongoDB1-MongoDBl 56 used for PC-Matrix 940203774588
MongoDB1-MongoDBl. 56 used for PC-mongo. 940203774588
<
59-0145046202f2TacH - bpa_mongo_db_SG A
Details i Outhound rules | Tags
@ You can now check network connectivity with Reachabdity Analyzer Run Reachability Analyzer X
Inbound rules (2 c Edit Inbound rules
Q 1 @
Security geoup rule... ¥ IP varsion Type ®  Protocol v Portrange Source s Description
sgr-0b3ad752720a378. ] Al TER TP 0- 65535 1022400016
sqr-052269¢70022226 vl Al TCP Tee 065535 100.64.0.0/16
< >
w .

ECRIEARFEA
#E 7 Amazon ECREFEMAEDockerMIGH A B EREES R LB B, U TRERAWSCLIZEI
ECRE#ZE. EEDockerM G A& E X TR EFEENSER,

aws ecr create-repository --repository-name your-image-name --region your-region

A -
« your-image-nameMECREFEMNFIE R,

- IR EEEAWSE T

AEKSEIEECEIAM Bt



HEREKSIT/ERTE: ( EC2f1H ) EBFRECRIEIMENFIEFF THNIAMA R, FMIENIAMERRE

{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUr1ForLayer",
"ecr:BatchGetImage",
"ecr:BatchCheckLayerAvailability"

]

"Resource": "*"
3
]
}

HE I R EE T IN B BRI EK STEEF B BBt IIAM B &,

BPASRE

BPAN B OIFLELSR K TIEEBREKST/EETE,. EEM LEFB &%, ERBPAE , UREH
HelmZfZEBPA,

TEEREEAE, FFIMERTUTRAERETZART :

« BPA : 4.0.3-6

- RDS (FAERVERIERRTFE) : 16.3-R2
* MongoDB Atlas : v5.0.29

- EKS CGEMEAAIFHRIRTE) :v1.27
EETHABRARMNIBINEERKR, TRE , YEEREERMENIEESR.

- IEBEKSTFENRS

kubectl Tlabel node

name=node-1 kubectl label node



name=node-2 kubectl Tabel node

name=node-3 kubect]l Tabel node

name=node-4

- HE(RENES FRYE R
BES1 :

rm -rf /opt/bpa/data/

mkdir -p /opt/bpa/data/zookeeperl
mkdir -p /opt/bpa/data/zookeepers
mkdir -p /opt/bpa/data/zookeeper5
chmod 777 /opt/bpa/data/zookeeperl
chmod 777 /opt/bpa/data/zookeepers
chmod 777 /opt/bpa/data/zookeeper5
mkdir -p /opt/bpa/data/kafkal
chmod 777 /opt/bpa/data/kafkal
sysct]l -w vm.max_map_count=262144

BN%E2 :

rm -rf /opt/bpa/data

sysct]l -w vm.max_map_count=262144
mkdir -p /opt/bpa/data/kafka2
mkdir -p /opt/bpa/data/zookeeper?2
mkdir -p /opt/bpa/data/zookeepers
mkdir -p /opt/bpa/data/zookeeper5
chmod 777 /opt/bpa/data/kafka2
chmod 777 /opt/bpa/data/zookeeper?2
chmod 777 /opt/bpa/data/zookeepers
chmod 777 /opt/bpa/data/zookeeper5



BEA3 -

rm -rf /opt/bpa/data

sysct]l -w vm.max_map_count=262144
mkdir -p /opt/bpa/data/kafka3
mkdir -p /opt/bpa/data/zookeeper3
mkdir -p /opt/bpa/data/zookeepers
mkdir -p /opt/bpa/data/zookeeper5
chmod 777 /opt/bpa/data/kafka3
chmod 777 /opt/bpa/data/zookeeper3
chmod 777 /opt/bpa/data/zookeepers
chmod 777 /opt/bpa/data/zookeeper5

Bi%H4 -

mkdir -p /opt/bpa/data/elk

mkdir -p /opt/bpa/data/metrices/prometheus
mkdir -p /opt/bpa/data/metrices/grafana
chmod 777 /opt/bpa/data/metrices

chmod 777 /opt/bpa/data/metrices/prometheus
chmod 777 /opt/bpa/data/metrices/grafana
sysct] -w vm.max_map_count=262144

- ERBPAELER

scp -r packages to nodel:/opt/bpa/
scp -r packages to node2:/opt/bpa/
scp -r packages to node3:/opt/bpa/
scp -r packages to node4:/opt/bpa/

« {FAHdMEFEBPA

helm install bpa-rel --create-namespace --namespace bpa-ns /opt/EKS/bpa-helm-chart

ALE

- RAAO
F #i1a - yamito enable ingress :

ingress_controller: {create: true}



- (EFABPASEERIISHR
EMIFEEBRLET S

cd /opt/bpa/

/bpa/conf/common/certs/ kubectl create secret tls bpa-certificate-ingress --cert=bap-cert

- BEIHAOER
GBS IR i ngress-controller.yan &R :

cd /opt/bpa/

/templates/ vi ingress-controller.yaml "- --default-ssl-certificate=$(POD_NAMESPACE) /bpa-
- BAOSES
HITHIMMBR M ZEUERAORE,
IR
BREGITIFEC2H1E, BHF MR, VPCRIFFNRDSHENER, TERKIFE -

EC2E3K :

fiEER . SEHHE2TBHNZM, ASEBSHIGEREE /opt , WHE/etc/fstab™ FI8FT A &I
WEZR,

ALLZZE4H - 30101, 443, 0-65535 TCP, 22 for sshe

HitRZEeil - XERMAMERE.



DNSERHRT2, | EC27E/etc/resolve.conf 44 B BB AR IZER
BETHSRRK -
o EEEEESEIRIBLNAARA443, 30101,
« VPC#&IFER (Atlas MongoDB),
- BAtlasELRER 3 MV PCHRIRTE R 1R (aws-5g-ndc-prod) R B] B, VPCRIFMEBEER RHFFTEA
LSRR 2HE(0 - 65535),
RDSEK :
RDSEYH : db.r5b.2xlarge
Postgress |ZEhRAS : 13.7
TEH - AMAARFFREPOD CIDRRHRE

FEBLZ M
B K ubernetesEL 7 AR ¥ Al Amazon EKSE NS EMEHEERAREXZHEE,

#aom
AN A ERAAmazon EKSERENMEEREKRE B BLBPA)BAEARHFRER. EBERSRH
SRIYBRERES , AR T USEKSHEZAREASHFLBPAEARR.

« Amazon Web Services, Amazon EKS Documentation) , [#8.LE]. T2
. https.//docs.aws.amazon.com/eks/

 Kubernetes, TKubernetes Documentation) , [#&Lt]. AT&H
. https://kuber netes.io/docs’/home/

+ Cisco BPAMIE https://www.cisco.com/c/en/us/solutions/collater al/ser vice-pr ovider /at-a-glance-
c45-742579.html

- BPA{E¥SMhttps.//www.cisco.com/c/dam/en/us/suppor t/docs/bpa/v403/cisco-bpa-oper ations-
quide-v403.pdf

- BPARIEEA B35Ehttps.//www.cisco.com/c/dam/en/us/suppor t/docs/bpa/v403/cisco-bpa-
developer -quide-v403.pdf



https://docs.aws.amazon.com/eks/
https://kubernetes.io/docs/home/
https://www.cisco.com/c/en/us/solutions/collateral/service-provider/at-a-glance-c45-742579.html
https://www.cisco.com/c/en/us/solutions/collateral/service-provider/at-a-glance-c45-742579.html
https://www.cisco.com/c/dam/en/us/support/docs/bpa/v403/cisco-bpa-operations-guide-v403.pdf
https://www.cisco.com/c/dam/en/us/support/docs/bpa/v403/cisco-bpa-operations-guide-v403.pdf
https://www.cisco.com/c/dam/en/us/support/docs/bpa/v403/cisco-bpa-developer-guide-v403.pdf
https://www.cisco.com/c/dam/en/us/support/docs/bpa/v403/cisco-bpa-developer-guide-v403.pdf
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