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SUPPLICANT AUTHENTICATOR AUTHENTICATIOMN SERVER

GIG 0M1/0 GIG 0/0/0

ISE 3.2 with
WINDOWS ENDPOINT ISR 1100 MAD
WITH SECURE CLIENT NAM PSM Persona Enabled Node
SRS
faRE

1. TE I %2 Secure Client NAM ( #BRFRIEER ) .

2. THEZELZLEFHENAME ERERFES.

3. — X FERRAERE

4. FR1 : BEPEAP (MS-CHAPV2)E & B EEN T2 E FIRNAMEBER S,

5. FR2 . EERETHEABENEK G HRENRERFAEAP-FASTRREZ 2 & FIRNAMGER A,
6. FR3IF1ES : BEAP-TLSEBLZEEFFIRNAMER A,

7. 3583525  BLENADMISEE T

1. TE A Z g Secure Client NAM ( MBI EES )

EH R
/0N 2 >

EERBWESHEY , 8 ASecure Client 5,

Downloads Home > Security > VPN and Endpoint Security Clients > Secure Client (including
AnyConnect) > Secure Client 5 > AnyConnect VPN Client Software,

B RESE BT | ERAAYMRASZ5.1.2.425R,

BEEREURLZLEFIREFEEWindowsE & ; #ESCCM. &M RHE5IZEMVPNEIRK, B2
,EARN P, ERANERRGERABEL E.

FEEL , #S#&ECisco Secure Client Headend Deployment Package (Windows)o

Cisco Secure Client Pre-Deployment 06-Feb-2024 108.30 MB A ‘%._.-'
Package (Windows) - includes individual MSI

Nles@:

cisco-secure-client-win-5.1.2 42-predeploy-k9 zip

rﬁll:...:"_'hr:l :I.\,-:."_'L _";

Msi zipt& 28

THRAMBER , #— T Setup,


http://%20https://software.cisco.com/download/home

REEFIRE

Profiles

Setup
#2 cisco-secure-client-win-1.182.3-thousandeyes-predeploy-k3
#2 cisco-secure-client-win-5.1.2.42-core-vpn-predeploy-k9
1 cisco-secure-client-win-5.1.2.42-dart-predeploy-k9
## cisco-secure-client-win-5.1 242-iseposture-predeploy-k9
#¥ cisco-secure-client-win-5.1.2.42-nam-predeploy-k3
ﬂ cisco-secure-client-win-5.1.2.42-nvm-predeploy-k9
ﬂ cisco-secure-chient-win-5.1.2.42-posture-predeploy-k9
ﬂ cisco-secure-client-win-3.1.2.42-sbl-predeploy-k%
12 cisco-secure-client-win-5.1.2.42-umbrella-predeploy-k8
## cisco-secure-client-win-5.1.2,5191-zta-predeploy-k9
(3! Setup
|| setup

i
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P Ciace Secure Client Intall Selector - ] X

Select the Cisco Secure Client 5.1.2.42 modules you wish to
nstall:

m Core & AnyConnect VPN
m Start Before Lozin

m Network Access Manager
m Secure Firewall Posture

m Network Visibility Module
m Umbrella

m [SE Posture

m ThousandEves

m Zero Trust Access
m Select All

Diagnostic And Reporting Tool

m Lock Down Component Services

B—T "REMBRE. -

EZEULA,



] Cisco Secure Client EULA X

Supplemental End User License Agreement
IMPORTANT: READ CAREFULLY

By dicking accapt or using the Cisco Technology, you agree thal such use is govemned by the
Cisco End User License Agreemeant and the applicable Produd Speacific Terms (collactively,
the “EULA"). You also acknowledge and agree that you have read the Cisco Privacy
Stalement

If you do not have authority 10 bind your company and its affiliates, or if you do nol agree with
the termis of the EUILA, o nol click "accepl and 4o nol use the Cisco Technolagy. Hyou are a
Cisco channel paner accepling on behalf of an end customer Ccustomer”), you must inform

the customer that the EULA applies to customer's use of the Cisco Technology and provide
the customer with access to all relevant lerms

The lalest version of documeants can be found at the fallowing locations.
« Cisco End User License Agreement
RS AW, 0 5 D0 O eniiu s/ & Baulne galicl oy d-ang-
Sofwareend user license Sgresnment nimi
= Applicable Product Specific Terms: hitps (hwww dsco.comigenius/aboutlegalicloud-
and-software/sofware-lerms himl W
«  Ciscd Pivacy Statement hiltps i i FruChgn g aliprivacy-full hbm

EULAR B
ZENAMEZEFTHAI.,

Cisco Secure Client Install Selector h. 4

You must reboot your system for the installed changes to take effect.

m:]

EMBAMERRE

Z&R® , JEWindowsiES MR FAITRE,

Cisco Secure Client

App




ReERiEREN

2. THY ZRLZLEFIRNAME B RRER.
EERNERS B EERE EERRERREEDotIxHIEIE,
#Secure Client FEFIEREE L , AT EProfile Editori#1&,
A RGIE A RRARS.1.2.42F 9118,

Profile Editor (Windows)& 06-Feb- 2024 15,71 hag L
o g LS00 = SECUng=Clignt-win-5. 1.3 42 - profileadito- kS msi
Advisories [

RERRESR

THEE , BEETRE,

EITmsitE R,

E Cisco Secure Client Profile Editor Setup >
. __W

Welcome to the Cisco Secure
Client Profile Editor Setup
Wizard

The Setup Wizard will install Cisco Secure Chent Profile Editor
on your computer, Click ™ext” to continue or "Cancel” to
exit the Setup Wizard,

<pack  [hext> ] | Cancel

RERRERRERE
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4 Cisco Secure Client Profile Editor Setup

Choose Setup Type

Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for
mast users.

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
USers.

Complete
All program features will be installed. (Requires most disk
space)

REERBERRE

< Back Next > | Cancel




# Cisco Secure Client Profile Editor Setup

Ready to Install

The Setup Wizard is ready to begin the Cisco Secure Client Profile Editor
installation

Chick “Install® to begin the installation. If you want to review or change any of your
installation settings, dick Back". Click "Cancel” to exit the wizard.

Advanced Installer
<Back [ Winstal || | Cancel

RERE

#—T TFinishy (#&® ),




Completing the Cisco Secure
Client Profile Editor Setup
Wizard

Click the "Finish” button to exit the Setup Wizard.

[] view readme file

REEREBRTRER

ZERE , RESHTRARSEEERREEREESR
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Metwork Access Manager Profile
Editior

App

Search thi web

O network acce - See web results
network acoess protection
network acoess

' network acoess control

nefwork acoess confrol products
network access point
network access control tools
nebwork acoess device
neEtwork acoess contral list

network access control gartner
magic quadrant

network access control security
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Open
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Open file location
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File Help

|, Metwork AccessManager | Client Policy

" Py Profile: Untitled
Hetworks

- Connection Sattings -
Hetwork Gn
® b Default Connection Timeout (sec.)
Connection Attempt:
() Before user logon

Time to wait before allwing user to logon (sec.)
(®) After user logon

Meda
] Manage Wi-Fi (wirehess) Media
[ Enable validation of WRA/WFAZ/WPAS handshake
[[] Enable Randomized MAC Address
Default Assodabion Timeout (sec.)
] Maniage Wired (802.3) Media
[ Manage Moble Broadband (35) Meda
| Enable Data Roaming
- End-user Cantrol
Alow end-user to:

[] Disable Clent [] Select machine connection type

7] Display user groups [ Enable by defant
] Specify a saipt or application to run when connected .
EA Aute-connect

- Administrative Status

NAMEL B RIRESR T Fim R i



File Help

! Authentication Policy
Profile: Untitled
Mow Assocstion Modes - Aowed Authentication Modes
[] Sedect Al (Personal) [ seect All Quter
|1 Open (o encryption) EAEap-FasT
[ EAP-GTC
| Eei [ EAP-MsCHARY2
[ Shared (WEP) [ ewns
[ WP Parsanal TP [Flearms
[ WA Personal AES FlearaTis
= [ easos FAEApMscHAR2
EA oA ot i P4 fegacy) [ AP egacy)
[l WPAz2 Personal AES [ mscHap egacy)
[l WRA3 Open (OWE) = 2 4
] wras Personal AES (SAE) Bese
[ rERP
[ Sedect All [Enterprise) S Es-sTe
] Open (Dynamic (802. 1) WEF) [ EAP-MECHAPVE
=] WA Enterprise THIP bage S
Alowed Wired Security
[~ WPA Enterprise AES ] sekect Al
[ WrA2 Enterprise TWIP ] Open (oo )
EweAz Enterprise AES [ 802, 1x arly
L CaE S [ 802, 1x with MacSec
[ M Enterprise AES [] AE5-Gem-128
[ WPAS3 Enterprice AES = o

NAMEL BAE SRR EE 25 5 10 B 78 SR G




File Help
ks Eéw Access Manager Network Groups
Clent Policy -
? Authentication Pokcy Profile: Untitled
wﬂ!’t‘ﬂﬂl‘h Group:
" Metwork Groups Local netwarks o Delete Few
Allow end-user to: e
A See scan kst
Metwork Order
Global Networks
‘Wired:
wired
Lip
Down
‘Wireless:
Up
Down
Other Netwarks in Local networks Available Networks
Wired: Wired:
Hame Current Group
Up
Down
Wreless : T Weekss
Hame Current Group
Up
Dawn
MR EHEER

4. FR1: BEPEAP (MS-CHAPV)FEAE B REBENLZEEFIHGNAMGERS
B BRI o

AT AMIBRTAER MR B B =,

#—TAdd,



Networks
Profile: Untitled

Network

Mame Media Type Group™

Edit...

Delete

= A network in group ‘'Global' is a member of affgroups.

PR EREY
AEREERRERS.
£Group MembershipiZiZGlobal, ZEEREBRNE,



Networks
Profile: Untitled

-
Group Membership
() In group: Local networks

@ In al groups (Global)
Choose Your Hetwork Media

(@) Wired (802. 3) Network

Sedect a wired network if the endstations will be connecting to the network
with a traditional ethernet cable,
() WiFi (wireless) Network

Select a WiFi network if the endstations will be connecting to the network
via & wireless radio cormection to an Access Point.
S5ID (max 32 chars):

Hidden Mebwork
Corporate Metwork
ASSOCENON TEmsout o5 SECONGS

Common Settngs
Script or application on each user's machine to run when connected,

‘E.i rNeXtJ (-F_i ) )

##EAuthenticating Network , 3t i Security LevelZp % P HERBIEN AR E,



[ Cisco Secune Client Profile Editar - Network Access Manager

File Help
. Hetwork Access Manager || Nietworks
Chent Pebiey -
ko Profile; Untitled
Hetworks Seaurity Level A Typs
L Network Groups (O O etk [Searityieve ]

Open nehwdrics have no seourity, and ane open to anybody within range, This i Cormection Type

® uthentcang Network
Authenticating netwaorks provide the highest kevel of seourity and are perfect for
enfenpise kevel networks, Authenboation nebworks reguine radus servers, and
gbher netvwri infrastructure,

802 1x Settings

suthPeriod (eec.) 30 startPuriod (pec.) 3

heddPericd (e} &0 mAxGAT 2

Pert Authenscation Exceplion Policy
[] Enable pert excepbons

Seaurity Allow data traffic before authentication

Ky Management ) Alcre data raffic after authenbcation even If

| L EAP Fals

Encrypition )

Ear eeds but key mansgement fals
AES GLM 128 - S
AES GCM 255
Hext Cancel
PEEEEREER

FIET - EEETERE RS .



ﬂ Cisco Secure Client Profile Editer - Network Access Manager

File Help
j.%wtmmw | Networks
Chérit Polcy &
ericalion Pl Profile: Untitled
Hetworks MNetwork Conmecton Type
= Network Groups () Machine ©
This should be used if the end station should log onto the network before the
wtar logs in. This i typically uzed for connecting to domaing, b get GPO's and
The user connection should be used when a machine connection i nott needed,
A user connaction will make the netwodk svalable after the user has logged on.
() Maching and User Connection
This bype of connection will be made autema bically when the machine boots.
It will then be brought dewn, and bad up sgain with different credentials
wihen B wser logs in.
Pt Cancsl
MR A EERERE

iZ#8User ConnectionE &£ & 51,
BET—S  BEEIEINVRANERAEZESHRERTD
EEPEAPEAEREAPH X,




B Cisco Secure Client Profile Editor - Network Access Manager

File Helg
J.E'Ejm AccessManager | Metworks
2 Chent Poboy -
Ruthentication Pokcy Profile: Untitled
Networks EAP Methods
T Metwork Groups AP+ O Exp-Ts
() EAP-MECHAP () EAP-TT]
O EsP-GTC (@PEse |
[} EAPFAST

[T Exctend uer connaction beyond log off
EAPPEAP Settings
(] validate Server Identity

[7] Enable: Fast Recornect
) Dizabls when using & Smart Card
Inner Methods based on Credenbals Source
(@) Autheniticate using a Password

A EaPMECHAPYZ

[CJearatC
() EAP-TLS, using a Certificate

(Z) Authenticate using a Token and EAP-GTC

AERERREALIORE
S5 E MEAP-PEAP Settings P Y FEER B
BEITERABBERENAT S EHD .

REAP PEAPEEEMN Z BRI AT |, iBiF Authenticate using a Password , A& IZEEAP-
MSCHAPvV2,

B—TT—HUEEEEIENT



EE CBEREENS , IAED THEEAP-PEAPKRETEZEMFRSE 518 E, HREAP
PEAP , BRI FSHTHE,

ERBEHSD  EREZEENAKRF[RUFEARYNLAE LUccomEE. HABHNERREM
IRERFEEAP PEAPREHBEANEE, WREEHNRRPER T FHIRBESIZ(ISE) , Bl LAE A
RERARBRBHEAPEEN LAAEH,



[BF Cisco Secure Client Profile Editer - Metwork Access Manages -_ O

File Help
|| Metwork Access Manager o Networks
vt potc, | PrOfile: Untitied
;ﬁ:mwm Certificate Trusted Server fiudes ﬁrl":;

Conmection Type
Mame ands with ¢.com
i

Cragentisge

Certificate Fisld el bk Value
Subject Alt. Hame - exnctly matches w
A, Save
Certificate Trusted Authority

l (@) Trust any Root Certficate Authority (CA) instaled on the OF I

() Inchude Root Certificate Authonity (CA) Certificates

Add Ry

AUEREZIEEMBPRENERE, HRER , FH®ETrust any Root Certificate
Authority (CA) Installed on the OSTiI A~ i FRADIUS EAPE EMN R ECAEE.

FERALLIEE | WindowsZ BA${EEH "Manage User Certsy & E— Current User > Trusted
Root Certification Authorities > Certificates P 2 S H S H B NWIEREAPEE,

H‘i rNeXt_] (-F_’f ) o



E Cisco Secure Client Profile Editor - Metwork Access Manager = O

File Help
| Metwork Access Monsger || Networks
§8% Chent Policy 2 .
A ication Polcr Profile: Untitled

3 Metworks User Identity Media Type

F, Network Groups Unprotected Identity Pattern: ancaymous Seaity Level
Connection Type

Protected Idenbty Pattern: [uzername] User Auth

Certificates

i — Credentals

Use Single Sign On Credentials
C for Credentals

(") Remember Forever
() Remember while Liser is Logged On

() Use Static Credentials

T R

BB R
ERBEHoF , AECEAERES T HER,

i# A Prompt for Credentials > Never RememberiZIg , At EBESHREF , #TH0ORENE
AEVAEWARLERE.

E_-F r;T-'BEEJ o

{F FFile > Save Asi&1E #%Secure Client Network Access Managerfiil BiER B E 5
configuration.xml,

# E & Secure Client Network Access ManagefE AR HEXER , BT —EEH&PH
configuration. xmiEREV B HIER -

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system
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E . BEMEDR Aconfiguration.xml , & BIAGHE X EE,



"4 Replace or Skip Files —

Moving 1 item from PEAP MSCHAV2 to system

The destination already has a file named
“configurationxml”

v’ Replace the file in the destination

? Skip this file

42 Compare info for both files

More details

BR A 5 B
5.75FR2: BEAP-FASTRIZHERAENERENRIFEEZEEZEFIWNAMEERS

TRNAME B RimEERR , REREMEHERTD.
E_-FAddo



Networks
Profile: Untitled

Network

Name Media Type Group™

Edit...

Delete

* A network in group 'Global' is a member of afgroups.

NAMEL B 12 SRim B 2R H &

EEBEEEERTRASE,

AGroup Membershipi###Global, #EiZWiredNetwork/ &,



& Cisco Secure Client Profile Editor - Mebwork Access Manager

- 0
File Help
Ju Hetwork Access Manager 1 Metworks

Chent Pokcy .

- . Profile: Untitled

Natworks. . Meka Type:

= | = 3
) I group: Local retwvarks

HRERBE

o

Sedect & wired network if the endstations wil be connecting to the network
with & traditional ethemnet cable.

Sedect & WiFl network i the endstations will be connecting to e network
via a wireless radio connection bo an Acoess Point.
SSID {manx 32 chars):

Hicldesn Me ek
Corporabe Mebwark

Asgocaon Timeout 5 seconds

Common Settngs

Saript or applcation on each user's madhine to nun when connected.

HE rNeXt_] (-F_’i ) o

EERFEER  YATEF AU Bo P HKBRENERE,



B Cisco Secure Client Profile Editor - Network Access Manager -

File Help
|1 Network AccessManager | Networks
Chent Pobcy -
Authertiication Pollcy Profile: Untitled
Hatworks Seourity Level Media Type

Open networks have no security, and are open to anybody within range. This iz Connection Type

Ruthenbcatng Hetwerk
Authenticating netwarks provide the highest level of security and are perfect for

enterprise level networks.  Authentication metworks require radius servers, and
other network infrastructure,

- BO2. 1 Settings -
authPeniod (sec.) 30 | startPeriod (sec.) 3
heldPeriod (sec.) &0 | maxStart 2
- Port Authentication Excepbion Polcy
] Enable port exceptions
Security Alow data traffic bafore aul =]
Key Management Allow data traffic after auw o wven if
[ = EAP Fals
EAP succeeds but key mansgement fals
AES GCM 123 o 3
AES GCM 255

REBRRERBREREE

FET —SEEETERERERD .



& Cisco Secure Client Profile Editer - Metwork Access Manager

File Help

|u Metwerk Access Manager
Chent Polcy
Austhen bication Pokoy
hetaors
L hetwork Groups

EARB R EE

"

) User Connection

Thee user connection should be used when a madchine connection is not needed,
A user cornection will makee e nebwork avaldable after the user has logoed on.

This type of connection wil be made sutematically when the machine baots

It wall then be brought down, and back up again with differént credentials
when the user lags in.

BEEGE=ERE , DUERREEAENMERRE.
EHI rNeXtJ (-F_ﬂ;_ ) o

| Networks
Profile: Untitled

Hebwork Connection Type Media Type

(") Machine Connection Secunty Level
This should be used if the end station should log onfin the network before the
wser logs in. This i typically used for cornecting to domains, to get GPO's and Credentials
other updates from the netwark before the user has scoess. Liser Austh

Credentials



ﬁ Cisgo Sequre Client Profile Editor - Metwork Access Manager

et

ERSBmERD

= a
File Helg
|, Metwork Access Manager | Networks
Chant Py _ "
Authentication Polkcy Profile: Untitled
Networks EAP Methads T
T4 Network Groups () EAP-MDS O EAP-TLS Seauity Level
() EAR-MSCHARYZ () EAP-TTLS Connection Type
= Certificates
® Creden sl
Uiser Auth
Credenbials
[] Validate Sarver Idantity
[ Enabils Fast Recornect
[ Eae-GTe
When reguested ser e chent certificate in the dear
Oy rit certifica
D] e e tifcate using EA n e tunnel

fEMachine AuthZB /| FBIZEAP-FASTIEAEAPH £, B ENEAP FASTERETERE. HR
Inner methods based on Credentials Source®f% , 1##FAuthenticate using a Password f1EAP-

MSCHAPV2¥E R 15 5£, RERIBEZFEAPACEE,
# "Nexts (T—2),

HEEEMINEFEZEENAMBRAUF , RALNABLUc.comfER, WERZEMARIFLEAP
PEAPREZMBEEANER. WRELHIREPERN S DIRISIZE(ISE) , 7T LA 5= {7l AR 25 51 %

EAPEREN L AERE.



Networks
Profile: Untitled

Certificate Trusted Server Rules Sl
Security Level
0> Connection Type
Subject Alternative Mame ends with ¢.com Machine Auth
Certificates
Credentials
U=ser Auth
Certificates
Certificate Field Match value Credentials
Subject Alt. Mame e exacty matches e
Add Save
Certficate Trusted Autharity

() Trust any Root Certificate Autharity (CA) Installed on the OS5

{O) Indude Root Certificate Authority (CA) Certificates

Aol Remove

Mext Cancel

BHSHRBARSREEENS

AL EREZEIHEPEERMERE. HRKIER , FEMATrust any Root Certificate Authority
(CA) Installed on the OSIEIR , M EMNEEFBRADIUS EAPEEMNHECAEE.

5 F L#EIE |, WindowsH§{EFEHManage User Certs#2 3\ (Current User > Trusted Root Certification
Authorities > Certificates) P B2 B EH B WIMEAPERE,

# "Nexts (T—2%),



H Cisco Secure Client Profile Editer - Netwedk Access Manager

File Help
|, Metwork AccessMansger | INetworks
Chenit Policy .
e o Profile: Untitled
Hehanrks Machine Tdentity Media Type
ST Network Groups: Uirprotectad IdenSity Pattsrn: host/anonymous Security Level
Comnection Type
Protected Edenbity Patiem: Feorsit usermanmse] Machine Auth
Certificates
Credentials
Uer Auth
o inh
() Use Stabc Credentials
Password:
onc

Machine Auth CredentialsaB %

REERBRID PRECHAEBRER.

122 rNeXt_] (-F_’i ) o



B Cisco Secure Client Profile Editor - Network Access Manager - O A

File Help
Netwark Access Manager ! Metworks
8§ Chent Pobcy s
Authantication Polcy Profile: Untitled
Hetworks EAP Methods Media Type
S Network Groups () EAP-MDS () EAP-TLS Seaurity Level
) EAP-MSCHAPY2 () EAP-TILS ':“"""""N:m*“
EARP-GTC PEAR
O W_FAST Certificates
e
[[] Extend user connection beyond log off User Auth
Certificates
Credentials
[ validate Server Identity
[+] Enable Fast Reconnect
[] Disable when using a Smart Card
Inner Methods based on Credentials Source
() Authenbcats using & Password
O Ere-G1g
() Authenbcate usng a Certifcate
When reguested send the dient ceriicate in the dear
Onily send dient certificates inside the tunne
Send dien icate using EAP-TLS in the tunne
{:}ﬁ-uu-mb:au maTnkmdenP-Grc
[A usePaCs
Hext Cancel
ERAERERE

M User Auth , 55 Z1ZBEAP-FASTHEBEAPH 3%,
SE M EREAP-FASTEREZ 4 R TEER

¥ 7 Inner Method based on credentials source3f % , i##EAuthenticate using a Password f1IEAP-
MSCHAPV2{E& 15 7%,

EEFEAPAC,
122 rNeXtJ ( _F_i ) o

EREMINEBFEZEETNAMP[ARAS |, RAALHABUc.comfEE, ELEEEA N RRSE
EAP PEAPREABIEANEE, MRELWIREPFEAISE , o AMEA KK AIRESEIZBEAPE SN
A&,



Networks
Profile: C:\Users\LAB 5\Desktop\EAP FAST\configuration.xml

Certificate Trusted Server Rules

Common Mame ends with c.com

Certificate Field Match Value
Commaon Mame [ ends with w | |C.com
Remove Save
Certificate Trusted Authority

{®) Trust any Root Certificate Authority (CA) Installed on the 05

(C) Indude Root Certificate Authority (CA) Certificates

Add Remaove

Mext Cancel

ERESNREARFRESENS

AUEEREZEEEBPEERNEEREE, YRIER , FEAZEETrust any Root Certificate Authority
(CA) Installed on the OSTI € iN#ERADIUS EAPERENHECAESE.

# "Nexty (T—%),



Networks
Profile: Untitled

User Identity Media Type
Unprotected Identity Pattern: AnOnymous Security Level
Connection Type
Certificates
User Credentials Credeniisls
User Auth
{7) Use Single Sign On Credentials Cortificates
(@) Prompt for Credentials Credeniiss
() Remember Forever
() Remember while User is Logged On
(@) Never Remember
() Use Static Credentials
Done Cancel
FRESTRERE

T "BHEH, B EERTERAESHEHBD
BRFETAARE>KTRERE, Fit , EEXEERES  FAESHRBLEWAELTE,
#— T Donei&kél,

i#1ZFile > Save as , A% &Secure Client Network Access ManagerBl ERERfHEES
configuration.xml,

E £ Secure Client Network Access ManagerffE AR T B U MEERR , FAFBEHERT —EE
#& s B configuration.xmlIfE =

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system



SEE - BEMAB R Bconfiguration.xml |, & B E LB,

6. R3 : REAP TLSEAEERESNRERBEREEFFIRNAMGBERT

ITFANAM Profile Editor , A& E M EINetworksZ8 % -

& —TAdd,



MNetworks
Profile: Untitled

Network
Mame Media Type Group™
Edit. ..
Dhede ba

* A network in group 'Global is a member of af groups.

BB R
MEMERRER , FLRED , vB2AARLREINEAPBRATBE.
#Group MembershipiEiEGlobal, AR E,



ﬁ Cisco Secure Client Profile Editor - Netwerk Access Manager

File Help
Lﬁrﬂmmmmw ! Networks
Chent Policy
Authentication Pobcy Profile: Untitled
Heatworks Media Ty
< Network Groups Masme: s
Group Mesnbenship

HERERBE

ﬁwmwh

d ; the endstations will be connecting to the network
with & tradional ethernet cable.
() WA (wireless) Network

Select & WiFi netwark if the andstabons vall be connecting to the netwank
via a wireless rado connection to an Access Point.
S5ID (max 32 chars):

Hidden Metwork
Corporate Network
Assodation Timeout 5 seconds
Common Settings
Script or application on each user's maching to run when connected,

Mt Cancel

# "Next, (-F_’i ) o
BEREER  YEFAEERLZ2MRBIE 0 HtRBNFERE,



B Cisco Secure Client Profile Editor - Metwork Access Manager = a
File Help
I %mmmﬂw | Networks
Chent Policy
Authentication Fobicy Profile: Untitled
Hetworks Seauity Level Media Type
?"‘Mﬁm (") Open Hetwork Searity Lewel
Open networks have no senurity, and are open ko anybody within range, Thisis Cannsction Type
) futhenkicating Hetwerk
Authenticating networks prenvide the highest level of security and ane perfict for
enienprise bevel networks. Authen e ton networks require radius servers, and
ather network nfrastructurs,
802, 1X Settngs
suthPeriod (sec.) £ startPeriad (oac.) 3
heldPenod (5] &0 mancStart v
- Fart Authentication Exception Poboy
] Enable port exceptions
- Seourity Alow data traffic before authentication
Key Management Allerw dats traffic after suthenBcaton even if
Hone = EAP fai
[
T lIon EAP succeeds but key mansgement fals
AES GCM 255
Bt Cancel
I "
ZEMER
HWRFBEBARERARENEAERE, EHik , £A#EUser Connection,
B Cisco Secure Client Profile Editor - Network Access Manager
File Help
K g}m;’mﬁw ! Networks
Chent Policy =
il M Profile: Untitled
Blebveorks Hetvark Connection Type Madia Type
ﬁﬂemﬁﬁ'm O" P Bon Seaurity Level
Connection Type
This should be used if the end station should log onto the network before the Usér Auth
user logs in, This is typically used for connecting to domains, to get GPO's and Credentials

other updates from the network bafore the usar has agcess.

The user connection should be used when & maching connection is not nesded,
A e connection will make the network avalable after the user has logged on.

L) Mad and Liser Conmechon

This type of connection will be made sutomatically when the machine boots.
It will then be browght down, and back up again with different credentials
when the user logs in.
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HEEAP-TLSEL B AEAPH E. FFZEREAP-TLSRES 2 F I FERIE,

ﬁ Cisco Secure Client Prafile Editor - Network Access Manager

File Help
| Metwork Access Manager | Networks
{5} Chent Policy - .
scation Pobey Profile: Untitled
Netwarks EAP Methods Media Type
e s Sacwiy e
() EAPMSCHARY2 () EAP-TTLS Wmﬁxﬂ
Usar
O = o
O Credentials
[] Extend user connection beyond log off
EAF-TLS Settings
[ validate Server Certificate
[] Enable Fast Reconnect
[] Disable when using & Smart Card
FERESHRFSS

£ TRREL BOES , B EAAAEAP-TLSEEMARNRA, MREEAISE, FEEE-RE-BE
B0 B E LR R

HRBREZEAMERD , RECEFERR LERENESREEHBE(CA)



ﬂ‘ Cisco Seoure Client Profibe Bditer - Metwork Access Manager
File Help

|, Hetwork Access Manager | Networks

{8} Chent Pokcy )
Autheniication Polcy Profile: Untitled
Medka Type
<2 Network Groups Certificate Trusted Server Rules aTen.
Cerbficates
derhals
Cortificate Fusld Match Ve
Subrject Alt. Name w | exactly matches =
Acd Save
Certificate Trusted Authority

(®) frust any Root Certificate Authority (CA] Instaled on the OF

{7) Inchuds Root Certificate Autherity (CA) Cartificatas

ERESRRBEARSREELRE
® "Nexts (T—%)o,
¥ User Credentials&B4 , B E XK —EB0 PRI AR E.



Networks

Profile: Untitled
Uisar Identity Media Type
Unprotected Identity Pattern: [username] &[domain] Security Level
Connection Type
User Auth
Certificates
cer Crecential Credentials

() Use Single Sign On Credentials

(") Prompt for Credentials
Remember Forever
Remember while User is Logged On
MNewver Remember

[ Certificate Source Remember Smart Card Pin
Smart Card or OS5 certificates Remamber Forever
Smart Card certificates only Remember while User is Logged On

Mever Remember
Smart Card Removal Policy
[[] Disconnect from Network
Rule logic (®OR (DAND
Field Operator Value

o o

Done Cancel

User Auth Credentials&R %"

HEAGRBRFEAELEEAP TLSBREFEEN MRS CEMNRA, EHTHERE , X —TUse
Certificate Matching Rule (Max 10)35 32 #9 ZREU 5 #.,

HE_-FAddo



|/ Certificate Matching Rule Entry

o Y

Certificate Field Match

Issuer.CN v | Equals

Value

‘ruw Internal OR 3rd Party CA.com

Id Operator Value

o R

A& B ENCNEREMy Internals % =5 CA.com,

BELHRARE




a Cisco Secure Client Profile Editor - Metwork Access Manager o O

File Help
| tetwork Access Manager | Metworks
{8} Chent Pobey - -
Authentication Policy Profile: Untitied
' Networks User Idenlity Media Type
2 Metwork Groups Unprotected Identity Pattern: [username] 3 {domain] e
Connecton Type
User Auth
Certificates
Credenbials
User Credentials
(8) Lise Singhe Sign On Credentials (Requires Smart Card)
(_) Prompt for Credentials
Remember Forever
Certificate Source
Smart Card or 05 certificates
Semart Card o & o er is Logged On
Smart Cand Remaval Pobcy
[] Disconnect from Metwork
[+] Use Certificate Matching Rule (Max 10)
Rulelogic (@OR (DAND
Frd Opearator Valse
\Lsguser . CN [Equais My Internal OR 3rd Party C... | &
1w
Edit Dl be
Done Cancel
FERAERIBERE

#—TDoneERELE .
i#1ZFile > Save as#%Secure Client Network Access Managerfit & #& % ff# 17 B configuration.xml,

E{#Secure Client Network Access ManagerfE ARl F 2 WEEER , FAMBEHBER T —EH
%/ 9 configuration.xmltg X :

C:\ProgramData\Cisco\Cisco Secure Client\Network Access Manager\system



SEE - BEMAB R Bconfiguration.xml |, & B E LB,

7. 1R¥ET =1 PEAP MSCHAPV2ELEISR 1100 MISELA SR 51 & 17 B 7%

ELEISR 110088 H 28,

RENHENADLAEBWEREE , FHEEdotIXIER TE,



aaa
aaa
!
aaa
aaa
aaa
aaa
!
aaa

AR WRSERISERE |, EOMA T REARFRBHACNEMEHR, TEBEMRE
E>RF>HEBEBRFHNISEETHRE.

new-model
session-id common

authentication dotlx default group ISE-CLUSTER
authorization network default group ISE-CLUSTER
accounting system default start-stop group ISE-CLUSTER
accounting dotlx default start-stop group ISE-CLUSTER

server radius dynamic-author

client A.B.C.D server-key <Your shared secret>

radius server ISE-PSN-1

address ipv4 A.B.C.D auth-port 1645 acct-port 1646
timeout 15

key <Your shared secret>



aaa group server radius ISE-CLUSTER
server name ISE-PSN-1
|
interface GigabitEthernet0/1/0
description "Endpoint that supports dotlx"
switchport access vlan 15
switchport mode access
authentication host-mode multi-auth
authentication order dotlx mab
authentication priority dotlx mab
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast

& & 19 IR 51 3.2,
flERREE,
ISR NADZ/ISE Administration > Network Resources > Network Devices,

#—TAdd,

Network Devices

IP/IMask Profile Name Location

REERMKNADEEERE. HMAKEEIP,



Administration - Network Resources
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers

Natwork Davices
ISR1100

Dafaull Dovice
Network Devices

Davice Sacurity Sattings

ISR1100

Description

IP Address

Device Prafile
Model Name

Software Varsion

HE-ENES , EBnEEREEREPEANHASRAER,

~  RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shared Secret

D Use Second Shared Secret

Second Shared
Secret

CoA Port

R E B RadiusFEE
RBEEE,
BERANBERIRN ST,




ERISEAR# & 38R, AXARYEINIISES HEBREHEITRA.

i E|Administration > Identity Management > Groups B , AR BN FREFMBE. BILETR
B 5 174H RiseUsers,

Administration - ldentity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

MNew Uzer ntity Group

Identity Groups

Identity Group

* Name i'sﬂLIsr;-r:‘;!
Endpaoint Identity Groups

User Identity Groups Description

S HEE L
#— T Submit,
BRIEE>-5HEE>-50HE,
& —TAddo
Administration - ldentity Management

Identities Groups External ldentity Sources Identity Source Sequences Settings

Users
P ———— Network Access Users
zted O Total O

Status Username - Description First Name Last Name Email Address User Identity Groups  Adr

Mo data avallable

MEREMERERE

EALERUN -y , UERELBBHAE, 4RO 6EAEMHE S Biseiscool.



» Mew Network Access Liser

~ Network Access User

* Usarname iseiscool

Status ¥ Enabled

Account Mame Alias

Email

M EREREEY

AFEREEEREE., AVainilalSE97,

~ Passwords

Password Type: Internal Users

Password Lifetime

With Expiration

Passwand will

hﬁ Meser Expires

Hassword He-Enter Passwond

* Login Password

Enable Password

ERERYRIBRE

&4 & o B Bl#HiseUsers.

v User Groups

H iseUsers

EREEDE
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B EISERE>RIE> KM,
A LAE TR RIS S, BR , ARPIRIL T — BB AWireddy =B,

it WRBEETOBNES BBREEREE |



BiEE . MRBFAIHERMRER , TRE-TEARUEHNERER , RARERELS
wAFI,

Default policy set

EANRERE#R8021x. HBEE , REIE—TUse,



Conditions Studio

Library Editor

Wired_802.1X

Catalyst_Switch_Local_Web_ A
uthentication

Switch_Local_‘Web_Authentica
L0

Switch_Wab_Authentication
Wired _B02.1X
Wired _MAB

Wirslazs B02.1X

RfR#F THE=E

1EAllowed ProtocolsZB 4 Fi&1ZEDefault Network Access,

Policy - Policy Sets

Policy Sets

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits  Actions  View

2 Wired Wired_B02.1X Default Network Access

] Dafauly Dafault policy se1

[RBIEE— xR

& —TSave,
2.d.BESHRENRHERR,
B—T>Bx.

Wired_802.1X




\

B BiAuthentication PolicyZB %o
B—T+E T

Authentication Policy (1)

Status  Rule Name Conditions Hits Actions

* Options

AAuthentication Policyfs§ € —{E& #. It /R I+ £ AInternal Authentication.
BR—TUHHMESOBIREN R4 3 EN+ER.
£ A WY = TEEL E %R Wired Dot1x,

R, EEASIPRERBEASE

« Authentication Policy (1)

Status  Rule Name Conditions I Hits Actions

Internal Users

*  QOptions

If Auth fail

-] Intarnal Authentication

If User not found

If Process fall

RIEREE,

Authorization PolicyZB 0 YR EEKS. BEELE—T+Exo



Policy - Policy Sets

UpLUnNs

» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

« Authorization Policy (1)

Results

Status Rule Name Conditions Praofiles Security Groups Hits Actions

DenyAccess

R

ABRERVHNRERKGE, THEERGFP , £AEBnternal ISE Users.
EANBRERBEL KRG , FEFRGYPRHELE TR

£ A #EIseUsers.

& — T Attribute 38 %,

#1Z|dentityGroup B 7~

fesAsas | JBIEHAdentityGroupB B InternalUserzi B2,



Library

fR#FE L

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Deavices

Compliant_Devices

EAP-MSCHAPY2

EAP-TLS

EMEREE T,
REAEGHHEY | EEHIseUsers,

BYOD_is_Registered

Catalyst_Switch_Local_Web_A
uthentication

Compliance_Unknown_Devices

Compliant_Devices

EAP-MSCHAPW2

EAP-TLS

PRAFE L

InternalUser-ldentityGroup

@ | & | @ | F

Dictionary Attribute

All Dctlonaries Attribute

AD ExtarnalGroups

CWA_ExternalGroups

IdentityGroup Description

IdentityGroup

Internallizser ldantityGroup

PasslvalD PaszivelD_Groups

Editor

InternalUser:ldentityGroup

Equals User Identity Groups:iseUsers -




¥ — T Use,
EBINEERERERER,

55 FH Y = FE B & AV B & #8 R Permit Access.

AE CFRAEER , EXIISEN SRR BN ERDXREE (FTBREAE S A
ISEUsersty —&B45 ) , BRBFERRERE , HiER ADenyAccess.



~ Authorization Policy (1)

Results

Status  Rule Name Conditions Profiles Security Groups Hits Actions

Internalls:
Intarnal ISE Users d PermitAccess
Groups

B

E_-Fsaveo

B

BRETHE 2 T2EFHEERMARE , ¥ EPEAP MSCHAPV2ELERE RN FER.
BRI S DA,

i i 2
. Cisco Secure Client | PEAP M5CHAPZ X

Authenticating Please enter your username and password for the

network: PEAP MSCHAPV2

s

Password: | VaindlalSES7] |
T O tico ] Show Passward

PEAP MSCHAPvV2

[ ox ]| conce

Z 2 F B IRNAM

MREIESOMBILER , . NAMBREER,



€9 Cisco Secure Client — X

Network:
Connected (192. 168. 15.2)

PEAP MSCHAPv2

B ERAEIRNAM
BE—TEABREERIFESELLHS , RRERINAMBTHSESBRNEERER

9 Cisco Secure Client - 4

| ran] s :
asco Oecure Client

Network Access Manager Diagnostics
Configuration Log Settings Statistics Message History

& B SR E L R
7:06:01PM PEAP MSCHAPV2 : Authenticating

7:06:21PM PEAP MSCHAPv2 : Acquiring IP Address
7:06:21PM PEAP MSCHAPv2 : Cunnectecf )

REFFinE S B

HEISEE I F R 4E> Radius LiveLogsi R & 1B MNVEFHER. MTEMTR , BERAERNER
EEHB.

HsFmE A

- KEER,
« MAC #b3it.
- ERANREEE,
- BORERE,
- REXREE



- HitbEEEA.

Live Logs Live Sessions

Miscentigured Supplicamts Misconfigurad Metwerk Devices RADIUS Dreps Cilent Stopped Responding

Last Updated: Tue Apr 23 2024 13:02:14 GMT-0600 (Central Standard Time)

ISE RADIUSENBS B 5%

HREEENCHAERNER  YARRRIARBRAERY , AU TUNEREER,
Al 3
BE : REEFimAREANAMEERER.

MENAMKEAZER ERERFRESPEINVTEERR , FFE A Secure ClientfINetwork Repairi#
H,

AEBEREWindows#>Z— T HIFE >R - THRLZLEFFRER>E - THEEEERIIL
B,



Open Cisco Secure Client

T v Show Notifications
YPE€

Metwork

Disable Wireless

About

&17 PM

h ESP
A w0 ) 4/7/2024

RV ES:
B2 . FEREBRURE-S D
1. BUANAMEER B 35

FRINAM , REZ—TEWETR.

CIECD

...........

NAMAE

Bin3 B R EER. EPEnable Extended Logging BB 75 .
HERIHEERKNRESR100 MB,



@ Cisco Secure Client —

tlrat]r,

asco oecure Client

Network Access Manager Diagnostics

Configuration Log 5etlings Statistics Message History

Use extended logging to coliect additional nformation about product operations.

[]Enable Extended Logging
Fitter Driver: off "t

[ credential Provider

7] Packet Capture

Maodmum Packet Capture File Size (MB): | 100|

ZEEFFimNAM B 35 E

2. ERMEE,

RRAERBRRHE  SRERX[E , LBRRERBFLEHERE.
3. WE L2 F FirDARTHA .

EWindowsH |, Efin Z#E S8 & A Cisco Secure Client Diagnostics and Reporting Tool,



Cisco Secure Chent Diagnostics
and Reporting Tool

App

DART#4H

HREBRED , BKERETHER, CREXEIHRBREHEBKE BFEMMERAdtIXEFEERARMY
HBMTE,

EE—EE QPR — T Nexto
Cisco Secure Client - DART

Tinir
CISCO

DART#E4R




BIRE—TNext, ERRFERTSEREFEREL,

Cisco Secure Client - DART i

(@) Default - Bundle will be saved to Desktop

() Custom

 Back W tet W Cancel

DART##

mEME | FiZFEnable Bundle EncryptionZBREU 5 #.,



Cisco Secure Client - DART oy

[ ] Enable Bundle Encryption

| Mask Passwiord

Encryption Password

Canfirm Password

DART#E4R

DART B W SR



Cisco Secure Client - DART W

DARTHZES

LB AT RE R 100 B ERK B BETT Ko



Cisco Secure Client - DART >

DARTHMBENER

HERER K AR IDARTHERER,

Name Date modified Type
| DARTBundle_0423_1538 4/24/2024 1:14 PM Compressed (zipped) Folder
DARTH#ERIER

.
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