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BEREREFRP OLEM(PCCE)
Cisco Unified Contact Center Enterprise (UCCE)
R R EE FEH(ECE)

Microsoft Active Directory

BRA T

AXFHEFARBIRIU T REAERRA

UCCEMRZS : 12.6(1)

ECERRZA : 12.6(1)

Windows Server 2016_E #YMicrosoft Active Directory Federation Service (ADFS)

ANHHEARBBEREERTRRANKEMEL. XHEAINAMERERRERR (HK
) BVIEREREE) . MRIEHVMBRIEET , FERERBEMESTREXRNTE,

BREM

IR E 7 B4 (ECE)EHIBA LAfEFinesse /A ZBEHM , B2 , A BRMASSOLUATFEFENEE
EiBFinesse® A ZIECE,

A LB 5 B EE S E ESingle Sign-On. EAHEREABRNEESRBNHERAEBHESD
BRI RMNME FEBHEREHE,

E-BAFEIENEESH .

- BEE- B ARRNEINSLERPIIECFEAEESEIEEBRE LS MERHT , KRS ES
£ REEAEXZEMEEREAESZ &M,

« BIATSSO% , TEMEEEEEEAZE "REZRFIE, UAWERGIE  LEEDEIERE
PIRMEEVNNEARERNNAIBURL, EBFAER , F2E M2 3EERE.

« EE Java Keystore (JKS)BEREESSO , UAHFEEEEERTEACNERAEERE
SSOEABIEEAE|Finesse 2 HAMWECED Z|#E1, FBEHENITEPIAEEJIKSE S,

« Cisco IDSHZLEEFEB(SSL)BELABARRETRNFMEERAARES. ZERXEN
SSLEERR , FEHEMAMITEFIH Cisco IDS E ZBPIEEE

« Unified CCERDBfAfREFHREED K/ NE. RFEAEEAKRKURLRENESHINERAERE
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f£ActionsEB 4 A, 32— T Add Reliing Party Trust...

i File Action View Window Help [-]&]=

&= #m B8
[Ropogray s e

> I Sevice - Display Name Enabied  Type  \dentfier Relying Party Trusts -
| | Relying Party Trusts | Add Relying Party Trust...
1 Claims Provider Trusts View N

[ Application Groups Mew Window from Here

(G Refresh
Help

HER3
B TEMERSEE BEF BT "HAL XERUTSR
aft "EEERNER. BEY  BEEFHRARHOESNERNRE  ARE-TT—F,

& Add Relying Party Trust Wizard

Select Data Source

e Select an option that this wizard wil use to obtain data about this relving party:
@ Welcome
() Import data about the relying party published online or on a local netwarlk
Select Data 5
@ 3 =ouree |Use this option to import the necessary data and certificates from a relying party organization that publishes
@ Specify Display Name its federation metadata online or on a local netwar.
@ Corfigure Certfficate Federation metadata address (host name or URL):
@ Configure URL
@ Corfigure ldentifiers Example: fs.contoso .com or https://www contoso .com/app
@ E‘F“SE Access Control () Import data about the relying party from a file
olicy

|Use this option to import the necessary data and certificates from a relying party organization that has
@ Readyto Add Trust exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

@ Finish
Federation metadata file location:
Browse. ..
(®) Enter data about the relying party manualy
|Use this option to manually input the necessary data about this relying party arganization.
| < Previous | | Mead = | | Cancel

b "EEEBETER, BEEY , RAGEINETRERE. H—T "T—%.,



¥ Add Relying Party Trust Wizard

Specify Display Name

Steps Enter the display name and any optional notes for this relving party.

@ Welcome Digplay name:

@ Select Data Source ECE Console

@ Specify Display Name Nates:

@ Configure Certfficate ECE 12.6.1] -
@ Corfigure URL

@ Corfigure ldentifiers

@ Choose Access Control
Palicy .

@ Readyto Add Trust
@ Finish

« Previous | | Mext = | | Cancel

c.ff "BEURL, HH :
i.i ¥ Enable support for the SAML 2.0 Web SSO protocoli#1E,

ii. 7Ef5 %85 SAML 2.0 SSOfIAREFURLIEMH , #RE LA T#&MURL : https://<Web-Server-Or-
Load-Balancer-FQDN>/system/SAML/SSO/POST.controller



¥ Add Relying Party Trust Wizard

Configure URL

Steps
Welcome
Select Data Source
Specify Display Name
Configure Certificate
Configure URL
Configure |dentifiers

Choose Access Control
Palicy

Ready to Add Trust
Finigh

AD FS supports the WS-Trust, WS-Federation and SAML 2.0 Web550 protocols for relying parties.
W5-Federation, SAML, or both are used by the relying party, select the check boxes for them and specify the
URLs to use. Support forthe WS-Trust protocol is always enabled for a relying party.

[] Enable support for the W5-Federstion Passive protocol

The W5-Federation Passive protocal URL supports Web-browserbased claims providers using the
W5-Federation Passive protocal.

Relying party W5-Federation Passive protocal URL:

Example: https://fs contoso.com/adfsAs/

Enable support forthe SAML 2.0 Web550 protocol

The SAML 2.0 single-sign-on (550) service URL supports Web-browserbased claims providers using the
SAML 2.0 WebS5S50 protocol.

Relying party SAML 2.0 550 service URL:

|hﬁp5:;’fece12'Eweb1a.ju123.lucalfsystem;’SAM L/S50/POST controllerd

Example: https:/fwww contoso.com/adfs s/

d.ff "EREBRBMR. B, RREBEAEEEBIFR  RARE-T "#i.

- ENERNHES : https://<Web-Server-Or-Load-Balancer-FQDN>/



i Add Relying Party Trust Wizard

Configure Identifiers
e Relying parties may be identified by one or more unique identifier stings. Specify the identifiers for this relying
@ Welcome party trust.
@ Select Data Source Rehying party trust identifier:
@ Specify Display Mame |hﬁps:Hece12€web1a.jn123.lncal;"| | Add
@ Corfigure Cerificate Example: https: /s contoso.com/adfs/services trust
@ Configure URL Relying party trust identifiers:
@ Configure Identfiers Remove
@ Choose Access Cortrol

Policy
@ Readyto Add Trust
@ Finish

< Previous MNext = Cancel

e.#Z£Choose Access Control PolicyBEH , #— T EBGFERE "Permit everyone. FEEH Mnexts .



Steps
Welcome
Select Data Source

Specify Display Mame

@

@

@

@ Corfigure Cerificate
@ Corfigure URL

@ Corfigure |dentifiers
iz

Choose Access Control
Policy

@ Readyto Add Trust
@ Finish

i Add Relying Party Trust Wizard

Choose Access Control Policy

Choose an access control policy:

Mame

Pemit evernyone

Pemit evenrone and require MFA

Pemit evenyone and require MFA for specific group

Pemit evenyone and require MFA from extranet access

Pemit evenyone and require MFA from unauthenticated devices

Pemit evernyone forintranet access

Pemit evenyone and require MFA, allow automatic device registr...

Description
Grant access to evenyone.

Grant access to everyone and reguire M
Grant access to evenyone and require M
Grant access to the intranst users and re
Grant access to evenyone and require M
Grant access to evenyone and require M

Grant access to the intranet users.

Pemit specific group Grant access to users of one or mare sp
<| m | >
Policy

Pemit evenyone

[] 1 do not want to configure access control policies at this time. Mo user will be permitted access for this

application.

« Previous || Meat = || Cancel

fAE "EEENEE. B BT "FT—-%.1.




¥ Add Relying Party Trust Wizard
Ready to Add Trust

Seps The relying party trust has been configured. Review the following settings, and then click Next to add the
Welcome retying party trust to the AD F5 configuration database.

Select Data Source Monitoring | |dentifiers I Encryption I Signature I Accepted Claims I Organization | Endpoints I Note < I &

Specify the monitoring settings for this relying party trust.

Configure Certificate Relying party's federation metadata LURL:
Configure URL

Specify Display Name

Configure |dentifiers

Choose Access Contral
Palicy b o

Ready to Add Trust
Finigh

This relying party’s federation metadata data was last checked on:
< NEver =

This relying party was last updated from federation metadata on:
< NEver =

< Previous || Mext > || Cancel

9. BINEMER A FEER , FhiEClose,



¥ Add Relying Party Trust Wizard

The relying party trust was successfully added.
Welcome

Select Data Source
Specify Display Name
Configure Cerfficate
Configure URL
Configure |dentifiers

[+] Corfigure claims issuance policy for this application

Choose Access Corntrol
Policy

Ready to Add Trust
Finish

S8 4
EERRHSEEAET ERAECERUNERAEE , DE TR B2 E—THIE,



G File Action View Window Help

=2 2[E

] ADFS

» [ Service
| Access Contrel Policies
| Relying Party Trusts
7] Claims Provider Trusts
] Application Groups

Update from Federation Metadata...
Edit Access Control Policy...

Edit Claim lssuance Policy...

Delete
Help

<]

Actions

| Reling Pry Trsts

Add Relying Party Trust...
View
New Window from Here
|G Refresh
Help

ececonse

o

Edit Access Contral Pelicy...
Edit Claim lssuance Policy...
Disable
Properties

K Delete

H Help

Opens the properties dizlog box for the current selection

Update from Federation Metadata..,

HER5

£ "B, B0, SMIKGRER  RARE—-THEINSAML. il



ECE Console Properties

Monitoring |dentifiers Encryption Signature Accepted Claims
Organization Proxy Endpoints Motes Advanced

Specify the endpoints to use for SAML and W5-Federation Passive protocols.

LIRL Index  Binding Diefault Re
SAML Assertion Consumer Endpeoints
https://ecel2bweblajol123)... 0 POST Mo

£

Add SAML...

Add W5-Federation... Remove

Cancel

$ER6
f£Add an EndpointE O/ |, IZRRAETEE :

1. IE#EEndpoint typetEASAML Logout,
2. % ZEFEHURLISE Ahttps://<ADFS-server-FQDN>/adfs/Is/ ? wa=wsignoutcleanup1.0

3. B‘E——F rOKJ ( EEEE ) o




Add an Endpoint

Endpoint type:
SAML Logout

Trusted URL:

hitps:// WIN-260MECJBIC2 jo123 Jocal /adfs As/ Pwa=wsignoutcleanup 1.0)
Example: https://sts contoso.com/adfs/As

Response LIFL:

Example: hittps://sts contoso.comAogout

OK Cancel

HERT
£ TERREHEEML) BEYS , REAECERUMNERE X% "HEL BoPR-THRERBRE



i ADFS

‘
=]

W File Action View Window Help

o= »E  HE

[l ADFS

s || Service
[ Access Control Policies
|| Relying Party Trusts
[7] Claims Provider Trusts
[ | Application Groups

HER 8

i MRERBRERE B0 "THEBERKRAU BT, B-THEMRA

TAR :
aft MEEHRAEE, B , R THIREPZEGLDAPBHERESEE , REER—T "T—%.

o

Relying Party Trusts

Display Name

ucce 126

Update from Federation Metadata...
Edit Access Contrel Policy...

Enabled

Edit Claim Issuance Policy...

Disable
Properties

Delete

Help

B HETEE , W0
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Issuance Transform Rules

The following transform niles specify the claims that will be sent to the relying party.

Order = Rule Mame lssued Claims

Wz Add Transform Claim Rule Wizard
Select Rule Template

Steps Sedect the template for the claim nule that you want to creste from the following list. The description provides
@ Choose Fde Type details about each claim nule template.

@ Configure Claim Rule (Clzim nue template:
Send LDAP Attributes as Claims

(Claim nule template description:
Using the Send LDAF Attribute as Claims rule template you can selact attibutes from an LDAP attibute
store such as Active Dirsctory to send as claims to the rehying party. Multiple attrbites may be sant as
mukiple ciaims from a single nule using this nule type. For example, you can use this nils template to create
2 rule that will extract atinbute values for authenticated users from the displayMName and telephoneNumber
Active Directory attributes and then send those values as two diferent cutgong clams. This nile may also
be used to send all of the user's group memberships. I you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

bt "RREESFRAU, EEF :

1. REESRAIBBLZZEBERET.
2. EXLDAPEB M REHE SR FIMNHIE,

EEName IDIEABHESEHBIERE,
B—T "=y BE "{REXRERRE, HE5 6 RAEE—T "#E. .



= Add Transform Claim Rule Wizard

Configure Rule

Steps You can configure this rule to send the values of LOAP attributes as claims. Select an attribute store from which

@ Choose Rule Type Rmﬁfmll_gﬂl:‘ attributes. Specify how the attibutes will map to the outgoing claim types that will be issued

@ Configure Claim Rule

Claim rule name:

|P~ccnurrt name to Name 1D

Rule template: Send LDAFP Attributes as Claims

Attribute store:

Active Directory W |

Mapping of LDAP attibutes to outgoing claim types:

l;géqrpnﬁ?bme (Select ortype to Outgoing Claim Type (Select or type to add more)
» |User-Principal-Name w [ Mame 10 W




Edit Claim Issuance Policy for ECE Conscle

lssuance Transform Rules

The following transform rules specify the claims that will be sent to the relying party.

Order  Rule Name lssued Claims

Account name to Name 1D Mame |10

Add Rule... Edit Rule... Remove Rule...

‘ OK ' Cancel Apply
HERO

i TERRHEEE BEY , ERM N EEMNECEFESEE,

EITERM "B, EOF  BE "S5k, BER , 8 "TR2EREEER, REAR/SHA-15SHA-256,
B—T "HE. UEARE,
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Relying Party Trusts

Display Mame Enabled Type Identifier
ECE Canzole fes WS5-T.. hitps://ecel26webla jo123 local’

ECE Console Properties

Monitoring I |dentifiers | Encryption | Signature I Accepted Claims |
Organization I Endpuoints | Proxy Endpoints | Motes Advanced

Specify the secure hash algorthm to use far this relying party trust .

Secure hash algorithm: | [ SHA-256

$E 10
E& %3 50 T Federation Service Identifierf8,

- #EAD FSEE#ZFIESD  BEWEZ-THARBADFS> REMSSORIBBEML. > "ER
1 BE> "BV B0 BRE IR R AR
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Qi File Action View Window Help

o |[m B[m

T

EREEB

Add Relying Party Trust...
Add Claims Provider Trust... ew

Add Attribute Store... e Directory Federation Services provides single-sign-on (S50) access for client
Add lication Group... uters.

Edit Federation Service Properties... More About AD FS

Edit Published Claims
Revoke All Proxies

hat's newin AD FS?
D FS Deployment Guide

[ilew » \DFS Operations Guide

MNew Windew from Here tegrate Azure Multi Factor Authentication with AD FS

Refresh onitor AD FS Service using Azure Active Directory Connect Health
Help More About Azure Active Directory

Azure Active Directory. a seperate online service. can provide simplified identity
and aceess management, seeurity reporting 2nd single sign-an to cloud and
on-premises web apps.
What is Azure Active Directory?
Extend your directory to Azure Active Directory

Identity and Access Management

| Actions
| rofs N
Add Relying Party Trust...
Add Claims Provider Trust...
Add Attribute Store...

Add Application Group...

Edit Federation Service Properties...

Edit Published Claims

Revoke All Proxies

View ]
Mew Window from Here

|G Refresh
Help

NEdit the federation service properties




Federation Service Properties

General | Organization | Events
Federation Service display name:

JO123 ADFS
Example: Fabrkam Federation Service

Federation Service name:
WIN-260MECJBICZ jo123 local

Example: fs fabrkam.com

Federation Service identifier:
http:/AWIN-260MECJBICZ jo123 local /adfs/servicesArust

Example: http://fs fabrlcam .com/adfs./ services Anist

Web S50 lifetime {minutes): 480 |2

b

[ ] Enable delegation for service administration
Delegate name:

[ ] Mlow Local System account for service administration

Allow Local Administrators group for service administration

REFHRERE
HER 11

% EJava Keystore (JKS)BERELESSO , AAFEFEEERTEACHNFERAEFEAESSOREA
BIBEZE A ZIFinesse /NS VECE 2 ZI#E,

MBBERESSO , AAFEEEEESFTEACHFEAEFEAHESSORARTHEREA
Finesse ASANWECE % ZI[E |, HlJava Keystore (JKS)BE N AEEK L ALBER , WIEBECER



ldPfRI AR L2 M AV RS B IEPERTE.

A a e IC Y I TERFI BUE KSR &

AR BESREANEAADFSERA S RHENRE, EaHBREHETUEATEN
FERBRELHAEREBE

LT RAIFRBEINMEERPERIKSER :
a. £ HJIKS :

keytool -genkey -keyalg RSA -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -keysize 204



i WEBRANSRERE., HENSRERANEECENSSORE TEE "IRKRHERA
d EE'EO

twebla_saml -

b.EHEE :

Itkeytooldn S A5 1 B ece126web1a_saml.crtfl.criiE NP B EEREHFIC:\Temp B &+,



keytool -exportcert -alias ecel26webla_saml -keystore C:\Temp\ecel26webla_saml.jks -rfc -file C:\Temp\e

HER 12
REHEIREME

1. EAD FSEREZHEL  EEW R -THRA/ECEERYNERAEE.
2. TREEN "B, B0, REE "HFH, HERTR-T "#m, &,
3.HEMARES (L—TERM.ctlER) , RBE-T "#E. .

2 B NBRE
HER 13

EHESSOE B A FCisco IDSETRIBHEEZE A ZH , XEfCisco IdSTIREEMN TomcatZF =&
ABEAERH,

a. FECEEEZFEN 7 ERRARET , B—TREEE , ARRLARETEERSEE,

bl Enterprise Chat and Email A @ Pantition Administrator

Name - Comporant Type Dascription Euxpig Dat

o iterms Bo display in lis

bERSEEZERF , IB—T "#HE, RAXWARENFRER

- Bl BWARBENERE.

- R : FIBRENER,

- JTHEF . EECISCO IDS,

- BEARE  FEEARE K SER--—THESUHMEBEE K ARWAETRNWFHER

- BEERR-T "BE, R, ARENEZEZEANEFE. BRERsESpem, der ( =i
{7 ) SH.cer/certiENE A,

- BE  REHEBENEZ,

cE—T "RfF.



'L',';,_EL:‘ Enterprise Chat and Email

Partition w

Create Certificate

Access Restrictions
MName* Cisco IDS Server
Attachments
Audit Log Certificate for Cisco IdS Server

Description
Certificate Management

CORS
Component Type* CISCO IDs w

Data Masking
Rich Text Content Policy Import Certificate e.
Settings

Single Sign-0On

RERERAE-BA
SBR 14

1. ZECEEBZFIEN 7 BB BIEET |, #H—T "Security) #IE , AR ALALNEEIEE
Single Sign-On > Configurations,
2. 7£Select Configuration FHLEEH |, EiEAgent , ¥ EGeneral HBR TR EEE :

- MAE—FA  B—TYHRRMALRASSO,
« Single Sign-On Type : i##Cisco IDS,



kil Enterprise Chat and Email A @ Partition Administrator

€I560

Configurations

Name'

Deseription

SR 15

illll

% — TSSO Configuration B It 2t fi B E
a. OpenIDE#R IR 2N
FEFRAEERARIBURL

« FCisco IDSTRIREFHIFE A& ERAKRIWURL,

- LWURLERRFERAETH/EREEHNAPL

« H#%X A : https://cisco-ids-1:8553/ids/v1/oauth/userinfo , HAcisco-ids-13 R ECisco IDSf
PR 25 19 5 2 PR E 13 & (FQDN),

EREREAESEE

- FAFEEAKRIKURLEEINESENEE , ARNERK —CCERHECCERTNERAERR,

c BM—RBERCCEFMETEBNMERERBLEALE.,

- EREEREETHREMEBNESEZ—®

- IR UnifiedzPackaged CCEFRMREFEAERRBEFHEITREBITE , FRM "upny #
AUser Identity Claim namet# KB,

- R UnifiedsiPackaged CCEFR IR IEfFE & B BEESAM Account NameltEE | sE#2ft ™
sub, YEAUser Identity Claim namet@ B {E.

REFEREEARMURL

« Cisco IDS{rl Br 25 49 &6 B £ A & E AR ImURL,
- H¥ERA A : https://cisco-ids-2:8553/ids/v1/oauth/userinfo , E Ficisco-ids-23& R#iBiCisco
IDS{A] AR 25 Y 55 £ PR E 13 & (FQDN),

FEHEEABRMURLEE
- ECERXREEAEEFARIKURLETEE S EBFFUMNHTTPE %,



https://cisco-ids-1:8553/ids/v1/oauth/userinfo
https://cisco-ids-2:8553/ids/v1/oauth/userinfo

« RRERRERFERENPOST ( FUERPOSTHUMSIDSHAMRIENIGE ) o

POST : #&RHMEE 25 E#& i@y Cisco IDSIARERHY 755,

FEUERIREFERE (®)

« KEKEECERREVEAHTHENFERE (¥ ).
- BEFURINFTEECKIASHEFERNF, (&FME:1; &ZAE30)

AREFSSOTEFinesse A ZR & A

- MREBHEEAFTEEEEERTEACHNERAEEAHSSORAREE A EFinesse/\H#Y

ECEZD EIfE , iz — T UL YR,
- MRMA , IXEEHEBEREIMRKREEEERTREER.
- EEREHIIPE E AFFHAMNIAPRERES.

"c',';;',;' Enterprise Chat and Email

Partition v

Access Restrictions

Attachments

Audit Log

Certificate Management

CORS

Data Masking

Rich Text Content Policy

Setlings
Configurations
Licenses

Providers

b. B iRt H
ERD

« |dPfRIARESHYERID,

Configurations

Select Configuration Agent

General 550 Configuration

Openld Connect Provider

Primary User Info Endpoint URL*

User Identity Claim Name*

Secondary User Info Endpoint URL

User Info Endpoint URL Method®

Access Token Cache Duration
(Seconds)*

Allow S50 Login Outside Finesse

https:/fids-fqdn:8553/ids/v1 foauthju ...

upn

POST v

30



AR WEXAEAD FSEREGHETN "HE S ORI RBALTR ExErE,

Configurations

Satec

Agent

Entity 1D

Identity Prowvider Certificate

tity Location®

User identity Attribute Mamea*

Enable Encrypied Assertion

Assertion Decryption Certificate

PRREHERE

Mt PWIN-2E0MECIBICE o123 Jocal...

SAML Subject Identifier w

e

General | Organization | Everts
Fedaration Senvice display name
0123 ADFS

Exampie: Fabricam Federation Senvice
Faderstion Senvice nams:

CIBIC2 o123 bocal

fnbbonen com

Federmtion Senvice identfier

ECJBIC2 jo 123 Jocal ‘adfs Senvices Arust

Exampie: hitp ./ /fs fabokoam com/adis /senvices st

Web 530 Wetime fninutes). 430

Enatie delsgation for senvice admiristration
Dedegate name

Alow Local System account for service administration

| Mlow Local Adminstratons group for serdice administration




o BIBMALL T-——-BEGIN CERTIFICATE--—- B8 , LA T---—-END CERTIFICATE-—--—-. &
« ERAD FSEERHES-RE>BE>THESPNTHEERRE,

smowssotsgnowscormsse @
v B S!N:: ptest Subect Issuer Effectve Date

Identity Provider ; '{'“ S '_""M hod Senvice communications

| Authentication Methods . — IR W S0

| Cartificatas EEICN=WIN-Z60MECJBIC2 jo 123 Joeal, OU=TAC, OwCisca, L. CH=o1Z3WIN-2E0MECY...  1/31/2024
Entity 1D* http:f/WIN=260MECJBIC2 jo123 Jocal Claim Descriptions Token-decrypting

| Device Registration [E=] CN=ADFS Encryption - WIN-260MECJBIC2 jo123Jocal CH=ADFS Encryption - W_..  1/31/2024
\dentity Provider Certificate* Token-signing

ey Iry' r Certimcate a = CH 5 o 133
Veb Apglication Prexy

User Identity Location® SAML Subject Identiber . | Access Control Palicies

| Relying Party Trusts
Claims Provider Trusts
| Application Groups

User Identity Attribute Name*

Enable Encrypled Assertion
Assertion Decryption Certificate”

ERESGMNE

« EIESAML Subject Identifier , &7 EPHNERLEREAFEFRSAMLER ER B , W0
SAMLE & HHERE ( Hl0 , <saml : Subject>FHERAEZRE ) .

o EIESAML Attribute Ui F U B D BB EP WIS EB Y | flemail.address. #EUser
Identity Attribute Namef iz P B %,

ERESDHRBERR

- EEFEAEIDLEERSAMLBMRER.

« EALUESAMLEI S HAZE  WARATAENSOREBZEHMEBY , SINEFEHibit,

- SHALIAREIEESAMLBENHERE,

- flan | MRFEAEFEIBemail.address B IREHNESRELN , MBHHNEFE bt {EEE
RPN EMFEREHT TR  WSERRERMNSAMLBHELFTFERE.

BMAMEZEES (&)
- WMREERMAESIdentity ProviderI B E S UETERAEA |, BiR—T[UH)RE , $E

ARE R[]
- BAl, BRERER "FAL
EEHEEE

R Enable encrypted assertioni% E AEnabled , 551 — T Search and Addizéht , AR EENE
EMEE,

£ Assertion Decryption Certificate & A 2 E¥AHE A

- Java Keystorefg = : 12fitJava Keystore @ RWERER, ERKA kKR , BERHKH
BRSO REEXNREBENERMENHEZ SR,

- BlE : BEESBAVME —HEBI,

- SRECEERS . FHlavatBEFERRFTENZE,

- TRER  FRABNAZESRAAZENER.



it EXAEAD FSEEZFIELRENECEGRAEEN "NE ., ABRIPHNEETE.

c.IRISIR AL re
RF IR AL E B AV B TR

- BYIHUREERES "RUAL .
E#EID

- RHECERAEXAIIERURL,



ECE Censole Properties

Service Provider

its | Proxy Endpoints ] Notes | Advanced

Service Provider Initiated & _ | Encoyption | Signature | Accepted Ciaims |
Authentication Specify the display name and identifiers for this relying party trust.
Display name:
Entity ID* https:f/ecel26webla.jol23. local/ [ECE Conscle
Relying party identifier:
Request Signing Certificate” o

Example: hittps.//fs.contoso com./adfs services Arust

Signing Algorithm® SHA-256 hd Relying party identifiers:
tips://ece126weblajo123local/

Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.loc ..

Identity Provider Logout URL https://ecel26webla jo123. local/def ...

BERHZRHE

« ZEE Java Keystore (JKS)BEFREIRUMENEA
- FRSBIPERNBIBNSRESRZE LE ksBR,



it EXAE LERIAD FSERZRHE LEENECEFSBAEEN "HE, ABRNES

[}

Service Provider

ECE Console Properties
Service Provider Initiated [ Orgsrization | Endpoints | Proxy Endpoints | MNotes | Advanced
Authentication Monitoing | Identfiers | Encryption Accepted Caims
Specify the signature verfication certificates for requests from this relying

Entity ID* https:/fece126web1a.jo123.local/ pary. .

Subject Issuer Effective Date Expirati

CN=ece126a.. CN=ecel28app.. 1/31/2024 2:21.. 1/29/2

Request Signing Certificate* @ * = P
Signing Algorithm* SHA-256 w
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.0ocC ...
Identity Provider Logout URL https:f/ece126webla jo123 local/def ...

BEREE X

Nz



- REBRBRB|ENBEREE L,
- WMRFEMADFS , REXAAREE "S5k, AR TAECERUMNERAEEPRENEE ETE

o

Service Provider

ECE Console Properties
Service Provider Initiated C Manitoring ] Identifiers [ Encryption I Signature [ Accepted Claims |
Authentication Organization | Endpoints | Prowy Endpoints | Notes | Advanced
Specify the secure hash algorithm to use for this relying party trust,
Entity ID* https://ece126webla jo123.local/
Secure hash algorihm| | SHA-256 v
Reguest Signing Certificate e
Signing Algorithm* SHA-256 w
Identity Provider Login URL* https://WIN-260MECJBIC2 jo123.loc ...
Identity Provider Logout URL https://ece126webla jo123.local/def ...

PERMEEZEAURL

« SAMLE B FEAURL,
- g0, WHAADFS |, FEAhttp://<ADFS>/adfs/Is,

PRREHEERHURL

« BB FEAEEHRERMNURL, E2ZEMN , TUREMURL,
« N | E£SSOFFEE®E , LSRR IEEE [ Flhttps://www.cisco.comBE R EMURL,

HER 16

B—TfE

£ 5 B E PR EWebfal AR 85/LB URL
ST

R "Partition settings, T#A T IERERIWeb Server/LB URL >iZiZAppsHE , REZEME
General Settings > External URL of the Application



http://FQDN_OF_ADFS/adfs/ls
https://www.cisco.com

NN
CISCO

Partition

Enterprise Chat and Email

Chat & Messaging

General Settings

External URL of Application

Knowledge

https.f/ecel26webla.jo123.local

Maximum number of records to
display for search

Maximum number of records to
display for NAS search

ELIESSO

100

Integration



MIEE -

- WS REBAMRPCCE,
- ERECCEEEWEB/ Hhttps:///cceadminh 5B ECE/NT B,

HER 18

XEDEIEEE BRSSO

1. ZECEEERHED ZEMAIEBET |, #2—T "Security (2% ) 1 BIE , ARRALAEEH
iE$E "Single Sign-On ( E—%& A ) 1 > "Configurations ( Bti& ) 1
2. B EERETHNEEYS , BES)IHEEES ARG AREFHEENR

LDAP URL

 LDAPfAIBRESAIURL.

- JE A LARLDAPR AR BF AV A E 2 S ¥ URL (5120 | Idap://LDAP_server:389)=5i& A #E 5ll B #
URL (40 , Idap://LDAP_server:3268),

- MBEFEALDAPE#HE BECE , BIiEBCCEE R 4IESARIECER |, AL BB S EIFEE E

- B2, EEEAMPEEZEEREE 7 %A UPNM Active DirectoryZBEH , FeeEAEBE
#| DAP3£389F636#Y H 1 4|25 URL,

- LDAPE ST EAFEHFHE3268M32690 2 /5 B #%URL,



AR BREMEREALBEEHURL, WRFHFERAGC , AlApplicationServer BiEF & HH
AT 8838,

- LDAPE M RBRFHEREE<Q@>
javax.naming.PartialResultException : RIREHEES R ; RrEHE
'DC=example , DC=com’

DNE 4%
- AEFERAERXAZBEHDNEM,

« g0 | userPrincipalName,
H

- RBaselEENEREABRIXAEESE,
- Search base27ELDAPE &2 SHHAKRME.,
« f5lzn , DC=mycompany , DC=com,



LDAP# £8IDN

- MREHLDAPRIEN RFFERER , FIRMELDAPE &G R LERESFTIENER
EP5|EFE(DN)o
- MRLDAPRIMRER REFER BE , S EE,

=

« MRENLDAPRETAFERER , FRHAELDAPE SR LEFESFFUENER
BHEB,
- WMRLDAPIBREE AFFERRE , FHHLBEE,

S8’ 19
EB—T#7F
RESZKECEFRENSEIEEEENE S ARE.
2t 2 HE R
X EIB M B ik
1. ZECEEEZHEBN D EIfEHKRET |, #2— T System ResourcesiZE , RE R AL AIRE B
##Process Logs.

2. (e E FiEEApplicationServerEfE > T AIRBEAR B 1 T H11E B 5% E P T HY BR MEAR B

o



MIEE

- BEHIRVBREREF R ELBASSOE AR , B ApplicationServertEFE IR HE 5%
EAETR
- EERERE , BEBERRBREREREKR4 , LBREZ AR,



il Enterprise Chat and Email

E— -

‘ace! 26applacalarm- - process
wce 26app laAppiicationServer
‘ece] 26applaccompanent - stabus
ecel 26appia Databaserbonionng

eee] 268001 30dem- registny

‘ece] 26app1a CrSMContmllnr

ece 28appia DSMContolleLaunchHeiper

ece] 208001 0dx- process
ece] 268001 3 EAAS. prOcRES
‘eea] 26300 13 EAMS-process
el 2Bappia MessagingSener
et 2BApH1a MONIEE- process
ece 26appta Processlaunchen
‘a6 26300 | A punge - process
‘BCa ] 26300 1A TRpON- NOCESE

e 268001 Aules - CHthi- PrOcess

|I|l|l|l|
cisco

| Partition v ‘

| - ‘

A

323 S

B
i

Apps  Departments  Integration  Language Tools  Security  Services  Storage

Enterprise Chat and Email

Drescrigtion

ocel 2Eappl acalarm-rubes- process
0co 1 26app s AppicationSarver
ecel2tapp] a component-status
ecel 2éapp] a Databasehonitonng
Bee] 26ann 1 8 dem-registny

ocel2tappla DEMControder

ece126appladx-process.

#ca 12640013 EARS - process
aca 1263001 3 EAMS-process
see] 26ann ] & Messaging Senr
681203001 A OIS (rocess
ecel2iaon]aProcesslauncher
Bca 1 264001 A pUrge - process
Bca 1 263001 3 TBR0N-INOCass

#ce1 263001 A 1es-CAChe-Process

Edit Process Log: ecel26appla:ApplicationServer

MName

Description

Maximum Trace Level

Log File Name

Maximum File Size

Extensive Logging Duration

Extensive Logging End Time

Advanced Logging

ecel26appla:ApplicationServer

ecel26appla ApplicationServer

A @ Parttion Administrator ~

System Resources | Tools User

4 - Info ~
8 - Trace ~
7 - Debug

6 - Dbquery

5 - Perf

4 - Info v o




H

B

- $HEREE : 500
o SRR ERERNLBELIZAFEHE  DAHEBEHEZ ALY,

=t/\

»JJ

#

« |[dPE A KB- <samlp : Status><samlp : StatusCode
Value="urn : oasis : names : tc : SAML : 2.0 : status : Responder" /></samlp : Status>
- WEE , ARRE TEIES ) RTFAD FSImFE —LEE-EAXFl+ , TEREECEEERFIE

( SSOEE>MRBEME ) LHAMN "BREBFE,  URE "#%8, EBT LESIECER
BREENES.

- EERMEMAJava Keystore B RELENTE.
FEREX ARSI HK-EHERT

<{froot>

unmar shal | AndVal i dat eResponse

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl158258131-392364] <@> ProcessId:3272 <@ PID
2022-09-21 18:18:15.002 GMT+0000 <@> INFO <@> [392364:qtpl158258131-392364] <@ ProcessIld:3272 <@ PID:

L10N_USER STATUS CODE_ERROR

2022-09-21 18:18:15.002 GMT+0000 <@> ERROR <@> [392364:qtpl158258131-392364] <@ ProcessId:3272 <@ PID

at
at
at
at
at
at

at

com.
com.
com.
com.
com.
com.

egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.

module.
module.
module.
module.
module.
module.

security.
security.
security.
security.
security.
security.

S$S0.
S$S0.
S$S0.
S$S0.
S$S0.
S$S0.

handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_0
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Han
handler.0OpenIDConnect_Handler.validateReqWithAttributes (Openl
admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmin
controller.SS0OControllerServiet.doPost(550ControllerServiet.j

java.lang.Thread. run(Thread. java:834) ~[?7:7]

error Code=500&error String=The application is not able to login the user at this tinme as ldentity Provi de

2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID
2022-09-21 18:18:15.003 GMT+0000 <@> DEBUG <@> [392364:qtpl1158258131-392364] <@> ProcessId:3272 <@ PID

R AT

- B2 "B ENESingle Sign-On -RIEIRMUEE, BOFHEREZRERE,

- BRGESB11DERKJava Keystore jkstE R EEFIECEERZ4IE LA "Request
Signing certificate s #{ , WAL MSSO Configuration > Select Configuration 'Agent' >
'SSO Configuration' tab > Service Provider > Request Signing certificate T~ o

- REECEFEAEEN "8E, AR T LR otER(E125).



il 373 3V

7]

?

- $HERHES : 400

- SHERHERE . SAMLEIEZERE T

SESaEn

BY . BERERN

- HEERRRTADFSLEE "SHEERE) BECESSORE LN "HHRHUEXRE, BET

Ui

FERREX AR CHR-EHERT -

<tfroot>

Entering 'validateSSCCertificate

2022-10-07 15:27:34.523
2022-10-07 15:27:34.520
2022-10-07 15:27:34.521
2022-10-07 15:27:34.521
2022-10-07 15:27:34.521
2022-10-07 15:27:34.523

2022-10-07 15:27:34.523

Error: Could not parse certificate:

2022-10-07 15:27:34.523
2022-10-07 15:27:34.524
2022-10-07 15:27:34.525
2022-10-07 15:27:34.525

GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000

- <@
GMT+0000

GMT+0000
GMT+0000
GMT+0000
GMT+0000

Signature validation failed

2022-10-07 15:27:34.525
2022-10-07 15:27:34.525
2022-10-07 15:27:34.525
2022-10-07 15:27:34.525

FEAT

o ERFEXNTHER'EEINNEFE  java.io.lOException : Incomplete data' F EFIAVEEER , &

GMT+0000
GMT+0000
GMT+0000
GMT+0000

and validating the sanl

<@>
<@>
<@>
<@>
<@>
<@>

<@

<@>
<@>
<@>
<@>

<@>
<@>
<@>
<@>

DEBUG <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>

[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]

<@>
<@>
<@>
<@>
<@>
<@>

response against certificate:

ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272

<@>
<@>
<@>
<@>
<@>
<@>

PID
PID
PID
PID
PID
PID

INFO <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@> PID:

ERROR <@>
DEBUG <@>
DEBUG <@>
DEBUG <@>

java.io. |l CException: Inconplete data:

[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]
[537838:qtpl1158258131-537838]

<@>
<@>
<@>
<@>

ProcessId:3272
ProcessId:3272
ProcessId:3272
ProcessId:3272

<@>
<@>
<@>
<@>

PID
PID
PID
PID

ERROR <@> [537838:qtpl1158258131-537838] <@ ProcessId:3272 <@ PID
INFO <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID:
ERROR <@> [537838:qtpl158258131-537838] <@ ProcessId:3272 <@ PID
DEBUG <@> [537838:qtp1158258131-537838] <@> ProcessId:3272 <@ PID

RARLEREAFIREERE RS
- EFERILRIEE : £AS FS Management > AD FS > Service > Certificates > Token-Signing >
Export this certificate > open in a text editor > copy all contents > paste under 'ldentity



i

H7

g

provider certificate' fixed in the SSO configuration > Save,
2R EEREE-ZA-FORMHEN B TH "EORHUEXEE, BEFR15).

REREHFAE R A3

S

/|

i

RS 401-114
SRR | ESAMLE M A A EI 65 & R

v

FERREX AR CHR-EHERT -

<tfroot>

get SSODat aFr onSAM.Token:

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.081 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

L1ON_USER | DENTI FI ER_NOT_FOUND_| N_ATTRI BUTE:

2024-02-01 01:44:32.081 GMT+0000 <@> ERROR <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
com.

at
at
at
at
at
at
at

at

error Code=401- 114&error Stri ng=User

egain.platform.module.security.sso.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.
egain.platform.

com.
com.
com.
com.
com.
com.
com.

module.

module

module.
module.

module

module.
module.

security.
.security.
security.
security.
.security.
security.
security.

exception.SSOLoginException: null

sso.handler.SAML2_0_Handler.getSSODataFromSAMLToken (SAML2_0_Hand
sso.handler.SAML2_0_Handler.unmarshallAndValidateResponse (SAML2_
sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
sso.handler.SAML2_0_Handler.validateReqWithAttributes (SAML2_0_Ha
sso.handler.OpenIDConnect_Handler.validateReqWithAttributes (Open
sso.admin.SSOAdministrator.validateRequestWithAttributes (SSOAdmi
sso.controller.SS0ControllerServiet.doPost(SSOControllerServiet.

java.lang.Thread.run(Thread. java:830) [?7:7]

Identity not found in SAML attribute: 'upn':

2024-02-01 01:44:32.083 GMT+0000 <@ DEBUG <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@
2024-02-01 01:44:32.083 GMT+0000 <@> TRACE <@> [1220:qtp815320891-1220] <@> Processld:7716 <@ PID:1 <@

a0

- WEHRKRT 'EAESONVE, W "TERESFNBEMER) MuPFERERE/TTE,
- ZECEEE#ZHEPRH "Single Sign-On. > "Configurationsy >THEEH | ##F "Agent,



> F'SSO Configurationy EH#E> "Identify Provider, (5$15%) , REXY FIEFEHAE S LB
ERESOBHEER.

MEIE

ERBREMBRNEESREIBSZH , ELATHABEELTERER, ETR—DEHEHNBUNE
ZEERBE.

M

s REZEBNEESEREMERE, FERATHLFERAEARPCCEMMRAE, XER
BETE R A 5% % B Packaged Contact Center Enterprisesl ( AAPCCE ) = ( AR
UCCERIPCCE ) »

« BETEARE, ABRIBEZH , BREBEENECENXNEF B4 XENHRKBE
H A BRI E R,

* https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-
email/series.html



https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/series.html
https://www.cisco.com/c/en/us/support/customer-collaboration/cisco-enterprise-chat-email/series.html

ECERA~12.6(1)
- PERPREEFHUHERESER


https://www.cisco.com/c/dam/en/us/td/docs/voice_ip_comm/cust_contact/contact_center/enterprise_chat_email/enterprise_chat_email_12_6_1/Maintenance/Guide/ece126_userguide_administration.pdf

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



