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REEHS

&

AERNMBWAEB R TEHE I BEFTCisco IOS-XEQH K & RHIR T H T i,
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BREBREEELLTER !

HEENQFP (B 7 REERR ) FIIET & ( @1EASR1000. ISR4000. ISR1000, Catalyst 1000,



Catalyst 8000, CSR1000v$ﬂCataIyst 8000vR 5B HES ) £HICisco IOS-XE 3. 10k E & ARAH
RETERDERUIIEE, E{TCisco IOS-XEEEMASRIVOR TR & IRFEEE H 25 S Catalyst R 5l 33 #2
*&Tigﬁth HEo

AR BERERMEEEEASR1000R 5B M 25 L MY E A EE /T EGigabitEthernet0 L N2 4F
A, RAEZMTEHLEZNENSTTHQFPRE,

BRA T
ANHNERARBIBEATHRBMERRA

« Cisco |OS-XE#X B RA<3.10S (15.3(3)S) R E & i 4~
« ASR1000%& 53188

ANHFHEFRRBREEREREANEEREL. XPEAINMBEEEERREHER (AR
) BVIERERE B, MRIEHVMREREET | FERERBEMAESTRERNTZE,



BREMN
LEERBHRERLAREE. SRR, EE—RORBEESHE  VARERRNEER

BAEAMERBR. Cisco IOS-XEERZRMINEALURBE—FR, CRRET —ERMuLLFE A
REcHR , Y RBEAEERFREEHESEERINERFEET.

2EHE
B BRI AR SRR R OIR s -

172.16.10.2 GIE00/1 izl faldL fany/1 172.16.20.2
17215101 162 158100 197 188 301 17216200
Q e e e ;
-" —— S

Local host ASR1K |O% Router

Remote host

{5£ A P BV B R ER Bt

ATRATTDEMINGENER , AEFE AN EFIFRAEASRIKIW AT EGigabitEthernet0/0/1 £, {7
BT ELR172.16.10.2 ( {VAASRIKZ % ) FIiRiwE1#172.16.20. 20 MR BIR =4I B EA B E
(ICMP)FREE 8 A J5 EHE M

SR LAE R A TR {25 BR IR MEASRIK E N BB
1. AT EFRARRE , WEEEEASRIKEBRHBNERNSHRE,

2. {# A path-traces Feature Invocation Array (FIA)BR¥iZIER A A E R SR M,

PSEPNEES

MREERABAXENRE , YEFEFEA —HRRERECL , FRBLAREAFMFM UATE
ERATEFERAN L, FOREREMEEH  FHAFNREE  YRAEAFSEERNEE.

1. BEF &Rk :

<#root>
debug platformcondition ipv4 10.0.0.1/32 both

--> matches in and out packets with source
or destination as 10.0.0.1/32

debug platformcondition ipv4d access-list 198 egress

--> (Ensure access-1list 198 is
defined prior to configuring this command) - matches egress packets corresponding



to access-1list 198

debug platformcondition interface gig 0/0/0 ingress

--> matches all ingress packets
on interface gig 0/0/0

debug platformcondition nmpls 10 1 ingress

--> matches MPLS packets with top ingress
Tabel 10

debug platformcondition ingress

--> matches all ingress packets on all interfaces
(use cautiously)

BBV AR R , EAUTCLIGTRE T AR

<tfroot>

debug platformcondition start

EREERTRE

<#root>
debug pl atform packet-trace packet 1024
-> basic path-trace, and automatically stops
tracing packets after 1024 packets. You can use "circular" option if needed
debug pl atform packet-trace packet 1024 fia-trace -
> enables detailed fia trace, stops
tracing packets after 1024 packets
debug pl atform packet-trace drop [code <dropcode>]

-> if you want to trace/capture only
packets that are dropped. Refer to Drop Trace section for more details.



AEE  ERHIMCisco I0S-XE 3.xirAH , BEEM MAdebug platform packet-trace
enablefn & T RER BN BRI IR KEThEE, Cisco IOS-XE 16. xMR AT B EE L IEE,

B A LA T a5 BDE BRIE HERR & [E Mreset packet-trace :
<#root>

cl ear platform packet-trace statistics

--> clear the packet trace buffer

RARBERFEGRGNENTRBEENGT TS

<#froot>

clear platformcondition all



--> clears both platformconditions and the packet trace configuration

— A
BRTS

FERAERAR TR A FRETEGRENENSRIEE  URRESHTENEE

<#root>
show pl atform condi ti ons

--> shows the platform conditions configured

show pl at f orm packet-trace configuration

--> shows the packet-trace configurations

show debuggi ng

--> this can show both platform conditions and platform packet-trace configured

UTRARAREEHR/MIEEINGS

<#root>
show pl at f orm packet-trace statistics

--> statistics of packets traced

show pl at f orm packet-trace sunmmary
--> summary of all the packets traced, with input and
output interfaces, processing result and reason.
show pl at f orm packet-trace packet 12

-> Display path trace of FIA trace details for the 12th packet in the trace buffer

R B iR RS

HOERINGERBREFNEHEEREBREEEERNTE, REXNEEEREBRAERBRUTHR
HiBIRRER IhEE

- BIAWE
o |PHu3E RIS
- FHURHIEEACL)



« THE
- REFE (AARHA)

EBERHERTBRSFERANEN TN VENERE,

HRAKREPFEANTE , B%172.16.10.2F)172.16. 202 ICMPERI A A O A B LW E & &
HAR. ROER  BEERMNFE, EELMFETFERSERE,

<tfroot>
ASR1000#

debug platform condition

?
egress Egress only debug

feature For a specific feature

ingress Ingress only debug

interface Set interface for conditional debug
ipvé Debug IPv4 conditions

ipv6 Debug IPv6 conditions

start Start conditional debug

stop Stop conditional debug

HEUEHP K SEAFIEERERKSE , TR

<tfroot>
ASR1000#

show access-list 150

Extended IP access 1list 150
10 permit icmp host 172.16.10.2 host 172.16.20.2
ASR1000#

debug platformcondition interface gig 0/0/1 ipv4
access-1list 150 ingress

HERBRGARE  FRAUTSHS

<tfroot>
ASR1000#

debug platformcondition start



IR EFLSEARGAREREE , 558 Adebug platform condition stop@r .

N2

& EZRBCRENFRANEHSREG , FAAUTHT

<#froot>
ASR1000#

show pl atform condi ti ons

Conditional Debug Global State:

Start

Conditions Direction

______________________________________________________________________ [ ——
GigabitEthernet0/0/1 & IPV4 ACL [150] ingress



Feature Condition Format Value

ASR1000#

BmS< , SERALEEALEES

<#root>
access-1ist 150 permit icmp host 172.16.10.2 host 172.16.20.2

debug platformcondition interface gig 0/0/1 ipv4 access-list 150 ingress
debug platformcondition start

R B el R gt




AR ARIFANBENENERER , HBREEEAERERS M.

VMENENEENE (HOBENENERSBNE ) BXEER TR

BT REHLEHCLIFE

<ffroot>
ASR1000#

debug pl at form packet-trace

?
copy Copy packet data
drop Trace drops only
inject Trace injects only
packet Packet count
punt Trace punts only

<tfroot>

debug pl at form packet-trace packet <pkt-size/pkt-nunm> [fia-trace | summary-only]
[circular] [data-size <data-size>]

LTRSS ERFHIRA
« pkt-num - Packet Number{E ER BN ER TR AHE.,
« summary-only -AREEEHBREEL. AREATEERBEFEERNMEREESR.
« fia-trace -BR T BREER BTSN , ©EBEFMEIAITFIARKE,

- data-size -TAREERTERBETEN K/, #£2,048%16,3841u til, FEFRIEAR2,048(LT
8o

<ttroot>

debug pl atform packet-trace copy packet {in | out | both} [L2 | L3 | L4]
[size <num byt es>]

LT Rt TERFNRNA
« infout -ARNEEERRNER SR B E-AQFM/ZHEDO,

o L2/L3/L4A -FTAREEER SR AN ERMNE, H2B(L2)=RTERNE.,



- size -AREEERRN/ L THRAHE . RREH64E/ I,
EAEHIF , AT TARAERGRAXNAHERZBENNRERAH SER :

<ffroot>
ASR1000#

debug pl at form packet-trace packet 16

EZERGEHTEMMARE K BWANUTHS
<#froot>

ASR1000#

show pl at f orm packet-trace configuration

debug platform packet-trace packet 16 data-size 2048

iE A LA A show debugging@r H#85R F A R 4FAE N ER SR HEE -
<#root>
ASRL1000#

show debuggi ng

| OSXE Conditi onal Debug Configs:

Condi tional Debug G obal State: Start

Condi ti ons

Direction
______________________________________________________________________ |_________
G gabi t Et hernet 0/ 0/ 1 & 1 PV4 ACL [ 150] i ngress
| OSXE Packet Tracing Configs:
Feature Condition For mat Val ue
_______________________ |_______________________|________________________________
Feature Type Subnode Level

| OSXE Packet Traci ng Confi gs:



debug pl at form packet-trace packet 16 data-size 2048

JEE : B Aclear platform condition allfs G SUEBRFTE LA AR KRN ER T RBE BN E
#o

wmE< , BERALERALEEENRBAER SR

<#froot>

debug pl at form packet-trace packet 16

BB HERY H O fRFRE



EEKRGERTHRFRREARKSEEARERNTHER,. B0, debug platform condition
interface g0/0/0 egressEHREEE R TEENHg0/0/0 EME HFIAK | SSEERAICE |, Fibtkt
ADZZENFEERSRERSE K,

AR BERERIERSYENCSRRERAA OGRS  UEESETRTENEERNESR
o FAIBAMERH OfRH  BFEEEERH,

HTRERTRRER



AR Ao BRERSRBERA,

ERORBEH=ERERNRE

. FE
. SERNOHEE
. SERABCEH

$#£172.16.10.2%1172.16.20. 2FEZ A EICMPER ER T , TUFEAUTHTREER T RMER

<#root>
ASRL1000#

show pl at form packet-trace statistics



Packets Traced: 5

I ngress
I nj ect
For war d
Punt

Dr op
Consunme

O O O ur o

ASR1000#

show pl at f orm packet-trace sumary

Pkt

I nput Qut put State Reason
0

G 0/0/1 G0/0/0 FWD

1 G 0/0/1 G0/0/0 FWD
2 G 0/0/1 G0/0/0 FWD
3 G 0/0/1 G0/0/0 FWD
4 G 0/0/1 G0/0/0 FWD
ASR1000#

show pl at f orm packet-trace packet O

Packet: 0
CBUG ID: 4
Summary
I nput . G gabitEthernet0/0/1
Qut put . G gabitEthernet0/0/0
State : FWD
Ti mest anmp
Start : 1819281992118 ns (05/17/2014 06: 42: 01. 207240 UTQ)
St op : 1819282095121 ns (05/17/2014 06:42:01. 207343 UTQ)
Path Trace
Feature: |PV4
Sour ce : 172.16.10.2
Destination : 172.16.20.2
Pr ot ocol o1 (1CQwP)

ASR1000#



AR BFZESTRET —ERS  RRINARASEENINERNETRE, RFTETR
F—ERBNERS.

ELmhh , BAAUEIRR T AEENS  XEETLRBERANE., GHAE, MREBMEE
R Bt o

REE  ||fmEE
e | ERCCHEHBRSEER  YEBHONMEERIT 3.
FE |HOBXREERFP)EAREHEERRP) (2FFH) .

ERQEFPLWER, ETFIARK, FALRERTBRHIUEAENREHEARENDR
BERFERNESFMENA,
RE | HesENeREEBREST (HIMICMP PingZRFMEHS ) £,

DROP

HER SR EFBED | ingressMinjectit Bz 0 BIH R EBA ST EHEANER SR
AREFFEEANER S,



FIAIE H#t

FIABEEERTERIADHEOE , Quantum FlowiZE 28(QFP) R & B 2 RE R 5| 2 (PPE) %
IEF#ATRIZHAERE . ELIRENRER LEANEEER. it , FARKBABBNRBREN TR
EBREPEBRENRE.

BLRERALEEES , FEEAFIARMAER TRE

<#froot>
ASR1000#

debug pl at form packet-trace packet 16 fia-trace

BTRERTRRER

AE Ao BRECKAFIARK, i, BERENFBRENENTRREGTE , BEFHN



ERORMFMEASEER , ALEXEBRER - LRES LB HETRKE,

s ARARBAFARMANGSE , %£172.16.10.2[0172.16.20. 2E % H@EICMPE RS , th +—&f
g7t

<#root>
ASR1000#

show pl at f orm packet-trace sumary

Pkt Input Output State Reason
0 Gio/0/1 Gi0/0/0 FwWD

1 Gio/0/1 Gi0/0/0 FwWD

2 Gio/0/1 Gi0/0/0 FwWD

3 Gio/0/1 Gi0/0/0 FwWD

4 Gio/0/1 Gi0/0/0 FwWD

ASR1000#

show pl at form packet-trace packet 0

Packet: 0 CBUG ID: 9
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0
State : FwD
Timestamp
Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTO)
Path Trace
Feature: IPV4
Source : 172.16.10.2
Destination : 172.16.20.2
Protocol : 1 (ICMP)
Feature: FIA_TRACE
Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 3685243309297

Feature: FIA_TRACE
Entry : 0x82011a00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Timestamp : 3685243311450

Feature: FIA_TRACE
Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Timestamp : 3685243312427

Feature: FIA_TRACE
Entry : 0x82004b68 - IPV4_OUTPUT_LOOKUP_PROCESS
Timestamp : 3685243313230

Feature: FIA_TRACE
Entry : 0x8034f210 - IPV4_INPUT_IPOPTIONS_PROCESS
Timestamp : 3685243315033

Feature: FIA_TRACE
Entry : 0x82013200 - IPV4_OUTPUT_GOTO_OUTPUT_FEATURE
Timestamp : 3685243315787

Feature: FIA_TRACE
Entry : 0x80321450 - IPV4_VFR_REFRAG
Timestamp : 3685243316980

Feature: FIA_TRACE



Entry : 0x82014700 - IPV6_INPUT_L2_REWRITE
Timestamp : 3685243317713

Feature: FIA_TRACE
Entry : 0x82000080 - IPV4_OUTPUT_FRAG
Timestamp : 3685243319223

Feature: FIA_TRACE
Entry : 0x8200e500 - IPV4_OUTPUT_DROP_POLICY
Timestamp : 3685243319950

Feature: FIA_TRACE
Entry : 0x8059aff4 - PACTRAC_OUTPUT_STATS
Timestamp : 3685243323603

Feature: FIA_TRACE
Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 3685243326183

ASR1000#

BEENHEBBAFIA

ECRATERGERER , RERESELIRENIFIA. RENE LERENNRIET , FEHE
W ERERAFBIRER | B0 , FERFIBIEER P LA ERNATHE IR BT & Hht

ted B EA O 7 @ LA AP A R4 AR FIAR Y REIRF

<tfroot>
ASR1000#

show pl atform hardware gfp active interface if-name G gabitEthernet 0/0/1

Ceneral interface information
Interface Name: G gabitEthernet0/0/1
Interface state: VALID
Platforminterface handle: 10

QFP interface handle: 8

Rx uidb: 1021

Tx uidb: 131064

Channel : 16

Interface Rel ationships

BGPPA/ QPPB i nterface configuration information
I ngress: BGPPA/ QPPB not configured. flags: 0000
Egress : BGPPA not configured. flags: 0000

i pv4_i nput enabl ed

i pv4_out put enabl ed.

| ayer 2_i nput enabl ed

| ayer 2_out put enabl ed.
ess_ac_i nput enabl ed

Features Bound to Interface:
2 GC FIA state

48 PUNT | NJECT DB

39 SPA/ Marnot server

40 et hernet



11FM

31 icnp_svr

33 ipfrag_svr

34 ipreass_svr

36 ipvfr_svr

37 ipvevfr_svr

12 CPP | PSEC

Protocol O - ipv4_input

FI A handl e - CP:0x108d99cc DP: 0x8070f 400
| PV4_| NPUT_DST_LOOKUP_I SSUE (M
| PVA_I NPUT_ARL_SANITY (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

| PVA_| NPUT_DST_LOCOKUP_CONSUME (M

I PV4_| NPUT_FOR_US_MARTI AN (M

| PV4_I NPUT_| PSEC CLASSI FY

| PVA_I NPUT_I PSEC_COPROC_PROCESS

| PV4_I NPUT_| PSEC_RERUN_JUWP

| PV4A_I NPUT_LOOKUP_PRCCESS (M

| PVA_I NPUT_I POPTI ONS_PRCCESS (M

| PV4A_I NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 1 - ipv4_output

FI' A handl e - CP: 0x108d9a34 DP: 0x8070eb00
| PV4_QUTPUT_VFR
MC_QUTPUT_CGEN_RECYCLE (D)

| PV4_VFR_REFRAG (M

| PVvA_QUTPUT_I PSEC_CLASSI FY

| PV4A_QUTPUT_I PSEC_COPROC_PRCCESS

| PV4A_QUTPUT_I PSEC_RERUN_JUMP

| PV4_QUTPUT_L2_REWRI TE (M

| PVA_QUTPUT_FRAG (M

| Pv4_QUTPUT_DROP_PCLICY (M
PACTRAC_QUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 8 - layer2_input

FI' A handl e - CP: 0x108d9bd4 DP: 0x8070c700
LAYER2_INPUT_SIA (M

CBUG_| NPUT_FI A

DEBUG_COND_| NPUT_PKT

LAYER2_| NPUT_LOOKUP_PRCCESS (M
LAYER2_| NPUT_GOTO_QOUTPUT_FEATURE (M
Protocol 9 - layer2_output

FI' A handl e - CP: 0x108d9658 DP: 0x80714080
LAYER2_QUTPUT_SERVI CEW RE (M
LAYER2_QUTPUT_DROP_PCLICY (M
PACTRAC_OUTPUT_STATS
MARMOT _SPA D TRANSM T_PKT

DEF_| F_DROP_FIA (M

Protocol 14 - ess_ac_i nput

FI' A handl e - CP: 0x108d9ba0 DP: 0x8070cb80
PPPCE_CET_SESSI ON

ESS_ENTER_SW TCHI NG
PPPCE_HANDLE_UNCLASSI FI ED_SESSI ON
DEF_| F_DROP_FIA (M



' pEth Physical Information
DPS Addr: 0x11215eb8

Submap Tabl e Addr: 0x00000000
VLAN Et hertype: 0x8100

QCS Mode: Per Link

ASR1000#

3 EE : CBUG_INPUT_FIAMIDEBUG_COND_INPUT PKTHFERRHSE LR BNFEATR

EENIEMERY £

B UERBERNIRERNEMFELERNT , AR, LhEFIERIMMER AL
(172.16.10.2%1172.16.20.2 ) R 52,048/ THAK .

LTREENENGT



<#froot>
ASR1000#

debug pl at form packet-trace copy packet input size 2048

AEE  BERMNEREX/NE16T2,048 L TEMEE A,

WALTH T UTERERNERS

<tfroot>

ASR1000#

show pl at f orm packet-trace packet 0

Packet: 0 CBUG ID: 14
Summary



Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwWD

Timestamp
Start : 1819281992118 ns (05/17/2014 06:40:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:40:01.207343 UTO)

Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x8059dbe8 - DEBUG_COND_INPUT_PKT

Timestamp : 4458180580929
<some content excluded>
Feature: FIA_TRACE

Entry : 0x82016100 - MARMOT_SPA_D_TRANSMIT_PKT
Timestamp : 4458180593896

Packet Copy In

a4934c8e 33020023 33231379 08004500 00640160 0000ff01 5fl6acl0 020laclO
01010800 1fd40024 00000000 000184d0 d980abcd abcdabcd abcdabcd abcdabcd
abcdabcd abcdabcd abcdabcd abcdabcd abcdabcd abcdabcd abcdabcd abcdabced
abcdabcd abcdabcd abcdabcd abcdabcd abcd

ASR1000#

il B BR Bt

Cisco IOS-XERREBIRAI 1R ESRAPRMT ERRE, CEHERNENTMAER SRR
LT RIhaEm — L5k

- TEREMBAFERAREERABEEENENRERE,

- EAERAERINERGVIERATRARBREERSEN
EREMHHESREERBERES  MARKBENINSH. BR , MAHLCHEREER
. THEERNERS  LEEBMILERGERERT —ERESENRR.

LT RRARMARRERERHNEERN G TFEE

<ttroot>

debug pl at form packet-trace drop [code <code- nunp]

EEZRBEEZEIDME , Wshow platform hardware qfp active statistics drop detail &y & H 5 P ¥R
=L

<{froot>



ASR1000#

show pl atform hardware gfp active statistics drop detai

60

IpTtl1Exceeded 3 126

8

Ipv4Aci 32 3432

i BB Bt 2= 451 & 451

LU TACLIERRASRIKAIGIig 0/0/04TTH , LAEZEH172.16.10.2F172.16.20. 20 R £ :
access-1list 199 deny ip host 172.16.10.2 host 172.16.20.2
access-1list 199 permit ip any any

interface Gig 0/0/0
ip access-group 199 out

ACLE B ERAMEH IR IR EHAT

"bf

B, AEERLEREHRIER

<tfroot>

debug platformcondition interface G g 0/0/1 ingress

debug platformcondition start

debug pl at form packet-trace packet 1024 fia-trace

debug pl at form packet-trace drop

HABICMPFERERTR172.16.10.2F1% F1172.16.20.2, EXRBITHEIACLERNELER

@, WRAR:

<{froot>



ASR1000#

show pl at form packet-trace statistics

Packets Summary

Matched 5
Traced 5

Packets Received

Ingress 5
Inject O

Packets Processed

Forward O
Punt 0

Dr op 5

Count Code

5 8

Consume 0

ASR1000#

show pl at f orm packet-trace sumary

Cause

| pv4Ac

Pkt Input Output State Reason

0 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
1 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
2 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
3 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
4 Gio/0/1 Gi0/0/0 DROP 8 (Ipv4AcT)
ASRI1K#
debug pl atform condition stop

ASRI1K#
show pl at form packet-trace packet 0

Packet: 0 CBUG ID: 140

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0
State . DROP 8 (1 pvdAcl)

Timestamp

Start : 1819281992118 ns (05/17/2014 06:42:01.207240 UTO)
Stop : 1819282095121 ns (05/17/2014 06:42:01.207343 UTC)
Path Trace

Feature: IPV4

Source 1 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)



Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 1031 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x806a2698 - IPV4_INPUT_ACL

Lapsed time: 2773 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 1013 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 2951 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4_INPUT_IPOPTIONS_PROCESS
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 2097 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4_MC_OUTPUT_VFR_REFRAG
Lapsed time: 373 ns

Feature: FIA_TRACE

Entry : 0x806db148 - OUTPUT_DROP

Lapsed time: 1297 ns

Feature: FIA_TRACE

Entry : 0x806a0c98 - IPV4_OUTPUT_ACL

Lapsed time: 78382 ns

ASR1000#

1@ A F 22 RIJR B

#£Cisco IOS-XEZBMRAI 12K EGRAPEM TIHAMEEE R T RMETHEE , IERRHEE (&
FPEEWMWEZZZHFTENERS ) MiEA (REFFEHRBEAZIFPHNERS ) BB,



AR REBRBUMUERALRIANERGHBERATIHE , BEERRR—K. AR , &
HAERRGT AT ARBIER T,

LA R#ASR1K ping#8 #B3% Ha 85 BFpunt Minject packet trace BRI -

<#root>

ASR1000#

debug platformcondition ipv4 172.16.10.2/32 both



ASR1000#

debug platformcondition start

ASR1000#

debug pl at form packet-trace punt

ASR1000#

debug pl at form packet-trace inject

ASR1000#

debug pl at form packet-trace packet 16

ASR1000#

ASR1000#ping 172.16.10.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.16.10.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 14/14/15 ms
ASR1000#

B, AT LB R punt Fnject trace riesults :



<#root>

ASR1000#

show pl at f orm packet-trace sumary

Pkt I nput Qut put State Reason

0 I NJ. 2 G0/0/1 FWD

1 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
2 I NJ. 2 G0/0/1 FWD

3 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
4 I NJ. 2 G0/0/1 FWD

5 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
6 I NJ. 2 G0/0/1 FWD

7 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
8 INJ. 2 G0/0/1 FWD

9 G 0/0/1 internal 0/0/rp:0 PUNT 11 (For-us data)
ASR1000#

show pl at form packet-trace packet 0

Packet: O CBUG I D: 120
Summary
| nput D INJ. 2
Cut put : G gabitEthernet0/0/1
State . FWD
Ti mest anmp
Start : 115612780360228 ns (05/29/2014 15:02:55.467987 UTC)
St op : 115612780380931 ns (05/29/2014 15:02:55. 468008 UTC)
Path Trace
Feature: |PV4
Sour ce » 172.16.10. 1

Destination : 172.16.10.2
Pr ot ocol 1 (1 aw)



ASR1000#
ASR1000#

show pl at f orm packet-trace packet 1

Packet: 1 CBUG ID: 121
Sunmmary
I nput : G gabitEthernet0/0/1
Cut put : internal 0/0/rp:0
State : PUNT 11 (For-us data)
Ti mest anmp
Start : 115612781060418 ns (05/29/2014 15:02: 55. 468687 UTC)
St op : 115612781120041 ns (05/29/2014 15:02:55. 468747 UTC)
Path Trace
Feature: |PV4
Sour ce : 172.16.10.2
Destination : 172.16.10.1
Pr ot ocol o1 (1 CQwP)

£ OSIFIL FTSER/HE A IR FIUDF L AL I8 8 B 1IR3 ( 17.3.1PR9SRTHAE

#ECisco IOS-XERRA17.3.17 |, HEBKITHAEE — 183 | LEARRE B it B OSI HBinOSEE FH H SR HEHEANERE
EHO

|OSdEFE IR it

EiR L EERaE , ERERBHRERIOS , B TUREEFOSINBEMER TERNENR , ELEFERE Eshow ip traffici
S, BMAIOSIERBH A FEAMEE, U TEHIERHNERENBRERHERMIOSHERNUDPH A



<#root>

Router#debug platform condition ipv4 10.118.74.53/32 both
Router#debug platform condition start

Router#debug platform packet-trace packet 200

Packet count rounded up from 200 to 256

Router#
Router#show plat pack pa 0
Packet: 0 CBUG ID: 674
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start : 17756544435656 ns (06/29/2020 18:19:17.326313 UTO)
Stop : 17756544469451 ns (06/29/2020 18:19:17.326346 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 17 (ubP)
SrcPort 1 2640
DstPort : 500

I0Sd Path Flow: Packet: 0 CBUG ID: 674
Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 10.118.74.53
Destination : 172.18.124.38
Interface : GigabitEthernetl

Feature: IP
Pkt Direction: IN
FORWARDED To transport Tayer

Source : 10.118.74.53
Destination : 172.18.124.38
Interface : GigabitEthernetl

Feature: UDP
Pkt Direction: IN

DROPPED
UDP: Checksum error: dropping

Source : 10.118.74.53(2640)
Destination : 172.18.124.38(500)



| OSo# i BR 1R B it

ENORBNEFIER  TERRSRBNBEREES , RAENOR{IOSIREN , WAL O S EEEEME. HE
oS OB EIRMERTFTEHLMEE, UTREHFELNSSHER T K OBREREERG

<#root>

Router#show platform packet-trace packet 2
Packet: 2 CBUG ID: 2

1 Osd Path Fl ow

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Feature: TCP
Pkt Direction: OUT

FORWARDED
TCP: Connection is in SYNRCVD state
ACK : 2346709419
SEQ : 3052140910
Source 1 172.18.124.38(22)

Destination : 172.18.124.55(52774)
Feature: IP
Pkt Direction: OUTRoute out the generated packet.srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: IP
Pkt Direction: OUTInject and forward successful srcaddr: 172.18.124.38, dstaddr: 172.18.124.55

Feature: TCP
Pkt Direction: OUTtcpO: O SYNRCVD 172.18.124.38:22 172.18.124.55:52774 seq 3052140910 OPTS 4 ACK 2346

Summary
Input : INJ.2
Output : GigabitEthernetl
State : FWD
Timestamp
Start 1 490928006866 ns (06/29/2020 13:31:30.807879 UTC)
Stop 1 490928038567 ns (06/29/2020 13:31:30.807911 UTC)
Path Trace

Feature: IPV4(Input)



Input : internal0/0/rp:0

Output : <unknown>
Source 1 172.18.124.38
Destination : 172.18.124.55
Protocol : 6 (TCP)

SrcPort 1 22

DstPort : 52774

Feature: IPSec

Result : IPSEC_RESULT_DENY
Action : SEND_CLEAR

SA Handle : O
Peer Addr : 172.18.124.55
Local Addr: 172.18.124.38

LFTSE ¥ iR it

LFTS ( LinuxE 3 EH R ) R —EE@s  AASHRCPPEZNER SERIOSILUNWERRN B, LFTSERSBRKEEIhEE
ERCREEPENTHEERGNRMESR., BRLFTSEBEATETEHME S, U TR2EXENETCONFEAREANHaGZ
LFTSIE Bt #9545 -

<#root>

Router#show plat packet-trace pac 0

Packet: 0 CBUG ID: 461
Summary
Input : GigabitEthernetl
Output : internal0/0/rp:0
State : PUNT 11 (For-us data)
Timestamp
Start 1 647999618975 ns (06/30/2020 02:18:06.752776 UTC)
Stop 1 647999649168 ns (06/30/2020 02:18:06.752806 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernetl
Output : <unknown>
Source : 10.118.74.53
Destination : 172.18.124.38
Protocol : 6 (TCP)
SrcPort : 65365
DstPort : 830

LFTS Path Flow. Packet: 0 CBUG | D 461

Feature: LFTS



Pkt Direction: IN
Punt Cause : 11
subCause : 0

EMEAEERNBIRRNERREMEXTE (ZRASRI000FE )

fECisco IOS-XERRZAR17.3.1F , ASRI000E mARFIFEE M T —EFHFMNER T CEKS , ARRIBERAEERZMNIBRES(UDFERR
HEREERSHPNEERMN, EAHFRBTIREELILILIGEEE—SIrNBUETEEINERNTTE, T —EZHERHNUDFE
HFE2MUTHAMN4D2FEAE ERER |, RERNRELIN BRI EZEN 26 TN B,

udf grekey header outer 13 26 2
ip access-1list extended match-grekey
10 permit ip any any udf grekey 0x4D2 OxFFFF

debug plat condition ipv4 access-Tist match-grekey both
debug plat condition start
debug plat packet-trace pack 100

BRI SRR

AEFR A — LR SRR B Th B8 T A R R PR B BRAD R B

B ERNETA- NAT

EAREIR | EAHFH(172.16.10.0/24)BIASRIK (Gig0/0/0)BIWANS T L B i 471 TR 48 BK b 11k E# (NAT),

UTRARBHN172.16.10.28]172.16.20.2 ( FEGig0/0/0J T TH L& AEIRINAT] ) WREN T E KR4 ER TRIEE

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace

BEEANERENATEE#172.16.10.283%F172.16.20 20 BEICMPEXRI G , L TRERSBERER



<#root>

ASR1000#

show pl at f orm packet-trace sunmmary

Pkt  Input Output State

0 Gi0/0/1 Gi0/0/0 FWD

1 Gi0/0/1 Gi0/0/0 FWD

2 Gi0/0/1 Gi0/0/0 FWD

3 Gi0/0/1 Gi0/0/0 FWD

4 Gi0/0/1 Gi0/0/0 FWD
ASR1000#

show pl atform packet-trace statistics

Packets Summary
Matched 5
Traced 5
Packets Received
Ingress 5
Inject O
Packets Processed
Forward 5

Punt 0

Drop 0
Consume O

ASR1000#

show pl at f orm packet-trace packet O

Packet: 0O CBUG ID: 146
Summary

Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/0

State : FwD

Reason



Timestamp

ns (05/17/2014 07:01:52.227836 UTC)
ns (05/17/2014 07:01:52.227923 UTO)

DEBUG_COND_INPUT_PKT

IPV4_INPUT_DST_LOOKUP_CONSUME

IPV4_INPUT_FOR_US_MARTIAN

IPV4_INPUT_VFR

IPV4_OUTPUT_LOOKUP_PROCESS

IPV4_INPUT_IPOPTIONS_PROCESS

MPLS_INPUT_GOTO_OUTPUT_FEATURE

IPV4_OUTPUT_VFR

IPV4_NAT_OUTPUT_FIA

IPV4_OUTPUT_THREAT_DEFENSE

IPV4_MC_OUTPUT_VFR_REFRAG

IPV6_INPUT_L2_REWRITE

Start 3010217805313
Stop 3010217892847
Path Trace

Feature: IPV4

Source : 172.16.10.2
Destination : 172.16.20.2
Protocol 1 (ICMP)
Feature: FIA_TRACE

Entry : Ox806c7eac -
Lapsed time: 1031 ns
Feature: FIA_TRACE

Entry : 0x82011c00 -
Lapsed time: 462 ns
Feature: FIA_TRACE

Entry : 0x82000170 -
Lapsed time: 355 ns
Feature: FIA_TRACE

Entry : 0x803c6af4 -
Lapsed time: 266 ns
Feature: FIA_TRACE

Entry : 0x82004500 -
Lapsed time: 942 ns
Feature: FIA_TRACE

Entry : 0x8041771c -
Lapsed time: 88 ns
Feature: FIA_TRACE

Entry : 0x82013400 -
Lapsed time: 568 ns
Feature: FIA_TRACE

Entry : 0x803c6900 -
Lapsed time: 266 ns
Feat ure: NAT

Direction INto OQUT
Action . Transl ate Source
O d Address : 172.16.10.2 00028
New Address : 192.168.10.1 00002
Feature: FIA_TRACE

Entry : 0x8031c248 -
Lapsed time: 55697 ns
Feature: FIA_TRACE

Entry : 0x801424f8 -
Lapsed time: 693 ns
Feature: FIA_TRACE

Entry : 0x803c60b8 -
Lapsed time: 88 ns
Feature: FIA_TRACE

Entry : 0x82014900 -
Lapsed time: 444 ns
Feature: FIA_TRACE

Entry : 0x82000080 -

Lapsed time: 88 ns

IPV4_OUTPUT_FRAG



Feature: FIA_TRACE

Entry : 0x8200e600 - IPV4_OUTPUT_DROP_POLICY
Lapsed time: 1457 ns

Feature: FIA_TRACE

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 7431 ns
ASR1000#

B aRMRA- VPN

EARRHIG | FEASRIKFCisco |OSE 88 < B A i BB uh BVPNBSE | LURETE172.16.10.0/24F1172.16.20.0/24 ( A FiR % F
) 2ERBNRE,

LR R2ARBHEGIq 001 E LE#172.16.10.27[8172.16.20. 28 VPN EMN E A KA M E R SR A E -

debug platform condition interface Gig 0/0/1 ingress
debug platform condition start
debug platform packet-trace packet 1024 fia-trace

ERFIF | ££172.16.10.283% F172.16.20.289 EEICMPE R EEIBASRIK E2Cisco |OSH 85 2 I VPNBSE T IR |, ERlaE
BitamHmT



AR ENESRBETARNZER SH REEHHOFPR 2 BIBI(SA)RHINREE | EEHRIPsec VPNHELUBEREEAT
IEREMISAET IR R | RIERNWIEEFA,

<#root>

ASR1000#

show pl at f orm packet-trace sumary



Pkt Input Output State Reason
0 Gi0/0/1 Gio/0/0 FwD

1 Gi0/0/1 Gio/0/0 FwD

2 Gi0/0/1 Gio/0/0 FwD

3 Gi0/0/1 Gio/0/0 FwD

4 Gi0/0/1 Gio/0/0 FwD

ASR1000#

show pl at f orm packet-trace packet O

Packet: 0 CBUG ID: 211

Summary

Input : GigabitEthernet0/0/1

Output : GigabitEthernet0/0/0

State : FwD

Timestamp

Start : 4636921551459 ns (05/17/2014 07:28:59.211375 UTCO)
Stop : 4636921668739 ns (05/17/2014 07:28:59.211493 UTO)
Path Trace

Feature: IPV4

Source : 172.16.10.2

Destination : 172.16.20.2

Protocol 1 (ICMP)

Feature: FIA_TRACE

Entry : 0x806c7eac - DEBUG_COND_INPUT_PKT

Lapsed time: 622 ns

Feature: FIA_TRACE

Entry : 0x82011c00 - IPV4_INPUT_DST_LOOKUP_CONSUME
Lapsed time: 462 ns

Feature: FIA_TRACE

Entry : 0x82000170 - IPV4_INPUT_FOR_US_MARTIAN
Lapsed time: 320 ns

Feature: FIA_TRACE

Entry : 0x82004500 - IPV4_OUTPUT_LOOKUP_PROCESS
Lapsed time: 1102 ns

Feature: FIA_TRACE

Entry : 0x8041771c - IPV4A_INPUT_IPOPTIONS_PROCESS
Lapsed time: 88 ns

Feature: FIA_TRACE

Entry : 0x82013400 - MPLS_INPUT_GOTO_OUTPUT_FEATURE
Lapsed time: 586 ns

Feature: FIA_TRACE

Entry : 0x803¢c6900 - IPV4_OUTPUT_VFR

Lapsed time: 266 ns

Feature: FIA_TRACE

Entry : 0x80757914 - MC_OUTPUT_GEN_RECYCLE

Lapsed time: 195 ns

Feature: FIA_TRACE

Entry : 0x803c60b8 - IPV4A_MC_OUTPUT_VFR_REFRAG
Lapsed time: 88 ns



Feature: |PSec

Resul t . | PSEC RESULT_SA
Action . ENCRYPT

SA Handle : 6

Peer Addr : 192.168.20.1
Local Addr: 192.168.10.1

Feature: FIA_TRACE

Entry : 0x8043caec - IPV4_OUTPUT_IPSEC_CLASSIFY
Lapsed time: 9528 ns

Feature: FIA_TRACE

Entry : 0x8043915c - IPV4_OUTPUT_IPSEC_DOUBLE_ACL
Lapsed time: 355 ns

Feature: FIA_TRACE

Entry : 0x8043b45c - IPV4_IPSEC_FEATURE_RETURN
Lapsed time: 657 ns

Feature: FIA_TRACE

Entry : 0x8043ae28 - IPV4_OUTPUT_IPSEC_RERUN_JUMP
Lapsed time: 888 ns

Feature: FIA_TRACE

Entry : 0x80436f10 - IPV4_OUTPUT_IPSEC_POST_PROCESS
Lapsed time: 2186 ns

Feature: FIA_TRACE

Entry : 0x8043b45c - IPV4_IPSEC_FEATURE_RETURN
Lapsed time: 675 ns

Feature: FIA_TRACE

Entry : 0x82014900 - IPV6_INPUT_L2_REWRITE

Lapsed time: 1902 ns

Feature: FIA_TRACE

Entry : 0x82000080 - IPV4_OUTPUT_FRAG

Lapsed time: 71 ns

Feature: FIA_TRACE

Entry : 0x8200e600 - IPV4_OUTPUT_DROP_POLICY
Lapsed time: 1582 ns

Feature: FIA_TRACE

Entry : 0x82017980 - MARMOT_SPA_D_TRANSMIT_PKT
Lapsed time: 3964 ns
ASR1000#

HEERERFEESZEAQFPDRAM , Rt ISARAMENLCREHENUR THNERERYE,
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SREMBER—&  REFRAEREE  EERRBERNEERNT RUAEFENREEEE,

QFPDRAMEREAAMNTARNMLE :
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https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/Packet_Trace.html
https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asrswcfg/Packet_Trace.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html?referring_site=smartnavRD?referring_site=smartnavRD
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/110531-asr-packet-drop.html?referring_site=smartnavRD?referring_site=smartnavRD
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



