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st : MR EMYBFE , KRS FEHLEB ip domain-name £ERERSIEENHEEE R,

MERERE , RRETSEARRNPEERE,

doirﬁ’dn £ Cisco I0S BBARERTARIMEE (TR TENNEREE ) NASEDEE. BN sBTAKEE
e | mmamnE—ma,
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E# DNS BIREEHS

<#root>

Router#
show runni ng-config

Building configuration...

Current configuration : 3922 bytes
!
I Last configuration change at 16:24:57 UTC Fri May 12 2023
!
version 17.3

service timestamps debug datetime msec
service timestamps log datetime msec

I Call-home is enabled by Smart-Licensing.
service call-home

platform gfp utilization monitor Tload 80
platform punt-keepalive disable-kernel-core
platform console serial

!
hostname Router
!
boot-start-marker
boot-end-marker

!
!
!

no aaa new-model

i p name-server 192.168.1.1




1--- Configures the IP address of the name server. !--- Domain lookup is enabled by defaullt.

!
!
interface GigabitEthernetl

ip address 192.168.1.10 255.255.255.0

negotiation auto

no mop enabled

no mop sysid

!
!

1--- Output Suppressed.
end

<#froot>

Router#

pi Ng www. ci sco. com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.37.145.84, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
Router#

REHHERR

EBDEWERT  BAEFIATHERRR

<#root>

Router#



debug ip udp

UDP packet debugging is on
Router#

pi Ng Www. Ci SCo. com

*Mar 8 06:26:41.732: UDP: sent src=10.69.16.66(5476), dst=

10. 250. 35. 250( 53)

, length=59
*Mar 8 06:26:44.740: UDP: sent src=10.69.16.66(5476), dst=10.250.35.250(53), Tength=59
*Mar 8 06:26:47.744: UDP: sent src=10.69.16.66(5476), dst=10.250.35.250(53), Tength=59

% Unr ecogni zed host or address, or protocol not running.

Router#undebug all
A1l possible debugging has been turned off

Router#

pi Ng Www. Ci sco. com

Transl ati ng "www. ci sco. coni'...domain server (172.16.249.4) i,
Not process



Router#

pi ng www. ci sco. com

*May 12 16:48:36.302: Reserved port 43478 in Transport Port Agent for UDP IP type 1
*May 12 16:48:36.302: UDP: sent src=0.0.0.0(43478), dst=

255. 255. 255. 255( 53)

, length=50

*May 12 16:48:37.303: Reserved port 56191 in Transport Port Agent for UDP IP type 1
*May 12 16:48:37.303: UDP: sent src=0.0.0.0(56191), dst=255.255.255.255(53), length=50
*May 12 16:48:37.304: Released port 43478 in Transport Port Agent for IP type 1

*May 12 16:48:37.304: Released port 43478 in Transport Port Agent for IP type 1%

Unrecogni zed host or address, or protocol not running.

MEFRILEE  FERTIHER

SRR A eS WEE DNS AIARESEA. FRABMASEM IPAit¥ DNS FAIRESHIIT ping , FEIEAFEA ip name-server &89 , ERH
8% L 52 E DNS fafRERH 1P {uit,



AT 3SR R AR T IERFEERER !

E L DNS HIMFWFEURHFE (ACL) :

<#root>

access-list 101 pernmit udp any any eq domain
access-list 101 pernmit udp any eq domain any

/A debugip packet 101 5%



AR BBLIEE ACL, MRERIEE ACL ERUH debugip packet i s , RIEEA TR A ELEKXERH T
R, FERKEFIEX.

SRIEEER MR LA ip domain-lookup %



Za] DI Web {EBREE#AT ping , BEEZEE HTML R

EBLEWERT  SURSELEBEBFISEMY. ER4EEMARE  BERRARLIFIMNMIEA T BB RIR 1P 4 3FFFR
, MBEHAITRE DNSEH, MREBEEARJAEEIRE (RIFER , X IPHEEREHEHNERE )  HTTPERRSEIHE,

MERRERAEERE  LKHLEPE inaddrapaf@E. EEBFEAFEEREUBAROEEH, RAMIEK IPULNBFEHI Y
EE@FSER. MR ISPALRUEESBAKSE , R ISPHERVUHEBRPOMVUEREE , EHREEBITHE in-addrapaf@ig. &

1EEAHIEH 1SP,

52 A www.cisco.com B9 EEFIZN T . LA T & H AR RHE UNIX TG , EAndookup BAMBFEN, FIERHATHER .

<#root>

sj-cse-280%

nsl ookup www. ci sco. com

Note: nslookup is deprecated and can be removed from future releases.
Consider with the 'dig' or 'host' programs instead. Run nslookup with
the '-sil[ent]' option to prevent this message from appearing.

Server: 172.16.226.120
Address: 172.16.226.120#53
Name: www.Cisco.com

Address: 192.168.219.25

sj-cse-280%

nsl ookup 192. 168. 219. 25

Note: nslookup is deprecated and can be removed from future releases.
Consider with the 'dig' or 'host' programs instead. Run nslookup with
the '-sil[ent]' option to prevent this message from appearing.

Server: 172.16.226.120

Address: 172.16.226.120#53

10.219.133.198.1in-addr.arpa name = www.Cisco.com.



dig Xt DNS HIFENH EFHMENER :

<#root>

sj-cse-280%

dig 192.168. 219. 25

; <<>> DiG 9.0.1 <<>> 192.168.219.25

;5 global options: printcmd

;5 Got answer:

;5 —>>HEADER<<- opcode: QUERY, status: NXDOMAIN, 1id: 5231

;5 flags: gr aa rd ra; QUERY: 1, ANSWER: O, AUTHORITY: 1, ADDITIONAL: 0

; QUESTION SECTION:
192 168.219.25. IN A

;5 AUTHORITY SECTION:

. 86400 IN SOA

A.ROOT-SERVERS.NET. nstld.verisign-grs.com.

( 2002031800 1800 900 604800 86400 )

;5 Query time: 135 msec

;5 SERVER: 172.16.226.120#53(172.16.226.120)

;3 WHEN: Mon Mar 18 09:42:20 2002
;5 MSG SIZE rcvd: 107

RHESRTEAZERE GRS

AR EARERIHNZERBARKES , MEREHERME, debug ip domain detail #HRNFHHIMT :

<#root>

Router#



show run

section name-server

ip name-server 192.168.1.1 10.0.0.2 Router#

Router#

debug i p domai n det ai

Router#
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DNS:
DNS:
DNS:
DNS:
DNS:

DNS:
DNS:
DNS:
DNS:
DNS:

detail: cdns_name_verify_internal: Checking if hostname is valid or not..
info: cdns_name_verify_internal: Hostname is valid

detail: cdns_get_rr_type: converting name kind 2000 to type 28

detail: read_forwards: Forward zone server list:

info: delegpt_log: DelegationPoint<.>: 0 names (0 missing), 2 addrs (0 resul
detail: val_operate: validator[module 0] operate: extstate:module_state_init
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: iter_operate: iterator[module 1] operate: extstate:module_state_init
info: Tog_nametypeclass: resolving test002. AAAA IN

detail: error_response: return error response NXDOMAIN

detail: val_operate: validator[module 0] operate: extstate:module_wait_modul
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: cdns_get_rr_type: converting name kind 2000 to type 28

detail: read_forwards: Forward zone server Tlist:

info: delegpt_log: DelegationPoint<.>: 0 names (0 missing), 2 addrs (0 resul
detail: val_operate: validator[module 0] operate: extstate:module_state_init
info: log_nametypeclass: validator operate: query test002. AAAA IN

detail: iter_operate: iterator[module 1] operate: extstate:module_state_init

info: |og_nanetypeclass: resolving test002. AAAA IN *May 12 17:56:32. 726: DNS

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: cdns_get_first_hop: dst 192.168.1.1, intf GigabitEthernetl

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: Tog_nametypeclass: iterator operate: query test002. AAAA IN
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info: log_nametypeclass: processQueryTargets: test002. AAAA IN

info: log_nametypeclass: sending query: test002. AAAA IN

detail: log_name_addr: sending to target: <.> 192.168.1.1#53

detail: cdns_get_first_hop: dst 192.168.1.1, intf GigabitEthernetl

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: Tog_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: response for test002. AAAA IN

info: log_name_addr: reply from<.> 192.168. 1. 1#53 *May 12 17:56: 35.729: DNS

info: log_nametypeclass: processQueryTargets: test002. AAAA IN

i nfo: | og_nanetypecl ass: sending query: test002. AAAA IN *May 12 17:56: 35. 72¢

detail: cdns_set_udp_source_interface: using source interface GigabitEtherne
error: comm_point_tcp_handle_write: tcp connect: Connection refused

detail: log_addr: remote address is ip4 10.0.0.2 port 53 (len 16)

detail: outnet_tcp_cb: outnettcp got tcp error -1

detail: log_addr: tcp error for address ip4 10.0.0.2 port 53 (len 16)
detail: iter_operate: iterator[module 1] operate: extstate:module_wait_reply
info: log_nametypeclass: iterator operate: query test002. AAAA IN

info: log_nametypeclass: processQueryTargets: test002. AAAA IN
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