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Vedge and 10S-XE Config.

vpn 0 !nterfaceTunneHUDDEl e e o
oo posc Tunnel Intrface _ | Lame i s e e
ip address 169.169.169.2/30 — tunnel destination 34 213.26.25
tunnel-source-interface ge0/0 tunnel mode ipsecipv4d
tunnel-destination 52.39.104.108 Annelpain mbdecovery© |
dead-peer-detection interval 10 retries 3 |VID tunnel protection ipsec profile if-ipsec! -ipsecprofie
ke Phase 1 {Sa} crypto ikev2 proposal p1-global
version 2 — encryption aes-cbc-128 aes-cbc-258
relvcey 86400 |ntegrrt1yds:|f11esr|~5256 sha3d4 shas1
cipher-suite aes256-che-shal o S
group 14 crypto ikew2 policy policy1-global
proposal pl-global
authentication-type Phase 1 crypto ikevz profile i-ipseci -ikev2-profie
pre-shared-key AUTH fdartificati match identity remote address 34,213 2625 255 255 255 255
pre-shared-secret Cisco23 | (Identification) | 72 identty remote address 125 1 3.43 255 255 255 065 1D
- authentication remote pre-share , I — = 5
Irerﬂme id 10.0.21.17 Euth_&nticatiun ical pr:—share - ;?;prtiuf |i|;z;20:ei;|:2:g |;;5::gc1£2<::2-keyrmg
! d';ﬂ”{',f é,f' sﬁl_ge';:ﬁ? 'kf,‘;‘é keying address 34.213.26.25
| no confie-exchange request ) pre-shared-key cisco 1234567890
ipsec T
rekey 3600
replay-window E12 Phase 2 { Sa} crypto ipsec transform-set if-psec -kev2-transfom esp-gom 256
cipher-suite aes256-gcm mode tunnel

perfect-forward-secrecy group-16 crypto ipsec profike if-ipsecl-ipsec-profie

! set security-association lifetime kilebytes disable
no sht m'lnwn set security-association replay window-size 512
I set transform-setif-ipsec! -ikev24ransform

i set pfs group16

i set ikev2-profile if-ipgectdkev2-profile

e BEMN SR IS RIKER IR — MBS E. #a5ERIPseck 17 E i 6 BB 3F
RFEE

REREGF
B AIKESER

fEvEdge debug iked t R AIKEV1 S IKEV2EIFAEA R BIE .-

debug i ked m sc high
debug i ked event high

A LAEE Rvshell (9 & 51 585 & #3018 17 @5 T tail -f <debug path>,

vshel |
tail -f /var/log/ message

A AECLIR BRI ER BN E R/ BR/ABHAES.

moni tor start /var/l og/ messages

BrEIPsecME M PR B RN R R
AED =ZEXRREMNIPsecH R, MAlEMRREFNWHRBH EZRENSEE,

1. IPsech# B RE I,
2. IPsecBERLEME  CHITEHEMY., (%)
3. IPseciEE 2RI , BEMABIMMEE,
AR IPsechRERE VM , HtFEERFRAAUBRIKEHENE BT A



HEMAIPsecBERMN , CERBECHIERENEY  BEBAREHD , REFERTER 27
(RCA), ZZAXERERMRFNIFEE , REGTFERIAAR.

R IPsech&ERIRA I B RISEARAMEER , EXKREREZNELFR , EHNEMAERER , ©FHE
, BAZEEHERRERUAR ERE LB EERKIELNT R

HEREDRFAB ZRERR

1. IPseciBE ( ik ) FEBEMBEE.,

2. BEEIRARFMEEE (WEREA )

3. IPsecH & IPH#bi (FRERE ),
FrEREF A FEFEEE/varllog/messagesiE R+ , BHREFHFE , CABFEEEERF , B2
HRISEER , TUEEERERR /B EAEERND , RUEHNEEmessagest. 2, 3.%
FEITHBENAR. BERGEEIEEEE , ERTEREERNESER , X5 MEEIPsech2iEHES
Y IKE 1 = 89 F8 & (charon),

REHAETHIENIPsechEFmSE. ZABBEMNHENEE RS EREFEAERESENIPUMEE
TREBEESENIPAH, FIENMWIKESSRN — LR -

Jun 18 00: 31: 22 vedge0l charon: 09[CFG vici initiate 'child_IPsec2_ 1'
Jun 18 00: 31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1
Jun 18 00: 31: 22 vedge0l charon: 16[IKE] initiating IKE_SA ipsec2_1[223798] to 10.10.10.1

IKE INITIH S TR B R IPsechgiEsE , ER , ER BN BEBEETEEAIPsechzE Pt

Jun 18 00: 31: 22 vedge0l1 charon: 09[CFG vici initiate 'child_ipsec2_1'

Jun 18 00: 31: 22 vedge01 charon: 16[IKE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge01 charon: 16[IKE] initiating | KE_SA ipsec2_1[223798] to 10.10.10.1

Jun 18 00: 31: 22 vedge0l1 charon: 16[ ENC] generating IKE_SA INIT request O [ SA KE No N(NATD_S_|I P)
N(NATD D | P) N(FRAG SUP) N(HASH ALG N(REDI R _SUP) ]

Jun 18 00: 31: 22 vedge0l1 charon: 16[ NET] sendi ng packet: from 10.132.3.92[500] to 10.10.10.1[500]
(464 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ NET] received packet: from 10.10.10.1[500] to
10.132.3.92[500] (468 bytes)

Jun 18 00: 31: 22 vedge0l1 charon: 12[ENC] parsed I KE_SA INIT response O [ SA KE No N(NATD_S_IP)
N(NATD D | P) N(HTTP_CERT_LOOK) N(FRAG SUP) V ]

Jun 18 00: 31: 22 vedge0l1 charon: 12[ ENC] received unknown vendor |D:

4f: 85:58:17: 1d: 21: a0: 8d: 69: cb: 5f: 60: 9b: 3c: 06: 00

Jun 18 00: 31: 22 vedge0l1 charon: 12[I1KE] |ocal host is behind NAT, sending keep alives

IPsecP2iERLE :

interface ipsec2 ip address 192.168.1.9/30 tunnel -source 10.132.3.92 tunnel -destination

10. 10. 10. 1 dead-peer-detection interval 30 ike version 2 rekey 86400 ci pher-suite aes256-cbc-
shal group 14 authentication-type pre-shared-key pre-shared-secret

$8%wgr s/ Cwbt XOna34yF4Fga0B62nEBpHFdOz FaRno Yf nBi oW/O3s3ef FPBbkazgvoN ! ! ! ipsec rekey 3600
repl ay-w ndow 512 ci pher-suite aes256-gcm perfect-forward-secrecy group-14 !

fEMR1. KRBV IPseciliE

HALEETREERENEXESR , ke AME , MKEREZRREEE,



fEMR2. IPsecEERME , WHERTEMREY

WEIFTR | BEAERLERES T REBERANBEEARR. BERARRIME , FREKER
SR LR b — SR REE,

HEHEHRRBAA BT RE RS

1. IPseclBiE ( #m5k ) FTEBMENRE.
2. BRERARAM R A,
3. IPsecHiZF|IPHbit ( BREEZ )

DPDE &K

FEAGH , BEEHE6A18H00:31:17B3F.

Jun 18 00:31:17 vedge0l FTMD 1472]: %Viptela-vedge0l-FTMD-6-INFO-1000001: VPN 1 Interface ipsec2
DOWN

Jun 18 00:31:17 vedge0l FTMD 1472]: %Viptela-vedgeOl-ftmd-6-INFO-1400002: Notification:

i nterface-state-change severity-1level:ngjor host-nane:"vedge0l" systemip:4.0.5.1 vpn-id:1 if-
name: "i psec2" new state: down

FISE : IPsecBEERARAMN BFTRESIBEN—2B2 , EPRFTMDEEFS. Rt , charonf
IKEER A& 5 EN,

et - MEARREETR—EIMN , eficBFEESHEE —ERTHBNEN.

SR BBHEEE , WASKEMNBFEEE  FrE TmEmRE B

Jun 18 00:31:17 vedge0l1 charon: 11[IKE] giving up after 3 retransmts

Jun 18 00: 28: 22 vedge01 charon: O8[IKE] retransnmit 3 of request with message ID 543 (tries=3
ti meout =30, exchange=37, state=2)

Jun 18 00: 28: 22 vedge0l1 charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l1 charon: O06[IKE] retransnmit 2 of request with message ID 543 (tries=3
ti meout =30, exchange=37, state=2)

Jun 18 00: 26: 45 vedge0l1 charon: O06[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 21 vedge0l1 charon: 08[1KE] sending DPD request

Jun 18 00: 25: 21 vedge0l1 charon: O8] ENC] generating | NFORVATI ONAL request 543 [ ]

Jun 18 00: 25: 21 vedge0l1 charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25: 51 vedgeOl1 charon: O5[1KE] retransmit 1 of request with nessage ID 543 (tries=3
ti meout =30, exchange=37, state=2)

Jun 18 00: 25: 51 vedge0l1 charon: O5[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

£ —IREZhHYDPDE & SRR HR B 55 K # 542,

Jun 18 00: 24: 08 vedge0l charon: 11[ ENC] generating INFORMATIONAL request 542 [ ]
Jun 18 00: 24: 08 vedge0l1 charon: 11[ NET] sending packet: from 10.132.3.92[4500] to



10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: O7[NET] received packet: from 13.51.17.190[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1 charon: O07[ ENC] parsed INFORMATIONAL response 542 [ ]

B2 RERNIEFAIEEARE—E

Jun 18 00: 24: 08 vedge0l charon: 11[ ENC] generating | NFORVATI ONAL request 542 [ ]
Jun 18 00: 24: 08 vedge0l charon: 11[ NET] sending packet: from 10.132.3.92[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l charon: O7[ NET] received packet: from 10.10.10.1[4500] to
10. 132. 3. 92[ 4500] (76 bytes)

Jun 18 00: 24: 08 vedge0l1l charon: 07[ ENC] parsed | NFORVATI ONAL response 542 [ ]

Jun 18 00: 25: 21 vedge0l charon: 08[|KE] sending DPD request

Jun 18 00: 25: 21 vedge0l1l charon: O08[ ENC] generating | NFORVATI ONAL request 543 [ ]

Jun 18 00: 25: 21 vedge0l charon: O8] NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 25:51 vedge0Ol charon: O5[IKE] retransnmit 1 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 25:51 vedge0l charon: O5[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00: 26: 45 vedge0l charon: O06[IKE] retransnmit 2 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 26: 45 vedge0l charon: O06[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00:28: 22 vedge0l charon: O08[IKE] retransnmit 3 of request with nessage ID 543 (tries=3,
ti meout =30, exchange=37, state=2)

Jun 18 00: 28: 22 LvedgeOl charon: O8[ NET] sending packet: from 10.132.3.92[4500] to

10. 10. 10. 1[ 4500] (76 bytes)

Jun 18 00:31:17 vedgeOl charon: 11[IKE] giving up after 3 retransnits

Jun 18 00: 31:17 vedge01 FTMD 1472]: %/ ptel a- LONDSRO1- FTMD- 6- | NFO- 1000001: VPN 1 Interface

i psec2 DOMWN

Jun 18 00:31:17 vedge0l FTMD 1472]: %/ ptel a- LONDSRO1-ft nd- 6- | NFO- 1400002: Notification:

i nterface-state-change severity-1evel:nmajor host-nane:"LONDSRO1" systemip:4.0.5.1 vpn-id:1 if-
name: "i psec2" new state: down

a0 | AAVEdge0 1R BRI E10.10.10.1/9DPDEXRIE , BESEIM. AT EIEDPDEH &
2% | |PsecHIEHESMERES osty , BEZHM. WITANEREZE K BFEHERKHER
SDELRLEENISPER, MRBELHE X, IEZBRBRELNRE , ER , NEBEFELE

, BITJLATEVEdge. RimIPSec¥f SR MISP LEAHERRHREER T,

fEMR3. IPsecBRIE B B RIGBIEAMRE

IEMFEWAERPEIERIE , BEASTAEE , EREMNEMAERER , ©EA , BEREZERKI
By, EHRET  sHWERELERE.

EHEHRRAR I EEEY
1. IPseclBiE ( 5 ) FEBENEE,

2. FE BN B,
3. IPsec¥ &Pt ( BBEEE )

PFSH It



EHEHIF | EEEERK , REHFRTISUREEFRSG, ARBENAEFE , IKEBEER&RER
Ho

interface i psecl description VWAN VPN i p address 192.168.0. 101/ 30 tunnel -source-interface ge0/0
tunnel -destination 10.10.10.1 ike version 2 rekey 28800 ci pher-suite aes256-cbc-shal group 2
aut henti cati on-type pre-shared-key pre-shared-secret

"$8%nj K2pLLj gkWNQUOKecNt Y3+f 03hbTs0/ 7i Jy6unNt er smCG GB38kI Pj soqqXZdVvnt i zLu79\ naQdj t 2POVR42Yw=="
I 11 ipsec rekey 3600 repl ay-w ndow 512 ci pher-suite aes256-chc-shal perfect-forward-secrecy
group-16 ! ntu 1400 no shut down

E R SR E RS W BN .

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (508 bytes)

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] parsed CREATE_CHI LD SA request 557 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG received proposals:

ESP: AES_GCM 16_256/ NO_EXT_SEQ, ESP: AES_CBC_256/ HVAC_SHA1_96/ NO_EXT_SEQ,

ESP: 3DES_CBC/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: AES_CBC_256/ HVAC_SHA2_256_128/ NO_EXT_SEQ,

ESP: AES_CBC_128/ HVAC_SHA1_96/ NO_EXT_SEQ, ESP: 3DES_CBC/ HVAC_SHA2_256_128/ NO_EXT_SEQ

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ CFG confi gured proposals:

ESP: AES_CBC_256/ HVAC_SHA1_96/ MODP_4096/ NO_EXT_SEQ

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[IKE] no acceptabl e proposal found

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[IKE] failed to establish CH LD SA, keeping

| KE_SA

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ ENC] generating CREATE_CHI LD SA response 557 [
N(NO_PROP) 1]

daenon. i nfo: Apr 27 05:12:56 vedgeOl charon: 16[ NET] sendi ng packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC] parsed | NFORMATI ONAL request 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ENC|] generating | NFORVATI ONAL response 558 [ ]
daenon. i nfo: Apr 27 05:12:57 vedgeOl charon: O8[ NET] sending packet: from 172.28.0.36[4500] to
10. 10. 10. 1[ 4500] (76 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[NET] received packet: from 10.10.10.1[4500] to
172.28. 0. 36[ 4500] (396 bytes)

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[ENC] parsed CREATE_CHI LD SA request 559 [ SA No
TSI TSr ]

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[CFG received proposals:
ESP:AES_GCM_16_256/NO_EXT SEQ, ESP:AES_CBC_256/HMAC_SHAl 96/NO_EXT_SEQ,
ESP:3DES_CBC/HMAC_SHA1l 96/NO_EXT SEQ, ESP:AES CBC_256/HMAC_SHA2 256_128/NO_EXT SEQ,
ESP:AES_CBC_128/HMAC_SHA1l 96/NO_EXT SEQ, ESP:3DES_CBC/HMAC_SHA2 256_128/NO_EXT_ SEQ

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: 07[ CFG configured proposals:

ESP:AES_ CBC_256/HMAC_SHAl 96/MODP_4096/NO_EXT SEQ

daenon. i nfo: Apr 27 05:12:58 AvedgeOl charon: 07[1 KE] no acceptable proposal found

daenon. i nfo: Apr 27 05:12:58 vedgeOl charon: O7[IKE] failed to establish CH LD SA, keeping

| KE_SA

fisf : CREATE_CHILD SARKEXBEBSEEHERERIIHSA,. NEELSE  FEE
EEEBIKEV2E S iR

IKERFEBERMEENTA , YAECTEHES , Rt AT URERE 2 EAL L5 4T
CREATE_CHILD_SARTREMEKEIR , BN REIPsecin B2 B4E R MR EFSPIS,

. MR R B10.10.10.19CREATE_CHILD_SAiER& R A,
- vedge BIEFER I ERFE ¥ E8810.10.10. 1{FIX AV IR (SA)
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- Vedge i SREXNDZNERRORERBETLE.
- RI|HCREATE_CHILD_SAKR , B "REEITEZMER, .
RENBER  MRBEHTEBR , ERETEMNRE , R ERBEBAETHEE 2

RADH  HERREENCRERZ LB —BENWL

ERYHE®E | ESP:AES_CBC_256/HMAC_SHA1_96/MODP_4096/NO_EXT_SEQ

WEIRYEE

ESP:AES_GCM_16_256/NO_EXT_SEQ ,
ESP:AES_CBC_256/HMAC_SHA1_96/NO_EXT_SEQ ,
ESP:3DES_CBC/HMAC_SHA1_96/NO_EXT_SEQ ,
ESP:AES_CBC_256/HMAC_SHA2_256_128/NO_EXT_SEQ ,
ESP:AES_CBC_128/HMAC_SHA1_96/NO_EXT_SEQ ,
ESP:3DES_CBC/HMAC_SHA2_256_128/NO_EXT_SEQ

MODP_4096 2DH#H 16 , MM IEF 2P ER ( IPsecEn ) LEBREAPFS ( T2 BBIRE ) .

RIBKEM P REERERENS D , PFSEM— A LUK IIE N AR E M REEN T TEREE.,
BE  EEFRARDS BESEERE ML T HEREIERAR.

vEdge |IPSec/Ikev2B#iE £ B DELETE R4 o 7 B £ 5k B # UE

BRALLITAMNGEET , 528 Ciscofii2ID CSCvx86427.

EEEENGE , KERFERRERE, B2 , MRBAGE  AFSEREIASERTERE
&R

ZEf/ A EEE W EVEdge R B F CiscofaiRID CSCvx86427 , EES R BE MMM A,
EEHERBAR Z AT EEE S

1. IPseclBiE ( Rtk ) FEBENEE
2. BRERERAMREE,
3. IPsectiZF|IPibit ( BREEIZ )
ERAIHEGHEE  XKEEBNAGZEH % , ZREBRA 2 RE A,

Apr 13 22:05:21 vedge0l charon: 12[IKE] received DELETE for IKE_SA ipsecl_1[217]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] deleting | KE_SA ipsecl_1[217] between

10.16. 0. 5[ 10.16.0.5]...10.10. 10. 1[ 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] deleting | KE_SA ipsecl_1[217] between

10.16. 0. 5[ 10.16.0.5]...10.10. 10. 1[ 10. 10. 10. 1]

Apr 13 22:05:21 vedgeOl charon: 12[IKE] | KE_SA del et ed

Apr 13 22:05:21 vedgeOl charon: 12[IKE] | KE_SA del et ed

Apr 13 22:05:21 vedgeOl charon: 12[ ENC] generating | NFORVATI ONAL response 4586 [ |

Apr 13 22:05:21 vedgeOl charon: 12[ NET] sending packet: from 10.16.0.5[4500] to 10.10.10. 1[ 4500]
(80 bytes)

Apr 13 22:05:21 vedgeOl charon: 12[KNL] Deleting SAD entry with SPI 00000e77

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSR01l-FTMD-6-INFO-1000001: VPN 1 Interface
ipsecl DOWN

Apr 13 22:05:21 vedge0l FTMD[1269]: %Viptela-AZGDSRO01l-ftmd-6-INFO-1400002: Notification:
interface-state-change severity-level:major host-name:"vedgeOl" system-ip:4.1.0.1 vpn-id:1 if-
name: "ipsecl" new-state:down


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvx86427

MisE : IPsecX B AEZ{EDELETESHA , MDELETE for CHILD_SARREKEYHEFAEIR
DELETE , EWZEI#IKE_SA DELETEH @M A ETEMIEEIPsec S , e HBIREE,
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