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UTR=(EEHP L LABRFEXNESEE :

<ffroot>

!
DC1#
show run | sec ospf

router ospf 1
network 10.1.1. rea 0

10.0.0.0 a
network 10.10.10.4 0.0.0.3 area O
!

PIMERIEE :

<tfroot>

!
DC1#
show run | sec pim

ip pim bidir-enable

ip pim send-rp-discovery scope 10

ip pim bsr-candidate Loopbackl 0

ip pim rp-candidate Loopbackl group-Tist 10 bidir
!

access-1ist 10 permit 239.0.0.0 0.0.0.255
!

DC1#

|

s, EARALSTE ( B4EKRE ) TRAPIMBEZER :

<{froot>

!
DC1#
show run interface | ol

Building configuration...

Current configuration : 83 bytes

|

interface Loopbackl

ip address 10.1.1.1 255.255.255.255
ip pim sparse-mode

end

N



Lo, FBRAEENERE LA TEBRKA Y EEFI EEERNEREmouteR.

A% B &
ASR1004 (RP1)-DC1 : 192.168.107.21 ASR1004 (RP2) -DC2 : 192.168.107.22
Fa0/1/0 i e Fa0/1/1 (e
Capable Internet
Could
Fa0/ 17 Fa0/1/3
|Gitrois Fallor4
ﬁom.smnﬂ.ws.m?,m DEA-SW- 1216610725
Git/0/2 CSR1000V.DC3:182.168.107.23 Fat/0/2
Gig2
Host1 : 192.168.113.1
Host3 : 192.168.115.1 Host2 : 192.168.114.1

X R EE R AR R A PR AR

DC1(VTEP1)E &

!

!
Vxlan udp port 1024

|

Interface Loopbackl

ip address 10.1.1.1 255.255.255.255
ip pim sparse-mode

!

ERBEEETERVNIKENKENHE

|
bridge-domain 1
member vni 6001

member FastEthernet0/1/7 service-instance 1
!

BUYMREBRNEANVEEEEETEZBWANERZIHMER P OLHNVNIRE :



interface nvel

no ip address

shut

member vni 6001 mcast-group 10.0.0.10
|

source-interface Loopbackl
!

FEBLANNHE (B2 ERLANFER I TE ) B RBHITER , LEBIFEVLAN ( 802.1g1EH
RE ) -ELERFIF , BVLAN 1 :

interface FastEthernet0/1/7
no ip address

negotiation auto

cdp enable

no shut
1

FMBRVLANRER K ARXEZRERELARE Y HERERELEESVLANRHEX HRR

1
service instance 1 ethernet

encapsulation unagged
!

DC2(VTEP2)E &

!
!
VxTan udp port 1024
!
interface Loopbackl
ip address 10.2.2.2 255.255.255.255
ip pim sparse-mode
!
!
bridge-domain 1
member vni 6001
member FastEthernet0/1/3 service-instance 1
!
!
interface nvel
no ip address
member vni 6001 mcast-group 10.0.0.10
1

source-interface Loopbackl



shut

!

!

interface FastEthernet0/1/3
no ip address

negotiation auto

cdp enable

no shut

|

service instance 1 ethernet

encapsulation untagged
!

DC3(VTEP3)E &

!

!

VxTan udp port 1024

!

interface Loopbackl

ip address 10.3.3.3 255.255.255.255
ip pim sparse-mode

!

!

bridge-domain 1

member vni 6001

member GigabitEthernet2 service-instance 1
!

interface nvel

no ip address

shut

member vni 6001 mcast-group 10.0.0.10
!

source-interface Loopbackl

!

interface gig2

no ip address

negotiation auto

cdp enable

no shut

!

service instance 1 ethernet

encapsulation untagged
|

FHEB: EEBEXATEEMEER T O ZEHVXLAN
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ASR1004 (RP1)-.DC1 DC2: CSR1000v

3 > Unicast and Mcast 3
Capable Internet
Could

Lo1:10.1.1.1132Lo1:10.2.2.2.¥%

Host1 Host2

WAN L B BB B 4R

DC1EE

interface nvel

no ip address

member vni 6001

! ingress replication shold be configured as peer data centers loopback IP address.
!

ingress-replication 10.2.2.2
!

source-interface Loopbackl

!

!

interface gig0/2/1

no ip address

negotiation auto

cdp enable

!

service instance 1 ethernet
encapsulation untagged

|

|

1

bridge-domain 1

member vni 6001

member gig0/2/1 service-instance 1

DC2EE



interface nvel
no ip address
member vni 6001

ingress-replication 10.1.1.1
!

source-interface Loopbackl

!

|

interface gig5
no ip address
negotiation auto

cdp enable
!

service instance 1 ethernet
encapsulation untagged

|

!

bridge-domain 1

member vni 6001

member gig5 service-instance 1

B =

FRA E=EERF O ZEEEENEEVXLAN

ERESANEER , SELRPOPERNEHAAENER - EEDRELER,
FERANTHHRRBREE. SRBTRMHET LR,

<#root>

Router#

show nve vn

Router#

show nve vni interface nvel
Router#

show nve interface nvel
Router#

show nve interface nvel detai
Router#

show nve peers

FHEB: EEBEA TR EMEERFOZERIVXLAN



#EDC1L :

<{froot>
DC1#

show nve vni

Interface VNI MuTticast-group VNI state
nvel 6001 N/A Up
DC1#

show nve interface nvel detail

Interface: nvel, State: Admin Up, Oper Up Encapsulation:

source-interface: Loopbackl (primary:10.1.1.1 vrf:0)
Pkts In Bytes In Pkts Out Bytes Out

60129 6593586 55067 5303698

DC1#

show nve peers

Interface Peer-IP VNI Peer state
nvel 10.2.2.2 6000 -
EDC2L :

DC2#show nve vni

Interface VNI Multicast-group VNI state
nvel 6000 N/A Up

DC2#show nveinterface nvel detail

Interface: nvel, State: Admin Up, Oper Up Encapsulation: Vxlan
source-interface: Loopbackl (primary:10.2.2.2 vrf:0)

Pkts In Bytes In Pkts Out Bytes Out

70408 7921636 44840 3950835

DC2#show nve peers
Interface Peer-IP VNI Peer state
nve 10.1.1.1 6000 Up

DC2#show bridge-domain 1

Bridge-domain 1 (3 portsin all)

State: UP Mac learning: Enabled

Aging-Timer: 300 second(s)

BDI1 (up)

GigabitEthernet0/2/1 service instance 1

vhi 6001

AED MAC address Policy Tag Age Pseudoport

Vx1an



0 7CAD.74FF.2F66 forward dynamic 281 nvel.VNI6001, VXLAN src: 10.1.1.1 dst: 10.2.2.2
0 B838.6130.DA80 forward dynamic 288 nvel.VNI6001, VXLAN src: 10.1.1.1 dst: 10.2.2.2
0 0050.56AD.1AD8 forward dynamic 157 nvel.VNI6001, VXLAN src: 10.1.1.1 dst: 10.2.2.2

SRR
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HERDH

#debug nveerror

*Jan 4 20:00:54.993: NVE-MGR-PEER ERROR: Intf state force down successful for mcast nodes cast nodes
*Jan 4 20:00:54.993: NVE-MGR-PEER ERROR: Intf state force down successful for mcast nodes cast nodes
*Jan 4 20:00:54.995: NVE-MGR-PEER ERROR: Intf state force down successful for peer nodes eer nodes
*Jan 4 20:00:54.995: NVE-MGR-PEER ERROR: Intf state force down successful for peer nodes

#show nvelog error

[01/01/70 00:04:34.130 UTC 1 3] NVE-MGR-STATE ERROR: vni 6001: error in create notification to Tunnel
[01/01/70 00:04:34.314 UTC 2 3] NVE-MGR-PEER ERROR: Intf state force up successful for mcast nodes
[01/01/70 00:04:34.326 UTC 3 3] NVE-MGR-PEER ERROR: Intf state force up successful for peer nodes
[01/01/70 01:50:59.650 UTC 4 3] NVE-MGR-PEER ERROR: Intf state force down successful for mcast nodes
[01/01/70 01:50:59.654 UTC 5 3] NVE-MGR-PEER ERROR: Intf state force down successful for peer nodes
[01/01/70 01:50:59.701 UTC 6 3] NVE-MGR-PEER ERROR: Intf state force up successful for mcast nodes
[01/01/70 01:50:59.705 UTC 7 3] NVE-MGR-PEER ERROR: Intf state force up successful for peer nodes
[01/01/70 01:54:55.166 UTC 8 61] NVE-MGR-PEER ERROR: Intf state force down successful for mcast nodes
[01/01/70 01:54:55.168 UTC 9 61] NVE-MGR-PEER ERROR: Intf state force down successful for peer nodes
[01/01/70 01:55:04.432 UTC A 3] NVE-MGR-PEER ERROR: Intf state force up successful for mcast nodes
[01/01/70 01:55:04.434 UTC B 3] NVE-MGR-PEER ERROR: Intf state force up successful for peer nodes
[01/01/70 01:55:37.670 UTC C 61] NVE-MGR-PEER ERROR: Intf state force down successful for mcast nodes

#show nvelog event
[01/04/70 19:48:51.883 UTC 1DD16 68] NVE-MGR-DB:
[01/04/70 19:48:51.884 UTC 1DD17 68] NVE-MGR-DB:
[01/04/70 19:48:51.884 UTC 1DD18 68] NVE-MGR-DB:
[01/04/70 19:49:01.884 UTC 1DD19 68] NVE-MGR-DB:

[01/04/70 19:49:01.884 UTC 1DD1A 68] NVE-MGR-DB:

[01/04/70 19:49:01.885 UTC 1DD1B 68] NVE-MGR-DB:
[01/04/70 19:49:01.885 UTC 1DD1C 68] NVE-MGR-DB:

[01/04/70 19:49:11.886 UTC 1DD1D 68] NVE-MGR-DB:

[01/04/70 19:49:11.886 UTC 1DD1E 68] NVE-MGR-DB:
[01/04/70 19:49:11.887 UTC 1DD1F 68] NVE-MGR-DB:
[01/04/70 19:49:11.887 UTC 1DD20 68] NVE-MGR-DB:
[01/04/70 19:49:21.884 UTC 1DD21 68] NVE-MGR-DB:

R E IR

Cisco I0OS XER IRty i XN B S HE(EPC) W RE AT R ES R BB E
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EPCELE ( TEST ACLRARBREEENNFEFE

Return vni 6001 for pi_hdI[0x437C9B68]
Return pd_hdI[0x1020010] for pi_hdI[0x437C9B68]
Return vni 6001 for pi_hdl[0x437C9B68]
Return pd_hdI[0x1020010] for pi_hdI[0x437C9B68]
Return vni 6001 for pi_hdI[0x437C9B68]
Return pd_hdI[0x1020010] for pi_hdl[0x437C9B68]
Return vni 6001 for pi_hdl[0x437C9B68]
Return pd_hdI[0x1020010] for pi_hdI[0x437C9B68]
Return vni 6001 for pi_hdl[0x437C9B68]
Return pd_hdI[0x1020010] for pi_hdl[0x437C9B68]
Return vni 6001 for pi_hdI[0x437C9B68]
Return pd_hdI[0x1020010] for pi_hdI[0x437C9B68]

%II
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<#root>

#

nmoni tor capture TEST access-list TEST_ACL interface gi gabitEthernet0/2/0 both
#

nmoni tor capture TEST buffer size 10
#

noni tor capture TEST start

UTRERNERTERF

<#root>
#
show nonitor capture TEST buffer dunp
#
noni tor capture TEST export bootflash: TEST. pcap

// with this command you can export the capture in pcap format to the bootflash, which can be download

LA #8450 75 B8 fl 5 4R B AR BR 12 R RA 2 B A B (ICMP) I £V X LAN E3E 4B

EBVXLANE BEXM U BATBAGEARP) :

Frame 58: 118 bytes on wire (880 bits), 118 bytes captured (880 bits)
Ethernet II, Src: Clscolnc_ef:79:20 (c4:64:13:ef:79:20), Dst: Vewsre b3:56:56 (@0:50:56:b3:56:56)
Internet Protocol Version 4, Src: 10111 ., Ost: 102237
User Datagram Protocol, Src Port: 1824 (1824), Dst Port: 1824 (1024)
Virtual eXtensible Local Area Network
Flags: @x0E800, VKLAN Metwork ID (VMI)
Group Policy ID: @
VELAN Metwork Identifier (WHI): cedl
Reserved: @
|  Ethernet II, Src: Vimware E7:4e:0c (89:50:56:87:4e:0c), Dst: Broadcast (ff:iff:ff:ff:ff:ff)
| @ Address Resolution Protocol (request)
| Hardware type: Ethernet (1)
Protocal type: IPv4 (8x05e0)
Hardware size: &

[

Protocol iize: 4

Opcode: request (1)

Sender MAC address: Vaare B7:4e:9c (00:58:56:87:4e19c)
Sender IP address: 192.152.192.1

Target MAC address: 0:00:08 0:00:00 (00:80:00:00:00:08)
Target IP address: 192.192.192.2

ARPEJE :



© Frame 53: 110 bytes on wire (880 bits), 118 bytes captured (888 bits)
b Ethernet II, Src: Veware_b3:56:56 (00:50:56:b3:56:56), Dst: Ciscolnc_ef:79:20 (cd:64:13:ef:79:28)
¢ Imternet Protocol Version 4, Src10222 Dst: 10111
© User Datagram Protocol, Src Port: 8457 (8457), Dst Port: 1024 (1024)
# Virtual eXtensible Local Area Metwork
© Flags: @xBB8@, VXLAN Metwork ID (WNI)

Group Policy ID: @

VEXLAN Network Identifier (WNI): Go@l

Reserved: @
» Ethernet II, Src: Veware 31:8a:5a (@8:8c:29:31:8a:5a), Dst: Vmware 87:4e:9c (08:50:56:87:4e:9c)
4 Address Resolution Protocol (reply)

Hardware type: Ethernet (1)

Protocol type: IPwa (BocdEed)

Hardware size: &

Protocol size: 4

Opcode: reply (2)

Sender MAC address: Vmware 31:8a:5a (80:8c:29:31:8a:5a)

Sender IP address: 192.192.192.2

Target MAC address: Vmware B7:4e:9¢ (@0:50:56:87:4e:9¢)

Target IP address: 192.192.192.1

ICMPEER :

P Frame 61: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)
» Ethernet II, Src: Ciscoln:_ef:?s:za (c4:64:13:ef:?9:29}, Dst: \i'-mre_b3:55:56 {BB:SB:EG:EJS:EG:S-E}
F Internet Protocol Versionm 4, Src:101.11 . Ost: 10222
[ User Datagram Protecol, Src Port: 52141 (52141), Dst Port: 1824 (1824)
4 Virtual eXtensible Local Area Network
4 Flags: BxBB80@, VXLAN Network ID (WNI)

B sivr sy sw.. = GBP Extension: Mot defined
sevs sses o@y wevy = Don't Learn: False
s R R veee = VXLAN Network ID (WNI): True

S e 8... = Policy Applied: False
B@G .00 2,00 ,000 = Reserved(R): False

Group Policy ID: @

VHLAN MNetwork Identifier (VNI): 6881

Reserved: @
> Ethernet II, Src: Veware 37:4e:9c (09:50:56:87:4e:9¢), Dst: Vmware 31:8a:58 (@9:0c:29:31:8a:5a3)
i Internet Protocol Version 4, Src: 192.192.192.1, Dst: 192.192.192.2
» Internet Control Message Protocol

ICMPEJE :

* Frome 66: 124 bytes on wire (992 bits), 124 bytes captured (992 bits)
* Ethernet II, Src: Veware b3:56:56 [(0@:58:56:b3:S6:58); Dst: Ciscolnc_ef:79:20 (cd:bd:13:aFf:79:28)
* Imternet Protocol Version 4, Src10222 Dst: 10111
» User Datagram Protocol, Src Port: 35478 (35478), Dst Port: 1024 (1824)
& virtual eXtensible Local Area Network
4 Flags: Owe80B, VELAN Network ID (WNI)

| Bt L S = GBP Extensien: Mot defined
s oassa s ssas @ Don't Learn: False
e e = VKLAN Metwork ID (WNI):

» @... = Pollcy Applied: False
m Bﬂﬂ B8 .08 = Reserved(R): Falze
Group Policy ID: @
VELAM Hetwork Tdentifier (WNI): 6091
Reserved: @
» Ethernet II, 5rc: Veware_31:8a:5a (89:8c:29:31:8a:5a), Dst: Veware B7:4e:5c (00:58:56:87:4e:9c)
» Internet Protocol Versien 4, Src: 192,192.192.2, Dst: 192.192.192.1
# Internet Control Message Protocol
Type: @ (Echo (ping) reply)
Code: @
Checksum: @xeefb [correct]
Tdentifier (BE): 1 (8x8001)
Identifler (LE): 256 (Owel0e)
Sequence nusber (BE)}: 26207 ([BxGE5St)
Sequence number (LE): 24422 (onSfes)
[Beguest frome: 61]
[Response time: 7.003 ms]
+ Data (32 bytes)
Data: El626IE465666768696a6bECd5eEfTRTLTITIFAFSTETTEL, ..
[Lemgth: 32]

HitBRAMBEIBR DT
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#debug nve all

*Jan 5 06:13:55.844: NVE-MGR-DB: creating mcast node for 10.0.0.10

*Jan 5 06:13:55.846: NVE-MGR-MCAST: IGMP add for (0.0.0.0,10.0.0.10) was failure

*Jan 5 06:13:55.846: NVE-MGR-DB ERROR: Unable to join mcast core tree

*Jan 5 06:13:55.846: NVE-MGR-DB ERROR: Unable to join mcast core tree

*Jan 5 06:13:55.846: NVE-MGR-STATE ERROR: vni 6002: error in create notification to mcast
*Jan 5 06:13:55.846: NVE-MGR-STATE ERROR: vni 6002: error in create notification to mcast
*Jan 5 06:13:55.849: NVE-MGR-TUNNEL: Tunnel Endpoint 10.0.0.10 added

*Jan 5 06:13:55.849: NVE-MGR-TUNNEL: Endpoint 10.0.0.10 added

*Jan 5 06:13:55.851: NVE-MGR-EI: Notifying BD engine of VNI 6002 create

*Jan 5 06:13:55.857: NVE-MGR-DB: Return vni 6002 for pi_hd|[0x437C9B28]

*Jan 5 06:13:55.857: NVE-MGR-EI: VNI 6002: BD state changed to up, vni state to Down

LT RBBMEEFEAEEEARE(ICGMPREERKRE , EVNIMAEERER B EELRE

Frome 4549: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
Ethernet II, Src: 99:00:00_00:00:00 (0@:02:00:90:00:00), Dst: 00:00:02_20:00:00 (90:00:00:00:00:08)
# Internet Protocol Version 4, 5rc: 10114 Dst: 101110
018G .... = Version: 4
. 8118 = Header Lenmgth: 24 bytes (6)

Differentiated Services Field: o@wc@ (DSCP: CSE, ECN: Mot-ELT)

Total Length: 32

Identification: Gxabd6 (43926)

Flags: emia

Fragment offset: @

Time to liwe: 1

Protocal: IGW (2)

Header checksum: @x8775 [validation disabled]

Source: 10.1.1.1

Destination: 10.000.10

[Source GeoIP: Unknown]

[Cestination GeolP: Unknown]
4 Options: (4 bytesz), Router Alert

4 Router Alert (4@ bytes): Router shall examine packet (@)

4 Type: 148
T = Copy onm fragmentation: Yes
B8, ... = Class: Control (@)
seel B1B8 = Nusber: Rowter Alert (28)
Length: &

Router Alert: Router shall examine packet (@)
4 Internst Group ManBgesent Pratocal
[1aMP version: 2]
Type: Membership Report (8x1g)
Maoc Resp Time: 8.8 sec (@00d@)
Header checksum: @xfafd [correct]
Multicast Address: 10.0.0.10

e RBIRERERABEHONVETREVNIE  NRERRERITHE  RPREER

*Jan 5 06:19:20.335: NVE-MGR-DB: [IF 0x14] VNI node creation

*Jan 5 06:19:20.335: NVE-MGR-DB: VNI Node created [437C9B28]

*Jan 5 06:19:20.336: NVE-MGR-PD: VNI 6002 create notification to PD

*Jan 5 06:19:20.336: NVE-MGR-PD: VNI 6002 Create notif successful, map [pd 0x1020017] to [pi 0x437C9B28]
*Jan 5 06:19:20.336: NVE-MGR-DB: creating mcast node for 10.0.0.10



*Jan 5 06:19:20.342: NVE-MGR-MCAST: IGMP add for (0.0.0.0,10.0.0.10) was successful
*Jan 5 06:19:20.345: NVE-MGR-TUNNEL: Tunnel Endpoint 10.0.0.10 added

*Jan 5 06:19:20.345: NVE-MGR-TUNNEL : Endpoint 10.0.0.10 added

*Jan 5 06:19:20.347: NVE-MGR-EI: Notifying BD engine of VNI 6002 create

*Jan 5 06:19:20.347: NVE-MGR-DB: Return pd_hdI[0x1020017] for pi_hdI[0x437C9B28]
*Jan 5 06:19:20.347: NVE-MGR-DB: Return vni 6002 for pi_hdI[0x437C9B28]

*Jan 5 06:19:20.349: NVE-MGR-DB: Return vni state Create for pi_hdI[0x437C9B28]

*Jan 5 06:19:20.349: NVE-MGR-DB: Return vni state Create for pi_hdI[0x437C9B28]

*Jan 5 06:19:20.349: NVE-MGR-DB: Return vni 6002 for pi_hdl[0x437C9B28]

*Jan 5 06:19:20.351: NVE-MGR-EI: L2FIB query for info 0x437C9B28

*Jan 5 06:19:20.351: NVE-MGR-EI: PP up notification for bd_id 3

*Jan 5 06:19:20.351: NVE-MGR-DB: Return vni 6002 for pi_hdI[0x437C9B28]

*Jan 5 06:19:20.352: NVE-MGR-STATE: vni 6002: Notify clients of state change Create to Up
*Jan 5 06:19:20.352: NVE-MGR-DB: Return vni 6002 for pi_hdl[0x437C9B28]

*Jan 5 06:19:20.353: NVE-MGR-PD: VNI 6002 Create to Up State update to PD successful
*Jan 5 06:19:20.353: NVE-MGR-EI: VNI 6002: BD state changed to up, vni state to Up

*Jan 5 06:19:20.353: NVE-MGR-STATE: vni 6002: No state change Up

*Jan 5 06:19:20.353: NVE-MGR-STATE: vni 6002: New State as aresult of create Up

THEAEA
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https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/vxlan/m_csr-vxlan-support-book.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/vxlan/m_csr-vxlan-support-book.html
https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asr1000-software-config-guide.html
https://www.cisco.com/c/en/us/td/docs/routers/asr1000/configuration/guide/chassis/asr1000-software-config-guide.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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