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interface Ethernetl/1 feature nat
i p address 10. 10. 10. 10/ 24
no shut i p access-list tac-nat-inside

permt ip host 10.1.1.1 any
i nterface | oopback 0
i p address 10.1.1.1/32 i p nat pool tac-nat-inside-pool 192.168.1.1 192.168.1.1 prefix-length 32
ip nat inside source list tac-nat-inside pool tac-nat-inside-pool dynamnc
ip route 0.0.0.0/0 10.10.10.1
interface Ethernetl/1

ip nat inside

i p address 10.10. 10. 11/ 24

no shut

interface Ethernetl/2
i p nat outside
i p address 10. 20. 20. 21/ 24
no shut

ip route 10.3.3.3/32 10.20.20.20

ip route 10.1.1.1/32 10.10.10.10
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ethanalyzer local interface inband display-filter icmp 1imit-captured-frames 0




Capturing on inband
1 2023-09-09 00:34:03.617811110 10.3.3.3 > 10.1.1.1 ICMP 158 Echo (ping) request id=0xd923, seq=0/0, ttl=254
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HNE£BIP : 10.3.3.3

SNERAEHIP : 172.16.3.3

NOK1 NI9K2
interface Ethernetl/1 feature nat
i p address 10.10.10. 11/ 24
no shut i p access-list tac-nat-outside

pernmit ip host 10.3.3.3 any
i nterface | oopback 0
ip address 10.1.1.1/32 i p nat pool tac-nat-outisde-pool 172.16.3.3 172.16.3.3 prefix-length 32
ip nat outside source |ist tac-nat-outside pool tac-nat-outisde-pool dyna
ip route 0.0.0.0/0 10.10.10.11
interface Ethernetl/1
i p nat inside
i p address 10.10.10. 11/ 24
no shut

interface Ethernetl/2
i p nat outside
i p address 10.20. 20. 21/ 24
no shut

ip route 10.3.3.3/32 10.20. 20. 20

iproute 10.1.1.1/32 10.10.10.10
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ping 172.16.3.3 source 10.1.1.1 sh ip nat translations
PING 172.16.3.3 (172.16.3.3) from 10.1.1.1: 56 data bytes |[Pro Inside global Inside local Ous
64 bytes from 172.16.3.3: icmp_seq=0 ttl1=253 time=1.103 msjany --- -—- 17:

show ip route 172.16.3.3
172.16.3.3/32, ubest/mbest: 1/0
via 10.20.20.20 [1/0], 00:48:06, NAT
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HNE£BIP : 10.3.3.3
SNERAEHIP : 172.16.3.3
AE£F/IP : 10.1.1.1

AEBAH#bIP : 192.168.1.1
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interface Ethernetl/1
i p address 10.10.10.11/24
no shut

interface | oopback 0
ip address 10.1.1.1/32

ip route 0.0.0.0/0 10.10.10.11

f eature nat

i p access-list tac-nat-outside
permt ip host 10.3.3.3 any

i p access-list tac-nat-inside
permt ip host 10.1.1.1 any

For CQutside Twi ce translation nexus need 2 source list, one static |nside
Both of them needs to nmatch the same group.

i p nat pool tac-nat-outisde-pool 172.16.3.3 172.16.3.3 prefix-length 32
i p nat outside source |list tac-nat-outside pool tac-nat-outisde-pool grou
ip nat inside source static 10.1.1.1 192.168.1.1 group 2 dynam c add-rout

For I nside Twice translati on nexus need 2 source |list, one static Qutside
Both of them needs to match the same group.

i p nat pool tac-nat-inside-pool 192.168.1.1 192.168.1.1 prefix-length 32
ip nat inside source list tac-nat-inside pool tac-nat-inside-pool group 1
i p nat outside source static 10.3.3.3 172.16.3.3 group 1 dynam c add-rout

interface Ethernetl/1
ip nat inside
i p address 10. 10.10. 11/ 24
no shut

interface Ethernetl/2
ip nat outside
i p address 10.20. 20. 21/ 24
no shut

ip route 10.3.3.3/32 10.20.20. 20




iproute 10.1.1.1/32 10.10.10.10
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ethanalyzer local interface inband display-filter icmp 1imit-captured-frames 0
Capturing on inband

1 2023-09-09 00:34:03.617811110 172.16.3.3 > 10.1.1.1 ICMP 158 Echo (ping) request 1id=0xd923, seq=0/0, ttl=z
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