BEBRDNA Center EBINTP &
B &%

ST

RARTE
EEEg
ECIMC LB FINTP
BRDNAC F MINTPELE
EREDNAC HHINTP
HEERDNAC + HINTPHE

@

A HE A 4B 2T 52 # HE AR Cisco DNA Center (DNAC) LBV 4828 5 R @ A 1 E(NTP) B 2,
WEAR

« i/ SAEREHFEFCisco DNA Centerfyan 5 (CLI)EHF R,
- BREEEHBKIRLBARRE(SSH)FEFF T BT HES,
- BRI ERE222NFEREER,

® NTP{EI HE%&O
° ﬁﬁgNTPTﬁio

BRF T
AERTHWEARRBUTRKERAE :

« Cisco DNAAI>2.3.3
* Cisco DNA Center 2.3.5

ANXHHWEARRBREEEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAET[AESTRERNTE,

HRAR



REFESEHNENERENBESIMRBENDRAEEEREE, TLEERRPHERE 2N , FHE
REBRFERKELNSERENRKED , Y ASEENNTPRAMRSRGRE 7 EERE, NREFHESE
BESERE , EXARRISERXEMRRNNTPRESERDL

HREENE , EREELBE=EANTPMRSR.

NTPhR A4 {E FHUDP381238EDNACHETIBA

ZECIMC LEEEEINTP

B1P-EREE ¥CiscoB A BB H|23M BI B2 B PR EM Cisco IMC IP#it, fFFREIDM
ZIFE A E Cisco IMC,

F2L-KEEFREANETEERNRBREBHENTP)RAKSERL , MTFAR

1. #Cisco IMC GUINE L& |, BhiZ{1R 8RB R,

2. #Cisco IMCIREF | iZ#Admin > Networking , A%IZENTP SettingE &,

3. FRRNTP Enabled ZEX S RER B ARRE | WA A IREFMAL P A R Z4ENTPRREEE
B2,

4. BRIMCEREBZNKE , ARMEBSEEER LHNRBENTPRRSE LNRERD,

nlile Cisco Integrated Management Gontroller

ﬂ |'I . |II ‘\-EHT'\"#(N—E/IJ"]Q _lll NTP SE.‘I'HFIQ Rafrash Host Fowvear Lauwnnich KA | ing | Rabaoot | Locator LED @ @

Matwork Mabwark Sacunty NTP Satting

NTP Propartias

MTP Enabled: [+

Server 1: | nip.senverlocal
Server 2: | 10.61.254.131
Sarvar 3:

Sarvar 4:

5 synchronised 1o NTP server (RefiD
WIS 10.81.254.131) at stratum 2 @

Save Changes Roeset Values

CIMC NTPELEEM


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/install_guide/2ndgen/b_cisco_dna_center_install_guide_2_3_5_2ndGen/m_prepare_the_appliance_for_configuration_2_3_5_2ndgen.html?bookSearch=true#task_jzn_syv_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/install_guide/2ndgen/b_cisco_dna_center_install_guide_2_3_5_2ndGen/m_prepare_the_appliance_for_configuration_2_3_5_2ndgen.html?bookSearch=true#task_jzn_syv_sfb
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/install_guide/2ndgen/b_cisco_dna_center_install_guide_2_3_5_2ndGen/m_prepare_the_appliance_for_configuration_2_3_5_2ndgen.html?bookSearch=true#task_jzn_syv_sfb

EZE : Cisco IMCTXENTPE 13523%,

¥R DNAC EHINTPHEL B

« WMEDNACHEEHWNTPIRTE , EENTPEE[RESEH
- BRUEBME : 500
- BAPEE : 300

<#root>
maglev@maglev-master:~$

ntpq -pn

remote refid st t when poll reach delay offset jitter

*ntp.server.local .GNSS. 2 u 823 1024 0 0.263 0.144  0.000
10.81.254.131 .GNSS. 1 u 835 1024 377 72.324 0.382 0.087
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<#root>
maglev@maglev-master:~$

ti medatect| status

Local time: Thu 2023-09-28 20:27:13 UTC
Universal time: Thu 2023-09-28 20:27:13 UTC
RTC time: Thu 2023-09-28 20:27:13

Time zone: Etc/UTC (UTC, +0000)

System clock synchronized: yes
systemd-timesyncd.service active: no

RTC in local TZ: no

o Bfntp.conflER L 2R IEREEE TNTPRIRES.

<#root>
magl ev@magl ev- mast er : ~$

cat /etc/ntp.conf

# Modified by Maglev: Mn, 25 Sep 2023 21:04:04 UTC
# magl ev-config 68913

tinker panic O

driftfile /var/lib/ntp/ntp.drift

statsdir /var/log/ntpstats/

statistics |oopstats peerstats cl ockstats

filegen loopstats file | oopstats type day enable
filegen peerstats file peerstats type day enable
filegen clockstats file clockstats type day enable

server 10.81.254.131 i burst

server ntp.server.local iburst

restrict -4 default kod notrap nonodi fy nopeer noquery
restrict -6 default kod notrap nonodi fy nopeer noquery
restrict 127.0.0.1

restrict ::1

interface ignore 0.0.0.0

interface listen enterprise
interface |isten nmanagenent

interface listen internet

interface listen cluster
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<ftroot>

maglev@maglev-master:~$

nsl ookup

>

set type=A



nt p. server. | ocal

Server: 10.0.0.53
Address: 10.0.0.53#53

Non-authoritative answer:
Name: ntp.server.local
Address: 10.81.254.202

>

set type=PTR

>

10. 81. 254. 202

Server: 10.0.0.53
Address: 10.0.0.53#53

10.254.81.10.1in-addr.arpa name = ntp.server.local.

BRI LLEIBpingRENTP,

<#root>
maglev@maglev-master:~$

pi ng ntp.server.loca

PING ntp.server.local (10.81.254.202) 56(84) bytes of data.

64 bytes from ntp.server.local (10.81.254.202): icmp_seq=1 tt1=53 time=72.8 ms
64 bytes from ntp.server.local (10.81.254.202): icmp_seq=2 ttl1=53 time=71.9 ms
64 bytes from ntp.server.local (10.81.254.202): icmp_seq=3 ttl1=53 time=72.0 ms
AC

--- ntp.server.local ping statistics ---

3 packets transmitted, 3 received, 0% packet Toss, time 2002ms

rtt min/avg/max/mdev = 72.506/72.634/72.853/0.269 m

- BEERBLAREER123/UDP LEBINTP,

<#root>
maglev@maglev-master:~$

nc -zvu ntp.server.local 123

Connection to ntp.server.local 123 port [udp/ntp] succeeded!
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maglev@maglev-master:~$ sudo tcpdump -i any host ntp.server.local and port 123 --immediate-mode
tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on any, link-type LINUX_SLL (Linux cooked), capture size 262144 bytes
20:19:23.967314 IP flink-web.ndp.svc.cluster.local.ntp > ntp.server.local.ntp: NTPv4, Client,
20:19:23.967329 IP flink-web.ndp.svc.cluster.local.ntp > ntp.server.local.ntp: NTPv4, Client,
20:19:24.040064 IP ntp.server.local.ntp > flink-web.ndp.svc.cluster.local.ntp: NTPv4, Server,
20:19:24.040064 IP ntp.server.local.ntp > flink-web.ndp.svc.cluster.local.ntp: NTPv4, Server,

- HFINTPIRIE A EERE B IE1EE

maglev@maglev-master:~$ systemctl status ntp
* ntp.service - Network Time Service

7o

Loaded: loaded (/lib/systemd/system/ntp.service; enabled; vendor preset: enabled)
Active: active (running) since Thu 2023-09-28 20:19:20 UTC; 22min ago

Docs: man:ntpd(8)

Process: 31746 ExecStart=/usr/lib/ntp/ntp-systemd-wrapper (code=exited, status=0/SUCCESS)

Main PID: 31781 (ntpd)

Tasks: 2 (limit: 13516)

CGroup: /system.slice/ntp.service

*-31781 /usr/sbin/ntpd -p /var/run/ntpd.pid -g -u 107:111

Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:
Sep 28 20:19:20 maglev-master-10-88-244-151 ntpd[31781]:

restrict ::: KOD does nothing without LIMITED.

Listen and drop on 0 véwildcard [::]:123

Listen normally on 110 127.0.0.1:123

Listen normally on 2 management 10.88.244.151:123

Listen normally on 3 enterprise 192.168.31.2:123

Listen normally on 4 1o [::1]:123

Listen normally on 5 management [fe80::be26:c7ff:fe0c:82e6%5447]:123
Listen normally on 6 enterprise [fe80::b28b:cfff:feba:9e1c%5449]:123
Listen normally on 7 cluster [fe80::b28b:cfff:feba: 9e1d%5450]:123
Listening on routing socket on fd #24 for interface updates

Tength 48
Tength 48
Tength 48
Tength 48
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<#root>
maglev@maglev-master:~$

cat /var/log/ magl ev_config_wi zard.log | grep -i ntp

| 2023-09-28 00:47:32,790 | DEBUG | 25344 | MainThread | 140017254479680 | root | ansible.py:495 | chan
| 2023-09-28 00:47:33,068 | DEBUG | 25344 | MainThread | 140017254479680 | root | ansible.py:495 | ok:
"msg": "Check NTP Timit PASSED"



changed: [localhost] => {"changed": true, "cmd": "/opt/maglev/bin/check_ntp.sh 500 299", "delta": "0:00
ok: [localhost] => {"ansible_facts": {"ntp_sync_check": "PASSED"}, "changed": false}
"msg": "Check NTP Timit PASSED"

. DTFHSET TNTPRES R FEBTDER LR NEE,

<#root>
maglev@maglev-master:~$

cat /var/log/ magl ev_config_wi zard.log | grep -i ntp

| 2023-07-19 02:36:41,396 | INFO | 76230 | MainThread | 140599082059584 | root | certs.py:142 | renew_c
| 2023-07-19 02:36:41,703 | DEBUG | 76230 | MainThread | 140599082059584 | root | ansible.py:495 | chan
| 2023-07-19 02:36:41,960 | DEBUG | 76230 | MainThread | 140599082059584 | root | ansible.py:495 | ok:
"msg": "Check NTP Timit WARNING: Could not get Offset or Jitter from ntp peer"

| 2023-07-19 02:36:42,635 | INFO | 76230 | MainThread | 140599082059584 | root | certs.py:142 | renew_c
TASK [renew—certs ) Check NTP '|-|m-|ts:| Yededededede e e eSS dedefe SNl ddeddehddnn

<#root>
maglev@maglev-master:~$

cat /var/log/ magl ev_config_wi zard.log | grep -i ntp

| 2023-09-12 18:21:29,564 | ERROR | 82110 | MainThread | 139737866331968 | maglev_config_wizard.manager
| 2023-09-12 18:21:34,569 | ERROR | 82110 | MainThread | 139737866331968 | maglev_config_wizard.manager

- MREFEZFUNTPMRIAREE , A S sudo maglev-config update,
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