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[root @so-recreate ~]# service snmpd status

Redirectin to /bin/systenct
snnmpd. service - Sinple Network Managenent Protoco
| oaded (/usr/lib/systend/system snnpd. service
i nactive (dead)

Loaded:
Acti ve:

#HAE

FENSO CLIF | RIEHEEN W EITIELRE ;

adm n@cs#

snnp
snnp
snnp
snnp
snnp
snnp
snnp
snnp
snnp
snnp
snnp
snnp
snnp
auth
priv
|

agent
agent
agent
agent
agent
agent
agent
agent
agent

show running-config snmp

enabl ed

ip 0.0.0.0

udp- port 4000

version vl

version v2c

version v3

engi ne-id enterprise-nunber 32473
engine-id fromtext testing

max- nessage- si ze 50000

system contact ""

system nane

system | ocation ""

usm |

ocal wuser initial

sha password aut hpass
aes password privpass

snnp target nonitor
ip 127.0.0.1
udp-port 162

tag [ nmonitor ]

ti meout

retries 3
v2c sec-nane public

1500

snnp comunity public
sec-nane public

snnp notify foo
tag nonitor

type
!

trap

snnp vacmgroup initial

nmenber

sec- nodel

initial

[ usm]

access usm no-auth-no-priv
read- vi ew i nt ernet
notify-view internet

access usm aut h-no-priv
read- vi ew i nt ernet
notify-view internet

access usmauth-priv
read- vi ew i nt ernet
notify-view internet

status snnpd. service
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snnp vacm group public
nmenber public

sec-nodel [ v1 v2c ]

1

access any no-auth-no-priv
read-vi ew i nt ernet
notify-view internet

1

1

snnp vacm vi ew i nt er net
subtree 1.3.6.1

i ncl uded

!

!

snnp vacm view restricted
subtree 1.3.6.1.6.3.11.2.1
i ncl uded

1

subtree 1.3.6.1.6.3.15.1.1

i ncl uded
|

H R E

ERFBSNMPRAEILE , EBO LB B, , WA show alarms alarm-list IS

adm n@cs# show alarms alarm-list

alarns alarmlist nunber-of-alarnms 2

alarns alarmlist |ast-changed 2022-03-31T09: 26: 58. 912259+00: 00

alarnms alarmlist alarmiosO connection-failure /devices/device[name="ios0']
is-cleared fal se

| ast - st at us- change 2022-03-31T09: 26: 58. 912259+00: 00

| ast - percei ved-severity major

last-alarmtext "Failed to connect to device i0s0O: connection refused: NEDCOM CONNECT:
Connection refused (Connection refused) in new state"

st at us- change 2022-03-31T09: 26: 58. 912259+00: 00

recei ved-time 2022-03-31T09: 26: 58. 912259+00: 00

percei ved-severity major

alarmtext "Failed to connect to device ios0: connection refused: NEDCOM CONNECT: Connecti on
refused (Connection refused) in new state"

alarns alarmlist alarmjunO connection-failure /devices/device[name="jun0']
is-cleared fal se

| ast - st at us- change 2022-03-31T09: 26: 57. 507969+00: 00

| ast - percei ved-severity major

last-alarmtext "Failed to connect to device junO: connection refused"

st at us- change 2022-03-31T09: 26: 57. 507969+00: 00

recei ved-time 2022-03-31T09: 26: 57. 507969+00: 00

percei ved-severity major

alarmtext "Failed to connect to device junO: connection refused”
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snmpwalk -v 1 -c public 0.0.0.0:4000 .1.3.6.1

snmpwalk -v 1 -c public 0.0.0.0:4000 .1.3.6.1.4.1

W a2

snmpwalk -v 2c -c public 0.0.0.0:4000 .1.3.6.1
snmpwalk -v 2c -c public 0.0.0.0:4000 .1.3.6.1.4 .1

W33

snmpwalk -On -v3 -a SHA -x AES -A 'authpass' -X 'privpass' -| ‘authPriv' -u 'initial' 0.0.0.0:4000
.1.3.6.1

snmpwalk -On -v3 -a SHA -x AES -A 'authpass' -X 'privpass' -l 'authPriv' -u 'initial' 0.0.0.0:4000
1.3.6.1.41

E’gﬁgﬂﬁftﬂ snmpwalk ﬁ:“% S

[ root @so-recreate

-u

=

1.

PRRPRPRPRPRPRPRPRPRPREREPRPRPRRERRRERRRRRRRR
S i I e e e e e e S S S S L S S L L L S S

PPrPPPPRPPRPPEPPRPREPRPRPRPRREPREPREREPREPRPREPPRRRERRER
il ol o E E E  a-aial l l lE lE lE E lE l

"initial'

3.

. 1. 3.
refused

6.

6.

1.

.1.3.6.1
devi ce i0s0:
st ate"

SRR AR

EAEEIRE

4.

PR PRrPRPRPRRPRRRRPRPEPRERERRERERER

.41,

~]# snmpwalk -On -v3 -a SHA -x AES -A 'authpass' -X 'privpass' -1 "authPriv’

0.0.0.0:4000 .1.3.6.1.4.1

.24961.2.103.1.1.1.0 = Gauge32: 2

.24961.2.103.1.1.2.0 = Hex-STRING 07 E6 03 1F 09 1A 3A 09 2B 00 00
24961.2.103.1.1.5.1.2.1 = STRING "connection-failure"
24961.2.103.1.1.5.1.2.2 = STRING "connection-failure"
24961.2.103.1.1.5.1.3.1 = STRING "jun0"
24961.2.103.1.1.5.1.3.2 = STRING "i0s0"
24961.2.103.1.1.5.1.4.1 = STRING "/ncs: devi ces/ ncs: devi ce[ ncs: name="jun0' ] "
24961.2.103.1.1.5.1.4.2 = STRING "/ncs: devi ces/ ncs: devi ce[ ncs: name="i0s0']"
24961.2.103.1.1.5.1.5.1 = AD .0.0
24961.2.103.1.1.5.1.5.2 = AD .0.0
24961.2.103.1.1.5.1.6.1 = ""
24961.2.103.1.1.5.1.6.2 = ""
24961.2.103.1.1.5.1.7.1 = ""
24961.2.103.1.1.5.1.7.2 = ""
24961.2.103.1.1.5.1.8.1 = I NTEGER 2
24961.2.103.1.1.5.1.8.2 = I NTEGER 2
24961.2.103.1.1.5.1.9.1 = Gauge32: 0
24961.2.103.1.1.5.1.9.2 = Gauge32: 0
24961.2.103.1.1.5.1.10.1 = Hex-STRING 07 E6 03 1F 09 1A 39 05 2B 00 00
24961.2.103.1.1.5.1.10.2 = Hex-STRING 07 E6 03 1F 09 1A 3A 09 2B 00 00
24961.2.103.1.1.5.1.11.1 = Hex-STRING 07 E6 03 1F 09 1A 39 05 2B 00 00
24961.2.103.1.1.5.1.11. 2 = Hex-STRING 07 E6 03 1F 09 1A 3A 09 2B 00 00
24961.2.103.1.1.5.1.12.1 = I NTEGER 4
24961.2.103.1.1.5.1.12.2 = I NTEGER 4

.24961.2.103.1.1.5.1.13.1 = INTEGER 2

.24961.2.103.1.1.5.1.13.2 = INTEGER 2

.24961.2.103.1.1.5.1.14.1 = STRING "Failed to connect to device junO: connection
24961.2.103.1.1.5.1.14.2 = STRING "Failed to connect to
connection refused: NEDCOM CONNECT: Connection refused (Connection refused) in new
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snmp usm local user admin
auth shaZ . ......
priv aesZ.......

4

nacm groups group ncsoper user-name [ public initial ]
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