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Control connections to
vManage

Controller B

Service-node

Service-node 192.3.3.2

Service-context
appqoel/1

VirtualPortGroup2
192.3.3.1/24
Service-insertion appgoe
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Salect Devices

Sacurity App Hosting System
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Templates
VPN Interface Ethernet VPN Interface IPsec
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Managemis | WAN | LAN WAN

C1127%-BPLTEF
VPN Interface Multilink

C1127X-0PMLTEP

..... LAN
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OTHER TEMPLATES
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CER1000v BGP
AppQoE Banner
MAM | LAN
] 1581100 4G DHCP Senver EIGRP .
Logging
— LaN LAN
] 158 1100 4GATE* (vEdge)
) 18R 1100 66 OSPF
Probes SHMP
WAN | LAN
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£ CONFIGURATION | TEMPLATES

Dervice Feature

Featurs Temglase

Configuration
Darvic T CERI0O0Y
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Descripiion
Templates
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Internal

Service Node IP 1

Vpn
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Cisco vManage

n CONFIGURATION | TEMPLATES

Basic Information Transport & Management VPN Service VPN
P 51 ¢ -2
VPN inorface - @
Service VPN @ Service VPN
WiPN
VPH Intertace eap-pn ] -lan g beemplate - 8 0 Sub-Templates

Additional Templates

Applol ApolaE-TCPODEFT
B

Gilskal Template

Pelicy o

Probes o

SHMP Chooss

Security Policy Choose

UTREREENCLIEE :

service-insertion service-node-group appgoe SNG-APPQOE
service-node 192.3.3.2

1

service-insertion appnav-controller-group appgoe ACG-APPQOE
appnav-controller 192.3.3.1

1
service-insertion service-context appqoe/1
appnav-controller-group ACG-APPQOE

service-node-group SNG-APPQOE

vrf global

enable

1

!
interface VirtualPortGroup?2

ip address 192.3.3.1 255.255.255.0

no mop enabled

no mop sysid

service-insertion appgoe

1

SER3 ERAAMEODNTCPRENEREYEPERRBUETRE L.

BEGF ; HERKRBECTERIPFE10.0.0.0/8 ( 2FE RN B Ewut ) , YACBATCPHRE :
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Cisco vManage F Y (7] s [+]
X CONFIGURATION | POLICIES  View Data |
- a g
£X CONFIGURATION | POUCIES
Tratfic Aules
Choose & tab and add Teatfio rules under e selected type
Traffic Data
FEEEETR (ceote s s poticy (&)=
LA RvSmart R EEHICLITAE :
<#root>
policy

data-policy _vpn-Tlist-vpnl_TCPOpt_1758410684
vpn-1list vpn-Tist-vpnl
sequence 1
match
destination-ip 10.0.0.0/8
I

action accept

tcp-optimzation

!
!
default-action accept
!
Tists
site-1ist TCPOpt-sites
site-id 211
site-id 212
!
vpn-1list vpn-Tist-vpnl
vpn 1
!
!
!
apply-policy
site-Tist TCPOpt-sites
data-policy _vpn-Tist-vpnl_TCPOpt_1758410684 all
!
!
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Controller

Control connections to
vManage

Appnav-controller
10.1.17.15

Service-node
192.3.3.2

10.1.17.0/24

Global vrf (vpn 0)

Service-context
appqoe/1
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Service-node

Service-node
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<tfroot>

BR11-CSR1k#

show plat hardware gf p active feature sdwan datapath appgoe sunmary

TCPOPT summary

optim zed flows D2
expired flows : 6033
matched flows : 0

divert pkts : 0



bypass pkts : 0

drop pkts : 0
inject pkts : 20959382
error pkts : 88

BR11-CSR1k#

trEHREE T AERECRNFHRER

<#root>
BR11-CSR1k#
show pl atform hardware gfp active flow fos-to-print all

e B T L L L L L B B
GLOBAL CFT ~ Max Flows:2000000 Buckets Num:4000000
e B T L L L L L B B
Filtering parameters:
IP1 : ANY
Portl : ANY
IP2 : ANY
Port2 : ANY
Vrf id : ANY
Application: ANY
TC 1id: ANY
DST Interface id: ANY
L3 protocol : IPV4/IPV6
L4 protocol : TCP/UDP/ICMP/ICMPV6
Flow type : ANY
OQutput parameters:
Print CFT 1internal data ? No
Only print summary ? No
Asymmetric : ANY
e B T L L L L L B B
keyID: SrcIP SrcPort DstIP DstPort L3-Protocol L4-Protocol vrfID

key #0: 192.168.25.254 26113 192.168.25.11 22 IPv4 TCP 3
key #1: 192.168.25.11 22 192.168.25.254 26113 IPv4 TCP 3

key #0: 192.168.25.254 26173 192.168.25.11 22 IPv4 TCP 3
key #1: 192.168.25.11 22 192.168.25.254 26173 IPv4 TCP 3

key #0: 10.212.1.10 52255 10.211.1.10 8089 IPv4 TCP 2
key #1: 10.211.1.10 8089 10.212.1.10 52255 IPv4 TCP 2

Data for FO with 1id: 2

appqoe

: flow action DIVERT, svc_idx 0, divert pkt_cnt 1, bypass pkt_cnt 0, drop pkt_cnt 0, inject pkt_cnt 1,

key #0: 10.212.1.10 52254 10.211.1.10 8089 IPv4 TCP 2
key #1: 10.211.1.10 8089 10.212.1.10 52254 IPv4 TCP 2

Data for FO with 1id: 2

appqoe



: flow action DIVERT, svc_idx 0, divert pkt_cnt 158, bypass pkt_cnt 0, drop pkt_cnt 0, inject pkt_cnt 2

++++++H
Number of flows that passed filter: 4
++++++H
FLOWS DUMP DONE.
++++++H

BR11-CSR1k#

%S HEAE
U TFCLUS B R  ETCP R B,
B R PIHEL B ISR4431 LiESTHIIOS XE SD-WAN 17.2. 18R,

1. EMVRF ID ( BVRFEBTRE ), HEUEHF , RMAEATHEPEE , BRBVPN(VRF)1E
BVRF Id 2:

<#root>
AppQoE_R2#

show vrf detai

VRF 1 (

VRF Id = 2

); default RD 1:1; default VPNID <not set>
New CLI format, supports multiple address-families
Flags: 0x180C
Interfaces:
Gio/0/3

2. EHRBEvpn P EF IR AEERID — RMELEE 2 FEHATCPE445_ L #ISMB i A &Y’ &
Windows%& F i 2 B4 BT ER :

<#root>
AppQoE_R2#

show sdwan appgoe flow vpn-id 2 client-ip 192.168.200.50

Optimized Flows

T:TCP, S:SSL, U:UTD

Flow ID VPN Source IP:Port Destination IP:Port Service
15731593842 2 192.168.200.50:49741 192.168.100.50:445 T
17364128987 2 192.168.200.50:49742 192.168.100.50:445 T



25184244867 2 192.168.200.50:49743 192.168.100.50:445 T
28305760200 2 192.168.200.50:49744 192.168.100.50:445 T
AppQoE_R2#

3. B2 EMERNTCP Optikst &N -

<#root>
AppQoE_R2#

show sdwan appqgoe flow flowid 15731593842

VPN: 2 APP: 0 [Client 192.168.200.50:49741 - Server 192.168.100.50:445]

TCP stats

Client Bytes Received : 14114
Client Bytes Sent 1 23342
Server Bytes Received 1 23342
Server Bytes Sent : 14114
TCP Client Rx Pause : 0x0
TCP Server Rx Pause : 0x0
TCP Client Tx Pause : 0x0
TCP Server Tx Pause : 0x0

Client Flow Pause State : 0x0
Server Flow Pause State : 0x0
TCP Flow Bytes Consumed : O

TCP Client Close Done : 0x0

TCP Server Close Done : 0x0

TCP Client FIN Rcvd : 0x0

TCP Server FIN Rcvd : 0x0

TCP Client RST Rcvd : 0x0

TCP Server RST Rcvd : 0x0

TCP FIN/RST Sent : 0x0

Flow Cleanup State : 0x0

TCP Flow Events
1. time:2196.550604 - Event: TCPPROXY_EVT_FLOW_CREATED
2. time:2196.550655 - Event: TCPPROXY_EVT_SYNCACHE_ADDED
3. time:2196.552366 - Event: TCPPROXY_EVT_ACCEPT_DONE
4. time:2196.552665 - Event: TCPPROXY_EVT_CONNECT_START
5. time:2196.554325 - Event: TCPPROXY_EVT_CONNECT_DONE
6. time:2196.554370 - Event: TCPPROXY_EVT_DATA_ENABLED_SUCCESS

AppQoE_R2#

4. TS REBEATCPERERTEN , AP ER R T4EZELR

<#root>
AppQoE_R2#

show t cpproxy statistics




TCP Proxy Statistics

Total Connections

Max Concurrent Connections
Flow Entries Created

Flow Entries Deleted

Current Flow Entries

Current Connections

Connections In Progress

Failed Connections

SYNCACHE Added

SYNCACHE Not Added:NAT entry null

SYNCACHE Not Added:Mrkd for Cleanup :

SYN purge enqueued

SYN purge enqueue failed

Other cleanup enqueued

Other cleanup enqueue failed
Stack Cleanup enqueued

Stack Cleanup enqueue failed
Proxy Cleanup enqueued

Proxy Cleanup enqueue failed
Cleanup Req watcher called

Total Flow Entries pending cleanup
Total Cleanup done

Num stack cb with null ctx

Vpath Cleanup from nmrx-thread
Vpath Cleanup from ev-thread
Failed Conn already accepted conn
SSL Init Failure

Max Queue Length Work

Current Queue Length Work

Max Queue Length ISM

Current Queue Length ISM

Max Queue Length SC

Current Queue Length SC

Total Tx Eng Ign due to Conn Close
Current Rx epoll

Current Tx epoll

Paused by TCP Tx Full

Resumed by TCP Tx below threshold
Paused by TCP Buffer Consumed
Resumed by TCP Buffer Released
SSL Pause Done

SSL Resume Done

SNORT Pause Done

SNORT Resume Done

EV SSL Pause Process

EV SNORT Pause Process

EV SSL/SNORT Resume Process
Socket Pause Done

Socket Resume Done

SSL Pause Called

SSL Resume Called

Async Events Sent

Async Events Processed

OO NOONORFRFONOODODOOOOOO OO
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Tx Async Events Sent

Tx Async Events Recvd

Tx Async Events Processed
Failed Send

TCP
TCP
TCP
TCP
SSL
SSL

SSL Reset Initiated

SNORT Reset Initiated

FIN Received from clnt/svr
Reset Received from clnt/svr
FIN Received -> SC

Reset Received -> SC

SC FIN Received -> SSL
SC Reset Received -> SSL

SSL
SSL
TCP
TCP
TCP
SvC

FIN Received -> TCP

Reset Received -> TCP

FIN Processed

FIN Ignored FD Already Closed
Reset Processed

Reset Processed

Flow Cleaned with Client Data
Flow Cleaned with Server Data
Buffers dropped in Tx socket close

TCP
TCP
TCP
TCP
TCP
SSL
SSL
TCP
TCP
SSL
SVC
SSL
TCP

TCP
TCP
TCP
TCP
SSL

4k Allocated Buffers
16k Allocated Buffers
32k Allocated Buffers
128k Allocated Buffers
Freed Buffers

Allocated Buffers

Freed Buffers

Received Buffers

to SSL Enqueued Buffers
to SVC Enqueued Buffers
to SSL Enqueued Buffers
to TCP Enqueued Buffers
Buffers Sent

Failed Buffers Allocations
Failed 16k Buffers Allocations
Failed 32k Buffers Allocations

Failed 128k Buffers Allocations :

Failed Buffers Allocations

Rx Sock Bytes Read < 512

Rx Sock Bytes Read < 1024
Rx Sock Bytes Read < 2048
Rx Sock Bytes Read < 4096

SSL

Flows
Flows
Flows
Total
Total
Total

Server Init

Total Tx Enqueue Failed

Total
Total

Total Cleanup Flow Msg Rcvd in wk_q

Total
Total

Total UHI mmap
Total UHI munmap

WOOOOWOOWOOOWOOOo

O O UINWOOO OO

Dropped-Snort Gb1 Health Yellow
Dropped-Snort Inst Health Yellow
Dropped-WCAPI Channel Health Yellow
WCAPI snd flow create svc chain failed :
WCAPI send data svc chain failed
WCAPI send close svc chain failed

: 369
: 369
: 369

O PO OOCOODOOONOOO

Cleanup Flow Msg Add to wk_q Failed
Cleanup Flow Msg Added to wk_g

Cleanup Flow Ignored, Already Done
Cleanup SSL Msg Add to wk_g Failed

[eNeNeNeNoNeNeNoNe o o]

o

1 24012
: 389



Total Enable Rx Enqueued

Total Enable Rx Called

Total Enable Rx Process Done
Total Enable Rx Enqueue Failed
Total Enable Rx Process Failed :
Total Enable Rx socket on Client Stack Close :
Total Enable Rx socket on Server Stack Close :

[eNeNeNoNoNeNel

AppQoE_R2#

17 2B B AETCPOptEE H it AppQoE/UTDTh REEL & 1

#£16.127 , TCPOptY = E A 15 £Branch-to-Branch, £16. 12 EEBNEFHMEMTITCPRE
, EEEBNEFRE@IUTDAS , ERMR BT ETCP OptFaE16. 120 Z &M HE T#

EA72HERT —EASEHRKER , ZBRTHERABTCPERNZEMNER.
MHEEREKEEEQIIREFE (&) —K
172585 , TREEHRTRINRERE :

1. EETCPiE1E

2. ZBRUTD

3. TCPi&1E — > UTD

4. TCPi### — > SSLR¥E — > UTD



HTX UTD
Container Container
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