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i) In order to proceed, it is required to first create Cisco SIG Credentials template. Creation of Cisco SIG Credentials template is a one-time process.
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HHANE Ry , FRUSBNRA. BRERFEABMA, ARZscalerB7BETRABE
HIAPI URL% : zscaler_L7_health_check) ishttp://gateway<zscalercloud>net/vpntest,

#£Cisco IOS XEff , REEARKERTEIPHbIL, /32BEARANEAIAEIPHE SN,
Loopback 65530 E B] AAE AR ERMIPHLE , N HE BB U#HTZscalenETMRABE,

f£ConfigurationZ8 0 T , AT B3R — T Add TunnelZ I IPSechéiE, EFIRBRES , BRIBLENE
RETIEE,

FEARRGIF |, EEAWANNEGIigabitEthernet1fE AR EIRE I N HIPsecl, A% , © R LLE
Primary Zcaler Data-Centeri2 3 i##3
BERESRREEREATRRE,



v Configuration

Add Tunnel

Interface Name (1..255) @~ ipsec

Description @ -

Tracker -

Tunnel Source Interface i~ GigabitEthemet

Data-Center Q) Primary O Secondary

Advanced Options s

IPsec/t HELE

= A A
EAES , BULERERGRIA/EZARREIAMEA , LREHEPSecH EMEM EAMRE.
ER TEBH/EE . RENES. PIENEHBEACve TiERE , FHtEHBackup.

“ High Availability
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BEKWERER B8, % "FH.,  EFTEBEHEER TRE. .
MREBEBEFHERE , FREENSEBHERURI, f£ZscalerPIFHEEE#AURL

Advanced Settings

Primary Data-Center @~ D)

Secondary Data-Center @~ 0

Zscaler Location Mame @~

Authentication Required (\2:. - on Off

XFF Forwarding @~ on Off
BEHFBHERF L

SER#E , #— T Save,
SERSIGEMEER Y BAEEEERTEAECH. EBEEFR , BiERHHEESERLBEKKEHES
£,

ERERELLSER , FH5EMEIConfiguration > Templates > Device Template , FF=EZ LR —T
Edit,
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3. £ Cisco Secure Internet Gateway £ , ft FHIEE H1ZF FHESIGThEEE R,

Cisco VPNO * cEdge_Base_ZFecaler_SIG_Transport_V.. = Additional Cisco VPN 0 Templates
e s Cisco BGP
Claco Securs btermat Gatewasy | > S i
st LR L L B Cisco OSPF
: caler SIG IPsec Feature Cisco OSPFVE
i PN it i T
o Em e E—— cEdge_Base_Zscaler_SIG_Psec_TLOC _Ex e

cEdge_Base_Zscaler_SIG_Paec_tac
Clsco VPN Interface Ethernot . ’
cEdge_Zscaler_SIG_IPsec Ciseo VPN GRE

Cisco VPN ec

VPN Interfa

VPN Interfa ilink Gontrolier
VPN Interfa et PPPoE

VPN Interfa 5L IPoE
VPN Interface DSL PPPoA

EREER L EMSIGENR

f£Additional Templates

4. ¥£Cisco SIGEE
5. R THLBEFIRZIFEM Cisco SIG Credentialst& 1R :

Tenant Choose... bl
Security Policy Choose... -
Cisco 5IG Credentials * o i cEdge_Zscaler_Credentials -

cEdge_~£scaler_Credentials_w1 o

Cisco=Zscaler-Global-Credentials
BIESIGHER

HREH , FER  MRENEERRIFHER  FEARESREETDER LHEEEE,
i)

HEEEEUR  IUERERENRETRRE B4 FAETRUTER

secure-internet-gateway
zscaler organization <removed>
zscaler partner-base-uri <removed>
zscaler partner-key <removed>
zscaler username <removed>
zscaler password <removed>



ELROIF , BB IR AED/ A

<{froot>

ha-pairs
interface-pair

Tunnel 100001 active

-interface-weight 1

Tunnel 100002 backup

-interface-weight 1
interface-pair

Tunnel 100011 active

-interface-weight 1

Tunnel 100012 backup

-interface-weight 1

BETEINEBMMTESEE , Hlilicrypto ikev2 pofilesFIEERE, ZE L Tunnel1xxxxxBi EBAI /T HE.
vrfEE 265530, ip sdwan route vrf 1 0.0.0.0/0 RF52E A -

FAEELE XHEEFEHAZscalertyIPSec SIGRZE R —ZB 5

L EE Bl R EE T H AR REINE

interface Tunnel1100001
no shutdown

ip unnumbered GigabitEthernetl
no ip clear-dont-fragment
ip mtu 1400

tunnel source GigabitEthernetl

tunnel destination dynamic

tunnel mode ipsec ipv4d

tunnel protection ipsec profile if-ipsecl-ipsec-profile
tunnel vrf multiplexing

BERIIHEE 2RI ERARE , CUUFEAT O RERFBERSITH.

<ffroot>

Router#show sdwan secure-internet-gateway zscaler tunnels



HTTP

TUNNEL IF

RESP

NAME TUNNEL NAME

TUNNEL

ID

Tunnel1100001 site<removed>Tunnel100001

200

Tunnel1100002 site<removed>Tunnel100002

200

<removed>

<removed>

FQDN TUNNEL FSM STATE
<removed> add-vpn-credential-info
<removed> add-vpn-credential-info

MR K& Fhttp resp code 200 , BIEKEL A EREZBRSEBESBEHNEE,

EmBOIEMRE , FEAT S,

<tfroot>

Router#

show ip interface brief

Interface
GigabitEthernetl
GigabitEthernet2
GigabitEthernet3
GigabitEthernet4
Sdwan-system-intf
Loopback65528

Loopback65530

NVIO
Tunnel?2
Tunnel3

Tunnel 100001

Tunnel 100002

ERFERURVARE |

IP-Address
10.2.234.146
10.2.58.221
10.2.20.77
10.2.248.43
10.10.10.221
192.168.1.1

192.168.0. 2

unassigned
10.2.58.221
10.2.20.77

10. 2. 58. 221

10. 2. 58. 221

OK?
YES
YES
YES
YES
YES
YES

YES

YES
YES
YES

YES

YES

Method
DHCP
other
other
other
unset
other

ot her

unset
TFTP
TFTP

TFTP

TFTP

Status
up
up
up
up
up
up

up

up
up
up

up

Protocol

up
up
up
up
up
up

up

up
up
up

up

up

<<< This is the IP that you used or

#E#1Tshow endpoint-trackerflshow endpoint-tracker recordsin . 1€ A 7
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Router#show endpoint-tracker

Interface Record Name Status RTT in msecs Probe ID Next Hop
Tunne1100001 #SIGL7#AUTO#TRACKER Up 194 44 None
Tunne1100002 #SIGL7#AUTO#TRACKER Up 80 48 None

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Multiplier
#SIGL7#AUTO#TRACKER http://gateway.<removed>.net/vpnt API_URL 1000 2

BT LAHEITHY EL A B B 4R
EWRVRF LK BIEMEIPSech3iE |, HETHHD :

show ip route vrf 1

R#1EA#REIZ0.0.0.0%148%0.0.0.0

S* 0.0.0.0/0 [2/65535] , &@3&100002
[2/65535] , B&3&100001
10.0.0.0/8 1T 7 TR F4IEI % | 4B T | 2EEE

EfE—SEE WU MAinternetBTping RIEL B ITIRMERE A IREREFTIC BRI BLE

<#root>
Router#

ping vrf 1 cisco.com

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to <removed>, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 406/411/417 ms

<tfroot>

Routerl#

traceroute vrf 1 cisco.com

Type escape sequence to abort.

Tracing the route to redirect-ns.cisco.com (<removed>)
VRF info: (vrf in name/id, vrf out name/id)

1:‘:7“:7’:

2



<The | P here need to be Zcaler |P>

195 msec 193 msec 199 msec

<The | P here need to be Zcaler |P>

200 msec

<The | P here need to be Zcaler |P>

199 msec *

1& 7] LLE fii ElMonitor > Device i Monitor > Network ( #H¥1X#520.6 R E R R4 ) , #vManage
GUIBFIPsecs T H,

- EERHFELEMEEA>NHE,.

« EIZETunnel100001FTunnel100002 AR BB RERBRIBFTEREERETEER
_:

A 3
MBSIGREFET , TELHRLBENLESE,

%1% : EH S show sdwan secure-internet-gateway zscaler tunnels®@ E 8553, @t MR
BB HTTP RESPRER401 , RIRBEFESOBREEE,

BRI ESIGRREERPTHNEUARRBRRSFERH RIS IERE,

<tfroot>
Router#

show sdwan secure-internet-gateway zscal er tunnels



HTTP

TUNNEL IF

RESP

NAME TUNNEL NAME

LAST HTTP REQ

TUNNEL

ID

FQDN

TUNNEL FSM STATE

LOCATION

ID

LOCATION F

Tunne1100001 site<removed>Tunnel1100001

reqg- aut h- sessi on 401

Tunne1100002 site<removed>Tunnel1100002

reqg- aut h- sessi on 401

Tunnel1100011 site<removed>Tunnel1100011

reqg- aut h- sessi on 401

Tunne1100012 site<removed>Tunnel1100012

reqg- aut h- sessi on 401

tunnel-st-invalid

tunnel-st-invalid

tunnel-st-invalid

tunnel-st-invalid

EE-FSHRE  FRANATHS , LRSHESIG, HTTPHRKHERMEEEN B

» debug platform software sdwan ftm sig

» debug platform software sdwan sig

» debug platform software sdwan tracker

. FAFAFE L EEsdwan ftm rtm-events

LAF 2debugn = Ky Hi R A1

<#root>
Router#

show logging | inc SIG

(WA

HE

oS .

<removed>

<removed>

<removed>

<removed>

location-ini

location-ini

location-ini

location-ini

Jan 31 19:39:38.666: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER
Jan 31 19:39:38.669: ENDPOINT TRACKER: endpoint tracker SLA already unconfigured: #SIGL7#AUTO#TRACKER

Jan 31 19:59:18.240: SDWAN INFO:

Tracker entry Tunnel 100001/ #SI CL7#AUTO#TRACKER state => DOMN



Jan 31 19:59:18.263: SDWAN INFO: Tracker entry Tunne1100002/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.274: SDWAN INFO: Tracker entry TunnellO0011/#SIGL7#AUTO#TRACKER state => DOWN
Jan 31 19:59:18.291: SDWAN INFO: Tracker entry Tunnell00012/#SIGL7#AUTO#TRACKER state => DOWN

B {Tan S show ip interface brief , @& FZE /1 HProtocol ( 21 R Rupsidown ) o

<#root>
Router#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.234.146 YES DHCP  up up
GigabitEthernet2 10.2.58.221 YES other up up
Tunnel 100001 10. 2. 58. 221 YES TFTP up down
Tunnel 100002 10. 2. 58. 221 YES TFTP up down
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