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B SPIk1E ZhBEE FA

ANENREHERE BN L2 EBI(SA)T B LR IPsec .,

58
B¥RMIPsechilZ —RSATMEHSLELMRETES, Rit , NEHNEAYSHTNE
WSAHRBRTINE., HEWEZRELERE  LARKABHRBETUTHS.

Sep 2 13:27:57.707: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
destaddr=10.10.1.2, prot=50, spi=0xB761863E(3076621886), srcaddr=10.1.1.1

~ JEE : #£Cisco I0S® XEFEH Y & (#lan , Cisco Aggregation Services Routers (ASR)#Cisco
Catalyst 8000R I HE) L , W EEEELREFREER(QFP)EE5TEEMIPsecIhfE
ERFEETEM , WTHIFAR,

Router# show platform hardware qfp active statistics drop | inc Ipsec

IpsecDenyDrop 0 0
IpsecIkelIndicate 0 0
IpsecInput 0 0 <======
IpsecInvalidSa 0 0
IpsecOutput 0 0
IpsecTailDrop 0 0
IpsecTedIndicate 0 0

Router# show platform hardware qfp active feature ipsec datapath drops all | in SPI
4 IN_US_V4_PKT_SA_NOT_FOUND_SPI 64574 <======



7 IN_TRANS_V4_IPSEC_PKT_NOT_FOUND_SPI
12 IN_US_V6_PKT_SA_NOT_FOUND_SPI 0

o

MHEFENR , HRPENZERRE , WS EHEECisco IOSRH UE S E1NERIZERRF,
WRBER (SRC, DSTHSPI ) WIWHERERFBAFHFRER—IX , RRTEERIPsecERERE
RHBENEERERL  EXEEERLT  HEREMATEERIFEMAR—SA , —EHFRETUH
WBERAFSA, EBETEHEE  RACRRERN K MARGRE -LERA.

B , MEEENRNSPIRENEEMBENEE | BIRAHSEE ZBEHWIPSec SATES ., LBHI%K
o

Sep 2 13:36:47.287: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
destaddr=10.10.1.2, prot=50, spi=0x1DB73BBB(498547643), srcaddr=10.1.1.1
Sep 2 13:37:48.039: %CRYPTO-4-RECVD_PKT_INV_SPI: decaps: rec'd IPSEC packet has invalid spi for
destaddr=10.10.1.2, prot=50, spi=0x1DB73BBB(498547643), srcaddr=10.1.1.1
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A7 R | CiscoRZ R EUAISPINREINAE. 1IN |, & Acrypto isakmp invalid-spi-
recovery in . U TR —ERAKGSTRAENETIESEE .

- B, EVNSPIREEESATESBRAFREMT . SHERELBERIKE , BFERRE
HSARATRESHREE, /BT EFBEERARRE , B4 REWERRER A
ISAKMPHIIPSecifii. MRBELERLE  FHERELERBREBEARER (MMEERE
%Fﬂﬁ% ) [

- ¥ Mcrypto isakmp invalid-spi-recoveryfn T IR MIhaE , FE—EERNERM, BELZHL
% , Cisco IOStE & A DELETER F{Eix B FT i I SAM EIA B SR8 B | BHIT —EEWW
SPINkEThEE |, FIIRRZHZHREEBIKE SA. B , ERE BB Acrypto isakmp invalid-spi-
recoveryin s , g HIREEER.

- crypto isakmp invalid-spi-recoveryfr T ] ERBRUTHER | BAFEKREFEYUSPIN
IPseciiE , EZEHERZEIKE SA, FEBREAT , CEEHREHERETHNNIKERSE
, WiEBHE U HIKE SABXDELETEEH, ER , kv v A EARAMENERE, LT
W—EHANRDERRENZREM HPHEREEESR K BEEERIREBFIECMEZELR
, BlanvTl, A TREANZEENHEUARERSPIRERTEARNZEE -
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https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/116005-eem-scripts-technologies-tech-note-00.html
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« BRREID CSCvn31824 Cisco 10S XE ISAKMP&1E & & 2 & 5 M BRFTHISPI ( EESPIE X

a2 )
« BRIFAID CSCvd40554 IKEV2 : BERHOSE LT EASPIK/NOKIINV_SPIE A-Ei%

INVALID_SYNTAX
« Cisco bug ID CSCvp16730 SPI{ELAOXFFFRENEAESPE R ZH R Invalid SPISEERM K E R


https://tools.cisco.com/bugsearch/bug/CSCvn31824
https://tools.cisco.com/bugsearch/bug/CSCvd40554
https://tools.cisco.com/bugsearch/bug/CSCvp16730
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