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B S BER B HfreeRADIUSRI RSV IREFREIFF AT A,
SEB1 S UCSMIBIELE A& Fim.

BT F/etc/freeradius/3.0 B #&H Mclients.conflER , AR FEAL RN XN FZRESREZER, 4
ARG, Tvim, #RESSCHER  YEEBY TEFiw "UCS-POD,

f"|||

"FI'

<#root>
root@ubuntu:/etc/freeradius/3.0#

vimclients. conf
*Inside clients.conf file*

client UCS-POD {

ipaddr = 10.0.0.100/29
secret = PODsecret
}

ipaddri{L ReEBE ERMIBEF MNP, FEARRAFIF | IP 10.0.0.100/29 IPARASEMEFIHIVIP
+ mgmt0 IP,

secreti@ {2 &£ UCSM RADIUSHE B & A Z 1 (F B2, )
SEB2EEAFHUCSMETEHERBENFEREBTE,

1£[8 — B #%/etc/freeradius/3.0 A |, BiRusersiBRIE BV FEHE, EARFIF , FHE Talerosal
W "password) HERAUEEE HMHEAFIUCSMIF,

<#root>
root@ubuntu:/etc/freeradius/3.0#

vi musers
*| nside users file*

alerosa Cleartext-Password := "password"
Reply-Message := "Hello, %{User-Name}",
cisco-avpair = "shell:roles=admin"

cisco-avpair Bt =4 EW , MEXHEF/MEENEEZ.



A[fEAdmiIn > User Management > RolesH AUCSMHAELENEMACEXREEEAR, EHLEFE
REH , FEELAE

Thre W=

NMREAEZFTEZ/AE , TN EACZEMFEREN , W BFEE S EE Llcisco-avpair =
"shell:roles=aaa , facility-manager , read-only", MRFEAEPEERT —EREUCSMHAEINA
& , BJUCSMAH & 13 BR = #8 K B,

S ER3. B /B B FreeRADIUSF EE R,

£ R B E FF R A FreeRADIUSH) B BRI ED .

systemct]l enable freeradius

B EIFreeRADIUSSFER R

systemct] restart freeradius



EZ : 1 "clients.confy B Tusers) BERPETENE , EEEHEFreeRADIUSSTE
EBX  RATFEERAEX

UCSM RADIUS & 1 B B Bl &

UCS Managerfii EEfEA 8P HIEREA —
https://www.cisco.com/en/US/docs/unified computing/ucs/sw/qui/config/quide/141/UCSM GUI Configura

HZB1./RADIUSRHARAE ERRBIE,

EE FAdmin > User Management > RADIUS , A& FEHATERE.


https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter7.html#topic_5827616698166149965

L.

HER2 I RADIUSIRHER,

f£EAdmin > User Managementd , i#3ZRADIUS , A% 1% — T Create RADIUS Provider,
F#A/FQDN(SkIPb it ) 2 7] AR 25/ E 4 25 1Y IPE FQDN,

Key=ERADIUSfAIAREZHY "clients.confi IBEPEHZHN LR/ ZTE ( FreeRADIUSHHEERIZFZER )
S ER3. I RADIUSIRHERA,

FEAdmin > User Managementd , i#1ZFRADIUS , A& & — T Create RADIUS Provider Group,

ERAHRMEEE , AP EANR "FreeRADIUS, . ABKELSR2HE T HRADIUSIRERZ X H

# 3Included ProvidersiZE®,
SBRAEBNTNEOEBRIE (&),

T—HWIEHEN, B2, BTHRERATERAEFERAMFEREN S HRIJETEN S 0R
=1 , EUCS Managerfl B AEHEHR A UAEFE,

MEREEBN B HEFE , UCS ManagerfI B A RB I TR
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MREEKRADIUSE R EUCSHPEANHMSHREBRNSE , EFEFA.
E R EAdmin > User Management > Authentication > Create a Domain,

BEFEINSNRIBENEE , REIBIZERADIUSE E#RE., #EProvider Group™ | iBEZBE LK
B3R IRMENE,

FreeRADIUSE — LR MBELERTE |, AR -

1. journalctl -u freeradius SR EEBIfreeRADIUSSTEBEREN — L EBENEN , HINEREE
MEGBEB SR, ETENREF , B TUE T userstE RIENEEFR. (mods-

config/files/authorize is users file symlink):

Sep 14 12:18:50 ubuntu freeradius[340627]: /etc/freeradius/3.0/mods-config/files/authorize[90]: Entry d



Sep 14 12:18:50 ubuntu freeradius[340627]: Failed reading /etc/freeradius/3.0/mods-config/files/authori

2. lvar/log/freeradius B 82 — L AFER , EEERT S ARADIUSTIRESFCHEZMNFTE A FEHE
B, ELEHIH

Tue Sep 24 05:48:58 2024 : Error: Ignoring request to auth address * port 1812 bound to server default

3. systemctl status freeradiustis 12t B E8freeRADIUS RIS EFA -

root@ubuntu:/# systemctl status freeradius

e freeradius.service - FreeRADIUS multi-protocol policy server

Loaded: Toaded (/1ib/systemd/system/freeradius.service; enabled; vendor preset: enabled)
Active: active (running) since Mon 2024-09-16 11:43:38 UTC; 1 week 4 days ago
Docs: man:radiusd(8)

man:radiusd.conf(5)

http://wiki.freeradius.org/

http://networkradius.com/doc/

Main PID: 357166 (freeradius)

Status: "Processing requests"

Tasks: 6 (limit: 11786)

Memory: 79.1IM (limit: 2.0G)

CPU: 7.966s

CGroup: /system.slice/freeradius.service

L357166 /usr/sbin/freeradius -f

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Auth-Type PAP for attr Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Auth-Type CHAP for attr Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Auth-Type MS-CHAP for attr Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Autz-Type New-TLS-Connection for attr Autz-Type
Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Post-Auth-Type REJECT for attr Post-Auth-Type

Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Post-Auth-Type Challenge for attr Post-Auth-Type
Sep 16 11:43:38 ubuntu freeradius[357163]: Compiling Post-Auth-Type Client-Lost for attr Post-Auth-Type
Sep 16 11:43:38 ubuntu freeradius[357163]: radiusd: #### Skipping IP addresses and Ports ####

Sep 16 11:43:38 ubuntu freeradius[357163]: Configuration appears to be OK

Sep 16 11:43:38 ubuntu systemd[1]: Started FreeRADIUS multi-protocol policy server.

WMEE ZFreeRADIUSSE S HER/RE |, FBRUTER —

https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server en.pdf,

HHRUCSM |, AIAMEAL T o S EEFIFRMEEARADIUSER BN RIIFFTRINEA -

* connect nxos
+ show logging logfile

BN EABEM TR :

2024 Sep 16 09:56:19 UCS-POD %UCSM-6-AUDIT: [session][internal][creation][internal][2677332][sys/user-e


https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server_en.pdf

_8291_A, name:ucs-RADIUS\alerosa, policyOwner:Tocal][] Web A: remote user ucs-RADIUS\alerosa Togged 1in

AR BAM TR :
2024 Sep 16 09:51:49 UCS-POD %AUTHPRIV-3-SYSTEM_MSG: pam_aaa:Authentication failed from X.X.X.X - svc_s

HAXXXXRAREIBSSHER IR IRERE BB ERKIIP,

MEAE A
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« FreeRADIUSfAfRE5:
* FreeRADIUS Wiki



https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter7.html#d22979e1855_navtitle
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter7.html#d22979e1855_navtitle
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter7.html#d22979e1855_navtitle
https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server_en.pdf
https://documentation.suse.com/smart/deploy-upgrade/pdf/freeradius-setup-server_en.pdf
https://wiki.freeradius.org/Home
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