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b =g MyWorkspace
» 40 Metwork Resources

Users and lkdentily Stores = External ldenfity Siores = RSA SecwlD Tohen Servers = Create

 RSARealm | ACS Instance Setlings | Advanced

Identity Groups This |dentity Store does not diferentiate between ‘authentication failed' and 'user not found'w
» Internal Identity Stores interpretad by ACS for Identity Policy processing and reporting .
Users . - .
Hosts (=) Treat Rejects as ‘authentication failed’
+ External H‘m Stores O Treat Rejecls as wser not found'
LDAP
Acfive Directory Identity caching is used 1o allow processing of requests that do nat perform authentication ag
RSA SecurlD Token Servers Enable identity caching
RADIUS |dentity Servers )
Cariilicate Authorities Aging Tlma.|‘|2|2| minutes
Cerificate Authentication Profile & “Reguredfeids
|dentity Store Sequences =it

E A LAE ZERSARGRES ( ERAMESSMNERFAX ) c EAERTAERKE (AEHTE ) #5, F5
RSAEES12MtHsdopts.reciE RERE ., £ACSH , ©E - EIFERAENSHE>H B 4 E>
RSAZR£IDTEAIRES> ACSHIEREH,

HREENE  BEREE, F-AKDISHRER , SEACSHMEAERSARRRE THNE
CHERTR, FELEERARETHABACSEHHEERSA,

ASA_EHSDI

ASAT A FF EEsdconf.reciER, BEEACS—# , TEAF BB, EEFHEHEASARIEDE
RSAfA RS . TEEFE. EF—ERINEORIBEH R K STEESBER (REAEERLN
SdifER)  WEGREBHMSOERIEE, 3/, EETHHEMRSARMRSIHIPHLE,

AT & -

aaa-server SDI protocol sdi

aaa-server SDI (backbone) host 1.1.1.1

debug sdi 255

test aaa auth SDI host 1.1.1.1 user test pass 321321321

B EE K I , show aaa-server protocol sdizishow aaa-server <aaa-server-group>in S 28R~
FRARSAfRER ( WREZERMRSR ) , Mshow runds TEBREIPHL

bsns-asab5510- 17# show aaa-server RSA
Server G oup: RSA

Server Protocol: sdi

Server Address: 10.0.0.101

Server port: 5500

Server status: ACTIVE (admin initiated), Last transaction at
10: 13: 55 UTC Sat Jul 27 2013
Nurmber of pending requests
Average round trip tine

Nurmber of authentication requests
Nurmber of authorization requests
Number of accounting requests
Nunmber of retransm ssions

OO o h~~NO



Nurmber of accepts 1

Nurmber of rejects 3

Nurmber of chal | enges 0

Nurmber of nmal formed responses 0

Nurmber of bad aut henticators 0

Nurmber of timeouts 0

Nurmber of unrecogni zed responses 0

SDI Server List:
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: 0
Proximty: 2
Status: OK
Nurmber of accepts 0
Nurmber of rejects 0
Nurmber of bad next token codes 0
Nurmber of bad new pins sent 0
Nurmber of retries 0
Nurmber of timeouts 0
Active Address: 10.0.0.102
Server Address: 10. 0. 0. 102
Server port: 5500
Priority: 8
Proximty: 2
Status: OK
Nurmber of accepts 1
Nurmber of rejects 0
Nurmber of bad next token codes 0
Nurmber of bad new pins sent 0
Nurmber of retries 0
Nurmber of timeouts 0
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RSALRERERER

EFZERT , TEFWASAHERASA Pt |, RAZ S ERSALETEENER. EEA
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ACS , RERHMEY K FATCMEETENIPiti , RSAREEEEM.

BEANSNER
ERFASAHRSALHMFZHEERSIEE, AR K FFMERRSALHWREBEREEXBXHIE, KEFE

EHEASA/ACS LHTHEINRE — BIXMBRMAEEE, i , MERREIGCIRE P . sdifER |, UL
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AREFESHHERNHERS K ERRAXMARBRIEEREKRN :

asa# show aaa-server RSA
< i, out put omm ted"
SDI Server List:
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: O
Proximty: 2
Status: SUSPENDED
EHEENT , ASATSERQZBHEAEMERT ; cEEEFOKMRE, EAMFTRSEZE
, MERRSEEXENERME, FRFHEMEN , F2BCisco ASARIGFEESE 9. 1IEEHPW

reactivation-modef i SZF 4 o

HEEBERT , REFMERAEFTEZENAAARRREE , AEHREXARBFERIFHEN,

RFB8E

ZRERR , REATREHEXIRS . CREZEBHREERSALRE., HASA/ACSE , HEER
N~ THORERARL .

BABERET(MTU)BEEN D R

SDIEFUDPEAEH , MTAR2MTURKEIE, i , UDPHREFERKRFRE "FT 2B (DF)1 fLrt,
BERERBRANERS , TEFESBEE. RESERSALRFRE ( £ENERMES VM EE
FAWindows 3t £ FiWireshark ) . #EASA/ACS EEKHEERIBREILHEITLEER, I , ERSA LRI
RADIUSZWebAuthentication , LAEA§ HEESDIHEST LB ( AEHE/ N EEEHE )

ACSHERINHBH

HASDIEHEME , Rt FRRBEHEN M — T ER BRI AN, WR/NR200u T , RIF
RRTERE. AENSDIRMIRNEERNS , SEERNITAS50EMTHE  BEERB R TREHRE
RSAfA AR 25 M A4S M o &2

1 X0B9-25-27 18:05:57, 176063 550 Source port: 26966 Destination port: fop-addr-srvrl
550 Source port: fep-addr-srvrl Destination port: 26066
558 Source port: 26866 Destination port: fop-addr-srerd

Source port ort: A

1@ 18
2 Ha9-05-27 10:05:57, 176537 1k 1. 68
3 Hp9-65-27 10:85:57. 195835 1w, 64, 18.216.
e i 18 18.68.

Ly
e
e
up#

Frame 4; 550 bytes an wWwire (4400 bhits), 550 bytes ¢aptumed (4400 bits)
v Ethermet II. Sre: Hewlebt-_6Ll:iShobd (00:14:c2:61:50:6d), Dst: CheckPoi 9T:65:c3 (00:ab:Be:00:i65:03)
b Intermet Protocol Version 4, Srcc 18.216.49.12 (16.216.49.12), Dst: 18.68.218.17 (18.68.318.17)
b Usar Datagram Protocol. Sre Port: fop-addr-srerl (55880, Dst Port: 26966 (26568}
* Data (508 bytes)
Data: GoO53T15e030600000 200000000000 dab T e 151 296de T6e 5d. . .
[Length: Sed]

HEMER  XENENSEEZRIEEERNRD


//www.cisco.com/en/US/docs/security/asa/command-reference/cmdref.html
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1 X009-05-27 10:13:47, TRZ5T4 10, 68. 10,216, U 550 Source port: 58555 Destination port: fop-addr-srerl

2 Papa-a5-27 10:1%:47 . TOME6R4 10,216, 1a.6@. une 550 Source port: fop-addr-srerl Destination port: 58555

3 Hap9-8%-37 18:13:47,. TUGL1E 18, 6H. 18,216, une 5458 Source port: SH%5% Destination port: fop-addr-srvrd

A JAB9-05-27 19:13:47 . 826618 10,216, 18,68, upe 550 Source pert: fop-addr-srerl Destination port: SB555

5 MOB9a-05-27 10:13:47 835547 1. 60. 18,216, une 166 Source port: 50555 Destination port: fep-sddr-srerel
| D — ]

Frame 6 166 bytes an wire {1328 bits}h,
v Ethermet T, Src: Bewlett-_61:Shotd (@@:1d:c2:6l:5b:6d), Dst: CheckPoi 9F:65:c3 (0000809 65:c3]
b Intermet Protocol Yersion 4, Src: LB.X1G.4%.12 (18.216.49_12), Dst: 18.68.218.17 (18.4B.31H_1T7)
r User Datagrom Protocol, Src Port: fopeaddr-srerl (5580, Dst Port: 58555 (58553)
Data (124 bytes)
Data: GoEdol DHEH B B B8 BEHEH 10 BHEBH Bd o Mo Ha HOHBHBHBHEE . . .
[Length: 124]

o, ACSHFIEREFM. A TRACSERMEESDIRE :

Event Handl er, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3050957712, St ack: Oxa3de560
Calling backRSAIDStore: Met hod Met hodCal | er <RSAI DSt ore, RSAAgent Event> in
t hread: 3050957712, Event St ack. cpp: 242

Aut henSessi onSt at e, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3050957712, cnt x=0000146144,
sesn=acs-01/ 150591921/ 1587, user=mickey.mouse, [ RSACheckPasscodeState
;. onEnter St at e] , RSACheckPasscodeSt at e. cpp: 23

Event Handl er, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3002137488, St ack: 0xa3de560
Calling RSAAgent: Met hod Met hodCal | er <RSAAgent, RSAAgent Event> in thread:
3002137488, Event St ack. cpp: 204

RSAAgent, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3002137488, cnt x=0000146144, sesn=
acs-01/ 150591921/ 1587, user=mickey.mouse, [ RSAAgent : : handl eCheckPasscode],
RSAAgent . cpp: 319

RSASessi onHandl er, 11/ 03/ 2013, 13: 47: 58: 416, DEBUG, 3002137488, [ RSASessi onHandl er: :
checkPasscode| call AceCheck, RSASessi onHandl er. cpp: 251

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 2965347216, St ack: 0xc14bba0
Create newstack, Event Stack.cpp: 27

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3002137488, St ack: 0xcl14bba0 Calling
RSAAgent : Met hod Met hodCal | er <RSAAgent, RSAServerResponseEvent> in
t hread: 3002137488, Event St ack. cpp: 204

RSAAgent, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3002137488, cnt x=0000146144, sesn=acs-01
/ 150591921/ 1587, user=mickey.mouse, [ RSAAgent : : handl eResponse] operation completed
with ACM_OKstatus, RSAAgent . cpp: 237

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3002137488, St ack: 0xcl4bba0
Event St ack. cpp: 37

Event Handl er, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3049905040, St ack: Oxa3de560 Cal | i ng
back RSAI DStore: Method Met hodCal | er <RSAI DSt or e, RSAAgent Event> in thread:
3049905040, Event St ack. cpp: 242

Aut henSessi onStat e, 11/ 03/ 2013, 13: 48: 00: 417, DEBUG, 3049905040, cnt x=0000146144, sesn=
acs-01/ 150591921/ 1587, user=mickey.mouse, [ RSACheckPasscodeSt at e: : onRSAAgent Response]
Checkpasscode succeeded, Authentication passed, RSACheckPasscodeSt at e. cpp: 55

MR

- RSA Authentication Manageri jR
. Cisco ASA 5500% %t 5B RSA/SDI{fRI R 88 X B4 , EFACLI 8.4718.6
. Cisco Secure Access Control System 5.4{# & 5B RSA SecurlD ServerZf %
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