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crypto ikev2 policy 10 
 encryption aes-gcm-256 aes-gcm-192 aes-gcm 
 integrity null 
 group 14 5 2 
 prf sha512 sha384 sha256 sha 
 lifetime seconds 86400 
crypto ikev2 policy 20 
 encryption aes-256 aes-192 aes 
 integrity sha512 sha384 sha256 sha 
 group 14 5 2 
 prf sha512 sha384 sha256 sha 
 lifetime seconds 86400 
crypto ikev2 enable outside 

 

æ¥é©Ÿ6. é…�ç½®IPsecè½‰æ�›é›†å’ŒIPsecé…�ç½®æª”æ¡ˆã€‚

 

crypto ipsec ikev2 ipsec-proposal AZURE-PROPOSAL 
 protocol esp encryption aes-256 
 protocol esp integrity sha-256 
crypto ipsec profile AZURE-PROPOSAL 
 set ikev2 ipsec-proposal AZURE-PROPOSAL

 

æ¥é©Ÿ8. é…�ç½®éš§é�“çµ„ã€‚
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group-policy AZURE internal 
group-policy AZURE attributes 
 vpn-tunnel-protocol ikev2 
tunnel-group A.A.A.A type ipsec-l2l 
tunnel-group A.A.A.A general-attributes 
 default-group-policy AZURE 
tunnel-group A.A.A.A ipsec-attributes 
 ikev2 remote-authentication pre-shared-key ***** 
 ikev2 local-authentication pre-shared-key ***** 
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interface Tunnel1 
 nameif AZURE 
 ip address 192.168.100.1 255.255.255.252 
 tunnel source interface outside 
 tunnel destination A.A.A.A 
 tunnel mode ipsec ipv4 
 tunnel protection ipsec profile AZURE-PROPOSAL 
 no shutdown

 

æ¥é©Ÿ10.



é�¸é …1.é…�ç½®å‹•æ…‹è·¯ç”±ã€‚ä½¿ç”¨BGPèˆ‡Azureäº¤æ�›è·¯ç”±ã€‚

åœ¨Azureä¸æ‰¾åˆ°BGPè·¯ç”±å™¨çš„IPåœ°å�€ï¼Œä»¥æª¢è¦–æ¥é©Ÿ3ä¸å»ºç«‹çš„è™›æ“¬ç¶²è·¯ç¶²é—œçš„é…�ç½®ã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œè©²åœ°å�€ç‚º10.1.2.254ã€‚

åœ¨ASAä¸Šï¼Œé…�ç½®å¾žVTIéš§é�“æŒ‡å�‘10.1.2.254çš„é�œæ…‹è·¯ç”±ã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œ192.168.100.2èˆ‡VTIä½�æ–¼å�Œä¸€å€‹å�ç¶²ä¸ã€‚å�³ä½¿æ²’æœ‰è£�ç½®å…·æœ‰è©²IPåœ°å�€ï¼ŒASAä¹Ÿæœƒå®‰è£�æŒ‡å�‘VTIä»‹é�¢çš„è·¯ç”±ã€‚ 

 

route AZURE 10.1.2.254 255.255.255.255 192.168.100.2 1

 

ç„¶å¾Œåœ¨ASAä¸Šé…�ç½®BGPã€‚ç¶²è·¯192.168.2.0/24æ˜¯ASAçš„å…§éƒ¨ä»‹é�¢ä»¥å�Šå‚³æ’åˆ°é›²ä¸çš„è·¯ç”±ã€‚æ¤å¤–ï¼Œåœ¨Azureä¸é…�ç½®çš„ç¶²è·¯å°‡é€šå‘Šçµ¦ASAã€‚

 

router bgp 65000 
 bgp log-neighbor-changes 
 bgp graceful-restart 
 address-family ipv4 unicast 
  neighbor 10.1.2.254 remote-as 65515 
  neighbor 10.1.2.254 ebgp-multihop 255 
  neighbor 10.1.2.254 activate 
  network 192.168.2.0 
  network 192.168.100.0 mask 255.255.255.252 
  no auto-summary 
  no synchronization 
 exit-address-family 
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route AZURE 10.1.0.0 255.255.0.0 192.168.100.2 1
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æ¥é©Ÿ1. é©—è‰æ˜¯å�¦å·²ä½¿ç”¨show crypto ikev2 saå»ºç«‹IKEv2æœƒè©±ã€‚

 
<#root>

ciscoasa# show crypto ikev2 sa 
 
IKEv2 SAs: 
 
Session-id:6, Status:UP-ACTIVE, IKE count:1, CHILD count:1 
 
Tunnel-id Local                                               Remote                                                  Status         Role 
2006974029 B.B.B.B.    /500                                   A.A.A.A/500 

READY

          INITIATOR 
      Encr: AES-CBC, keysize: 256, Hash: SHA96, DH Grp:2, Auth sign: PSK, Auth verify: PSK 
      Life/Active Time: 86400/4640 sec 
Child sa: local selector  0.0.0.0/0 - 255.255.255.255/65535 
          remote selector 0.0.0.0/0 - 255.255.255.255/65535 
          ESP spi in/out: 0x74e90416/0xba17723a 

 

æ¥é©Ÿ2.é©—è‰æ˜¯å�¦ä¹Ÿä½¿ç”¨show crypto ipsec saå‘½ä»¤å�”å•†IPsec SAã€‚

 
<#root>

ciscoasa# show crypto ipsec sa 
interface: AZURE 
    Crypto map tag: __vti-crypto-map-3-0-1, seq num: 65280, local addr: B.B.B.B 
 
      local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
      remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0) 
      current_peer: A.A.A.A 
 
 
 

#pkts encaps: 240,

 #pkts encrypt: 240, #pkts digest: 240 
 

#pkts decaps: 377

, #pkts decrypt: 377, #pkts verify: 377 
      #pkts compressed: 0, #pkts decompressed: 0 
      #pkts not compressed: 240, #pkts comp failed: 0, #pkts decomp failed: 0 



      #pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0 
      #PMTUs sent: 0, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0 
      #TFC rcvd: 0, #TFC sent: 0 
      #Valid ICMP Errors rcvd: 0, #Invalid ICMP Errors rcvd: 0 
      #send errors: 0, #recv errors: 0 
 
      local crypto endpt.: B.B.B.B/500, remote crypto endpt.: A.A.A.A/500 
      path mtu 1500, ipsec overhead 78(44), media mtu 1500 
      PMTU time remaining (sec): 0, DF policy: copy-df 
      ICMP error validation: disabled, TFC packets: disabled 
      current outbound spi: BA17723A 
      current inbound spi : 74E90416 
 
    inbound esp sas: 
 

spi: 0x74E90416 (1961427990) 

         SA State: active

         transform: esp-aes-256 esp-sha-256-hmac no compression 
         in use settings ={L2L, Tunnel, IKEv2, VTI, } 
         slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1 
         sa timing: remaining key lifetime (kB/sec): (3962863/24100) 
         IV size: 16 bytes 
         replay detection support: Y 
         Anti replay bitmap: 
          0xFFFFFFFF 0xFFFFFFFF 
    outbound esp sas: 
 

spi: 0xBA17723A (3122098746) 

         SA State: active

         transform: esp-aes-256 esp-sha-256-hmac no compression 
         in use settings ={L2L, Tunnel, IKEv2, VTI, } 
         slot: 0, conn_id: 1722, crypto-map: __vti-crypto-map-3-0-1 
         sa timing: remaining key lifetime (kB/sec): (4008947/24100) 
         IV size: 16 bytes 
         replay detection support: Y 
         Anti replay bitmap: 
          0x00000000 0x00000001 
 
ciscoasa# 

 

æ¥é©Ÿ3. ä½¿ç”¨pingå’Œping 
tcpé©—è‰é€šé�“èˆ‡BGPé� ç«¯è·¯ç”±å™¨çš„é€£ç·šï¼Œä»¥ä¾¿åœ¨ä½¿ç”¨é�œæ…‹è·¯ç”±æ™‚é©—è‰BGPæˆ–çµ‚ç«¯è³‡æº�çš„ç¬¬3å±¤è·¯ç”±å’Œç¬¬4å±¤é€£ç·šã€‚

 
<#root>

ciscoasa# 

ping 10.1.2.254

Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.2.254, timeout is 2 seconds: 

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms 
ciscoasa# 



ping tcp 10.1.2.254 179

Type escape sequence to abort. 
No source specified. Pinging from identity interface. 
Sending 5 TCP SYN requests to 10.1.2.254 port 179 
from 192.168.100.1, timeout is 2 seconds: 

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 41/42/42 ms 
ciscoasa# 

 

æ¥é©Ÿ4.ä½¿ç”¨BGPæ™‚ã€‚é©—è‰BGPé€£ç·šã€�æ”¶åˆ°ä¸¦é€šå‘Šåˆ°Azureçš„è·¯ç”±ä»¥å�ŠASAçš„è·¯ç”±è¡¨ã€‚

 
<#root>

ciscoasa# 

show bgp summary

 
BGP router identifier 192.168.100.1, local AS number 65000 
BGP table version is 6, main routing table version 6 
4 network entries using 800 bytes of memory 
5 path entries using 400 bytes of memory 
2/2 BGP path/bestpath attribute entries using 416 bytes of memory 
1 BGP AS-PATH entries using 24 bytes of memory 
0 BGP route-map cache entries using 0 bytes of memory 
0 BGP filter-list cache entries using 0 bytes of memory 
BGP using 1640 total bytes of memory 
BGP activity 14/10 prefixes, 17/12 paths, scan interval 60 secs 
 
Neighbor        V           AS MsgRcvd MsgSent   TblVer  InQ OutQ Up/Down  State/PfxRcd 
10.1.2.254      4        65515 73      60             6    0    0 

01:02:26  3 

 
 
ciscoasa# 

show bgp neighbors 10.1.2.254 routes

 
 
BGP table version is 6, local router ID is 192.168.100.1 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 

*> 10.1.0.0/16      10.1.2.254                         0  65515 i   <<< This is the virtual network defined in Azure 

*  192.168.100.0/30 10.1.2.254                         0  65515 i 
r> 192.168.100.1/32 10.1.2.254                         0  65515 i 
 
Total number of prefixes 3 
ciscoasa# 

show bgp neighbors 10.1.2.254 advertised-routes



 
 
BGP table version is 6, local router ID is 192.168.100.1 
Status codes: s suppressed, d damped, h history, * valid, > best, i - internal, 
              r RIB-failure, S Stale, m multipath 
Origin codes: i - IGP, e - EGP, ? - incomplete 
 
   Network          Next Hop        Metric LocPrf Weight  Path 

*> 192.168.2.0      0.0.0.0              0         32768  i        <<< These are the routes being advertised to Azure 

*> 192.168.100.0/30 0.0.0.0              0         32768  i        <<<

 
Total number of prefixes 2 
ciscoasa# 
ciscoasa# 

show route

 
 
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP 
       D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area  
       N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2 
       E1 - OSPF external type 1, E2 - OSPF external type 2, V - VPN 
       i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2 
       ia - IS-IS inter area, * - candidate default, U - per-user static route 
       o - ODR, P - periodic downloaded static route, + - replicated route 
Gateway of last resort is 10.1.251.33 to network 0.0.0.0 
 
S*       0.0.0.0 0.0.0.0 [1/0] via B.B.B.C, outside 

B        10.1.0.0 255.255.0.0 [20/0] via 10.1.1.254, 01:03:33

 
S        10.1.2.254 255.255.255.255 [1/0] via 192.168.100.2, AZURE 
C        B.B.B.A 255.255.255.224 is directly connected, outside 
L        B.B.B.B 255.255.255.255 is directly connected, outside 
C        192.168.2.0 255.255.255.0 is directly connected, inside 
L        192.168.2.2 255.255.255.255 is directly connected, inside 
C        192.168.100.0 255.255.255.252 is directly connected, AZURE 
L        192.168.100.1 255.255.255.255 is directly connected, AZURE 

 

æ¥é©Ÿ5.é€�é�Žé€šé�“pingè£�ç½®ã€‚åœ¨æœ¬ç¤ºä¾‹ä¸ï¼Œå®ƒæ˜¯åœ¨Azureä¸é�‹è¡Œçš„Ubuntu
VMã€‚ 

 
<#root>

ciscoasa# p

ing 10.1.0.4 

 
Type escape sequence to abort. 
Sending 5, 100-byte ICMP Echos to 10.1.0.4, timeout is 2 seconds: 

!!!!!

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/42/50 ms 
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關於此翻譯
思科已使用電腦和人工技術翻譯本文件，讓全世界的使用者能夠以自己的語言理解支援內容。請注
意，即使是最佳機器翻譯，也不如專業譯者翻譯的內容準確。Cisco Systems, Inc. 對這些翻譯的準
確度概不負責，並建議一律查看原始英文文件（提供連結）。


