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__?__"““"““""" Manage VPN group policies.A VPN group is a collection of user-oriented authorization atribute;value pairs that may be stored internally on the device or externally on a RADIUS/LDAP server, The group

i [ B Metwork (Chaet) Access policy infarmatien is referenced by VPN connecticn prafiles and user accounts.
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& 7R o

General
Servers

v Advanced
Split Tunneling

Browser Proxy
» AnyConnect Client
» IPsec{IKEv1) Cliant

Edit Internal Group Policy: AnyConnect_MGMT_Tunne|

Name: ] AnyConnect_MCGMT_Tunnel

Banner: Inherit

SCEP forwarding URL: Inherit
Address Pools: Inherit

IPv6 Address Pools: Inherit

Maore ans

Tunneling Protocols:
Filter:

Access Hours:
Simultaneous Logins:

Restrict access to VLAN:

Maximum Connect Tirme:

ldle Timeout:

Security Group Tag (SCT):

On smart card removal:

Timeout Alerts

Select...
Select...
S
Inherit Clientless SSL VPN S5L VPN Clientl IPsec IKEv1 | IPsec IKEv2 I L2TP/IPsec
Inherit < Manage...
Inherit o Manage...
Inherit
Inherit
Caonnection Profile (Tunnel Group) Lock: Inherit
Inherit Unlimited minutes
Inherit None minutes
Inherit MNone (2 - 65519)
Inherit Disconnect Keep the connection
Maximum Connect Time Alert Interval: Inherit Default minutes
Periodic Certificate Authentication Interval: Inherit Unlimitad haurs
® &
Help Cancel -
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Edit Internal Group Folicy: AnyConnect_ MGMT_Tunnel

" The VPN client makes split tunneling decisions on the basis of a network list that can be specified below by providing the proper parameters to "Policy' and 'Networl

fields.

DNS Names:

Send All DNS Lookups Through Tunnel:

Palicy:
IPvB Policy:

Network List:

Inherit
Inherit

Inherit
Inherit

Inherit

Yes @ No

| Tunnel Network List Below I

| VPN -Split

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Intercept DHCP Configuration Message from Microseft Clients

Find:

Help
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e ° Add Internal Group Policy

General Keep Installer on Client System: Inherit Yes No
Datagram Transport Layer Security (DTLS): Inherit Enable Disable
Split Tunneling DTLS Compression: Inherit Enable Disable
55L Compression: Inherit Deflate LZS Disable
PrecIREy Ten Ignore Don't Fragment{DF) Bit: Inherit Enable Disable
| Client Bypass Protocol: inherit  €) Enable | Disable
FQDN of This Device: FQDN
MTU: @ Inherit
Keepalive Messages: Inherit Disable Interval: seconds
Optional Client Modules to Download: Inherit <
Always-0n VPN: Inherit Disable Use AnyConnect Profile setting @
Client Profiles to Download: Inherit
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group-pol i cy AnyConnect_MGMT Tunnel attri butes
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split-tunnel -network-1ist val ue VPN-Split
client-bypass-protocol enable
addr ess- pool s val ue VPN_Pool
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T The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection. The initial client deployment requires end-user administrative rights. The Cisco AnyConnect
VPN Client suppons [Psec (IKEv2) tunael as well as S5L tnnel with Datagram Transpon Layer Security (DTLS) wnneling options.

Access Interfaces
EJ Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below

55L access must be enabled If you allow AnyConnect client to be launched from a browser (Web Launchl .
I SSL Acoess WPaec (IKEvZ) Access 1
Allgw Aggess Enable OTLS Allow Agcess
outside a

inside

Interface

B Ch e T Device Certificate ...

Port Settings ..

ED Bypass interface access lists for inbound VPN sessions
Access lists from group palicy and user policy always apply to the traffic.
Login Page Setting
Allow user to select connection profile on the login page. &
Shutdown partal login page.
Connection Profiles
Connection profile (funnel group) specifies how user is authenticated and sther parameters. You ean eonfigure the mapping from certificate to connection profile here

zuil_u‘ Delete  Find:

Match Case
Hame 350 [mabled tryes [nabled Allaves Authentication Method Growp Policy
DefaulRAGroup ] ABALOEAL) DiRGepPolicy
Dre faultWEBVPN Group. -] ANAILDCAL) D¥RGrpPolicy
Canect [] AnyCormect |AnALDCAL AmyConnect

Let group URL take precedence If group URL and cenificate map match different connection profiles. Otherwise, the cennection profile that matches the centificate map will be used.

Reset Apply
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] [ ] Add AnyConnect Connection Profile

Basic Mame: AnyConnect_MGMT_Tunnel |
» Advanced

Aliases:

Authentication
Method: Certificate only

AAA Server Group: LOCAL Manage...
Use LOCAL if Server Group fails

SAML Identity Provider
SAML Server : === None --- Manage...

Client Address Assignment

DHCP Servers:

© None DHCP Link DHCP Subnet
Client Address Pools: Select...
Client IPv6 Address Pools: Select...

Default Croup Policy

L

Group Policy: AnyConnect_MGMT_Tunnel Manage...

(Following fields are linked to attribute of the group policy selected above.)
Enable SSL VPN client protocol
Enable IPsec{IKEv2) client protocal
DNS Servers:

WINS Servers:

Domain Name:

Find: =] a
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Authentication
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T AmyConnect Customization/Local
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[§ ArConnect Clier Software

B Dynamiic Access Policies

P Group Polices

ec(KEv) Connection Profiles

Enable the display of Radius Reject-Message on the login screen when authentication is rejected

Enable the display of Securld messages on the login screen

Connection Aliases

This SSL VPN access method will present a list of aliases configured for all connection profiles. You r
the Login Page Setting in the main panel to complete the configuration.

m B Dele te| (The table is in-line editable.) @
Alias Enabled
Group URLs
This SSL VPN access method will automatically select the connection profile, without the need for us:
& Add Delete) (The table is in-line editable.) ©
URL Enabled
e e Add Group URL

URL: https://asa.example.com/AnyConnect_MCMT_Tunnel

Enabled
Help Cancel _
@ N @ Previous
Help Cancel OK

FRFER IPsec (IKEv2) Access TE Fi RAnyConnect® /M E LA
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" The segurity appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection, The initial client deployment requires end-user administrative rights. The Clsco AnyConnect VPN

on Profiles
‘Access Interfaces

Beterface

outside

ec(Ev2) Connection Profiles

3 secure Mobility Solution

inside

J Address Assignmen

FROE-T

Apply

Client supports IPsec (IKEv2) tunnel as well as 351 tunnel with Datagram Transpart Layer Security (DTLS) tunneling options.

B Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table belaw
SS5L access must be enabled If you allow AryCon
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] a -]

b Launieh) .

Device Certificate ...

Part Serings ...
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y The security appliance automatically deploys the Cisco AnyConnect VPN Client to remote users upon connection, The initial client deployment requires end-user administrative rights.
g @] Network (Client) Access The Cisco AnyConnect VPN Client supports (Psec (IKEv2) tunnel as well as SSL tunnel with Datagram Transport Layer Security (DTLS) tunneling opticns.
iy
_'= » B AmpConnect Customization/Lacalization Access Interfaces
a 5 AnyCannect Client Profile Enable Cisco AnyConnect VPN Client access on the interfaces selected in the table below
= 8 AnyConnect Client Software e
iy il i Bl S5L access must be enabled if you allow AnyConnect client to be launched from a browser (Web Launch) .
B Group Policies e SO Access IPsex (IKEw2) Access
s PsecllkEvl) Connection Profiles . ey ERABN DTLS AR ACERI CPAblaICRINT SHViEES Device Certificate ...
autside
PseciKEvZ) Connection Profiles
inside Port Settings ...

3 secure Mability Sclution

* Gy Address Assignment
v B Advanced Bypass interface access lists for inbound VPN sessions

o AryConnect Custom o Access lists from group policy and user policy always apply to the traffic.

# AnyConnect Custom Aftribute Names Login Page Setting

el
g:’éi‘:ﬂa B Allow user 1o select connection profile on the login page. ©
nager

B Clientless S5L VP Access Shutdown ponal login page.
o Asa/Local Users

T AAA Server Groups Connection Profiles

5§ LDAP Antribute Map Connection profile (tunnel group) specifies how user is authenticated and other parameters. You can configure the mapping from certificate to connection profile here.

1 Local Users y
% Secure Deskiop Manager % Add| & Edit|[§ Delete  Find: ) @ Mach Case
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# oHee :erver DefaultWEBVPHGroup (] AAAILDTAL DfMGrpPolicy
= DNs AmyConnect [ ] AryConnect AAAILOCAL) AmyConmect
T Advanced AmyConnect MGMT Tunnell @ | % | Cerificate AsryConreect MGMT_Tunnel

&ogni(e Setup

&'5 Firewal|

gggi:e-m-s VPN

@Dwic: Management

Let group URL take precedence if group URL and certificate map match different connection profiles, Gtherwise, the connection profile that matches the centificate map will be used.

EREEERNCLIEE (fBEEd ) -

tunnel - group AnyConnect_ MGMT_Tunnel type renpote-access

tunnel - group AnyConnect_ MGMT_Tunnel general -attributes
default-group-policy AnyConnect_MGMT_ Tunnel

tunnel - group AnyConnect _MGMI_Tunnel webvpn-attributes
authentication certificate
group-url https://asa.example.com/AnyConnect_MGMT Tunnel enable
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T Secure Mobility Solution
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» B Advanced
[ Cllentless S50 VPN Access
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» fh secure Deskiop Manager
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' DHCP Server
3 DNS

I Reference Identay
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a Divice Management
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Configure 551 parameters. These parameters affect bath ASDM and SSL VPN access,

The minimum S5L version for the security appliance to negotiate as a “server™
The minimum S5L version for the security appliance to negotiate as a “client™

Diffie-Hellman group to be us ed with $SL:

ECDH group to be used with 550

Encryption
[ Cipher Version
Difaniy
TSV
TiSviL
TSV
DTLSV1
DTLSWL.2

Serves Name Indication (SNI)

Ts W
TS WL

Croup - 1024-bit medulus

Groupl9 - 256-bit EC

Cipher Secariey Level
Madium
Medium
Medium
Madiurm
Medium
Medium

0 oTsvL

Cipher Algarithms [ Custom Siring

DTLSV1.2

Edit

DES-CBC3-SHA AESI28-5HA DHE-RSA-AES128-SHA AESZS56-SHA DHE-RSA..,
DHE-RSA-AESZS6-5HA AES2S6-S8A DHE-RSA-AES]12E-5HA AESL25-SHA
DHE-REA-AES2 S6-50A ALSZS6-S0A DME-RSA-AES]12E-SHA AES12E-SHA
EODHE-ECDSA-AES2 56 -GOM-5HAIES ECOHE-RSA-AESZS6-CCM-5HATRS D...
DHE-RSA-AESE 56 -5HA AESI5E-5HA DHE-RSA-AES]1Z8-5HA AESL 2 E=5HA
ECDHE-ECDSA-AES2 56 -CCM-SHATES ECOME-RIA-AESZSG-CCM-5HATE4 ...

Domain Conificate Add
Edit
Delete
Certificates
Specify which certificates, if any, should be used for 550 authentication on each interface. The fallback certificate will be used on interfaces not associated with a centificate of their own.
Interface Primary Certaficats Load Baluncing Certificate Key-Type Edit
inside

Reset

Apply

admin
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1T Seture Mobilty Solution
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5 \DAP Amribute Map
5 Local Users
* B Secure Desktop Manager
[N Certficate Manageedt
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08 Laad Balancing
" DHCP Server
488 DNS
w T Advanced
=i* Connagticn Gateway
5 55L Sertngs
3 Reference kentity
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“S HTTP Rediret
o] Maximum VPN Sessions
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Device Management

| Save Q¥ Refresh () Back
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This parel is used te manage AnyCenneet Client Profiles and perfarm group assignment fer AnyConnect version 2.5 of later. You can select a prafile 1o edit, change group or to delete. You can select the "Add’

button to add a new profile. Pressing the Import or Export butten is for upload and download of client profiles between local machine and device.
The profile Usage field is introdwced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

HostScan configuration can be performed by going to Secure Desktop Managers/HostScan. If *HostScan® 15 not wisible under *Secure Desktop Manager', you 'will need to restart ASDM.

Profie Mame

|FA €hangs Group Policy| B

0| B import | By Export| g3 Validate

Profile Usage

Reser

Croup Policy

Apply
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5%2%@% Profile Name.J2 & Profile Usage A AnyConnect Management VPN profile.igg Group Policy ESEB

AHFEIT, &F—T ok # , MEF R

I ﬁ Change Group Palicy| [ kSl Import:ﬂ Expon:‘ﬁ Validate

Profile Narme Profile Usage Group Policy Prafile Location

[ ] L ] Add AnyConnect Client Profile

Profile Name AnyConnect_MGMT_Profile

Profile Usage AnmyConnect Management VPN Profile a

Enter a device file path for an xml file, le. disk0:/ac_profile. The file will be automatically
created if it does not exist.

Profile Location  disk0:/anyconnect_mgmt_profile.vpnm Browse Flash...

Upload...

Group Policy AnyConnect_MGMT_Tunnel

Enable ‘Always On VPN’ for selected group

Help Cancel IE'

Reset Apply

SERSEZREVNEERER , RARE—T eatd , BT,

+ Add% Change Group Policy| (I Delete| B Import| B Export| &9 Validate

Profile Name Profile Usage Group Palicy Profile Location

[AnyConnect MGMT_Profile AryConneet Management VPN Prafile | AnyConnect MGMT Turrel digk0: /anycanneet_magrmt_prefile vanm

SEBRAEBRZE serverLlist.iZ— T Add AFIBHNARSFESEMRE , M TEFIR.



[ NON ] AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_ MGMT_Profile About
4
L. VPN b s

erver List

{8} Preferences (Part 1)

5 Preferences (Part 2)

E BaCk_uD Senr_ers. Hostname Host Address User Group Backup Server List Certificate Pins

15 Certificate Pinning

-5 Certificate Matching
Note: at most one server can be defined in a management VPN profile. Add... Delete

Edit... Details

Help Cancel 0K

SEB5 1R Display Name. ¥T18 FQDN/IP address ASARY, 1Bt User Group EBFEEH BB, Group
URL BEMEA FapN M user Group. 3 E—T oK.



Certificate Pinning

Primary Server

Display Name (required) | AnyConnect_MGMT_Tunnel

FQDN or IP Addr... User Group (required)

asa.example.com /| AnyConnect_MGMT.

Group URL

asa.example.com/AnyConnect_MGMT_Tunnel

Backup Servers

Host Address

Connection Information

Primary Protocol SSL B

ASA gateway
Auth Method During IKE Negotiation EAP-AnyConnect

IKE Identity (I0S gateway only)

Add

Move Up

Move Down

Delete

oK Cancel

AR : FQDN/IP3tb i+ F & 48 % R B2 5 BR8 H L B AnyConnectiZ #R B B 12 SR 1R B AV

URLHE[E,

EE : BIKEV2EA B ERAnyConnectts A AR E I BIASAK EEVPN, BEMR Primary

Protocol EXE Ay IPsec TE5 57,

SEREUMEFIR , B—T ok 7



® * AnyConnect Client Profile Editor - AnyConnect_MGMT_Profile

Profile: AnyConnect_MGMT_Profile About
& VPN Server List
i5} Preferences (Part 1)
5~ Preferences (Part 2)
Backup S
gcac ;p er:_ersl Hogtname Addre : Backup Server Li Certificate Pins
= ertificate Finning AnyConnect MCMT _T.. erite _
7 Certificate Matching .
Mote: at most one server can be defined in a management VPN profile. Add... Delete
(Edt. ] Detils
Help Cancel 0K
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@Ham_[-:-l Monitoring | (g Save Q¥ Refresh "Omk‘g ware | B Help | Type topic alualy

00 Remote Access VPR o &8 VPN > Network (Clienth A Client Profil
D Inredusion
™ BB Network (Clerd) Acess This panel is used to mamage AnyConneet Client Profiles and perform group assignment for AnyConanect version 2.5 of later.You can select a profile to edit, change group or to delete. You can select the "Add’

! AmyConnect Conmection Profi lbutton to add a new profile. Pressing the import or Expart butten is for upload and dawnload of client profiles between local machine and device,
B AnyConnea Customization)Ls The profile Usage field is introdwced with the Secure Mobility Solution. This field contains different profile usage in AnyConnect version 3.0 and later.

k]

2 B lient P Hosts: can be perf d by going to Secure Deskiop Manager/MostScan. If "HostScan® is not wisible under *Secure Desktop Manager’, you will need 1o restart ASDM.
AnyConnect Client Software

g iy Dynamic Access Policies - _ - - -
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#1#8AnyConnectBEEVPNE BEREZMWCLIEE.

webvpn
enabl e outside
hsts
enabl e
max- age 31536000
i ncl ude- sub- domai ns
no prel oad
no anyconnect-essential s
anyconnect inmage di skO:/anyconnect-w n-4. 8. 02045-webdepl oy- k9. pkg 1
anyconnect profiles AnyConnect_MGMT Profile diskO:/anyconnect_mgmt_profile.vpnm
anyconnect enabl e
tunnel -group-1ist enable
cache
di sabl e
error-recovery disable
|
group-pol i cy AnyConnect MAMI_Tunnel interna
group-policy AnyConnect_MGMT_Tunnel attributes
vpn-tunnel -protocol ikev2 ssl-client
split-tunnel -network-1ist value VPN-Split
client-bypass-protocol enable
addr ess- pool s val ue VPN_Poo
webvpn
anyconnect profiles value AnyConnect_MGMT Profile type vpn-mgmt

AnyConnect® Fin B L BIAnyConnectBIEVPNE B =R :

<?xm version="1.0" encodi ng="UTF-8"?>

<AnyConnect Profil e xm ns="http://schemas. xn soap. or g/ encodi ng/ "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="http://schemas. xm soap. or g/ encodi ng/ AnyConnect Profile. xsd">
<Clientlnitialization>

<UseSt art Bef oreLogon User Control | abl e="f al se" >f al se</ UseSt art Bef or eLogon>

<ShowPr eConnect Message>f al se</ ShowPr eConnect Message>

<ProxySettings>l gnor eProxy</ ProxySettings>
<Al | owLocal ProxyConnecti ons>t rue</ Al | omLocal ProxyConnecti ons>
<Aut henti cati onTi meout >30</ Aut henti cati onTi meout >

--- Qutput Ormitted ---
<Capti vePort al Renedi ati onBr owser Fai | over >f al se</ Capti vePort al Renedi ati onBr owser Fai | over >
<Al | owvanual Host | nput >f al se</ Al | owivlinual Host I nput> </ Cientlnitialization>



</ AnyConnect Profi | e>
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AnyConnect&EVPNE RERNIBES =
- FRAASAEREERERK I TREAEVPNELR , SUERVPNHRER T HAnyConnectEEVPNEL
BEER.
X MEAREEVPNRBRENIHERIKEV2 , IIEEEIBSSLEVE—EER (ATHR
ASAT & AnyConnectEEVPNEERER ) .

- AnyConnectBE B VPNE ERE R LUBBGPOMERFHZEFH L EIEFFinSKEEREE
EBE®A vpnMgmtTunProfile.xm)o

TENMHEREERNERRMLE !
Windows: C:\ProgramData\Cisco\Cisco AnyConnect Secure Mobility Client\Profile\MgmtTun
macOS: /opt/cisco/anyconnect/profile/mgmttun/

(T8 ) EREESEMEA X ELBELR
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Declarations of custom attribute types and these attributes are enforced in AnyCoanect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names
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5 Language Localization
83 | oad Balancing
1 DHCP Server
o DNS
b B Advanced

o, Device Setup

5 Firewall

Site-to-Site VPN
& Device Management

Reset Apply
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*/FﬁZH%ﬁE%EﬁTypeEQE?% ManagementTunnelAllAllowed iﬂ%ﬁ% Description. _jrfi—_F OK':FI , ZZUFH’
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01 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attributes
Declarations of custom attribute types and these attributes are enforced in AnyConnect group policy, AnyConnect dynamic access policy and AnyConnect custom attribute names

[® Add]af cai[@ pelerd

Type Description

® @ Create Custom Attribute Type

Type: ManagementTunnelAllAllowed

ManagementTunnelAll Allowed

Description:

SER3. gﬂﬁf; Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute
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Declarations of custom attribute names and these attributes are enforced in AnyConnect group pelicy and AnyConnect dynamic access policy

[esdfeciTa

Type Mame Values

Reset Apply

5%41&%&5“1’5% ManagementTunnelAllAllowed . ﬂ%’r%ﬁ%ﬁig true.ﬁ_—F Add?%ﬁ%ﬁi%%ﬁﬁ ) an
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0 O Configuration > Remote Access VPN > Network (Client) Access > Advanced > AnyConnect Custom Attribute Names
Declarations of custom attribute names and these attributes are enforced in AnyConnect group policy and AnyConnect dynamic access policy

|‘ Addl“ f'[“l]- Delete

Type Name Values

Type:

Name:

Configure Values:

Create Custom Attribute Name

ManagementTunnelAllAllowed
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Help

Cancel

true
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Edit
Delete
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Type: ManagementTunnel AllAllowed 2 Manage
Name: true
Value Add
[ JON Add Value

Value:

Help Cancel IE'

ﬁﬁﬁgﬂﬁg Configuration > Remote Access VPN > Network (Client) Access > Group Policies.ﬁgm%%o ®Z—T
Edit 7, ZE PR

L‘;l Manitoring QSaue Gﬁefresh °Back L‘) ? Help | Type tagic ¢ {cnll;.‘ulqu

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored internally on the device or externally on a RADIUS /LDAP
server. The group policy information is referenced by VPN connection profiles and user accounts.

=] AnyConnect Connection Profiles
‘sl > B AryConnect Customization/Localization To enfarce authorization attributes from an LDAP server you must use an LDAP attribute map.
. t| 0 DeleteBH Assign
5 AryConnect Client Prefile # Add | I Delete [ Assig
T8 AnyConnect Client Software r Connectian Prafiles /L
rnectian Prol sers
Dynamic Agcess Policies Hame Type Assigned To

AnyConnect
DefaulRAG

A

w7 Bockmarki

B IPseciKEv]) Connection Profiles
=] IPseciEvZ) Connection Profiles
B Secure Mobiliry Sclution
+ B Address Assignment
v B advanced
&) amyConnact Essentlals
o AmyConnect Custom Attribues
] AmyConnect Custom Artribute Names
» UGy iPsec
9 ACL Manager
B Clienzless S5L VPN Access
o AsALocal Users
1 aan server Groups
5§ LDAP Artribute Map
i Loseal Users
B secure Deskeop Manager
B Certificate Management
3 Language Localization
¥ Lond Balaneing
' DHCP Server
& ows
2 Advanced

DrefauL2 LGroup: DefaulADMINGroup, Det....

&, Device Setup
£ Firevall

G site-to-Site VPN Find: @ @  Mach Case
a Device Management

Reset Apply
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e @ Edit Internal Group Policy: AnyConnect_ MGMT_Tunnel

General | T The VPN client makes split tu nneling decisions on the basis of a network list that can be specified below by providing the proper parameters to 'Policy’ and ‘Metwork Lit
Servers fields.
¥ Advanced
Split Tunneling DNS Names: Inherit
BRCWSRI: FrOKY Send All DN5S Lookups Through Tunnel: Inherit Yes ° No

» AnyConnect Client
» IPsec(lKEv1) Client

Palicy: Inherit | Tunnel All Networks
IPV6 Policy: Inherit <
Metwork List: Inherit & Manage...

Pressing this button to set up split exlusion for Web Security proxies.

Set up Split Exclusion for Web Security...

Find: @ Next @ Pr

Help Cancel -

5%8%%5 Advanced > Anyconnect Client > Custom Attributes.gi—-F Add':Fl , ZZU Fﬁ'/‘_l_?o

@ L ] Edit Internal Group Paolicy: AnyConnect_MGMT_Tunnel

General || Configuration of custom policy attributes.
Servers

© s e[ i

Split Tunneling
Browser Prox
Login Setting
Client Firewall
Key Regeneration
Dead Peer Detection
Customization

Custom Attributes

* IPsecilKEv]) Client

Type Marme of Value

Find: @ next @ Previous
Help Cancel -

SERO. ZBEBMABIESA ManagementTunnelAllAlowed IIBFBEES true. 38— T okH , MNEFFRo



|‘- Addlﬂ FditJi Delete|

] @® Create Custom Attribute

Type Name of Value

Attribute type: ManagementTunnelAllAllowed

Omit the value

© Select Value: || true

Help Cancel -l

Manage

FSEB10.3E—T apply BSEEHIEZFIASA , MEFTRo

& uumumﬂ Monitoring | | Save ¥ Refresh | ) gack () ronvar| P Help

000 Bemetn Acceis VPN a

¢ (Client) Access > Group

wilinilie
€ISCO

_?__""“"‘""" Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs that may be stored intemnally on the device or extermally on a RADIUS/LDAP server. The group
- twnek (Tl Adoiss palicy information is referenced by VPN connection profiles and user accounts.
8] AryConnedt Connection Profles
'1 + [ AmyConnect Customiz: I To enforce i attributes from an LDAF server you must use an LDAP attribute map.
A [ AewConesst Clayen Prafile @ Add |+ G Edit| [ Delete] B8 Assign
[ AryConmect Clern Softmare = =
% 335 Policles Hame Type Tunneling Pratosal Connsction Profikes /Users
2 J AnyConnect ArConeser
(] DfRGrpPolicy (System Defaul) fauliRAGroup; De faukl 2L roup; DefaulADMING roup; Defa Wit

0] PseclKEV2) Connection Profikes
T3 secure Mobility Solutices
* Fim Adiress Assignmern
» T advanced
* [ Clienciess S5 VPN Access
v off AnAJLocal Users
1 A Server Groups
5 LDAF Artribute Map
5] Local Users
» fh Seeure Deskton Manager
(£ Cenificate Managemens
B Language Localization
S8 Load Balancing
i DHCP Server
o DNS.
» B Advanced

&, Device Setup

gggue-lu—sue VPN

[, Device Management

Find: 2|9 March Case

- Reset Apply

CLIBLE ManagementTunnelAllAllowed ¥TIE B EEB 1 :

webvpn
enabl e out si de

anyconnect-custom-attr ManagementTunnelAllAllowed description ManagementTunnelAllAllowed

hsts
enabl e
max-age 31536000



i ncl ude- sub- domai ns
no prel oad
no anyconnect-essenti al s
anyconnect image di sk0:/anyconnect-w n-4. 8. 02045- webdepl oy- k9. pkg 1
anyconnect profiles AnyConnect_MGMT_Profile disk0:/anyconnect_mgmt_profile.vpnm
anyconnect enabl e
tunnel -group-1ist enable
cache
di sabl e
error-recovery disable
!
anyconnect-custom-data ManagementTunnelAllAllowed true true
1
group- pol i cy AnyConnect MAMI_Tunnel interna
group-policy AnyConnect_MGMT_Tunnel attributes
vpn-tunnel - protocol ikev2 ssl-client
split-tunnel-policy tunnelall
cl i ent-bypass-protocol enable
addr ess- pool s val ue VPN_Pool
anyconnect-custom ManagementTunnelAllAllowed value true
webvpn
anyconnect profiles value AnyConnect_MGMT Profile type vpn-mgmt

B

EACLIER R EIEVPNPEEIELR show vpn-sessiondb detail anyconnect 84 o

ASA# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect Detail ed

User nane . vpnuser | ndex . 10

Assigned IP : 192.168.10.1 Public IP : 10.65.84.175

Pr ot ocol . AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

Li cense : AnyConnect Prem um

Encryption : AnyConnect-Parent: (1l)none SSL-Tunnel: (1)AES-GCM 256 DITLS- Tunnel :
256

Hashi ng : AnyConnect - Parent: (1l)none SSL-Tunnel: (1)SHA384 DITLS-Tunnel: (1) SHA384
Bytes Tx : 17238 Byt es Rx : 1988

Pkts Tx » 12 Pkts Rx : 13

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AnyConnect_MGMT_ Tunnel Tunnel Group : AnyConnect_MGMT_Tunnel

Login Tinme : 01:23:55 UTC Tue Apr 14 2020

Dur ati on : Oh:11m 36s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: c0a801010000a0005e9510ab
Security G p : none

AnyConnect - Parent Tunnels: 1
SSL- Tunnel Tunnels: 1
DTLS- Tunnel Tunnels: 1

--- Qutput Oritted ---
DTLS-Tunnel:

Tunnel 1D : 10.3
Assigned IP : 192.168.10.1 Public IP : 10. 65. 84. 175
Encryption : AES- GCM 256 Hashi ng : SHA384

Ci phersuite : ECDHE- ECDSA- AES256- GCM SHA384
Encapsul ation: DTLSv1. 2 UDP Src Port : 57053

(1) AES- GCM



UDP Dst Port
Idle Tine CQut:
Cient OS :
Cient Type
Client Ver
Bytes Tx

Pkts Tx

Pkts Tx Drop :

443 Auth Mode : Certificate
30 M nutes Idle TO Left 18 M nutes
W ndows

DTLS VPN C i ent
Ci sco AnyConnect VPN Agent for W ndows 4.8.03036

17238 Bytes Rx 1988
12 Pkts Rx : 13
0 Pkts Rx Drop : O

Ea@ASDM LV EIEVPNRSEER

Efin F/Monitoring > VPN > VPN Statistics > Sessions. 1ZAnyConnect Client@ RABRE FinS

Ao

@ Home 9% Configuratio |

“':) Help | Type topic

=Device tist- uigaiilatioy
200 Deévice List
% Add ﬂ Delete ﬁ Connect Type Active Cumulative Peak Concurrent Imactive
‘ind: AnyConnect Client 1 19 1
E 10.106.39.196 SSL/TLS/OTLS ! . :
& 10.106.64.230
B 10.197.227.47
B 10.106.51.99:444
[ eTa T T
v g VPN Statistics Filter By| AnyConnect Client == All Sessions -- Filter
Username Group m!':"‘,.' Aflgre?:‘::fdre“ Ewﬂﬂcﬂ le‘gln Tlme :ﬂﬂ .:k Inactivity Audit !

B Crypro Statistics
5 Compression Statistics
5 Encryption Statistics
B ciobal IKE/IPsec Statistics
5 Protocol Statistics
B yLAN Mapping Sessions

9 Clientless 55L VPN

£ shared S5L VPN

» B VPN Connection Graphs
= wsh Sessions

Dn Interfaces

Qm Properties

REEFmER EANEEVPNRREELR

s
10:52:25 UTC ..|34688
Oh:01m:31s 33954

AnyConnect_MGMT.

AnyConnect_MGMT.

Oh:00m:00s

To sort VPN sessions, right-click on the above table and select Table Sort Order from popup menu.

Logout By: == All Sessio... Logout Sessions

alialy
cIsCo

Details

Logout

Ping
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c1SCOo AnyConnect Secure Mobility Client

Virtual Private Network (VPN)

Preferences Stlstics  Route Details  Firewall Message History

Connection Information
State: Disconnected
Tunnel Mode (IPv4): Mot Available
Tunnel Mode (IPv6): Mot Available

Dynamic Tunnel Exclusion: Not Available o

/q
Dynamic Tunnel Inclusion: Mot Available VPN:
Duration: 00:00:00

Ready to connect.

Session Disconnect: None
Management Connection State: Connected (asa.example.com)

Address Information
Client (IPva): Not Available
Client (IPV6): Not Available
Server: Mot Available

Bytes

REREGF R

MU ERAT (ERERRRE ) TAREREEREEREE, UTRERNERMKE
EEFER (ZH) -
- e e EA,
- RRBBERAEREER (E 'R,U\H% BVPNEERERFEIERAEREHERE ) NEBFE
LEREERKEEVPNEEERBEIE ik,
- BRAEEVPNEEEREE T —1@@%&%@@%%1@%7%{% B,
CEFRER ( ZEEME ) -
- TNDECAI B REEME , it RE Y EEREE,
EEBER (EAERERERNEBMRE ) -
- EAEVPNRRE & Bl R E B)RE,
CETFRER ( EERBIXR)
- EREEREERFEIERERE XM,
EEFER (ERAR) -

. BYBERRERBIESNE,
- EREBEEAGEEXRESHNRE  AXBPTFFEERE  YEARI[ELAZET.



EETFER (BUAHVPNEE ) -

- {EVPN A IR 25 12 W B R AV 37 0 BB L B
- MEEEREARETNFOBERE.

EERER (EBERE ) -
- AnyConnectEX R EE 3T E Al #h i,
EERER
- BERENSET AR REEER,

W EEDART LAHE — 1T i FEHEER

R

. EEVPNERE L&
. BEIEVPNBRE B R
- Bl BB X - Cisco Systems



/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect42/administration/guide/b_AnyConnect_Administrator_Guide_4-2/troubleshoot-anyconnect.html#ID-1427-0000001e
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