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11+ & 2 Split-Brain?
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AR AR BN BB T 2 KB (ASA)MEEB S Firepower R B B5 E(FTD) & A A £ (HA) ¥
FIBFNE RIFDBE=E,
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SREBEBBASAFTOE TAKY (KEES ) NEFHR — HEEE.
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FAYETRABERERERARA | I Bl AR RHFTE X EHASAFTDHE.

AXHHNEARBRBREEERETREANKENREL. XHEAZNMERERRCER (R
) BVAARESREAE), MRENEREET , FRACEBETMESURERNTE,

"5
MEBXHESNFRENR , FSREREAMIRETED,

1+ EER Split-Brain?

Split-brainE—&i5 5 , EFASA/FTD HAWE TEZERAE L BEEs  EtmEBDEETEHH
&, EEENMELEEGHEN N TPt MIMACHHE , W A AREEREEINBEESRA—HME
BURBEE K.
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ERELNHARTERIFSH , SEMARE BT Sshow failover state , B EMARE LR
BHEEAEEIAREE,

Split-brain/ =4l :

FHE

ci scoasal/act/pri# show failover state

State Last Failure Reason Date/Tine

This host - Prinmary

Active None

O her host - Secondary

Fai | ed Comm Failure 02:39:43 UTC Jan 10 2022

====Configuration State===
Sync Done - STANDBY
====Communi cati on State==

HBNEE -

ci scoasa2/ act/sec# show fail over state

State Last Failure Reason Date/Tine

Thi s host - Secondary

Active None

O her host - Primary

Fai l ed Conm Failure 02:39:40 UTC Jan 10 2022

====Configuration State===
Sync Done
Sync Done - STANDBY
====Conmuni cati on State==
MRAMERE LRVERIPH A EEAMACH U NRAFEMEEMNERE | A5 Er g &3+ E. f
m, ZEREEAE
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ASAL GOS 3 G5 ASAZ
Frimary | : O Sailch Secondary
G100 &
Gl Lalv'd

CHItsise

Swatch

ERnE
VMACERZWM T AXNDEENE , EFRIMES T Emac address-table 3 R IBfE -

I nside (Q&0/2) : Active MAC - 00cl. 1000. aaaa
St andby MAC - 00cl. 1000. bbbb

Qutside (Q0/4) : Active MAC - 00cl. 2000. aaaa

St andby MAC - 00cl. 2000. bbbb

AR MRKREBEVMAC , AIEAKERREIAEIRENHENMAC , HREERAMEY
MAC,

HALE B | X#g ERMACHIHEER ¢

Swi t ch#show nmac address-tabl e

Mac Address Tabl e

100 00cl. 1000. aaaa DYNAM C G 1/0/5
100 00cl. 1000. bbbb DYNAM C G 1/0/1
300 00cl. 64bc.c508 DYNAM C G 1/0/ 4
300 00d7.8f38.8424 DYNAM C G 1/0/ 8
200 00cl. 2000. aaaa DYNAM C G 1/0/7
200 00c1. 2000. bbbb DYNAM C G 1/0/ 3

MRBELNRBEBERE , TARERRBIEIARE , BHAEESRIFIEARE, EREEHE
glREEE bR KT BREENHELLOK B | e B R SEEHNE (SR FELIRER ) L&



ELANTESTHE , URBHERERTEE. ASAKRINRETRRRRAHMERENEE,
ARERVIRIERSE

- WRASATEHE VIR IS B | Al T e ITHELHE,
- MRASAREHEERER FIRDIEE  BEERTEH LRIEE  IRETSETHEER
o WIEIREREBRARENE, CREBRMELIERHER  RAERE V)RR
, BEEZNERERAEE.
- MRASAEREMANE LI RKFEE  AERARESVRETARINIBHMRES BAKE

o EREHAETR.

FEEEEER , 1B Xig ERVFF B BRI THBREBREMERETDEL—KITH. Bt , TANRA
Br Xig LR T EAERARIPFMIMACH I, ARERarpiRE , EREHT —BHMACH IR
, T E BB

et WEEEERAEHEERH AN ERBA  KEMRE (FB/EA ) . HelloHE.
R PERRARAE, MACHEIE R, BEEERNEL,

4 =B FE B e R Y] R
BB I K BAOR 0

CEABREBNESHRAEN —EREERT , U 2mALEREAESHEERAKI R, &
FBERHEBAIRA | B8R KRR I 515 6 ELBS

B —BRRER N ENNEEEEREETRNER , LB FEN HRE R EHRERN T
BEMES

EBENHARSENRNE — MR ABEERERANNE , FEESCHAUERBEEN
HEH R ERFE VIR SERE | 1B A5 1R S BERK 1T 58 14 30 K BREE B MU FE (SPOF),

- BREEBRATIREAZSEERE — RIBASAREER "EEFRRERNERIFESREN
fe , MEHEKRNIEERE/ NR10ER , THIB250EY ., NRIEERB10ZEY , AR EFHEH
WE S R MR L MEE TR, |

- BEBEZNHBRERAT RS/ RISITRSEE — RE—EXNESERET R RSN L
. BE A6 RBREFRISEFTLENHEER (BIIREFE—LEER ) , MEASAITEE
SEYRAHEEBWEEEM, EXERPENREERE, RIFTRBELER "WHHE
251 Er5E.

- BN HREERMACHEN — £ "HEXEETRATEENERTRE . WERT , W%
EgXATHE , YFEABSHMACHHN , RATTHEZEENMACHU, EFHEE T AR

, HB) (FE ) RESHBMACH U FRAFTEENMACHU  EFVLEFRERETE. F
B, NMREHHEEERIEE  BERAFHUMACHL, |, EEMACH: L AT By 1IEEE S B
, ABERAMACH I EREFCASHBEEBMA , MEFFIEEFENBERTRETE, MR
FEREERMACHHE , B FEEERBER MBI LWARPRUVRERE, . BREFHEEN
, B2 H — BETRPAMACH I FIPH 4,
- WA EBMNASAFTD B S EIX IS ZBSyslogfl ks — WWEERE 2 AN R REN T E M
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K5 R RER A


/content/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-failover.html#ID-2107-000000a8
/content/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-failover.html#ID-2107-000000a8

WEiFmR , EWETRERNMTAcENEARERER (EQRED ) |, $BEFT. RERNE
AEFE -

. L1RSRE — S#&/SFP/EHE

- FREEE LR REE

. ASA/FTD LR EE RS CPUEIR ¥ X : ASA/Linas| B A15501 T/ BB R R FEEFE R
BUETEREE, MERKIWTAREERD  ASAFTDEELIBRENEERERE, EIT
show blocks A EHRIER

HEHRIAE — RERE

HERRUBIMABARAB D ROER , FEALREER , REBAMaintVERKE, FLBBEREL T
RREEEIR, EELBRT  ERHUEOENEMXENERS. "ERBBREHER  BLARES
MEVBRB S K.

EX : EFTDEEBAF |, 4B "system support diagnostics-cliy FETIERFN TS B


/content/en/us/td/docs/security/asa/asa-cli-reference/S/asa-command-ref-S/show-b-to-show-cq-commands.html#wp3056286323

LULZ : Is the
status/protocol for Failover LAN
interface on both the units UP?
show interface ip brief

L3 : Can both the
units ping each other over the
Failover Link?

Is latency between the two
units greater than 10 ms?

Yos—p-

Mo

rThe link on both the units has to be UP. Comman

reasons for connection to be down include;

= Failed/Shut interface of an intermediate device.
Check intermediate device if any

= |ssue with physical cabling or Interface failure.
Check Physical connections. If possible replace
cables/sfp

Apply captures an both the units for protocol 105
for failover link interface, Eg:

cap test interface fover match ip any any

You should see protocol 105 packets in the above
capture between the Primary and Secondary Unit
{Refer Picture 2) . You will see ESP packets Incase
IPSec Encryption is enabled on failover interface.

In case you see only one way traffic on both/fone of
the boxes:

= Check "show blocks" to verify if Memory Block
1550 has been depleted

= Check the mac address-table (show mac
address-table) on the intermediate L2 device, if
any. Verify the mac addresses are being correctly
learnt

= Another quick way to verify connectivity is by
running the show failover command for both the
units. A “normal” status on each interface indicates
that the keepalive packets are correctly received

l

To check for latency ping peer firewalls failover
interface. Usually the round-trip time/2 is a good
indicator of peak and average latency. For more
accurate readings capturtes on failover interface
from both units can be exported and compared

Latency between the two units in a Failover Pair
needs to be under 250ms. [1s Recomended to keep
latency under 10ms

Though chances of latency causing Splitbrain
scenario are less, high latency can cause
intermittent failovers and impact failover
performance in genral

Your problem is not a common problem. Refer to "Data to be
shared with TAC" and Open a Service Request

Post collection of data you can refer to Chart "Recover Network for

QOutage Caused due to Split-Brain”

HEHR AR E




HEERBER

BEitFro B IRERR K SEERFEAEBEIEMEH BTN —E , bHEHR , HEDIPEE
E’\JMACi&thFEé“B?aHEM%EO Bl EULELE FERMEEE  REEEL IEER.

1. EFEERENEE LEAKEER . £ASATY AL , BIBCLIEM BfE EHKHILE Ano
failoverin 5. FEFTD¥E A L , #£Clish#X T , & Aconfigure high-availability suspendai %o
2. BIRASA , BRAERI T E. BHRFTD, ?aEﬁEﬁEEﬁ SELNNE, RF , KwAERNE
HYDERELR, teoh , BALEAMEEER , B ESRFICEEELE. FRAMTUHRENTSR

, BB REEKEREERM.

AR AFEHTLARASRE  MRERREREE , MERNBEERTEEEBRFNARPKE
o MELBNTIHEE LWarpRB . ERILEE , B RIHELERT , FEH EEE
THASAFTDRAEREN T EIPEiAgarpERIE. Al , BRERAER TETRS (BHRR
HZEDE — clifF9FTD ) — debug menu ipaddrutl 6 <interface ip address>,

FERE . WREHYESplit-braintHEMERTACBHB S BEER |, FHAAXXEHARTACERKERR
WEH BB FRENEA,

ERTACHANEH

MRFEFABMTACERBER , FHARRNER.

1. E/RASAFTD-HAR HEZAEMEE ( SEHESEN T ) WYEERNHAEE.
2. ASA _E#9show tech-supportéi £ SETFTDR F & L NSRS R IER I H,

3. R B URBEEENRREE+/- 55 &

4. NRERRFPREE , BIFXOSHEHRRER

BEEEBBFTDRFXOSH R HFFRER | E%%EEFirepowers‘sﬁiﬁﬁliﬁﬂé?ﬁéiﬁﬁo BARRTAC
SRo



/content/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://mycase.cloudapps.cisco.com/case
https://mycase.cloudapps.cisco.com/case
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