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Intercept DHCP Configuration Message from Microsoft Clients

«  BUHEPolicyPTEI FERY Inherit 4 , SARIZIE Exclude Network List Below,

R L e
1 it intemal Group Pol: Hilaleyien S

-General ‘| The WPH dient makes split turneling dedsions on the basis of a network list that can be specified below by
--Servers
=-ddvanced [ DN Nares: Inherit

| | |

I I R W O v (71 ———————————

EHAnyConnect Client | : R e ST e S e L M Sy
EHPsec(IKEv1) Client || MetwoekList: [ Inherit |

Pressing this button ko set up split exfusion For Web Security proxies.
Set up Spiit Exclusion for Web Security, ..

Intercept DHCP Configuration Message from Microsoft Clients

«  HUHIE D Network Listhy Inherit 42 , A% IR —T Manage LARBREDEH 42 41/5 B (ACL) EE RS,

Tha W chen: makes spit: tunnsing deosore on tha heets of 8 nebwork ket thet can be specfed belos by provsding the oroper paramsters bo Policy’ aned "Wetmork List’ fislds,

{48 Hamms: [ bhert |
Py [ClThirt | Eeciids Mabwork Lisk Bl -

MebworbiLEtt [T Thert |- hione — » [ tenage. |

Prazsng this button to st up spit e eion For Wb Secunty prosss

Interoept DHOP Conligurstion Message rom Microsalt Clients {x]



«  FEACL Manager¥ |, i#1Z Add > Add ACL... A M #REARSEE,

 Skandard ACL || Exterded ACL

o | o Add - @f Edic il Delete | # & | % B @ - |

Mo Address Ackion Descripkion

T

- AUACLEH—EEE , ARE—T OK,

[E) Add ACL

AL Name: irLI:II:a|_L-3I'|_.':'.I:EE=55| |

| oIk, | | Cancel

o HEIVACL#% , #IE Add > Add ACE... b8 ings R 3 414% B (ACE).



| Sndwd ACL | Exterded ACL

o oadd =| @ cox [ oekete |+ & | 3 B W -
B AddAcy. ection:
|# addack. il
- Qe i

.;'ﬁ'- B

Lrasaripheon

. TEHHEERFIRMALANEFENACE,

a B1ZE. Permit

«  B{2IP#E30.0.0.0
- EREREET/32,

o (B RERH,
«  FEOK.



Sorderd AL | Brtended AcL]
%Adﬁ'ﬁﬁ'a‘atﬂ + | Bm-|

Mo Address Action Diescripkion

=l Local_Lan_fccess
10 |E 0000

[ [ £dit AcE e

Action: @ Permit 7 Deny

Address: (0.0.0.0/32] E]

Description:
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<#root>

ciscoasa>

enabl e



Password:
ciscoasa#

configure term nal

ciscoasa(config)#

- BVSMBEENARFAMLANGRE,.

gq-

<#root>

ciscoasa(config)#

access-1list Local LAN Access renmark Cient Local LAN Access

ciscoasa(config)#

access-1list Local LAN Access standard permt host 0.0.0.0

o EARBUNRBHNAERBRERN,

<#root>

ciscoasa(config)#



group-policy hillvalleyvpn attributes

ciscoasa(config-group-policy)#

c EEFIBEXRM. EARHT , RS excludespecified,

<#root>

ciscoasa(config-group-policy)#

split-tunnel -policy excludespecified

c EEFIBESEBE. EFRFF , FES Loca _LAN_Access,

<#root>

ciscoasa(config-group-policy)#

split-tunnel -network-1ist value Local _LAN Access

o BUHUTHT:

<#root>

ciscoasa(config)#



tunnel -group hillvalleyvpn general -attributes

«  SARR AR EERSE R RA N

<#root>

ciscoasa(config-tunnel-ipsec)#

def aul t - group-policy hillvalleyvpn

. BEFEREER.

<#root>

ciscoasa(config-group-policy)#

exit

ciscoasa(config)#

exit

ciscoasa#



c  RBEEMFIES XMERAM NVRAM) , X ERKR TIEEFES K Enter RE,

<#froot>

ciscoasa#

copy runni ng-config startup-config

Source filename [running-config]?
Cryptochecksum: 93bb3217 0f60bfa4 c36bbb29 75cf714a

3847 bytes copied in 3.470 secs (1282 bytes/sec)
ciscoasa#
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il AnyConnect Se

Preferences | Statistics | Rouke Details | Firewall | Message History !

[] start PN before user logon to computer

Enable automatic certificate seleckion

Use Safeword SofToken PIN bo get passwiord

[] start wPM when AnyConnect is started

Minimize AnyvConnect on WP conneck

Al local (LAMNY access when using YPR (F configured)
Do not remermber SmartCard PIM

[Enable automatic YPM server selection

[ ] Block connections ko untrusted servers

fELinux Lt



0 AnyConnect Preferences

Preferences

[ | start VPN when AnyConnect is started
& Minimize AnyConnect on VPN connect

& Allow local (LAN) access when using VPN (if configured)

[ | Disable Captive Portal Detection

| Block connections to untrusted servers

| Close

XMLER E 1 &1

LT EmaERAXMLE BVPNE F ikl & & =80 R0,

<?ml version="1.0" encoding="UTF-8"?>

<AnyConnectProfile xmlns="http://schemas.xmlsoap.org/encoding/"
xmlns:xsi="http://www.w3.0rg/2001/X M L Schema-instance"

xsi:schemal ocation="http://schemas.xmlsoap.org/encoding/ AnyConnectProfile.xsd">
<ClientInitialization>

<UseStartBeforel ogon UserControllable="true">fal se</UseStartBeforel ogon>
<AutomaticCertSelection UserControllable="true">fal se</AutomaticCertSel ection>
<ShowPreConnectM essage>fal se</ShowPreConnectM essage>
<CertificateStore>All</CertificateStore>

<CertificateStoreOverride>fal se</CertificateStoreOverride>
<ProxySettings>Native</ProxySettings>

<AllowL ocal ProxyConnections>true</AllowL ocal ProxyConnections>
<AuthenticationTimeout>12</Authenti cationTimeout>

<AutoConnectOnStart UserControllable="true">fal se</AutoConnectOnStart>
<MinimizeOnConnect UserControllable="true">true</MinimizeOnConnect>
<L ocalLanAccess UserControllable="true">true</L ocal L anA ccess>
<ClearSmartcardPin UserControllable="true">true</ClearSmartcardPin>
<IPProtocol Support>1Pv4,] Pv6</I PProtocol Support>

<AutoReconnect UserControllable="false">true

<AutoReconnectBehavior UserControllable="fal se">DisconnectOnSuspend
</AutoReconnectBehavior>

</AutoReconnect>

<AutoUpdate UserControllable="fal se" >true</AutoUpdate>

<RSA Securl DIntegration UserControllable="fal se">Automatic



</RSA Securl DIntegration>

<WindowsL ogonEnforcement>Singl el ocal L ogon</WindowsL ogonEnforcement>
<WindowsV PNEstablishment>L ocal UsersOnly</WindowsV PNEstablishment>
<AutomaticV PNPolicy>fal se</AutomaticV PNPolicy>

<PPPExclusion UserControllable="false">Disable

<PPPEXxclusionServerl P UserControllable="fal se"></PPPExclusionServer| P>
</PPPExclusion>

<EnableScripting UserControllable="fal se" >fal se</Enabl eScripting>
<EnableAutomaticServerSelection UserControllable="false">false
<AutoServerSel ectionl mprovement>20</A utoServer Sel ectionl mprovement>
<AutoServerSel ectionSuspendTime>4</AutoServerSel ectionSuspendTime>
</EnableAutomaticServerSelection>

<RetainVpnOnL ogoff>false

</RetainV pnOnL ogoff>

</ClientInitialization>
</AnyConnectProfile>

&

TR T EE RIS RURRB SN RE

+  1EDART

o fFAPIngAIE A AN

HE MY Cisco AnyConnect Z £ BB B F i B R BIASA LR F BN I E.,

o RARMFEPEFERKE , WE—T Connect,

£ Cisco AnyConnect Secure Mobility Client o

- :l-""""'




+ i®# Advanced Window for All Components> Statistics... LB RBEEER

e 0e Statistics

Virtual Private Network (VPN)

m Route Details = Firewall Message History |

Connection Information Address Information
State: Connected Client (IPv4): 192.168.11.1
Tunnel Mode (IPv4): Split Exclude Client {IPvG): Not Available
Tunnel Mode {IPvE): Drop All Traffic Server: 64.102.156.87
Duration: 00:01:11 Transport Information

Bytes Protocol: DTLS
Sent: 49749 Cipher: RSA_3DES_1688_SHAL
Received: 9298 Compression: LZS

Frames Proxy Address: No Proxy
Sent: 710 Feature Configuration
Received: 3 FIPS Mode: Disabled

Control Frames Trusted Metwork Detection: Disabled
Sent: 7 Always On: Disabled
Recelved: 5 Secure Mabllity Solution

Client Management Status: Unconfirmed
Profile Name: pro_lacallan.xml Appliance: Not Available
Administrative Domain: Undefined

| Reset | | Export Stats... |
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: Cisco AnyConnect Secure Mobility Client Statistics

Statistics|| Route Details

T
CISCO
Connection Information Address Information
State: Conneckted Client (IPv4): 20.20.20.1
Connection Mode (IPv4): split Exclude Server: 10.48.67.223
Connection Mode (IPv6): Drop All Traffic Client (IPv6): Mot Available
Duration: 00:16:22
Session Disconnect: None
Transport Information
Bytes Protocol: DTLS
Sent: 0 Cipher: RSA_AES_256 SHA1
Received: 20550 Compression: None
Proxy Address: No Proxy
Frames
Sent: 0
Received: 5 Feature Configuration
FIPS Mode: Disabled
I Csn::';nl — 132 Trusted Network Detection: Disabled
! Received: 65
i @ Reset EZExport...
1

+  #—T Route Details BB #R Cisco AnyConnect R £ BB B F ik I AR AT S B At 493 i

EXRflh | AFEFBARARELANEI10.150.52.0/22F1169.254.0.0/16 , FEFA HE FEEEB INH L IEBRRE /X,



e 06 Statistics

VPN

Virtual Private Network (VPN)

----------------------{__Statistics (Lt E Y Firewall  Message History —

Route Details

¥ Non=-Secured Routes (IPv4)

10.150.52.0/22
169.254.0.0/16
¥ Secured Routes (IPv4)
0.0.0.0/0
Non-Secured Routes (IPv6)
Secured Routes (IPvB)
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Cisco AnyConnect Secure Mobility Clienkt Sktatistics

Statistics ||Route Details

TNy
CISCO

Non-Secured Routes
Destination | Subnet Mask

192.168.171.0 24

Cisco AnyConnectZ £ TE)V.{E i & ik

u

ERE

=111
S

hhkkhkkhhkhkkhhhkdhhdhhdhhdhhdhhddxhddxdhddhrddxxd

Date: 11/25/2011

Time: 13:01:48

Type: Information
Source : acvpndownloader

Description : Current Preference Settings:
ServiceDisable: false

CertificateStoreOverride: false

CertificateStore: All

ShowPreConnectM essage: false
AutoConnectOnStart: false
MinimizeOnConnect: true

LocalLanAccess: true

AutoReconnect: true

AutoReconnectBehavior: DisconnectOnSuspend
UseStartBeforel ogon: false

AutoUpdate: true

RSA Securl DIntegration: Automatic

WindowsL ogonEnforcement: SingleLocalL ogon
WindowsV PNEstablishment: LocalUsersOnly
ProxySettings: Native

AllowL ocal ProxyConnections: true
PPPExclusion: Disable

Secured Routes

Destination Subnet Mask

0.0.0.0

0

B MRS T EDART)ELAETFHAnyConnect HESEF , BULBEERBRE T A AHLANRS K B2,



PPPExclusionServerl P:
AutomaticVPNPolicy: false
TrustedNetworkPolicy: Disconnect
UntrustedNetworkPolicy: Connect
TrustedDNSDomains:
TrustedDNSServers:

AlwaysOn: false
ConnectFailurePalicy: Closed
AllowCaptivePorta Remediation: false
CaptivePortal RemediationTimeout: 5
ApplyLastVPNLocalResourceRules: false
AllowVPNDisconnect: true
EnableScripting: false
TerminateScriptOnNextEvent: false
EnablePostSBL OnConnectScript: true
AutomaticCertSelection: true
RetainVpnOnL ogoff: false
UserEnforcement: SameUserOnly
EnableAutomaticServerSelection: false
AutoServerSel ectionlmprovement: 20
AutoServerSel ectionSuspendTime: 4
AuthenticationTimeout: 12
SafeWordSof Tokenlntegration: false
Allow!PsecOverSSL: false
ClearSmartcardPin: true

hhkkkhkkhhkhhhhdhhdhhdhhdhhdhhddrhddrhhrdhrdixxd

35 F Ping I Z3 A 1t L AN 5 5

HIRVPNE B iR 1% BB E R VPNE R 2B A sh At LANRY 5 — A% 2 - EMicrosoft Windowsaz < 3 £/ ping @85
o UTEIBIBERERAE IR AELANE192.168.0.0/24 , MBR EE R —#E# , HIPuitA192.168.0.3,

<tfroot>
C\>

ping 192.168. 0.3

Pinging 192.168.0.3 with 32 bytes of data&colon;

Reply from 192.168.
Reply from 192.168.
Reply from 192.168.
Reply from 192.168.

0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
0.3: bytes=32 time<lms TTL=255
Ping statistics for 192.168.0.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximum = Oms, Average = Oms
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alhyari@ubuntu:~$ ping 192.168.171.131
.168.171.131 (192.168.171.131) 56(84) bytes of data.
from 192.168.171.131: icmp_seq=1 ttl=128 time=0.474
from 192.168.171.131: icmp_seq=2 ttl=128 time=0.315
from 192.168.171.131: icmp_seq=3 ttl=128 time=0.336

from 192.168.171.131: icmp_seq=4 ttl=128 time=0.475
from 192.168.171.131: icmp_seq=5 ttl1=128 time=0.337
from 192.168.171.131: icmp_seq=6 ttl=128 time=0.286
from 192.168.171.131: icmp_seq=7 ttl=128 time=0.252

g 3713

RERENEATRAREAEETRERIRE,

FEERBRINNAE

EVPNEFR D ERECHEABLANGRRER , SEEERELAN LREBIENSRE. TERAMEZEER R R E

RIPH BB = 5

° Eﬁ‘?ﬁ'%ﬂ% b ﬁﬁﬁ FE\X. XXX(EEFXXXX%I%%H%EImPi&m:) , ﬁﬁjl;gﬁﬁﬁ #&7% \\sharename,

EENE , FEEERNRENAE , NECRIPUTEERE. fl , BTFEERTES
\\sharename\printername , T FESEF \\x.x.x.x\printername , E Ax.x.xx2IPibit.,

BUSRBHRVPNEFiLMHOSTSIE R, Microsoft Windows PC_ERILMHOSTSEE 2 A FF IR 1 T #4E M Pib it~ R T FRAE
B, HlI0 , LMHOSTSEER LM FFTR :

192.168.0.3 SERVER1
192.168.0.4 SERVER2
192.168.0.5 SERVER3

TEMicrosoft Windows XP Professional Edition® , LMHOST St 27 %SystemRoot90\System32\Drivers\EtcH ., B EEFFHE A
, 552 BMicrosoft3( 1%,
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