AMicrosoft 36580 & &7+ & F B4
B &%

X EE Cisco Secure Email % Microsoft 365 K
i3
BHEFER
SMTP B
DNS ( MX 50% ) #A%E
BIEE A uh E F B4
EXEf Microsoft 365 &% Cisco Secure Email #9742 & F # ¢
#£ Cisco Secure Email Gateway L 5% 5F RELAYLIST
BATLS
EXE# Microsoft 365 % CES WE#
B SGIEEE

:g| Eﬁ; ESE“ ZQEE
Cisco Secure Email Gateway X 18
ZEHEMEAE

Cisco Secure Email and Web Manager3 &

Cisco SecurefE @ X8

&

AT RIS Microsoft 3658 BRI R 2 B BA LU T A LA IR R ES B,
AR

BRIEREBELT /A
« Cisco Secure Email Gateway = Cloud Gateway

- HERNZLBH4ERBRENG SN E(CL)EERA :
Cisco Secure Email Cloud Gateway > Command Line Interface (CLN)§h &



https://docs.ces.cisco.com/docs/ces-customer-cli-access
https://docs.ces.cisco.com/docs/ces-customer-cli-access

* Microsoft 365
- B EBHEEERARESMTP)
- B E BAIRIF DA B BRKE(DNS)

BRA T
RXHFRABTRA S EREBNRERA,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERKR (HER
) AEREREE . MREHEREFT , FEAREEAEAESTRERNTZE,

BREMN

AXE A AR A @S DR EREE,

MREREBERZEHHEES  BIETKESENERBIPHU MEMEREEN. RTEELE
BINEUN  EEgQEEE—HMZEEFEHYS  BRHERASIIARNEREE (tEBAESA) X
REBHNMARERES (LBASMA) BENESHBENR, MREBERKBIEZEREIXEHFN
BIA | BB #& ces activations@cisco.com , WA BHEE AR R E FHEE.



Your Cisco Cloud Email Security (CES) service is ready!

Organization Name: Nl BN = =
Start Date: 2022-09-09 05:09:04 America/Los_Angeles

Below you will find information about your login credentials and other important information regar
ding your CES. Please retain this email for future reference

MX Records for inbound email from Internet
« mxi. = B .iphmx.com

= mx2. mm " 1.iphmx.com

Your Cisco CES portals:
Email Security

hitps://dhmm" -esal.iphmx.com
Security Management
https://dhl B% -sma1.iphmx.com
End User Quarantine
https://dh' ™ -eug1.iphmx.com

Please sign in the portals with this user ID:

Username: sl
Password: w® "ol wm *

Note: We recommend changing your password after the initial login.

Hostname and IP addresses to be whitelisted(for Microsoft/Office365 and G-Suite u
sers):
Email Security:
m m.140.105
m.150.143
BN 143.186
—_32.98
Security Management:
157.91

If you are using a Cloud service such as Office365, G-Suite, etc., you should direct your o
utbound emails to the address below to have them scanned by Cisco Cloud Email Securit

.

Host and IP address used for outbound relay from Office365 and G-Suite:
ob1.hcmmm .iphmx.com

Include CES host and IP address in your SPF record:

v=spf1 exists:%{i}.spf.hca B .iphmx.com ~all



BEEFIHEIBEEMIP, BAILE Microsoft 365 AREF EAERM IPREMER,

% IR RESRCEMENEEBFERZAETAE , BAEMicrosoft 365 Exchangel2 Sl BP EREEFTERE, ELE
E5— B MARESISEN.

% AR EEBETNIPHUESTRECHN RN ERBEEER LA, §120, xxx.yy.140.105 ZHEE1HER N EIPibiL ,
xxx.yy.150.1143 2EE2NERMI N EIPEL, BE1HNER2NHEIPHi Bxxx.yy.143.186 , BEE2HE B2 TPt 5
xxx.yy.32.98, MRENEDETTEEN2 (BENEIP) WEF , FEEERTAC, BEUENE S EFHER2NTE.

AMicrosoft 3658 B 24 & 7 B4
SR TETE Cisco Secure Email A Microsoft 365 B R34 E 7 BB 4

B S % R4 B AR A

« & AZEIMicrosoft 365% ¥ H /0 (https://portal.microsoft.com).

o  TEEEMIhEEXRA , BB Admin Centers.

*  1&—T Exchange.

o RERERBEE Malil flow > Rules.

o ENE [+ MEBMFRAL

o T HEEHEEBypass spam filtering... o

o HAFRAINETE . Bypassspam filtering - inbound email from Cisco CES.

o HR*Apply thisruleif... , 3B Thesender - IP addressisin any of these ranges or exactly matches.

LR TiEE Pt EiE, BHE D , 5518 I1Cisco Secure Emal | EUN{E HiZ LAY IPHb L,

2.#&— OK.

o H¥*Dothefollowing... , BB EEHH A : Set the spam confidence level (SCL) to... - Bypass spam filtering.

e E—T Save

BRSNS


https://portal.microsoft.com

. . . 3 . = T T e T X

Bypass spam filtering - inbound email from Cisco CES Enter in the IP address(es)
associated with your Cisco

Name: Secure Email Gateway/
[Bypass spam filtering - inbound email from Cisco CES I

Cloud Gateway
*Apply this rule if..
Sender's P address is in the range... - | Tl 'E e m

add condition

*Do the following...

Set the spam confidence level (SCL) to.. - | Bypass spam filtering
Mark specific messages with an 5CL
before they're even scanned by spam
filtering. Use mail flow rules to set the
spam confidence level (SCL) in
messages in EOF

| add action |

Except if..

| add exception |

Properties of this rule:

Priority:

E

Save | | Cancel

ByEEeR

B 1E Exchange RIKEE /LA

REBITHEERBIEZE Mail flow > Connectors.

B— [+] TR BERR.

' NEREHARLR) BHEQS  BE

1. F#4& : Partner organization

o W#F#E . Office365

+  #&—TF Next.



o HIAFEESSAET - Inbound from Cisco CES.

- WHFRE, FBARHA.

e —TF Next.

¥ —TF Usethesender's|P address.

e #—TF Next.

o BEE [+] M# A S8 Cisco Secure Email B0 AE S TRV I PHB AL

#E—TF Next.

» #1F Reject email messagesif they aren't sent over Transport Layer Security (TLS).

«  #E—TF Next.

. E—T Save

Bt SRR R SN B E D)



Inbound from Cisco CES
DR

Mail flow scenario

From: Partner organization

To: Office 365

MName
Inbound from Cisco CES
Status

On

Edit name or status

How to identify your partner organization

Identify the partner organization by verifying that messages are coming from these P
address ranges: il N & | [

Edit sent email identity

Security restrictions

Reject messages if they aren't encrypted using Transport Layer Security (TLS)

Edit restrictions

SR EM Cisco Secure Email 8= Microsoft 365 B &4k
B B9 ithize

HEEEHIHNERSEREBERS, ER , BB ERMERERE , EiEL2Microsoft 3658937 1P , Y HAHARKRANWER K BILFE
Microsoftit 1T E4AT BR 1 o

A4 &Af"l}ﬂ’g Eﬁiao
o EEZE Mail Policies > Destination Contrals.

o ¥ —TF Add Destination.



fEA:

1. BRI MAEHBEEE
2. FIRFERE - 10

o BRERBABER: 20

e TLSX#E : Preferred

+  1&—TF Submit.

o B-TE#EASENEUNEA LA Commit Changes LA FE BFE K.

FEREEIR) WREITT

Destination Control Table

| Add Destination...

Default recipient limit

500 concurrent connections,
Default IPv6 Preferred 50 messages per connection, None Nane

Mo recipient limit
| Export Table

~ DANE will not be enforced for domains that have SMTP Routes configured.

* Bounce Verification settings apply only if bounce verification address tagging is in use. See Mail Policies > Bounce Verification.

Items per page
 Import Table |

All
Domain IP Address Preference = Destination Limits TLS Support | DANE Support ~ | Bounce Verification * @ Bounce Profile Delete
10 concurrent connections,
your_domain_here.com Default 20 messages per connection, | Preferred Default Default ]

Default

WirEEFRE

BE , REASN B4 ATRE (RAT) SURZEH4

+ EEZ Mail Policies> Recipient Access Table (RAT).

% AR REIEBHAREERSNEREE K BREERFJERANEAERSR. EABARBAR.

+ #—T Add Recipient.

o TRMFAMHE B RTIERSE.

o EETEFRIERE Accept.




+ 1&—TF Submit.

. ESEUIA EAKICommit Changes A EEFEHE B E K.

RATIREBTRABTHRH :

Recipient Details
Order: E1

Recipient Address: () | |your_domain_here.com

Action: | [Accept v |
Bypass LDAP Accept Queries for this Recipient
Custom SMTP Response: @ Mo
O | Yes

Response Code: |51

Response Text:

Bypass Receiving Control: G ® no
O Yes

SMTP &8

2% TE SM TP B BAS B 441 Cisco Secure Email85% B 48 i Mi crosoft 3653, :

o EEZ Network > SMTP Routes.

¥ —T Add Route...

o Bl BAZHEE.

o BREXH# : BINFEHAMicrosoft 365 MXFE 8.

« #—TF Submit.

. EBEUIA EABICommit Changes AEEEHE B E K.

SMTPEEER ER T AR RH



SMTP Route Settings

Receiving Domain: \2)  [your_domain_here.com

Destination Hosts: Priority (2 Destination (7 Port Add Row

|0 Ivnur_domain.mall.prnt 25 i}

(Hostname, IPvd or IPvG address. )

Qutgoing SMTP Authentication:  No outgoing SMTP authentication profiles are configured. See Network > SMTFP Authentication

Note: DANE will not be enforced for domains that have SMTP Routes configured.

DNS ( MX iC#% ) 48

LERERIFBBBHI|MX)CEESRYBE, ZRENZLEFBARLEFHRS , RENDNSEEEEHE , BMXFCHE
WRBNZLEFHHELEN P,

#EMicrosoft 36512 B ER HHMXF M F o -

« B AEIMicrosoft 365% 12 il #(https://admin.microsoft.com)
« BEEZXE Home> Settings> Domains.
- EESHNERMAEERE.

o ¥ —TCheck Health.

IERMH T Microsoft 3652017 & 3 B2 R 49 i A0 B BRI DNSHIM X FL 8% B9 B BIM X R 8% -

‘ Microsoft 365 admin center Search

.| | I B

Domains > == m == com
Managed at Amazon Web Services [/ Default domain

Remove domain

DN records

Tio manage DMNS records for sesssssss com, go to your DNS hosting provider:

your domain by adding these DN at your domain registrar or
ect a record to see all of its details and 'copy and paste” the expected

Microsoft Exchange
Type
MX
TXT

CHAME



https://admin.microsoft.com

% IR : EATRHIH , DNSHAmazon Web Services AWS)FEEMEE, EREER , MREHDNSFEE EMicrosoft 3650k < 5L
AMEANE  HEFIESL. ZAUZRNTES . "BAZERAEIZEmyour_domain_here.comiB it ik, BREEE
BT WS EERNEETER.. . FSRABMXEHREBE ARG E R EE G EEMMicrosoft 3651R S I8, EHS

REAREHMEREN R BAEE,

RIS A S E B

REEA LR Microsoft 3658 F B fF b i Y AUHER#F, AR FRECREIEEHIMicrosoft 3658 F B UHFE,

B 35451 18 BE B B9 Cisco Secure Email and Web Manager ( BB SMA ) £ B34 1R Kt 9 B4 A 5%

£ SMA EEEE 50

o B AIZHISMA (hitps.//sma.iphmx.com/ng-login)o
*  ¥&—TF Tracking.

s BWAFTENESHEENIEZ—T Search ; REFLEBIUTHER .

. Email and Web Manager

<4 Email ~ Service Status Manitoring Tracking Quarantine
M300v
—
Message Tracking
3 Filters | 1 Messages
details @
- coming Poficy Match Sender Group
# Deiivered 330714 13 Aug 2021 17:19:48 (GMT) it == ] BYPASS_SBRS
Sender Recipien Sulject
sender@test.oom @ INBOUND EMARL TEST

£ EE Microsoft 365 P& EE 4504

«  EAZEIMicrosoft 365% & A/ (hitps:/admin.microsoft.com).

+  #AE Admin Centers.

+ & —T Exchange.

o HEEZ Mail flow > Messagetrace.

wrliaale r
fe] <ige 2ol

B ~
Remediate @& Y

o Microsoftig2ft 7 AR SWTERMEM. Bl , 212 Messagesreceived by my primary domain in the last day SABE 2R &Y 18

S5,

c BAFEHNRMAANESHRS  REME Search YHEFIHELUUATARNER !


https://sma.iphmx.com/ng-login
https://admin.microsoft.com

Message trace > Message trace search results

1 Home

A Recipients o~ L Export results 27 Edit message trace () Refresh Zitems | O Search
Mailboxes
Groups Date (UTC-05:00) | Sender Recipient Subject Ssanus

LR EE B/13/2021, 1:20 PM senderiiest.com I INBOUND EMAIL TEST Delbsed

Contacts
= Mail flow ~

| tessage trace
Rubes
Remote domains
Accepted domains
Connectors
Algrts

Alert policies

Fa  Roles w

=

Migration

SR E Microsoft 365 8= Cisco Secure Email B/ E F B4
1E Cisco Secure Email Gateway EERE RELAYLIST

2B ERHICisco Secure Emal | BUIE . b4 , EBERALWHEEEESHENTE,

- BAZKHEE,

o EEZ Mail Policies> HAT Overview.

% AR BEABATBAREERSRNERERE  REERRRNTERESR. IAFBHINTBARBERES.

+  ®—T Add Sender Group...

. HEHERERS:

1. A% : RELAY_0365

2 fBEE . <MREEBAFHERE , FRART>>
3. 5KBE : B

4. ¥ —T Submit and Add Senders.

o E##& . .protection.outlook.com



N W . EESEEES T (%) AXEEE.
e ¥—TF Submit.

o ELRUIA LA Commit Changes A FENE B E XK.

B AEERERABRA -

Sender Group Settings

Name: RELAY_0365
Order: 1
Comment: . From Microsoft 365 mail to Cisco Secure Email
Palicy: . RELAYED
SBRS (Optional): . Not in use

External Threat Feed (Optional): None
For IP lookups only

DMS Lists (Optional): None
Connecting Host DNS Verification: None Included

!_~:< Back to HAT Overview F | Edit Settings...

Find Senders that Contain this Text: ? i Find
Sender List: Display All Items in List Items per page
| Add Sender...

All
L]
Sender Comment Delete
.protection.outlook.com From Microsoft 365 mail to Cis... O
. << Back to HAT Over\riew!

BA TLS

o 3R—T <<Back to HAT Overview.

o BT "HH4RERHAL 8% RELAYED.

o ETRENMMLR Security Features 84 , B Encryption and Authentication.

o EATLS, FBIRIE . Preferred.

+  1&—TF Submit.

. EBEUIA EABCommit Changes MEEEHE B E K.



BUHRKBREEN REWT

Encryption and Authentication: TLs: | O use Default (0ff) O off @ Preferred ) Required

TLS is Mandatory for Address List: | None
[] verify Client Certificate

SMTP Authentication: | (&) Use Default (0ff) O off O preferred () Required

If Both TLS and SMTP Authentication are Require TLS To Offer SMTP Authentication
enabled:

EREM Microsoft 365 8 E CES RYEMF

e B AZIMicrosoft 365% & A /U (https:/admin.microsoft.com).

* #AE Admin Centers.

+  ¥—TF Exchange.

« EEZE Mail flow > Connectors.

o BT+ HBER.

- ETEEBMARAR) BHEAT , EE

1. BFHE : Office365

o W& : Partner organization

3R —TF Next.

o HIAFEEEEAN AT : Outbound to Cisco CES.

- WARE, FBARHA.

«  #E—TF Next.

- BRAREFERLBIER?

1. 3##F: Only when | have atransport rule set up that redirects messages to this connector.

3R —TF Next.

« ##—TF Routeemail through these smart hosts.


https://admin.google.com

o BT [+] XM ACESBIREFREMN KPR EHE

« E—T Save

e E—TF Next.

o Office 365EMAEREE R AEB BB E B4R RES ?

1. IE#E: Always use TL Sto secure the connection (recommended).

» IE3E Any digita certificate, including self-signed certificates

«  #E—TF Next.

o WREETREIER.

e —TF Next.

o HAHBAERNEFEMFb  RBE—T OK.

o EZ Validate ¥ A FFEITERE

o EM#E , ®—T Close

« E—TSave

Lafe)d g ok R



Outbound to Cisco CES
® ) W

Mail flow scenario

From: Office 365

To: Partner organization

Mame
Outbound to Cisco CES
Status

On

Edit name or status

Use of connector

Use only when | have a transport rule set up that redirects messages to this connector.

Edit use

Route email messages through these smart hosts; 8 BT jphmx.com

Edit routing

Security restrictions

Always use Transport Layer Security (TLS) and connect only if the recipient’s email server
has a digital certificate.

Edit restrictions

Validation

Last validation result; Validation successful
Last validation time: 10/5/2020, 9:08 AM

Validate this connector

ZyI B RERA


https://outlook.office365.com

1A NBRERGANE) BHEED , #12 : Insdethe organization.

« ®—T OK.

#—T Moreoptions...

#— T add condition %&b i& A 55 —{E{FRHY :

1. i#E Therecipient...

o BIE: Isexternal/internal.
o W TBREBRGAME, BHEO , B . Outsdetheorganization .

« #&—T OK.

HAEITUTRE. ... , 1 . Redirect the messageto...

1 #E : THIE SR

2. WiZEE /I Outbound to Cisco CESE #5235,

3.%—T "TOK.y (FE).

RE TEFATUATRAE. ..o WEAE - ERE

1. iE$E: Modify the message properties...

+  JE#E: st the message header
o EREBMHETE : X-OUTBOUND-AUTH.
« IR—T OK.

o FYEE : mysecretkey.



« #®—T OK.

« &—T Save

% ER  AFHIEREMicrosofthy RIREERAF | B AL BB B R A9Microsoft 365 X ESRET RS ; HEFILERBMER 2
B, ASFTHE M MIBR L E

Microsoft 3658 HEL BRI RHIAIT :



Qutbound to Cisco CES

Marme:
| Qutbound to Cisco CES

*Apphy this rule if.
X The sender is located.. ~|  Inside the organization

and

¥ The recipient is located... -| Qutside the organization
| add condition

*Do the following...
X Set the message header to this value.. - I Set the message header 'X-DUTBOUND-
AUTH: to the valfue ‘mysecretikey’
and
X Use the following connector., -r] Qutbound to Cisco CES
| addacion |
Except if.,

[ add exception '

Properties of this rule:
Priority:

o]

O Audit this rule with severity level
Mot specified = |

Choose a mode for this rule:

@ Enforce
O Test with Palicy Tips
O Test without Policy Tips
[ Activate this rule on the following date:
Fri 8/13/2021 = | | 1:30 PM L
[ Deactivate this rule on the following date:
Fri 8/13/2021 'l 1:30 PM v

O Stop processing more rules
O pefer the message if rule processing doesn't complete

Match sender address in message:
Header f;

[ Add to DLP policy
PCI - |

Comments:

ﬁ Rights Management Services (RMS) is a premium feature that requires an Enterprise Client Access License (CAL) or a RMS Online license
for each user mailbox. Learn more


https://docs.ces.cisco.com/docs/ces-customer-cli-access

office365_outbound: if sendergroup == "RELAYLIST" {
if header("X-OUTBOUND-AUTH") == "Amysecretkey$" {
strip-header ("X-OUTBOUND-AUTH") ;

} else {

dropQ;

}

}

o HEBRE-R, EIHH

Hd

B1T.

o EFTHEA [] SERIHBFBIES.

o ¥—return FTLURH TREE, BE,

« EfTCommit &5 T AR HE EFT A E K.



AR BEERASBRNERTT. BRBRFETERNNSEERRTAFT , WREIFHR.



AR FEBUMEBRELAYLISTHERE, AUERRBRABBETEE  tUERERFRRBIBAREABNEE
&M,

AE H L E B

RSB B Microsoft 365% F ER(F b 1k 5 HHEBH G N EBMRBM & . ETURENZLEBMWebBEEFRRHFRYE | UARER
B 40 3% T B i 0o

% AR REWEBELMNTLSEERREE> SSLEE) AR AR BESMTPHZT. ERSEERES



~

HIGH:MEDIUM:@STRENGTH:!aNULL:!eNULL:!LOW:!DES:!MD5:!EXP:!PSK:!DSS:!RC2:!

R RIEETERA XA

> Email and Web Manager
M100V
mMessage 1racking

Email - Service Status Menitoring Tracking CQuarantine

& Fihers | 1 Messages Validate your RELAY Sender Group and Mail Flow Policy

[J Message Detaits @ \

RCA4:!SEED:!ECDSA:!ADH:!IDEA:!3DES!!SSLv2:!SS

X 7?7 B | 9% SECURE :
: : = (i
IP address from Microsoft 365
Remadiabe@ b

3
- > Delivered MID Tima Outgoing Policy Match Sender Group Sendar IP
e 1863, 186372 13 Aug 2021 14:14:59 (GMT -04:00) EE _ees RELAY_O365  E55.175
Sander Reciplant Subject SBRS Score
@ e OUTBOUMND EMAIL TEST None More Detalls

2hiEMore Details AT R ST AV H BEFIER -

Email and Web Manager
MI100V

Email - Service Status Monitoring Tracking Quarantine

< Back to Summary

Message Tracking
Message ID Header <MN2PR13MBA007C16BFIB26CFBIDI40654FBFAS@MNZPR13IMBA00T . namprd 13, prod. outlook.com=
Processing Details

Summary

Messages 186371, 186372
13 Aug 2021

14:14:59 -. Incoming connection (ICID 405417) has sender_group: RELAY_D3E5, sender_ip: Il B 50175 and sbrs! not enabled

14:14:50 ) Protwcol SMTP interface Data 2 (191 [.57.36) on incoming connection (ICID 405417) from sender IP W -59.175. Reverse DNS host mail-
drvbnam 1 21p21 75 outboind_protecton sutlook com varihed yes.

14:14:59 ) (ICID 405417) RELAY sender group RELAY_O365 match protection.outiock com SBRS not enabled country not enabled

14:14:59 @ ing 1 (ICID 405817) TLS protocel TLSY1.2 cipher ECDHE-RSA- AES256-GOM-SHAISA.

T4:14:56 @) Message 186371 Sender Domain: I 7 .com

14:14:59 (@ St message 186371 on incoming connection (ICID 405417).

14:14:55 ) Message Y8637 enguausd on incoming connection (ICID 405417) from

14:14:59 @ Message 186371 direction; ouigoing

14:14:59 ) Message 186371 on incoming connection (ICID 405417) added reciglent (i NI UM )

14:15:00 ) Message 186371 contasing message ID header

“<MN2PR13IMBA00TC GBFIB2ECFIIDI4 0654FBFASBMNIFR 13IMBADDT,

X FRSET AR AT O B IE Bt EE )

= Email and Web Manager

Emall - Service Status Manitaring Tracking Quarantine
M100V
e
Message Tracking
2 Filters | 100 Messages
[ Message Detaiis @
MID Time Policy Match
24011 13 Aug 2021 15:54:18 (GMT -04:00) WA
Sender Reciplent Sulject

- OUTBOUND MAIL

A 72 & |4 SECURE

[Coiee et |

Envelope Header and Summary
Last State

Dafivered
Massage
Outgaing
D
186371, 186372

Tirne
13 Aug 2021 14:14:59 (GMT -04:00)

Sender

Raciplent

Sanding Host Summary

Reverse DNS hostname

il

drmbnam1 2ip21 75 cutbound.protection.o
utlook. com {werihied)

1P address
'53.175
SBRS Score
Mang
-
A ?
G~
Remediate @ Y
Sender Group Sander I
RELAY_0365 o EEsri7a
5BRS Scora
Mona More Datails



Email ~ Service Status

. Email and Web Manager
M100v

Monitoring Tracking Quarantine

« Back to Summary
Message Tracking

Message ID Header <MN2PR13MB40076A4BBICA00EEAC1618DAFEFAS@MNZPR 13MB4007 namprd13.prod.outlook.com>
Processing Details

Summary

15:54:18 Incaming connection (ICID 137530} successiully accepted TLS protocol TLSv1.2 cipher ECDHE-RSA- AESI56-GCM-5HAIE4,

15:54:18 Massage 94011 Sander Domain: bea-demo,com

15:54:18 Start message #4011 on incoming conniction (ICID 137530}

15:54:18 Message 34011 enqueved on inceming connection (ICID 137530) from DN EOEIDIEE .

15:54:18 Message 24011 direction: oulgoing

15:54:19 Message 94011 comains message ID header

"<MNZPR1IMB400T6AJBBICA00EEAC |61 EDIFBFASEMNZPR 1 IMB4007_nampad13.prod. outlook.com>",

1554019 Meszage 24011 original subject on Mjection: OUTBOUND MAIL 3:54PM POST-SECRET CHANGE

15:54:19 Message 34011 (7555 bytes] from - raady.

155418

Meszage 34011 hes sender_groug: RELAY_O365, sander_ip: L}

S57.174 and sbvs;

L ]
L ]
[ ]
®
@
15:54:18 ) Message 34011 on incoming connection (ICID 137530 added recipient | k
L ]
L ]
L ]
L ]
L

15:54:18

15:54:19 (1) | Message 4011 aborted: Dropped by fitter ‘office365_outbound'

HHEAEA

Cisco Secure Email Gateway X 1

- BRRBERS EZRKE

( BFEVESA )

REEBEREE

Cisco Secure Email and Web Manager 3 A%

dropped by

Envelope Header and Summary

Last Stae

Masshge
N/A

MID
34011
Tirne

13 Aug 2021 15:54:18 (GMT -04:00)

Sender

Raciplent

Sending Host Summary

Reverse DNS hostname

il

drnbasm] 11p21 74 sutbound. protecton e
utlssk com (verifed)

IP address
S7.174

SBRS Score
Nane



https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-command-reference-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-release-notes-list.html
https://www.cisco.com/c/en/us/support/security/cloud-email-security/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-release-notes-list.html

. 1%\ > 7'?""‘%& BRI (@ﬁVSMA)

Cisco SecurefE fi X 18


https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-user-guide-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/content-security-management-appliance/products-programming-reference-guides-list.html
https://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-list.html
https://www.cisco.com/c/dam/en/us/products/collateral/security/secure-product-naming-qrm.pdf
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