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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/sec-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html?dtid=osscdc000283
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/5409-ipsec-debug-00.html
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#common
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https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyisakmp
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifygre
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifynhrpreg
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifylifetime
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyonedirection
https://www.cisco.com/c/en/us/support/docs/security/dynamic-multipoint-vpn-dmvpn/111976-dmvpn-troubleshoot-00.html#verifyrouting

Router(config)#service timestamps debug datetime msec
Router(config)#service timestamps log datetime msec
3. AR EFEN K iFexeciR R TEHE

Router#terminal exec#i PR

AR BBERAR , AW NER AT H Eshowdn T & H FAEH,

¥ REE
mEBEEE M

1. RERB\ping EANBMAL I 7 2 B , RER M,

ELping B REERYMENER Y , MAEEBDMVPNRRE, BERE M XM LEpingE ¥
Bo MRYWFETEMER , FFWEEH LUK /O H RN 5 8% 28 2 MR A fE,



2. k5N | SEfEAtraceroute @ ZE S MMZRBREE R AN KE,
3. £ A debugFshown T 58 ¥ BRI AREE -

* debug ip icmp

» debug ip packet

JEE : debug ip packetin TEERKEEY  WHEHEAENRKER, EEERKRFPMSE
EEFARTS. BRAFERHaccess-listin . AEU{AEIRBdebug ip packetf# Faccess-

listés & , FESH \PES RSB B 1 15

BREFISAKMPREREETHE

A0 RS B B ISAKMP 5 B B i 1 SRR 4R SR AV SR B TS IR |, BB EH 258 B AR #§65535, WRME
AT , AEESUSAKMPHHE XK.

show crypto isakmp sa@n & #/RISAKMP SAERMAMM_NO_STATEHR , ERTREER KK,


https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/23602-confaccesslists.html#ts
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/23602-confaccesslists.html#ts
https://www.cisco.com/c/en/us/support/docs/security/ios-firewall/23602-confaccesslists.html#ts

RERLARASRESTER
MRESHALRASR/AAE , HEERR.
BREAAREER TSEMRERK. BEE,
B IPsecEHMERBTAE

MNRIPSecE R ETEMIEIPSecEE L FHAHAEE , BlIPSect# i kB,
R EEE st IPSeciE&IRE Matts FHIEZ M HE,

BB ERTEISPLEMEL TISAKMPER S

<#root>
Router#

show crypto isaknp sa

IPv4 Crypto ISAKMP SA

Dst src state conn-id slot status
172.17.0.1 172.16.1.1 MM_NO_STATE 0 0 ACTIVE
172.17.0.1 172.16.1.1 MM_NO_STATE 0 0 ACTIVE (deleted)
172.17.0.5 172.16.1.1 MM_NO_STATE 0 0 ACTIVE

172.17.0.5 172.16.1.1 MM_NO_STATE 0 0 ACTIVE (deleted)

+— 1B RPIER T VPNRREE B,

LESN | #2E debug crypto isakmp 5 88 5 B3R 1 38 2 5 85% T udp 500804

<#root>

Router#

debug crypto isaknp



<#root>

04:14:44.450: ISAKMP:(0):01d State = IKE_READY
New State = IKE_I_MM1

04:14: 44. 450: | SAKMP: (0): begi nning Main Mode exchange

04:14:44.450: ISAKMP:(0): sending packet to 172.17.0.1
my_port 500 peer_port 500 (I) MM_NO_STATE
04:14:44.450: ISAKMP:(0):Sending an IKE IPv4 Packet.

04:14:54.450: | SAKMP: (0): retransmitting phase 1 MM NO _STATE.

04:14:54.450: ISAKMP (0:0): incrementing error counter on sa,
attempt 1 of 5: retransmit phase 1
04:14:54.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE
04:14:54.450: ISAKMP:(0): sending packet to 172.17.0.1
my_port 500 peer_port 500 (I) MM_NO_STATE
04:14:54.450: ISAKMP:(0):Sending an IKE IPv4 Packet.

04:15: 04. 450: | SAKMP: (0): retransnitting phase 1 MV NO _STATE.

04:15:04.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE...

04:15:04.450: ISAKMP (0:0): incrementing error counter on sa,
attempt 2 of 5: retransmit phase 1

04:15:04.450: ISAKMP:(0): retransmitting phase 1 MM_NO_STATE

BIE Ky debug i i BEUR ¥R 5 B B% 3 35 9 5 1 0% 83X — IR udp 500 #12,

BEISP, MRBH MR AFRTERERDISPIMHR , R T fLFFudp 5007 &,

EISPAFFudp 5002 % , EHONEHEMAACL , ENEERRE R L FFudp 5007 fRudp SO0 2 A B H88, £ A show access-



listh T ERE D P BREEEE,

<#root>

Rout er #

show access-lists 101

Extended | P access list 101
10 permt udp host 172.17.0.1 host 172.16.1.1 eq isaknp log (4 matches)
20 permit udp host 172.17.0.5 host 172.16.1.1 eq isaknp log (4 natches)
30 permit ip any any (295 matches)



AR FRRENaccesslisth AAFFipany any. BRI, BRFBREBFERAEHONEMH AN A E , Fitb oSBT R 4R

ERSEGRETERZEREMFERETIES ITIE

EDMVPNTEERLR , EFEAIPecETHESRZ 8 , ERFCGRERBEERBIPsccZNERATREIEEE,



EBRFHEE , FSENMEECRERBE.

NHRP&H5<BY

ROMD X ZEHVPNRRECRE , BELEREERRE

<#froot>

Router#

show crypto isaknmp sa

dst src
172.17.0.1 172.16.1.1
<#froot>

Router#

show crypto | PSEC sa

Jocal

#pkts encaps:
#pkts decaps:

154, #pkts encrypt:
0, #pkts decrypt: O,

ident (addr/mask/prot/port):
remote ident (addr/mask/prot/port):

conn-id slot
1082 0

state
QV_IDLE

(172.16.1.1/255.255.255.255/47/0)
(172.17.0.1/255.255.255.255/47/0)

154, #pkts digest: 154

#pkts verify: 0O

status
ACTIVE


https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283
https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283
https://community.cisco.com/t5/networking-knowledge-base/how-to-configure-a-gre-tunnel/ta-p/3131970?dtid=osscdc000283

inbound esp sas:
spi: OxF830FC95(4163959957)
outbound esp sas:
spi: OxD65A7865(3596253285)

I-—- I-—- Qutput 1is truncated !---

BES XHEARTHINHSEKE :

<#froot>

Router#

show ip nhrp nhs detai

Legend: E=Expecting replies, R=Responding
Tunnel0: 172.17.0.1 E reg-sent O

req-failed 30

repl-recv 0
Pending Registration Requests:
Registration Request: Reqid 4371, Ret 64 NHS 172.17.0.1

CHERNHSTER A M. EFRILERE , FRAD XBHERENE LOKELER,

rEREEIH:



<#root>

interface TunnelO

ip address 10.0.0.9 255.255.255.0
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1

ip nhrp nhs 172.17.0.1

!--- I-—- Qutput is truncated !---

BERS , AR I SNHSRARRH EREE

<#froot>

interface TunnelO

ip address 10.0.0.9 255.255.255.0
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1

ip nhrp nhs 10.0.0.1

I-—- I-—- Qutput 1is truncated !---

WIE |, BRENHSHR B #IPSecin B/ % 5858 -

<#root>



Router#

show i p nhrp nhs detail

Legend: E=Expecting replies, R=Responding
TunnelO: 10.0.0.1 RE reg-sent 4

req-failed 0

repl-recv 3 (00:01:04 ago)

Router#

show crypto | PSec sa

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)

#pkts encaps: 121, #pkts encrypt: 121, #pkts digest: 121
#pkts decaps: 118, #pkts decrypt: 118, #pkts verify: 118

inbound esp sas:
spi: O0x1B7670FC(460747004)
outbound esp sas:
spi: Ox3B31AA86(993110662)

!--- I-—- Qutput is truncated !---



B m A CIEREECE S dn B

AN TaTREENSAEFRBMN TREMNHEH KR

show crypto isakmp sa detail

show crypto ipsec sa peer <NBM A-addr ess-peer >

EESAEEHE, NRCMHEEEENEDBY ( WRISAKMPTERRA24/ME | WiRIPsecTEER A1/ ) |, RIZERESLESARIAE
T7HE. MREHFESZ , REBRGEELEHE , BISAKMPH/SIPSecH e £ TR &,

<#root>

Router#

show crypto ipsec security-assoc lifetine

Security association lifetine: 4608000 kil obytes/ 3600 seconds

Router#

show crypto i saknp policy



Global IKE poTlicy

Protection suite of priority 1

Encryption algorithm: DES-Data Encryption Standard (65 bit keys)
Hash algorithm: Message Digest 5

Authentication method: Pre-Shared Key

Diffie-Hellman group: #1 (768 bit)

Lifeti ne: 86400 seconds, no volunme limt

Default protection suite

Encryption algorithm: DES- Data Encryption Standard (56 bit keys)
Hash algorithm: Secure Hash Standard

Authentication method: Rivest-Shamir-Adleman Signature
Diffie-Hellman group: #1 (768 bit)

Lifetime: 86400 seconds, no volume 1limit

Router#

show crypto ipsec sa

interface: Ethernet0/3
Crypto map tag: vpn, Tlocal addr. 172.17.0.1
Tocal ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0)
current_peer: 172.17.0.1:500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 19, #pkts encrypt: 19, #pkts digest 19
#pkts decaps: 19, #pkts decrypt: 19, #pkts verify 19
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 1, #recv errors 0
Tocal crypto endpt.: 172.16.1.1, remote crypto endpt.: 172.17.0.1
path mtu 1500, media mtu 1500
current outbound spi: 8E1CB77A

inbound esp sas:
spi: 0x4579753B(1165587771)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
sTlot: 0, conn id: 2000, flow_id: 1, crypto map: vpn

sa timng: remaining key lifetinme (k/sec): (4456885/3531)



IV size: 8 bytes
replay detection support: Y
outbound esp sas:
spi: Ox8E1CB77A(2384246650)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow_id: 2, crypto map: vpn

sa timng: remaining key lifetime (k/sec): (4456885/3531)

IV size: 8 bytes
replay detection support: Y

BEER RE—EAREHRE

AXE D XBEARZENVPNRRECHE , BREZEEERRE.,

<#root>

Spokel#

show crypto ipsec sa peer 172.16.2.11

local ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)

#pkts encaps: 110, #pkts encrypt: 110
#pkts decaps: 0, #pkts decrypt: O,



Tocal crypto endpt.: 172.16.1.1,
remote crypto endpt.: 172.16.2.11
inbound esp sas:
spi: Ox4C36F4AF(1278669999)
outbound esp sas:
spi: Ox6AC801F4(1791492596)

!-—-- I-—- Qutput is truncated !---

Spoke2#

sh crypto ipsec sa peer 172.16.1.1

local ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)

#pkts encaps: 116, #pkts encrypt: 116,
#pkts decaps: 110, #pkts decrypt: 110,

Tocal crypto endpt.: 172.16.2.11,
remote crypto endpt.: 172.16.1.1
inbound esp sas:
spi: Ox6AC801F4(1791492596)
outbound esp sas:
spi: O0x4C36F4AF (1278669999

!I-—- I-—- Qutput is truncated !---

spokel PR B H T , BER RespH BETE it spoke2fE B spokel AY R 1 F Bt 5 53R

spoke2#% B 25 [ B F8 ‘RencapHldecap , IE R RESPHREE EiEspoke2:2 AI#HBIR. '© AL 3% 4 TEspoke2fV I SPU% , 3% 5% 4 12 spoke2i
188 Mspokel g 25 2 BB B P MR A B Lo FEAFFESP ( IPEAIBES0 ) 2% , spokelFspoke2#h & FE R £ 45 M AR BREH L 51K
2R m.

<#froot>



spokel#

show crypto ipsec sa peer 172.16.2.11

local 1ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)

#pkts encaps: 300, #pkts encrypt: 300
#pkts decaps: 200, #pkts decrypt: 200

!-—- I-—- Qutput is truncated !---

spoke2#

sh crypto ipsec sa peer 172.16.1.1

local 1ident (addr/mask/prot/port): (172.16.2.11/255.255.255.255/47/0)
remote ident (addr/mask/prot/port): (172.16.1.1/255.255.255.255/47/0)

#pkts encaps: 316, #pkts encrypt: 316,
#pkts decaps: 300, #pkts decrypt: 310

!--- I-—- Qutput 1is truncated !---
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<#root>

Hub#

show i p ei grp nei ghbors

H Address Interface Hold Uptime SRTT RTO Q Seq
(sec) (ms) Cnt Num

2 10.0.0.9 TuO 13 00:00:37 1 5000 1 0

0 10.0.0.5 TuO 11 00:00:47 1587 5000 0 1483

1 10.0.0.11 TuO 13 00:00:56 1 5000 1 0

Sysl og nessage:
Y%DUAL- 5- NBRCHANGE: | P- EI GRP(0) 10:
Nei ghbor 10.0.0.9 (Tunnel Q) is down: retry limt exceeded

Hub#

show ip route eigrp

172.17.0.0/24 is subnetted, 1 subnets

C 172.17.0.0 1is directly connected, FastEthernet0/0
10.0.0.0/24 1is subnetted, 1 subnets

C 10.0.0.0 1is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, FastEthernet0/1

wn

0.0.0.0/0 [1/0] via 172.17.0.100



REEDESKRIFTIEREE TNHRPABHM,

EERSFT , FREERRHBRBREN EHEEBDEnhrpiE EH IR,

rEREEIH:

interface TunnelO

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

no ip next-hop-self eigrp 10

ip nhrp authentication test

ip nhrp network-id 10

no ip split-horizon eigrp 10
tunnel mode gre multipoint

/-—-- I-—- Qutput is truncated !---

B E RRBREnhrpil FEHBRAY [EREIR B WEE RA

<#froot>

interface Tunnel0

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

no ip next-hop-self eigrp 10

ip nhrp authentication test

p nhrp map multicast dynanic

ip nhrp network-id 10
no ip split-horizon eigrp 10
tunnel mode gre multipoint

!-—- I-—- Qutput is truncated !---



EAFNHRPE B#8 2 2 B% H 25 38 hn 2 4B BENHRPEIBR

BB , F2/Cisco |0S | PiEIE R 85 522 fR ip nhrp map multicast dynamic &5 4%.

<#root>

Hub#

show i p eigrp neighbors

IP-EIGRP neighbors for process 10

H Address Interface Hold Uptime SRTT RTO Q Seq

(sec) (ms) Cnt Num
2 10.0.0.9 TuO 12 00:16:48 13 200 0 334
1 10.0.0.11 TuO 13 00:17:10 11 200 0 258
0 10.0.0.5 TuO 12 00:48:44 1017 5000 0 1495
Hub#

show i p route

172.17.0.0/24 is subnetted, 1 subnets
C 172.17.0.0 is directly connected, FastEthernet0/0

D 192.168. 11. 0/ 24 [ 90/ 2944000] via 10.0.0.11, 00:16:12, TunnelO


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr/command/ipaddr-cr-book/ipaddr-i4.html

10.0.0.0/24 1is subnetted, 1 subnets
10.0.0.0 is directly connected, TunnelO
C 192.168.0.0/24 is directly connected, FastEthernet0/1

(@)

D 192.168. 2. 0/ 24 [90/2818560] via 10.0.0.9, 00:15:45, TunnelO

S* 0.0.0.0/0 [1/0] via 172.17.0.100

EiBegrpti EEA D T

EIESARIVPNEDM VPN S HRIE

G

DMVPNI{EIEE , {HEEEITRAVPN,

FRRITR

EAISAKMPEL B RERMIPSecEl B RREEILEN. ADMVPNFIRAVPNE I BB EEER.

BREFMEN , FZEDMVYPNIEISAKMPE

Dual-hub-dual-dmvpnRgz&

=R


https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html
https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/47541-dmvpn-ezvpn-isakmp.html

dual-hub-dual-dmvpniE . EBME , BESERME , EEEMNIHE.

FRRFR

/OB 20 52 R L RO REIE o7 TH £ A RS3E | PsecfR 7 P W shared B 82 7.

iRREEH

interface Tunnel43

description <<tunnel to primary cloud>>

tunnel source interface vlanlO

tunnel protection IPSec profile myprofile shared

!-—- I-—- Qutput is truncated !---
interface Tunnel44

description <<tunnel to secondary cloud>>
tunnel source interface vlanlO

tunnel protection IPSec profile myprofile shared

!-—- I-—- Qutput is truncated !---
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<#root>

ip ntu 1400
ip tcp adjust-nmss 1360
crypto | PSec fragnentation after-encryption (gl obal)
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https://www.cisco.com/c/en/us/products/collateral/security/dynamic-multipoint-vpn-dmvpn/data_sheet_c78-468520.html?dtid=osscdc000283
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