BRESALNERS T L&
B 8

&
EERS L ERFLLETERD T
Bip B A RME = 2 AT BIAMP

BIBAMP B TR

L FIRERRERSA

ERESY]

ELBERETON
ALHERETHN  ASERCH
AREERSITEBHHEEELE

s

ANENMBNAREEEBENBELEEBESA LNEREEHEEAVP) RENERSRER
LETRRS T, AR EBANAMP B 558 RIB R EE,

MERE LERHFIETERS T

A File Analysis# , File Reputation$® K K 4 Al sE & B EIFile Analysis AETHE—F 547, &
RETHHEEANEHEENBENRSRANRE. EERA ERXEEBRBE. K, BRI
i Z-E.I-FHO

A TRRDE, WETRHTAMEEORRD. WE0BERRREERFie Analysis
Services CloudFR , ZHBRIUBER TEAL MOBLER, BERIFBEHTEHREH
 TRREHRAREERIBNERS .

M F2REEAREBNARZLERNSHEEHBHERBNERRETNE | BFR
HMEFANMEtER,

BIEE . BREE LETHAsyncOSHEEMRAE , FSRRTHRBNERAFMH , RAERS T
R BT AEE AsyncOSHI AR AR,

AABEARERDTHERER

- BERIATLMEREUTREREFETSN . ( XBEERIMHAERE ) Windows#i1T18 , #ilan
exe, .dll, .sysFl.scri§%. AdobeR]BHEX1E#&I(PDF). Microsoft Office 2007+(Open
XML), Microsoft Office 97-2004(OLE). Microsoft Windows/DOS#{T#, Htt g E=HE
RAB, #5812 L EFAnti-Malware and Reputations¥ EEE ( AR WebZ £ ) HiFile
Reputation and Analysisi% EE M ( FAFAEmail Security ) B RE B, #HBXESTEPDFH
Microsoft Officef& %, ( #AsyncOS 9.7.1 for Email SecurityBi#4 ) M REEEEFE "HuB#E
EERERAG, BE , BEFLUTEIE R Microsoft OfficetE RAFLUXMLEMHTMLE R f1F


/content/dam/en/us/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
/content/en/us/support/security/email-security-appliance/products-release-notes-list.html
/content/en/us/support/security/email-security-appliance/products-user-guide-list.html

:ade, adp, adn, accdb, accdr, accdt, accda, mdb, cdb, mda, mdn, mdt,
mdw , mdf , mde , accde, mam, maq, mar, mat, maf, Idb, laccdb, doc, dot,
docx , docm , dotx , dotm, dotm, docb, xIs, xlt, xIm, xIlsx, xlsm, xltx, xltm,
xltm, xlsb, xla, xlam, xll, xlw, ppt, pps, pptx, pptm, potx, potx, potx , potx,
potx dx, sldm, mht, mhtm, mhtmlFlxml,

MiEE: 0 TERIT RENERELAE  AERETERBERESTON  YAERE
HtER THE0 MRS  REERUARELETIN. ERFTREIRERERBINE

Ry, BRI ER.

RHBEREEME :

CNMRBREREMRLBETESR , AIFTEEALEZER. FELERNERSNER , BFie
Analysis Reporting B E# & SHA-256,

CRERERLBER X, MRLEXYK (HIMAREREE ) , AW LEER. R
HRAERSTRARFEREMAY , EXERLE.

il AR E RS TRIAMP

FEERERT , EESAE R EB M KRECiscoE XN B ILERE , JIHNKE —EBRIMEREBIK
& "Microsoft Windows/DOS#1THE 1 « EAFREHMERERZH , BEEATTHRERBES
o EMRMZupdater logsHFFERAF , EERERA Mfireamp.json

Sun Jul 9 13:52:28 2017 Info: anp begi nning downl oad of renote file
"http://updates.ironport.confanp/1.0.11/fireanp.]json/defaul t/100116"

Sun Jul 9 13:52:28 2017 Info: anp successfully downl oaded file
"anp/1.0.11/fireanp.json/defaul t/100116"

Sun Jul 9 13:52:28 2017 Info: anp applying file "anmp/1.0.11/fireanp.json/default/100116"

EBBGUIEBERZH , FENIIZ2RB>EREVRNI MBS BMERE. ...

Edit File Reputation and Analysis Settings

Advanced Malware Protection

File Reputation Filtering: | ' Enable File Reputation

File Analyss: (7 & Enable File Anahysis

Expand & Redat

+ ¥ archived and compressed
+ ¥ Configuration

+ ¥ patabase

* ¥ Document

* ¥ Email

¢ ¥ Encoded and Encrypted

P Executables
¥ ¥ Micresoft Decuments
¥ o Miscellaneous

EEBCLIEEARERITHWAMP |, 558 Aampconfig > setupin S BB EEEE, INRHELL
THEE, IXERZYREESUNRIITHERRSR 2



nyesa. | ocal > anpconfig

File Reputation: Enabl ed

Fil e Anal ysis: Enabl ed

File types selected for File Analysis:

Adobe Portabl e Docunment Format (PDF)

M crosoft O fice 2007+ (Open XM.)

M crosoft OFfice 97-2004 (OLE)

M crosoft Wndows / DOS Executabl e

O her potentially malicious file types

Appliance Group | D) Nane: Not part of any group yet

Choose the operation you want to perform

- SETUP - Configure Advanced- Mal ware protection service.

- ADVANCED - Set val ues for AMP paraneters (Advanced configuration).
- CLEARCACHE - Cears the local File Reputation cache.

[1> setup

File Reputation: Enabl ed
Woul d you like to use File Reputation? [Y]>

Woul d you like to use File Analysis? [Y]>
File types supported for File Analysis:

Archived and conpressed [sel ected]
Configuration [sel ected]

Dat abase [sel ect ed]

Docunent [sel ected]

Emai | [sel ected]

Encoded and Encrypted [sel ected]
Execut abl es [partly sel ect ed]

M crosoft Docunents [sel ected]

M scel | aneous [ sel ect ed]

©ONOUAWONE

Do you want to nmodify the file types selected for File Analysis? [N >y

Enter comra separated serial nunbers fromthe "Supported” list. Enter "ALL" to sel ect
"currently" supported File Types.
[1,2,3,4,5]> ALL

Speci fy AWP processing timeout (in seconds)
[120] >

Advanced- Mal ware protection is now enabl ed on the system

Pl ease note: you nust issue the 'policyconfig comand (CLI) or Mil
Policies (GUI) to configure advanced mal ware scanni ng behavi or for
default and custom I ncom ng Mail Policies.

This is reconmended for your DEFAULT policy.

BRBLEE A RANERERZERIN (NREA ) BIHK.

BREAMP BREE TR D

al |

EMHFHESALNEREERERSTREE  cASKHEEAMPRERZH, ZEZERIEFTEAMPIRE
Btk B 56 , SBHMESARCLIE (Ttail amp , SiEFtailsigrepis THEEEE, MREHMEEEZAMPH

RTESNHEERYEMFRES , grep T HEERA.
LT REH



nyl ocal .esa > tail anp

Press CGrl-C to stop.

Tue Aug 13 17:28:47 2019 Info: Conpressed/ Archive File: sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac M D = 1683600, Extracted File: File Nane =
‘[redacted].pdf', File Type = "application/pdf', sha256 =
deace8ba729ad32313131321311232av2316623cfe9ac, Disposition = LOARI SK, Response received from=
Cl oud, Malware = None, Analysis Score = 0, upload_action = Recommended to send the file for
anal ysi s

Thu Aug 15 13:49:14 2019 Debug: File reputation query initiating. File Nane =

"anp_wat chdog.txt', MD =0, File Size = 12 bytes, File Type = text/plain

Thu Aug 15 13:49:14 2019 Debug: Response received for file reputation query fromdCoud. File
Name = 'anp_watchdog.txt', MD = 0, Disposition = FILE UNKNOAN, Mal ware = None, Analysis Score =
0, sha256 = abf 28f 1f ed7c2f e88bcdf 403710098977f al2c32d13bf bd78bbe27e95b245f 82, upl oad_action =
Reconmended not to send the file for analysis

BHEE . BREMRAEIAsyncOSHEAMP A EER "amp_watchdog.txty » ER—EERAFEF
F+oE8ER—AHNOSER, IEREAMPHkeep-alivel —3% , IR 2B, HER
#£AsyncOS 10.0.1 5% 5 7 hix 2< B8 15 FE 5l

Mgt : BERAMNAsyncOSHE B #kupload_actionfZ2%H;, , ZEZBEA=EE LEZRR 2T
AERNE.

FEEMRAsyncOS E#1T L BIRIEN = [BEHE

. "upload_action = 0".fE BRI MEZER ;| TEEETI.

- "upload_action = 1":{&i%

. "upload_action = 2" E BRI MEKER ; TEXETON
FEAsyncOSHRA12.x R E SR A L #I1T ESIRENMEEFE -

. "upload_action =B EIERERE T
. EHRBE A "upload_action =BT EEXERETOH"
HWERERREEEAERETON. AF , CHAEFAEBEERRBINEE  FREMIIER,

LR ERIR

"upl oad_action = 0": The file is known to the reputation service; do not send for analysis.
HR 0, , EERERR "TREGFANETLE, . F , RRLERNEFFERUIREE
, AT REEEFile Analysis L&, BR , MREBRERLE , AITSEEZER,

"upl oad_action = 2": The file is known to the reputation service; do not send for analysis
R T2, | EREBBHN TFEE, LEER, HRERBKBEREMN  XHERITEESST
Fo

L AUE 3

AENME-LARNER , EELBRT , ERIARER LEUETHN , IRBRBERREM K
&,



ELMERETON

¥ RAsyncOS:

It €5 5| BE R AT & 1% 44 B £ Fupload_action = 1Z2& M DOCX#ER, £ T~ —1T7H , File uploaded for
analysis Secure Hash Algorithm(SHA) th & 52 #£ B|AMPEE 85,

Thu Jan 29 08:32:18 2015 Info: File reputation query initiating. File Name = 'Lab_Cui de. docx'
MD = 860, File Size = 39136 bytes, File Type = application/nsword

Thu Jan 29 08:32:19 2015 Info: Response received for file reputation query fromd oud. File Nane
= ' Royal e_Raman_Lab_Set up_Cui de_Bet a. docx', M D = 860, Disposition = file unknown, Malware =
None, Reputation Score = 0, sha256 =

754e3e13b2348f f d9c701bd3d8ae96c5174bb8ebb76d8f b51c7f 3d9567f f 18ce, upl oad_action = 1

Thu Jan 29 08:32:21 2015 Info: File uploaded for analysis. SHA256:

754e3e13b2348f f d9c701bd3d8ae96c5174bb8ebb76d8f b51c7f 3d9567f f 18ce

AsyncOS 12 xR E R :

I 8565 F8 R 75 & - 48 B A upload_action = Recommended kI PPT X1 38 LA #X S SRt 1T 047
o ETF—1TH , LENERARI TEREHEEE A(SHA) B EREHEIIAMPHREF,

Thu Aug 15 09:42:19 2019 Info: Response received for file reputation query fromd oud. File Nane
= 'ESA AWP.pptx', M D = 1763042, Disposition = UNSCANNABLE, Mal ware = None, Analysis Score = 0,
sha256 = Ocaade49103146813abaasd52edb63cf 1c285b6ad4bb6a2987c4e32, upl oad_acti on = Recommended to
send the file for analysis

Thu Aug 15 10:05:35 2019 Info: File uploaded for analysis. SHA256:
Ocaade49103146813abaasd52edb63cf 1c285b6a4bb6a2987c4e32, file name: ESA_AMP. ppt X

RERERETON , BRERCH

B RAsyncOS:

W RBIBERAMPRIEWPDFER | ZEREZE A 5K 0 T upload_action = 2, ERHRECA
, FEELHUETSH , AT EBEXRLEHE,

Wed Jan 28 09:09:51 2015 Info: File reputation query initiating. File Name = 'Zonbies.pdf', MD
= 856, File Size = 309500 bytes, File Type = application/pdf

Wed Jan 28 09: 09: 51 2015 Info: Response received for file reputation query from Cache. File Name
= 'Zonbies.pdf', MD = 856, Disposition = malicious, Ml ware = W2. Zonbi es. Not AVi rus, Reputation
Score = 7, sha256 = 00b32c3428362e39e4df 2a0c3e0950947c147781f dd3d2f f dObf 5f 96989bb002

upl oad_action = 2

AsyncOS 12 xR E A :

It €85 78 ‘Ramp_watchdog.txtiE R , HAEEE KA ampic #k8upload_action =BT EAERE
BRIERCEIOKERETOIN. UERBAZECH , FEELHUETSF , AT EEX LR,

Mon Jul 15 17:41:53 2019 Debug: Response received for file reputation query from Cache. File
Name = 'anp_watchdog.txt', MD = 0, Disposition = FILE UNKNOAN, Mal ware = None, Analysis Score =
0, sha256 = ab5f 28f 1f ed7c2f e88bcdf 403710098977f a12c32d13bf bd78bbe27e95b245f 82, upl oad_action =
Recommended not to send the file for analysis

AC 8% 1 3R 70 AT B B B 4 4R L

FECLIF |, @B Flogconfigin S HYIEIE , A LLiEElogheaders T 18 2K 5l tH M 5E #x BIBESAREM



EFEHVEREE, A "X-Amp-File-Uploaded & , R LER R LEERUETERS
#, BRBECHIIESAREH BFEH,

BREBHEBER  BAELENERETIIMNER

Mon Sep 5 13:30:03 2016 Info: Message done DCID 0 MD 7659 to RID [0] [('X-Amp-Fil e-Upl oaded',
"True')]

BEBAER  BARRLENERETIONNER

Mon Sep 5 13:31:13 2016 Info: Message done DCID 0 MD 7660 to RID [0] [('X-Amp-File-Upl oaded',
'Fal se')]

HBER

. AsyncOSf{#E i F i
- EHARBRNARRSERN BRSPS AR N R

. ESAE R E XM M AMP)AIE
- BT BB - Cisco Systems



/content/en/us/support/security/email-security-appliance/products-user-guide-list.html
/content/dam/en/us/td/docs/security/content_security/content_security_general/Content-security-file-reputation-and-analysis-criteria.pdf
/content/en/us/support/docs/security/email-security-appliance/118511-technote-esa-00.html
http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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